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Mpeavcnosue

1 NOArOTOB/IEH ®epepasnbHbiM FOCyAapCTBEHHbIM YHUTapHbIM MNpeanpuaTneMm «Bcepoccuiickuii
Hay4yHo-uccnefoBaTeNIbCKUA MHCTUTYT CcTaHgapTusauum u ceptudpmkaumm B MalMHOCTPOeHun» (Pryn
«BHUNHMALL»), O6LiecTBOM C OrpaHW4YeHHOl OTBETCTBEHHOCTbH «/H(hOpMaLNOHHO-aHATMTUYECKNIA Bbl-
yncnnTenbHblin LeHTp» (000 «WMABLL») n O6wwecTtBOM C OrpaHW4YeHHOW OTBETCTBEHHOCTbIO «HayuyHO-
npoussoacTBeHHas upma «Kpuctani» (OO0 «HM® «KpucTtann») Ha ocHoBe COOGCTBEHHOIO ayTeHTUYHOrO
nepesofa Ha pycckuii A3blK CTaHAapTa, ykasaHHoOro B nyHkTe 4

2 BHECEH TexHuuyecknm komuTeToM Mo cTaHgapTusauun TK 22 «MHdopMaLoHHbie TEXHOMOTNN»

3 YTBEPX/EH W BBEJIEH B JIEVICTBVE npukasom ®efepasbHOro areHTcTsa No TEXHUYECKOMY pe-
ry/INPOBaHNIO N METPOJIorMmn OT «11» uoHa 2014 r. Ne 569-cT

4 HacTosilwnii cTaHAapT MAEHTUYEeH MeXAyHapoaHoMy AokyMeHTy ISO/IEC TR 27008:2011 «WH-
hopmaumoHHas TexHonorus. Metogpl ob6ecneyenns 6esonacHocTn. PekomeHpauuv Ans ayavtopoB B OT-
HOLIEHUN Mep W  CPeACTB  KOHTPONAA M ynpaBneHus  vHdopMaunoHHOW  6e30nacHOCTbIo»
(ISO/IEC TR 27008:2011 «Information technology - Security techniques - Guidelines for auditors on infor-
mation security controls»)

HavnmeHoBaHWe HacTosALero cTaHAapTa M3MeHeHO OTHOCUTE/IbHO HAaUMMEHOBAHUS YKa3aHHOTO MeXay-
HapoAHoro ctaHgapTa 4ns npueegeHus B cootBeTctBue ¢ FOCT P 1.5 (nyHkT 3.5).

Mpy NpMMEHEeHUN HacTosLLero cTaHgapTa pPekoMeHAyeTCs UCMO/b30BaTb BMECTO CCbITOYHbIX MeXay-
HapofHbIX CTaHAAPTOB COOTBETCTBYIOLIME UM HauWOHalbHble cTaHAapTel Poccuiickoli ®efepauuun, ceefe-
HUA O KOTOPbIX NpUBEAEHb! B fONOMHUTENBHOM NpunoxeHun JA.

5 BBEJEH BMNEPBbIE

MpaBuna NpYMEHeHNs HacTOoALWero craHgapTa ycraHosneHsl B FTOCT P 1.0—2012 (pa3gen 8).
MHdopmauns 06 n3MeHeHUsX K HacTosALWeMy cTaHgapTy nybavkyeTca B eXerofgHom (Mo COCTOSHUIO Ha
1 AHBapsa TeKylero roga) WHMOpPMaUVOHHOM ykasaTene «HauuoHanbHble cTaHfapThi», a ouuynans-
HbIi TEeKCT W3MEHEHMWIA 1 MONpPaBoOK - B €XeMecAYHOM WHOPMALMOHHOM yKasaTene «HauuoHanbHble
cTaHgapThi». B cnyyae nepecmoTpa (3aMeHbl) WM OTMeEHbl HACTOSLWEro cTraHjapTa CoOTBeTCT-
BylOLLlee yBeAoOM/IeHVe byaeT onyb6ankoBaHo B 6avxailem Bbinycke MHpopMaLMoHHOrOo ykasaTens «Ha-
LMoHanbHble cTaHfapThi». CooTBeTCTBYLWAan nHopmaums, yBefoMIeHne N TeKCTbl pa3meLyalTcs
Takxe B MH(OPMaLMOHHOW cucTeme 06Lero nonb3oBaHusa - Ha oduumanbHOM caiTe PefepanbHOro
areHTCcTBa N0 TEeXHUYECKOMY PerynnpoBaHunio n MeTponoruv B ceTun NHTepHeT (gost.ru)

© CtaHgapTuHdgopm. 2015

HacToswwmii ctaHgapT He MOXeT ObiTb MOSIHOCTbI WKW YACTUYHO BOCNPOU3BEAEH, TUPAXUPOBAH U
pacnpocTpaHeH B kayecTBe ouLmanbHOro n3gaHns 6e3 paspelleHns HaunoHasibHOro opraHa Poccuiickoit
dPefepaummn no crtaHgapTnsaumm.
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BeeneHve

MCO/MBK TO 27008 6bin MOArOTOBAIEH COBMECTHbIM TexXHuYyeckum komutetom MCO/M3IK CTK 1
«/HhopMaLmoHHaa TexHonorusa», nogkomuretom MK 27 «MeTofbl 1 cpefcTBa ob6ecneyeHma 6esonacHo-
cTuU UT».

HacTtoswwii ctaHgapT nogaepxveaeT onpegenerHbii B MCO/M3K 27001 n MCO/M3K 27005 npouecc
MeHe[XMeHTa pucka CUCTEMbl MeHegKMeHTa UHdOopMaLMoHHo 6e3onacHocTn (CMWB), a Takxe mMepbl u
CpeAcTBa KOHTPO/SA 1 ynpasneHus, BkitoveHHble B ICO/M3K 27002.

HacTosAwwmii ctaHpapT npefocTaBnseT pykoBOACTBO MO NPOBEpPKe Mep U CPefCTB KOHTPONS W ynpas-
NeHna MHopMaLMoHHOW 6e30MacHOCTbIO OpraHusauumn, Hanpumep, B opraHusauuum, npoueccax 6usHeca n
CMCTEMHOM OKPYXEHUW, BK/ItoYas NpoBepKy TEXHNYECKOro COOTBETCTBUS.

3a pekoMeHpauuaMu nNo ayauTy 3/1eMEHTOB CUCTEM MeHe[pKMeHTa criefyeT obpalatbesa K
MCO/M3K 27007, a no nposBepke cooTBeTcTBUS CMWB TpeboBaHuaMm Ans uenein ceptudmkaumm - K
NCO/M3K 27006.
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HAUMWOHANBbHBIN CTAHALAPT POCCUMNCKOW OELEPALUMN

NHdopMaLoHHas TexHoNorus
METO/Abl W CPEACTBA OBECIMNEYEHWA BE3OMNACHOCTU
PekomeHpaumnmn ons ayAMTopoB B OTHOLWEHWUN Mep U CPeACTB KOHTPOS U ynpaBneHuns
MH(OpMaLVOoHHOW 6e30NacHOCTbI0

Information technology - Security techniques - Guidelines for auditors on information security controls
fNata BBegeHna — 2015—06—01
1 O6nactb NpPUMeEHeHNA

HacTosAwwuiA cTaHgapT NpoAocTaBnsieT PyKOBOACTBO MO NPOBEPKE peanun3aumn u gyHKLUOHUPOBaHWSA
Mep W CpeAcTB KOHTPONS W ynpaBfieHWs, BK/IOYas NPOBEPKY TEXHUYECKOro COOTBETCTBMA Mep W CpefcTB
KOHTPOAA 1 ynpasieHnss UHOPMALMOHHbBIX CUCTEM, COM1aCHO YCTaHOB/IEHHBIM B OpraHusaunn ctaHgapram
no nHhopMaLMOHHOK 6e30MnacHOCTU.

HactosAwwmin ctaHgapT NpUMeEHVM 415 OpraHu3auuii Bcex BUAO0B U /10601 BEMUUHDBI, BKIOYAA akLmo-
HepHble obLecTBa OTKPLITOrO U 3aKpPbITOrO TUMA, rOCyAapCTBEHHbIE YUPEXAEHUA U HEKOMMepYeckMe opra-
HW3aLuun, NpoBOASALLME NPOBEPKM WHGOPMALMOHHON 6e30nacHOCTM M TeXHMYeckoro cooTBeTcTBusA. Ha-
CTOSILLMIN CTaHAAPT He npeAHa3HayeH AN ayguToB CUCTEM MEHeMKMeHTa.

2 HopmaTtuBHbIEe CCbI/IKU

B HacTosilwem cTaHgapTe MCMNosib30BaHbl HOPMATMBHbIE CCbIIKM Ha Ccrefyloline MexayHapoaHble
cTaHgapTbl. JNs gatupoBaHHbIX CCbINIOK clefyeT NCNonb30oBaTh TOMbKO ykasaHHOe v3jaHve, ANnS HepjaTu-
pOBaHHbIX CCbIIOK - MOCMefHee n3faHme ykasaHHOro JokyMeHTa (BKtovas BCe ero U3MEHeHus).

MCO/M3K 27000:2009]) MHhopmMmaumnoHHaa TexHonorus. MeTofbl U cpefcTBa obecneyeHus 6e30-
nacHocTu. CucTeMbl MeHe[pKMeHTa WHJOopMaLnoHHOV 6e3onacHocTU. O630p M TEepMUHOMOrUA
(ISO/IEC 27000:2009. Information technology - Security techniques -Information security management sys-
tems - Overview and vocabulary).

3 TepMuHbI U onpeaeneHns

B HacToslwem cTaHgapTe NpuMeHeHbl TepMUHbl Mo MCO/M3K 27000. a Takke creayrowne TeEPMUHbI C
COOTBETCTBYIOLMMU ONpeaeneHnamu:

3.1 06bekT npoBepku (review object): KOHKpeTHbI/i NPOBEPSEMbIli 3/IEMEHT.

3.2 uenb nposepku (review objective): dopmynnposka, onmcbiBawLas, 4To AO/MHKHO 6biTb JOCTUTHYTO
B pesy/nibTare NpoBepKu.

3.3 cTaHgapT peanusaunm 6e3onacHocTu (security implementation standard): [JokymeHT, npeanu-
CbIBatOLWMI CaHKLMOHUPOBaHHbIE Cnocobbl peann3aluy 6e30nacHoOCTH.

4 CTpyKTypa HacTOSILIEro ctaHaapTa

HacTosAwwmin ctaHgapT COAEpXWT onucaHue npouecca NpoBepku Mep ¥ CPeAcTB KOHTPONS W ynpasre-
HVA MHhopMauOoHHON 6e30NacHOCTbLIO, BKIHOYAsA NPOBEPKY TEXHUYECKOr0 COOTBETCTBUS.

B pasgene 5 npefcraBneHa BBOAHAA UHhOpMaLIMS.

B pasgene 6 npeacTtaeneH obwmii 0630p NPoOBEPOK Mep ¥ CPeACTB KOHTPOA U ynpasrieHnsa WHdop-
MaLVOHHO 6e30MacHOCTbIO.

B pasgene 7 npefcTtaBneHbl MeTOAbl MPOBEPOK . a B pasfene 8 - AeATeNbHOCTb N0 NPOBEpKe-.

B npunoxerHun A npvBefeHO NpakTMYyeckoe PyKOBOACTBO MO NMPOBEPKE TEXHUYECKOro COOTBETCTBUSA, a
B NpunoxeHun B gaetcs onucaHve Hayana c6opa vHopmaumm -.

" OTmeHeH. [eiictByeT NCO/M3K 27000:2014. Ans ofHO3HA4YHOro cobnwoaeHns TpeboBaHWii HACTOSILEro CTaH-
[lapTa, BblpaXeHHbIX B aTUPOBaHHbIX CCbIIKax, PEKOMEHAYETCS NCNO0Mb30BaTh TO/IbKO YKa3aHHbIN CCbINIOYHbIN CTaHaapT.

N3pgaHue ouumanbHoe
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5 TlNpeanocbinkn

Mepbl 1 cpeAcTBa KOHTPONA U ynpas/ieHnsa MHOPMaLMOHHON 6e30NacHOCTbI0 OpraHu3aun AO/MKHbI
BblGMpPaTbLCA OpraHv3aluell Ha OCHOBe pe3y/bTarta OLLEHKW pucka B pamkax npouecca MeHe[XMeHTa pucka
NHOPMaLMOHHON 6e30NacHOCTU, YTOObI CHWXaTb CBOM PUCKM A0 AOMYCTUMOro ypoBHA. OfHaKo opraHu3a-
uun, pelumBline He peannsoBbiBaTb CMUB, MoryT oTgaTb npeanoyTeHve ApyruMm cnocobam BbiGopa, pea-
nv3aunn 1 NoALEPXKN Mep N CPeACTB KOHTPONS 1 ynpaBneHns nHopMaLuoHHol 6e30nacHOCTbIO.

YacTb mMep ¥ CpefcTB KOHTPOAA W ynpasfieHus WHAOPMaLMOHHOV 6e30nacHOCTbI0 OpraHusauuu
06bIYHO OCYLLEeCTBASETCA NyTEM peanu3aunm TEXHUYECKUX MepP U CPefCTB KOHTPOA W ynpasieHns nHdop-
MaLMOHHON 6e30MacHOCTbI0, Hanpumep, Korga WMHMOPMaUVOHHbIe akTUBbl BKIOYAT MHGOPMaLUVOHHbIE
CUCTEMBI.

TexHuyeckne Mepbl ¥ CPeAcTBa KOHTPOMA W ynpaBneHns MHopMaLMOHHOK 6e30nacHOCTbi0 Heobxo-
AVMO onpefenaTb, JOKyMeHTaslbHO 0hopMATb, peannsoBaTb U NOAAEPXUBaTbL B COOTBETCTBUW CO CTaH-
JapTamu, OTHOCAWMMKUCA K MHEpOpPMaLMoHHOW 6e3onacHocT. C TeyeHneM BpeMeHu Ha 3hdheKTUBHOCTb
Mep 1 CPeACcTB KOHTPONS W ynpasBneHns MHopMaLMoHHON 6e30NacHOCTb0 M B KOHEYHOM cyeTe Ha npume-
HeHve B OpraHM3auumn cTaH4apToB UHOPMALMOHHOM 6e30MacHOCTN MOTYT OKa3blBaTb HEraTMBHOE BMSHUE
BHYTPeHHUe (DakKTopbl, Takne Kak KOpPeKTUPOBKM UHCHOPMALMOHHBIX CUCTEM, KOHMurypaumm dyHkumin 6e3o-
NacHOCTV U U3MEHEHMNA OKpyXatwLel cpefbl MHPhOPMaLMOHHBIX CUCTEM, a Takke BHellHue hakTopbl, Takue
Kak COBEpLUEHCTBOBaHWE HaBbIKOB aTaku. Y opraHusauuii Ao/xHa ObiTb CcTporasi mporpaMmMa KOHTPONst U3-
MEHEHUI, KacaloLWnxca WHGOPMaLMOHHON 6e3onacHoCTU. OpraHusaumn A0SKHbI PerynsipHo NpoBepsiTh,
OCYLLEeCTBMIAETCHA /I COOTBETCTBYIOLLEE NPUMEHEHNE CTAHAAPTOB, Kacallmxcs peanunsanmmn 6e3onacHocTy,
n ux gelictere. MNMpoBepka TEXHUYECKOro COOTBETCTBUS BKIYeHa B MICO/M3K 27002:2005 B kauecTBe 0f-
HOW 13 Mep ¥ CPeACTB KOHTPONS U yNpasieHus, OCyLLEeCTB/IAEMON BPYYHYIO W/Wan NoCpesCcTBOM crneunasb-
HbIX MPOBEPOK C NOMOLLbIO aBTOMATU3NPOBAHHbIX UHCTPYMEHTa/IbHbIX cpeAcTB. OHa MOXEeT OCYLLeCTBATb-
CSA Muamu, BbINOHAKLWMUMN POfb, HE 3a4eNCTBOBAHHYI0 B OCYLLECTB/IEHUN Mepbl 1 CPeAcTBa KOHTPONS 1
ynpasneHus (Hanpumep, BnafesnbLeM CUCTEMbl WAN MEPCOHAsIOM, OTBeYalLlWM 3a KOHKPEeTHble Mepbl 1
CpefcTBa KOHTPONS W ynpaBfieHWs), AW BHYTPEHHUMU MAWM BHELHUMW cheuuanuctamu no obecneyveHuio
MHGOPMAaLMOHHON 6e30NacHOCTM, BKIYas ayanuTopoB MHGOpPMaLMoHHON TexHonorum (UT).

Pe3synbTaT NpoBepk# TEXHUYECKOrO COOTBETCTBUA 0ObACHAET (PakTUUECKMA YpOBEHb TEXHWUYECKOro
COOTBETCTBMA peanusauymn MHpopMaLnoHHOW 6e30nacHOCTM B opraHu3auun TpeboBaHMAM CTaHAapTOB.
370 obecneynBaeT yBEPEHHOCTb B TOM, YTO COCTOSIHNE TEXHUYECKUX MEpP U CPeACcTB KOHTPONA W ynpasne-
HWSA COOTBETCTBYET CTaHAapTaM UHGOPMaLMOHHON 6€30NacHOCTU UK. B NPOTUBHOM C/lyyae, CyXWUT OCHO-
BOW AN COBEPLUEHCTBOBaHNA. B Hayane npoBepku Ao/kHa 6biTb YETKO YCTaHOB/IEHa Noc/e0BaTelbHOCTb
OTYETHOCTW MO ayAuTy M AO0/KHA o6GecneumBaTbCs LEeNOCTHOCTb Nnpouecca oT4eTHOCTW. [Lo/mKHbI npeanpu-
HMMaTbCS Wwarm, 4Tobbl 06ecneymnTb:

nosy4yeHne cOOTBETCTBYHOLMMIN OTBETCTBEHHLIMU CTOPOHAMY HEW3MEHEHHON KOMWU OTYeTa He-
nocpefCcTBEHHO OT ayAMTOPOB, NPOBOASALLMX NPOBEPKY MEP U CPeACTB KOHTPOMS W ynpasneHus nHdopma-
LIMOHHOV 6e30MacHOCTbIO;

HEBO3MOXHOCTb NOJTyYEeHNs1 HECOOTBETCTBYIOL UMW WU HEYNOTHOMOYEHHbLIMWU CTOPOHaMM KoMK
oTyeTa OT ayAWTOPOB, MPOBOAALMX NPOBEPKY MEP U CPEACTB KOHTPOAS U ynpasieHuss WHDOPMaLVOHHON
6€e30MacHoOCTbIO;

BO3MOXHOCTb 6eCnpenAaTCTBEHHOrO BbINO/IHEHNA PaboThbl ayauTOopaMm, NPOBOAALMMY NMPOBEPKY
Mep 1 CpeAcTB KOHTPOS U ynpaB/eHus NHOopMaLnoHHOW 6e30MacHOCTbI0.

MpoBepkn Mep 1 CPeACTB KOHTPONS 1 ynpaBneHns MHgopMaLnoHHOR 6e30nacHoCTbIo, B 0CO6EHHOCTU
NPOBEPKN TEXHUYECKOTO COOTBETCTBUS MOTYT NOMOYb OpraHn3auuu:

YCTAHOBWTb W MOHATb CTENEHb CEPbE3HOCTU MOTEHLMaNbHbIX NpobaemM Wi HefoCTaTKOB peasnn-
3aunn 1 AeicTBUS Mep 1 CPeLCTB KOHTPONS W ynpasneHns MHOPMaLMOHHON 6e30MacHOCTbI0, CTaHAapToB
MHGOPMaLMOHHOI 6e30MacHOCTN . B pe3ysibTaTe, TEXHUYECKUX Mep W CPeAcTB KOHTPOMS W ynpaBieHus
NHOPMaLMOHHON 6€30MacHOCTbI0 OpraHn3aLu;

YCTaHOBWTb W MOHATb MOTEHUMaNbHOe B/VSHWE Ha OpraHu3auuilo BO3AeNCTBMA HefocTaTO4YHO
ocnabneHHbIX Yrpo3 1 ys3BumocTeli nHhopMaLuMoHHol 6e3onacHocTy;

YCTaHOBWTb NPMOPUTETHI B AENCTBUAX MO YMEHbLLEHNIO prUcka MH(OPMaLMOHHON 6e30MacHoCTY;

noATBEPANTb, YTO BOMPOC, KacalLMACA paHee YCTaHOB/IEHHbIX WM BO3HMKAKOLWMX cnabbix
MECT WNn HeA0CTaTKOB UHGPOPMAaLMOHHOW 6e30nacHOCTK, 6bl1 afeKBaTHbIM 06Pa30M peLUeH:

nogAepxueatb GIOKETHbIE PeLleHNsa B paMKax MHBECTULMOHHOIO npouecca n fpyrie pelueHns
PYKOBOZCTBA, CBSA3aHHblE C COBEPLUEHCTBOBAHNEM MeHe[XMeHTa MHDOPMaLMOHHOM 6€30NacHOCTN OpraHu-
3auum.

HacTtosawwmii ctaHgapT npefHasHavyeH A1 NPOBEPKU Mep M CPefCTB KOHTPONSA WM ynpasneHus uHdop-
MaLMOHHOI 6e30MnacHOCTbI0, BKIOYas NPOBEPKY TEXHWYECKOro COOTBETCTBMSA OTHOCUTENbHO peanun3auumn
opraHusaluein ycTaHOBNEHHOrO cTaHAapTa no MHopMaLnoHHOW 6e3onacHOCTU. HacToAwmii cTaHaapT He
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npefHasHauyeH ANs nNpefocTaBeHns Kakoro-nmbo KOHKPeTHOro pykoBOACTBA MO NPOBEpKe COOTBETCTBUA B
OTHOWIEHUN W3MEepeHUil, oueHkun pucka wnm ayauta CMUB. kak onpegeneHo B WCO/M3K 27004,
MCO/M3K 27005 nnn MCO/M3K 27007 cOOTBETCTBEHHO.

Wcnonb3oBaHne HacTosLWero cTaHgapTa B KauyecTBe OTNPaBHON TOYKM Mpouecca onpefeneHus npo-
ueayp 4158 NpoBepKM Mep U CPeACTB KOHTPO/IA 1 ynpasiieHns nHhopmaunoHHoW 6e30nacHOCTbI0 Cnoco6eT-
ByeT 6onee cTabunbHOMY YPOBHIO MH(HOPMALMOHHOM 6e30nacHOCTM B pamkax opraHusauun. OH npegnara-
eT HeobXxoAVMMYy0 MOKOCTb B YTOUHEHUWM NapaMeTpoB MpoLecca MPOBEPKM HA OCHOBE LieNeBOl 3ajaun v
ueneit 6musHeca, NOAMTUK 1M TpeboBaHWn opraHnW3aL M, N3BECTHON MHpopMaLMM 06 yrpo3ax v ysa3BUMOCTSX,
npeactasneHunii 06 onepaunoHHON AeATeNbHOCTH, 3aBUCKMOCTEN MHPOPMALMOHHBIX CUCTEM U NNATOoPM 1
rOTOBHOCTW PUCKOBaTb.

MpumevaHune - NCO PykoBofcTBo 73 onpefensieT roTOBHOCTb PUCKOBATb Kak BE/IMYNHY U BUA pUCKa, KOTO-
pblii OpraHM3auus rotoa paccMaTpuBaTh, COXPaHATb UK NPUHUMATD.

6 O630p NPOBEPOK Mep 1 CPeACTB KOHTPOSIS M ynpaBieHns UH(OpPMaLVNOHHOM
6e30MacHOCTbIO

6.1 Mpouecc npoBepku

MpucTynasi K KOHKPETHOW MpoBepke, OTHOcsALWelica K MH(OPMaLMOHHOW 6e3onacHoCTW, ayavTopsl,
npoBoAALLMe NPOBEPKY MeP 1N CPeACTB KOHTPOA U ynpaBieHns MHDOPMaLMOHHO 6e30MacHOCTb0, 06bIYHO
HauvHalT co cbopa npeABapuTenbHOK MHhopMaLMKU, PpacCCMOTPEHMS NIAHMPYEMOro o6bemMa 1 cogepxaHns
paboT, yCTaHOB/IEHUS CBA3W C PYKOBOAUTENAMUN U APYTUMU KOHTAKTHLIMU NIULLAMU B COOTBETCTBYIOLLMX Yac-
TAX OpraHusaunn v pacluMpeHHOW OLEHKN pUCKa, CBA3aHHOrO C NPOBEepKol, 4Tobbl pa3paboTarb AOKyMeEH-
Tauuo no nNposepke, NpeacTaBAsAIoLLYy0 COB0i PyKOBOACTBO MO OCYLLECTBASEMOV NPOBEPOYHOI AeaTesb-
HocTW. NS athheKTMBHOro OCYLLECTB/IEHNA NPOBEPOK HA3HAYEHHbIE ayAnTOpPbI, MPOBOAALLME NPOBEPKY Mep
1 CPeACTB KOHTPOSA U yNpaB/ieHns MHDOPMaLMOHHOM 6€30NacHOCTbI0, AO/KHbI GbITh XOPOLLIO NOAroTOB/e-
Hbl KaK B 0611aCTU Mep 1 CPeACTB KOHTPO/IA U ynpas/ieHns, Tak u B 06/1aCcT TeCTUPOBaHUs (Hanpumep, 3Kc-
nayatauus NpUMeHUMbIX MHCTPYMEHTa/IbHbIX CPEACTB, TEXHUYECKas Lenb TeCTMpoBaHusa). Ha aToM ypoBHe
MOTyT ObITb YCTAHOB/IEHbI NPUOPUTETHBLIE 3Tanbl paboTbl MO MNPOBEPKEe B COOTBETCTBUU C OCO3HABAEMbIMU
pvickamu, Takke aTtarnbl paboTbl MOryT 6bITb CM/IAHMPOBaHbI COrNIACHO ONpeAesieHHOMY npoueccy 6usHeca
UKW cUCTEMbl AWM MOryT 6biTb pa3paboTaHbl NPOCTO ANA nocnefoBaTeslbHOr0 oxeBata Bcex cdep, BXoAs-
KX B 06/1aCTb NMPOBEPKU.

MpegsapuTenbHas nHpopmauns MOXeT NocTynaTb U3 pasInyHbIX UCTOYHUKOB:

KHUTU. VIHTepHeT, TeXHUYecKne pyKoBOACTBa, CTaHAapTbl U Apyrue oblime cBefieHus, cogepxa-
Lmeca B UccnepoBaTelbCkux paboTax No pacnpoCTpaHeHHbIM pUckam 1 mepam U cpeAcTBam KOHTPO.s U
ynpaBfieHusi B flaHHOW cdepe, MaTepuanax KoHepeHL i, CMMNo3vyMoB, CEMUHAPOB UM (DOPYMOB;

pesynbTaTbl NpeablayLMX NPOBEPOK, TECTUPOBAHNI U OLLEHOK, YaCTUYHO WAW NOSTHOCTbIO OTHO-
CALMXCA K TeKyLieil 06nactT NpoBepKkn U Tak UAWM MHaYe BbIMOMIHEHHbIX ayAuTopaMu, NPoBOAALLMMU NPO-
BEpKy Mep ¥ CpeACTB KOHTPONA W ynpaBfieHWs MHGOPMaLMOHHON 6e30nacHOCTb0 (HanpuMep, npegsapu-
TeflbHble TecTbl 6e30MacHOCTW, NMPOBEAEHHbIe cneynanmcTaMmm no obecnevyeHnto NHGOpPMaLnoHHOR b6e3o-
nacHoOCTW, MOTYT AaTb O6LIMPHbIE 3HAHUS MO 6€30NaCHOCTN OCHOBHbIX MPUKIAAHbIX CUCTEM);

CBefleHWsl O COOTBETCTBYWOLIMX WHUMAEHTaX WH(OPMaLNOHHON 6e30nacHoCTU, CUTyaumsx,
6U3KMX K MHUMAEHTaMm, BOMpocax NOAAEPXKA N U3MEHEHUSX, MOMYyYEHHbIe OT CAyXObl TEXHUYECKOW nog-
aepxku VT, N3 NpoLeccoB MeHeAXMeHTa U3MeHEHU UT. NpoueccoB MeHeAXMeHTa nHuuaeHtos UT n u3
aHas10rMyHbIX UCTOYHMKOB;

0o6LLMe nepeyHy KOHTPOJIbHbIX MPOBEPOK M AOrOBOPOB, KacalolUXCcs NPOBEPKM Mep U CpeacTB
KOHTPONA U ynpasreHus WHAOPMaLMOHHON 6e30NacHOCTbI0 U NPOBOAMMbBIX ayAuTopaMu WUau cneuuanu-
cTaMu no MHdopMaunoHHoK 6e30MacHOCTU C OMbITOM paboThl B faHHON cdepe.

MoxeT 6bITb YMECTHbIM NpPOBeAeHNe nepecMoTpa nnaHupyemoii o6iacTv NpoBepkn B CBeTe npejBa-
puUTENbHOW MHopMaLu, 0COGEHHO eCcnn NiaH NPOBEpPKM, MepBOHAYas/lbHO OnpefenuBlLnii 06nacTb Npo-
BEPKU. NOATOTaB/AMBA/ICA 38 MHOrO MecsiLeB [0 3Toro. Hanpumep, A0OMNOMHUTE bHbIE NMPOBEPKN MOTYT pac-
KpbITb Npobnemsl, 3acnyxusawowme 6onee rny6okoro nccnegoBaHusi, WM. HaobopoT, MOryT obecneynTb
66/1bLUYI0 YBEPEHHOCTb B HEKOTOPbLIX 061aCTAX, NO3BO/AA COCPEAOTOUNTL HA3HAUYEHHYI0 paboTy Ha YeM-TO
Apyrom.

Ha HavasibHOM 3Tane BaXKHO YCTAHOBUTbL CBSA3N C PYKOBOAWUTENAMWU U KOHTaKTHbIMW /MLAMU, CBA3AH-
HbIMW C NPOBepKOiA. Mo 3aBepLLeHnK npoLecca NPOBEPKM OT 3TUX Noaei TpebyeTcsa NOHUMaHve BbiBOLOB
npoBepkn, 4TobObl afeKkBaTHO pearnpoBaTb Ha OTYET O pe3y/bTaTax MpPoBepku. BzaumonoHnmaHve, B3avMm-
HOe yBaXKeHue M CMoCO6HOCTb 06BACHUTHL NMPOLLECC NPOBEPKN CYLLECTBEHHO MOBLILIAIOT KA4eCcTBO 1 addhek-
TUBHOCTb pesy/bTaTa.
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MockonbKy cnoco6 AOKYyMeHTaslbHOro 0QOPM/IEHUS CBOEI paboThl pasHbIMK IULaMu pasinyaeTcs, To
AN MHOTUX OYHKLMIA NPOBEpKM MCNOJMb3yHT CTaHA4APTU3NPOBaHHbIE NPOLEecchl MPOBEpKW, NoaaepxuBae-
Mble p'OKyMeHTaMVI-IJJaﬁﬂOHaMVI ana paﬁoqu MaTepunanoB, TaKNMU KakK KOHTPO/IbHbIE NMepeYvyHn Ana nposep-
KW. OMPOCHbIE JICTbI M0 BHYTPEHHEMY KOHTPOJI0, Tpathukn TECTUPOBaHUS, TabNuLpbl yNpaBeHNst pUCKOM U T. 4.

KOHTPO/bHBIA NepeyeHb ANS NPOBEPKU (MU aHANOTUYHBIA [OKYMEHT) AB/SETCS OCHOBHbIM AOKYMEH-
TOM MO HECKOJIbKUM MpUYnHaM:

B HEM U3/I0XEHbI NaHMpyemble chepbl NPOBEPOYHON AEATENBHOCTH, BO3MOXHO, U YPOBHU Ae-
Ta/IbHOro onncaHna oTAeibHbIX TECTOB MO NMNPOBEPKE U ommp.aeMble/m,qeaanble BbIBOAbI,

OH MpepocTaB/isieT cocTaB paboT, cnocobCTBYss 06ecrnevyeHn0 YBEpPEHHOCTH B MOJTHOM OXBaTte
naaHupyemori obnactu;

Heo6XoAUMBbIV ANS CO3faHUSi KOHTPO/ILHOTO MEPEeYHsi aHau3 B MepByH ovepeab NoAroTasBau-
BaeT ayAMTOpOoB, NPOBOAALLUX MPOBEPKY MEp U CPeACTB KOHTPO/A M ynpaBneHus UHopMauoHHon 6e30-
NMacHOCTbI. K NocneayoLweidl NPakTMYeCKo NPOBEPOYHON AEATENbHOCTU, B TO BPEMS KakK 3ano/IHEHUE KOH-
TPONILHOTO MEepeyYHst B X04e NPOBEPKM CNOCOGCTBYET pa3BMTUIO aHaIMTMYECKOro npouecca, U3 KoToporo by-
OYT BbIBOAUTLCA AaHHble A1 oTYeTa 0 pe3ynbTaTax NnpPoBepKu;

OH NpefocTaBnseT paMku Ans PUKCUPOBaHUS pe3ynbTaToB NpeABapuTesbHOl 06paboTku UH-
chopmMauuy 1 NpakTMYecKoli NPOBEPOYHON AeSATEeNbHOCTU, a Takke, Hampumep, MecTO ANS CCbIJIOK U KOM-
MeHTapueB K CO6paHHbIM CBUAETENbCTBAM NPOBEPKY;

OH MOXEeT ObITb NPOBEPEH PYKOBOAUTENAMU ayguta Wav APYrUMu ayamTopamu, NpoBOASLLMMUK
NpoBEPKY Mep ¥ CPEACTB KOHTPONA U ynpaBieHns UHopMaLuMoHHol 6e30nacHoCTbIo, Kak YacTb npouecca
no o6ecneyeHno KayecTBa NPOBEPKY;

6yAy4y MOMHOCTLIO 3aMO/IHEHHbIM, OH (Hapsdy CO CBMAEeTesbCTBaMM MPOBEPKM) npedcTaBnser
c060i1 fOCTAaTOYHO NOAPOGHYH 3anucb O NPOBEAEHHOW MPOBEPOYHON AEATENBHOCTU U NOJIYYEHHbIX BbIBO-
Jax. KkoTopasi MoxeT noTpe6oBaTbCs 415 060CHOBaHWS WU MOATBEPXAEHUS OTyeTa O pesynbraTax Mpo-
BEPKU. MHOPMUPOBAHMSA PYKOBOACTBA W/W/IM NOMOLUM NPU NAaHMpoBaHnM 6yayLiMx NPOBEPOK.

Ayantopbl MHPOPMAaLMOHHON 6e30MacHOCTM [AO/KHbI MPOSBAATE OCTOPOXHOCTb, YTOGbI MPOCTO UC-
nonb30BaTh 06LiME KOHTPOJIbHbIE MepeyHn A1 NPOBEPKW, COCTaBMIEHHbIE APYTMMM, TaK Kak 3a UCKIHYeHN-
€M BO3MOXHOW 3KOHOMWUW BPEMEHMN 3TO. BEPOSATHO, CBEAET Ha HET HEKOTOPbIE U3 BbllLENepPeUnCeHHbIX Bbl-
rog. (37o. No-enaMMOMy, MeHee NpobsiemMaTVyHo B C/lyyaB NPsIMbIX NPOBEPOK COOTBETCTBUS MU cepTudn-
KaLMOHHbIX NPOBEPOK, NOTOMY YTO TPe6GOBaHWA, KOTOPbIe JO/IKHbI BbIMO/HATLCSA 06bIYHO ABAAIOTCA AOCTa-
TOYHO onpefeneHHbIMN.]

OCHOBHOW 06beM MpPakTUYeCKO NPOBEPOYHON AEATE/ILHOCTU COCTOUT M3 Cepun TeCTOB, NMPOBOAUMbIX
camyMn ayautopamu Wam no mx 3anpocy, AnA c6opa CBMAETENbCTB MPOBEPKM U UX PACCMOTPEHUS HYACTO
nyTemM CpaBHEHUS C OXMAaeMbIMy pesy/bTaTaMy, KOTOpble BbIBOAATCA U3 COOTBETCTBYHOLNX 0653aTENLCTB
no obecneyeHntio COOTBETCTBMSA, CTAHAAPTOB UM U3 6onee O6LLEN OLEHKM XOPOLIMX MpakTU4yeckux npue-
MOB. Hanpumep, 0AuH U3 TECTOB B pamMKax MpOBEpPKM MHpOpMaLMOHHOK 6e30MacHOCTH, U3yyatoLwmnii Mepbl 1
CcpeAcTBa KOHTPO/IA U ynpaBfeHns A0S 3alWTbl OT BPEAOHOCHOrO NPOrpaMMHOr0 CpeAcTBa, MOXeT npoBe-
PATb. CYLLECTBYIOT /I HA BCEX MPUMEHSAEMbIX KOMMNbIOTEPHbIX MaaTtchopMax COOTBETCTBYHOLME aHTUBUPYC-
Hble nporpaMmbl. [py NpYMeEHEHWN AN NPOBEPKU TECTOB, MOAO6HbLIX YKa3aHHOMY, YacTO UCMO/b3ylT Me-
TOoA4, BbIGOPKWU, MOCKO/IbKY A7 BCEOXBaTbiBatloWleil NpoBepku 0ObIYHO OGbiBaeT HeLO0CTAaTOYHO PEecypcoB.
MpakTuyeckne nNpueMbl BbIGOPKU pPasnuuyaroTcs B 3aBUCUMOCTU OT ayAWTOPOB, CUTyauuid 1 MOryT BKIHOYaTb
cnyvaiiHyo BblIOOpKY, CTpaTMULUPOBAHHYIO BbIGOPKY U Apyrue 6onee CnoxHble cTaTUCTUYECKMe MeToAbl
BbI6OPKM (HanpuMep, UCMO/Ib30BaHWe AOMNOHUTENbHOM BbIGOPKW, €CNU NepBOHavYasbHble pe3ynbTaTbl He-
yO0BNETBOPUTENbHbI, YUTOOLI NOATBEPAUTL CTENEHb CNAabOCTM Mep 1 CPeACTB KOHTPOASA 1 ynpaBneHus). Kak
npaswno, NoOsHOe TecTMpOoBaHWE BO3MOXHO B TeX Cryyasx, Korga cBuAeTenbCTBa MOryT 6biTb cO6paHbl U
NpPOTECTMPOBAaHbI 3MIEKTPOHHLIM CMOCO60M, HanpuMmep, Mcnosb3yst 3anpockl SQL’1B 6a3e gaHHbIX cBUAE-
TeNbCTB MPOBEPKM, NoA0OpaHHbIX U3 cucteM mMnu 6a3 faHHbIX MeHefKMeHTa akTuBoB. [oaxon K BbiI6opoY-
HOMY ayAuWTOpPCKOMY 06C/efoBaHWI0 AO/MKEH, NO KpaiiHel Mepe, 4acTUYHO ONpeaensaTbCs puckamu, CBSi-
3aHHbIMU C NoABeprawLeinca ayauty cpepoii 4esaTeslbHOCTU.

CobpaHHble B X04e MPOBEpKM CBUAETENbCTBA A0/MKHbI OTMEeYaTbCs, YNOMUHATLCSA WM BHOCUTLCS B
CnMcok pabounx fOKYMEHTOB NpoBepkn. CBUAETEIbCTBA NPOBEPKM, HapPSAy C aHa/M30M, BbIBOAAMU, PEKO-
MeHAaLMAMUN Mo NPOBEPKe M OTYETaMu O pesysibTarax NPoBEpPKM, AO/MKHbI ObiTb HaAexXalym o6pasom 3a-
WMLLEHbl ayAMTOpaMun, NpoBOAALLMMY NPOBEPKY MEP U CPEeACTB KOHTPONS U ynpaBneHns UHOopMaLMOHHOM
6€e30nacHOCTbi0, 0COGEHHO B CBSI3M C TEM. UTO HEKOTOPbIe CBMAETENbCTBA AB/AIOTCS KpaiiHe YyBCTBUTEb-
HbIMW K/unn LEeHHbIMW. 3aLLWITa AaHHbIX, U3BNEeYeHHbIX, Hanpuvep, U3 UCnosb3yemMblX B OpraHusayuun 6a3
[AaHHbIX C LeNblo NMPoBEPKU, A0/HKHA 0becneymBaTbCs B TOM Xe CTeMNeHu, YTo 1 3auuTa camux 6a3 faHHbIX,
nyTem MCnosib30BaHNs Mep 1 CPeACTB KOHTPONS W ynpaBieHus fOCTynoM, wudpoBaHus u 1. 4. ABTomaTu-
3MPOBaHHble MHCTPYMEHTa lbHble CPpeACcTBa MPOBEPKW, 3anpockl, YyTUAUTLI/NPOrpamMmMbl N3BNEUYEHNUA JaHHbIX

' SQL (Structured Query Language) - $3bIK CTPYKTYPMPOBaHHbIX 3aMpoCcoB.



FOCT P 56045—2014/ISO/IEC TR 27008:2011

W T. 4. AO/DKHbI CTPOr0 KOHTPO/IMPOBATLCA. 3alluTa pacneyartok, cAenaHHbIX UK NOMyYeHHbIX ayautopamu,
NPoBOAAWMMN NPOBEPKY Mep W CPeAcTB KOHTPOAS W ynpasneHuss MHPOpMaLnOHHON 6e30MacHOCTbIo,
[oMmKHa obecneumBaTbCsi NyTEM COAEPXAHUSI UX «NOA 3aMKOM» A/151 NpeAoTBpaLleHUsi HeCaHKLMOHNPOBaH-
HOro packpbITMa vnn mogudmkauun. B cnyvae oco6eHHO 4yBCTBUTE/IbHLIX NPOBEPOK PUCKM, @, CnefoBa-
TeNbHO. HEOoGXOAVMMble Mepbl W CPeAcTBa KOHTPOS W ynpaBieHus WHMOpMaLMOHHON 6e30nacHOCTbH0
[OMKHBI BbITb MAEHTUNLMPOBAHbI U NOATOTOB/EHBI HA PAaHHEM 3Tane NPoBEpPKM.

3anonHvB KOHTPOJbHbIV NMepeyeHb A1 NPOBEPKM, NMPOBeAA Cepuio TecToB 1 cobpas AOCTATOYHO CBU-
[eTenbCTB NPOBEPKX, ayAuTOpbl, NPOBOASLLME NPOBEPKY Mep U CPEACTB KOHTPOS U ynpaBneHus MHAop-
MaLMOHHO 6€30MacHOCTbio, CMOTYT U3Y4nTb CBUAETENbCTBA, ONpPeaennuTb CTeneHb 06paboTKn PUCKOB UH-
dhopmaLMoHHOl 6€30NacHOCTU M NPOBEPUTL NOTEHLUMANBHOE BAUSIHWE N06bIX OCTATOYHbIX PUCKOB. Ha 3TOM
3Tane 06bIYHO COCTABSETCA MPOEKT OTYeTa O pe3y/bTaTax NPOBEPKU B NPOMU3BO/ILHON (DOpPMe, ero kayecT-
BO paccmaTtpvBaeTca B pamkax (YHKUUM NpPOBepkn 1 06CyxaaeTcs ¢ PyKOBOACTBOM, OCOOGEHHO C PyKOBO-
[ACTBOM (hunvanoB opraHusauum, oTaenos, PyHKLMOHANbHbBIX NOAPA3AEeNeHN K rpynn, HeNnocpeacTBEHHO
nognagatoLyx nog NpoBepky, U. BO3MOXHO, Takke APYrnx 3atparnsaemMbiX NoApasfeneHunii opraHusauum.

PykoBoauTenu ayauta AO/KHbI GECMPUCTPACTHO paccMaTpuBaTb CBUAETEeNbCTBA ayauTa C LEfblo
NPOBEPKM YTO:

cyliecTByeT focTaTOYHOE KO/IMYECTBO CBUAETENLCTB NPOBEPKN ANna obecneyeHns akTnyeckon
OCHOBbI, NOATBEPXAAIOLLEN BCe BbIBOAbI MPOBEPKY:

BCE BbIBOAbl U PEKOMEHAAUUN SABAAIOTCA BaXKHbIMU B OTHOLLEHUM 061acTV NPOBEPKW, & BCE He-
CyLLLeCTBEHHbIe BONPOChHI UCK/TOYAOTCS.

Ecnn, ucxogsa v3 BbIBOAOB, NNaHUpyeTca fasibHeiwas pabota no npoBepke, 3T0 J0/MKHO ObiTb OTMe-
YeHo B OoTYeTe.

Mpouecc aHannsa, kak 1 NnaHupoBaHWe NPOBEPKM, MO CyLEeCTBY, OCHOBaH Ha pucke, XOTa 1 pacnona-
raet 66nbLeli nHopmaumeii 6narogapa ceBugeTenbcTBaMm, cobpaHHbIM BO BpeMs NPOBEPOYHON aeAaTesnb-
HOCTW. B TO Bpems Kak npsiMble NPOBEPKU COOTBETCTBMSI 0GbIYHO MOTYT AaBaTb pPsif, OTHOCUTENIbHO MPOCTbIX
pe3ynbTaToB «MpoiifAeHO/He NpPoiAeHOo» C AOCTATOYHO OYEeBUAHLIMW PEKOMeHAALMsSMU, MPOBEPKU WMHAOP-
MaLVOHHOW 6e30nacHOCTM YacTo DOPMUPYIOT BOMPOCHI, TPeOyIoLLMe pasMbILLIEHNA 1 06CYXAEHWI PyKOBO-
[CTBa A0 NPUHATWA peLleHust O TOM. Kakue AeicTBUSl (ecnv TakoBble HEO6X0AMMbI) GyAyT COOTBETCTBYIO-
WMMn. B HEKOTOPbIX CAyYyasx PyKOBOACTBO MOXET BbIHECTU peLLeHne O NMPUHATUN HEKOTOPbIX PUCKOB, MAEH-
TUULMPOBAHHBIX B pe3ysibTaTe NpOBEPKM MHOPMaLMOHHOW 6e30nacHOCTU, B APYTUX - HE NpUHMMATb pe-
KOMEeHAaLMN NPOBEPKN B TOYHOCTU TaK, Kak OHU WU3MOXEHbI - 3TO NMPaBO PYKOBOACTBA, HO OHO Takke HeceT
OTBETCTBEHHOCTb 3a CBOM pelleHus. B 3TOM OTHOLLEHUN ayauTopcKas npoBepKa Mep U CPefACcTB KOHTPONA 1
ynpaBneHus UHOPMaLMOHHON 6e30MacHOCTbI0 MMEeT pekoMeHJaTeslbHoe, a He MpaKTUYeckoe 3HauveHue,
XOTS 1 06nafaeT CyLWeCcTBEHHbIM BANAHWEM M ONMPaeTCa Ha HafeXHble NpakTuyeckne npueMbl NPOBEPKN 1
dhakTnueckve cBmaeTeNLCTBA.

AyamTopckas nposepka Mep M CpeAcTB KOHTPOAA W ynpasrieHus UHKOPMaLMOHHON 6e30nacHOCTbIO
JO/MKHa NpefocTaBnTb OpraHn3aunmn, ¢ y4eTom OLeHKW, 060CHOBaHHYIO YBEPEHHOCTb B TOM. YTO AesTeslb-
HOCTb Mo ob6ecneyeHnto NHhoOpPMaLMOHHOW Ge3onacHoCcTW (He Bce GyAyT peasim3oBbiBaTb CUCTEMY MEHe -
MeHTa) foCTUraeT yCTaHOBMEHHbIX Leneii. B pesynbTate nNpoBepky [O/MKHO NPefoCTaBATbLCSA U3N0XeHNe
OT/INYMIA MeXAY PeasibHOCTbI0 U 3TaNIOHOM. Ecnn 3TanoHOM ABNSIETCA BHYTPEHHAS MOMNTHKA, TO OHA [A0/XK-
Ha OblTb OYeHb 4eTKON. [NA yBEePEeHHOCTN B 3TOM BO BHMMaHWE MOTyT NPUHUMATbCA KpUTepun, npuBefeH-
Hble B NpunoxeHun B. Mpu ayamMTopckoi NnpoBepke Mep U CPeACcTB KOHTPO/S U ynpasieHns nHpopmaLmoH-
HOI 6e30MNacHOCTbI0 AO/MKHbI YYNTbIBATLCA BHYTPEHHME MOMNTUKM W NpoLeaypbl B pamkax 061acTv nposep-
kn. HepocTawolme BaxHble KpuTepun HedopMasibHO BCE Xe MOryT 6biTb MpYMeHeHbl B opraHusauum. OT-
CYTCTBME KPUTEPUEB, MAEHTUDULMPOBAHHBIX KaK KPUTUYECKME, MOXET OblTb NPUYMHON NOTEHLMANbHbIX He-
COOTBETCTBWIA.

6.2 Mopbop nepcoHana

MpoBepka Mep W CPeACTB KOHTPONS W ynpaBneHus MHGOPMaLMOoHHON 6e3onacHocTbio TpebyeT oT
nepcoHasna 06bEeKTMBHOIO aHanm3a u NpothecCcMoHasnbHbIX HaBbIKOB B cthepe OTYETHOCTU. B cnyvasx, korga
peyb MAeT O MpoBEPKE TEXHWYECKOT0 COOTBETCTBUSA, TpebyeTcs Hannume AONOMHUTENbHbIX CneunanbHbIX
HaBbIKOB, BK/lOYasA AeTasibHble TEXHUYECKMEe 3HaHWUA peannsaunm NoaMTUK 6e30MacHOCTV B MPOrpaMMHbIX U
annapaTHbIX CpefCcTBax, kaHasax CBA3N 1 B3aMMOCBSI3aHHbIX TEXHUYECKMX npoleccax. AyAuTopbl, NposogsLuve
NpoBepKY Mep v CPeACTB KOHTPO/SA 1 yNpaBieHus NHDOPMaLMOHHOM 6€e30NacHOCTbIO, AO/MKHLI 061adaTh:

CNOCOGHOCTBIO pas/imyatb PUCKN MHPOPMAaLMOHHBIX CUCTEM W apXUTEKTyp 6e30nacHOCTM, OCHO-
BaHHOW Ha MOHMMaHUN KOHLENTYaslbHbIX CTPYKTYP, NOAAEPXUBAIOLLMX UHCDOPMALMOHHbIE CUCTEMBI;

3HaHVEeM XOpOLUMX MpakTUYecknx NpuemMoB obecneyeHns MHGOPMaLMOHHON 6e30nacHoCcTu, Ta-
KUX KaK MeTofbl N CpefcTBa KOHTPONS W ynpasfieHns MHOoPMaLMOHHOV 6e30NacHOCTbI0, NpefCcTaB/eHHble
B MCO/M3K 27002 n apyrux ctaHfaptax no 6e3onacHocTy;

CMOCOGHOCTBIO K M3YYEHWNIO C/IOXHON TeXHUYEecKol MHopmauun ans ngeHtudunkaummn nobbix
CYLLLeCTBEHHbIX PUCKOB 1 BO3MOXHOCTEN MOAEpHMU3aLMU;
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nparMaTM3mMOM B OTHOLUEHWU NPaKTUYeCKMX OrpaHuyeHuli NpoBEpOK, Kak WHMOPMALMOHHOM
6e30nacHoOCTH, Tak U UHPOPMALVIOHHOW TEXHOMOTUN.

HactoATenbHO pekoMeHAyeTcs, 4TobObl nvua, nepej KOTOpbIMU CTaBUTCS 3ajadva nposefeHus npo-
BEPKN Mep U CPefCTB KOHTPONS U ynpasneHus MHOpMaLMOHHOV 6€e30MacHOCTbI0, HO KOTOpble He UMeLoT
ayAMTOPCKOro onbiTa, 6blan odhmumanbHO O3HAaKOMIEHbI C OCHOBamu npodeccun ayautopa: aTuyeckue
HOPMbl (HE3aBWCUMOCTb, O06BLEKTUBHOCTb, KOH(pMAEHLMANBbHOCTb, OTBETCTBEHHOCTb, OCMOTPUTE/NLHOCTDL),
nony4yeHve NOMHOMOYMI ANS AOCTyna K 3anucam, qyHKLUSAM, UMYLLEeCcTBY, NepcoHasny, nHdopmaumm ¢ no-
cnegyownmu obsasartenbcTBaMyM OTHOCUTE/TbHO Hagexallero obpalieHnsa 1 3awmTbl NOAYYEHHbIX AaHHbIX,
3/1eMEHTOB BbIBOAOB 1 PEKOMEHAALMIA, @ Takke NPOoLEeccoB KOHTPOSA UCMOSTHEHNS.

[nsa pocTtwxeHnsa uenu NnpoBepku MOXeT ObiTb cO3gaHa rpynna npoBepku, COCTosWas U3 ayauTopos,
OCYLLeCTBNSAOLWMX NPOBEPKY Mep N CPeACTB KOHTPOA W ynpaBieHns nHopMaunoHHo 6e30nacHOCTbIo, 1
pas3nnyHbIX CrMeunanncToB C COOTBETCTBYIOLEA KOMNETEHTHOCTbIO. B ciyyasx, korga cneuuannctos C Ta-
KAMW HaBblKaMW WAN KOMMNETEHTHOCTbIO B HEMOCPEACTBEHHOM PAaCMOPSHXKEHNN OpPraHU3auunm HeT. OO/IKHbI
6bITb PACCMOTPEHbI PUCKN W BbITOAbl OT MPUBMEYEHUS CNEeLNannucToB K JaHHOW npeAMeTHOR o6nacTu, Bbl-
6upaemMbix IM60 U3 COBCTBEHHBIX, MO0 N3 BHELUHWX PECYPCOB, 4715 BbINOSIHEHUS NPOBEPKM B HEOOXOAUMOM
ob6beme.

AyamnTopsbl, NpoBoOAsALLME NPOBEPKY Mep M CPeACTB KOHTPONS W ynpasfieHns MHOPMaLNOoHHON 6e30-
NacHOCTbIO. AO/KHbI TakkKe NoATBEPAUTbL, UTO CAyxba v nepcoHasn, oTeevawlme 3a obecneyeHne nMHGOpP-
MaLMOHHOI 6e30MacHOCTH, MPUCYTCTBYIOT, ABNSAIOTCA A0CTATOYHO KBANNMULMPOBAHHLIMW B 06M1acTh WH-
chopMaLmnoHHOW 6e30NacHOCTN M CBOUX KOHKPETHbIX LieneBbIX 3a4ay U UMeKT B CBOEM PacnopsikeHun He-
06X04MMble pecypcbl.

B pamkax nporpamMmMbl opraHv3auuy no NpoTMBOAENCTBUIO MOLLUEHHNYECTBY ayAuTopam, NPOBOAALLMM
npoBEPKY Mep W CPeACTB KOHTPOMA W ynpaBneHns MHpopMaLnoHHol 6e3onacHoCcTbio, Heo6xoaumo pabo-
TaTb B TECHOM COTPYAHWYECTBe C (hMHAHCOBLIMU ayanTOpPaMun Ha KaxAoM W3 aTanos: MaHupoBaHue ayau-
Ta. NpoBefeHVe ayamTa U aHanus pesynbtaToB ayauTa.

7 MeTonabl NMPOBEPOK

7.1 O630p

OCHOBY KOHLIeNLWW NPOBEPKN Mep 1 CPeACTB KOHTPONSA 1 ynpasneHuss 06bIYHO COCTaBNAT NpoLeay-
pbl NPOBEPKM, OTYETHOCTL MO NPOBEPKE M KOHTPO/Ib UCMOSIHEeHUs. CTPYKTypa v cofepxaHue npoueayp npo-
BEPKN YUMTBLIBAIOT Lein U MeTo/bl NPOBEPKN.

AyamnTopsbl, NPOBOAA NPOBEPKY MEP U CPeACTB KOHTPOA W ynpasBneHns MHopMaLMoHHon 6e3onacHo-
CTbl0. MOIYT UCMO/Ib30BAaTb TPU MeTOoAa NPOBEPKU:

n3yyeHue;
onpoc;

- TecTUpoBaHue.

B cOOTBETCTBYHOLWNX pasfesiax CoAEepXMTCA Habop aTpMbyToB 1 3HAYEHNST aTpubyTa AN KaX4oro me-
ToAa nposepku. [na atpubyta «rnybuHa» 3HauvyeHue LeneBoro artpubyta OCHOBbIBAETCS Ha CTPOrocTu u
ypOBHe [eTaslbHOCTV NPOBEpKW, OnpefdesieHHblX 415 3HaveHus obuiero atpnbyTta. 3HaveHne AeTasibHOro
aTpmbyTa OCHOBbIBAETCA Ha CTPOrOoCTW W YPOBHE AEeTa/lbHOCTWM NPOBEPKW, OMpeAefieHHbIX AN 3HavyeHus
Luenesoro atpubyta. [lna atpubyTta «oxsaT» 3Ha4yOHWE creumanbHOro atpnbyrta OCHOBbIBAETCA Ha yuc/e U
BMAE 06BEKTOB NMPOBEPKM, ONpeAesieHHbIX AN 3HAYeHNsA penpeseHTaTUBHOro atpubyTta. 3HauyeHne BcecTo-
poHHero aTpubyTa OCHOBbIBAETCA Ha uucne U BUAe OO6BLEKTOB MPOBEPKU, OnpefenieHHbIX AN 3HayYeHus
cneynanbHOro atpubyTa.

MeTogbl «3yyeHne» n «TecTupoBaHMe» MOryT NOAAEPXUBATLCA MPU NOMOLLU NPUMEHEHUS LLIMPOKO
NMPU3HAHHbLIX aBTOMAaTU3NPOBAaHHbLIX NMHCTPYMEHTA/IbHbLIX CPEACTB. AyAUTOPbLI, NPOBOASLLNE MPOBEPKY Mep U
CpeAcTB KOHTPONA W ynpaBieHus MHOPMaUMOHHOW 6e30NacHOCTbIo, AO0/DKHbI paccmaTpuBaTtbh BMSHUE
OelCTBUA 3TUX UHCTPYMEHTaslbHbIX CPeACTB Ha 06bl4HOE (hYHKLMOHMpOBaHMe ob6bekTa npoBepku. Ecnm
4yacTb NPOBEPKM OCHOBAHa Ha TakOM WMHCTPYMEHTa/IbHOM CpejCcTBe, TO ayAuTOpbl, NMPOBOAALME NPOBEPKY
Mep U CPefCcTB KOHTPONSA U ynpaBieHusi MHhOpPMaLMOHHON 6e30MacHOCTbI0, AO/KHbI MPOAEMOHCTPUPOBATL
WIn npefocTaBuTb CBUAETENbCTBA TOr0, YTO 3TO MHCTPYMEHTasIbHOe CPefCcTBO obecneynBaeT HafexHble
pesynbrarthl.

7.2 MeTof, NPOBEPKU: N3yyeHue

7.2.1 O6uwasn nHhopmauus

M3yyeHne - npouecc cBepku, 06cnefoBaHns, NpoBepku, HabNAeHUs, UccnefoBaHNSa UM aHanusa
O/IHOTO W/IN HECKO/IbKMX 06BEKTOB NPOBEPKU C Lesblo 061er4yeHns NoHMMaHus U JOCTUXXEHNUA ACHOCTU Wn
noslyyeHnss CBUAETENbCTB, pe3ynbTaTbl KOTOPbLIX UCMOMNb3YITCA ANA NOAAEPXKMA pelleHus O CylecTBoBa-
HUK, (PYHKUMOHANBHBIX BO3MOXHOCTAX, MPaBWU/IbHOCTU U MOJTHOTE MeP U CPeLCTB KOHTPOAA U ynpasneHus, a
TakKe BO3MOXHOCTU UX COBEPLUEHCTBOBAHNSA C TEHEHVEM BPEMEHMU.
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O6beKTbl NPOBEPKN 06bLIYHO BKIOUAKOT B cebs:
cneundvkauuml (Hanpumep, NOMTUKW, NNaHbl, MPOLeAypPbl, TPE60BaHUA K CUCTEMAM, MPOEKTbI);
MexXaHu3Mbl (Hanpumep, (yHKLMOHaIbHbIE BO3MOXHOCTW, peanusyemble annapaTHbiM, MNpo-
rpamMMHbIM. MPOrpaMMHO-annapaTHbIM CNOCO60M);
npouecchbl (Hanpumep, onepauun, adMMHUCTPUPOBAHNE, MEHEMXMEHT, UCMbITAHUSA CUCTEM).
K TMNUYHbIM feiicTBuAM ayamTopa, NPOBOASALLEro MpPOBEPKY Mep W CPeAcTB KOHTPONS W ynpasieHus
MHpOPMaLVOHHOW 6€30NacHOCTbI0, MOXHO OTHECTU:
NpoBepKy NOMUTKK, NJAHOB U NpoLeayp obecnevyeHns NHOPMaLMOHHON 6e3onacHocTy;
aHasM3 NPOeKTHON fOoKYMeHTauun cuctemM v cneuudmnkaumin nHtepdeiicos;
HabnaeHve 3a onepauusiMm pe3epBHOr0 KONUPOBAHMA CUCTEM W MpoBepka pe3ynbTaTtoB yue-
HWA. NPOBOAMMbIX B COOTBETCTBUM C NJIAHOM AEACTBUI B Ype3BblYANHbIX CUTYaLMSX;
HabntofeHne 3a NPoLLeCCOM pearnpoBaHna Ha UHUMAEHTbI;
N3yyeHne TEXHUYECKUX MHCTPYKLUUIA U PYKOBOACTB NoJsib3oBaTens/agMuHnucTparTopa;
npoBepka, n3ydeHne wnn HabnwgeHve 3a pyHKUMOHMPOBaHEM MexaHusma UT B annapaTHbIX
cpeacTBax/mporpaMMHOM o6ecnevyeHnn NMHPOPMaLMOHHON CUCTEMBI;
npoBepka, usyvyeHne nam HabnwgeHne 3a AeATeNbHOCTbI0 N0 MEHeIKMEHTY U3MEHEHUIA U pern-
cTpauuun. CBA3aHHOW C MHPOPMALIMOHHON CUCTEMO;
npoBepka, M3yyeHne wnu HabnwaeHve 3a Mepamy (U3NYECKON 3aluTbl, CBA3AHHBLIMU C DYHK-
LiOHVMPpOBaHNEM MHDOPMALVIOHHOW CUCTEMBI.
7.2.2 ATpnbyThI
7.2.2.1 O6buee nsyyeHme
O6uee n3yyeHne 06bIYHO COCTOUT U3 BbICOKOYPOBHEBbIX MPOBEPOK, PACCMOTPEHWUIA, HAaboAeHNA nnn
o6cnepoBaHnii 06bekTa NpoBepkn. ITOT BUJ U3YUYEeHUA NPOBOAMTCS C MCMO/Ib30BaHNEM OrpaHUYeHHol co-
BOKYMHOCTU CBUAETENLCTB WUAWN AOKYMEHTauun (Hanpumep, onucaHusa yHKLWOHaNbHOTO YPOBHSA MeXaHu3-
MOB; OMNMCaHUs BbICOKOYPOBHEBOrO MpoLecca AN NpoLeccos; hakTuueckas AokyMmeHTaumsa gns cneundu-
Kauuin). Obuee n3yyeHme obecneynBaeT ypoBEHb NOHVMAaHNA MEP U CPeACTB KOHTPO/SA U ynpaBieHus, He-
06x0AMMbIl AN5 onNpefenieHns, peasn3oBaHbl I Mepa U CPeACTBO KOHTPO/IA W yrpaBieHns v HeT N B HUX
0YeBUAHBIX OLLUNOOK.
7.22.2 UeneBoe n3yyeHue
LleneBoe m3yuyeHne 06bIYHO COCTOWUT M3 BbICOKOYPOBHEBbLIX MPOBEPOK, PACCMOTPEHW, HabnwgeHui
unn obcneposaHuii n 6onee yrny6aeHHOro n3yvyeHnaYaHannsa o6bekTa npoBepkn. TOT BUA U3YUYeHUs Npo-
BOANTCA C WCNOMb30BAHMEM 3HAYMTENIbHOM COBOKYMHOCTW CBUAETENbCTB WM AOKyMeHTauun (Hanpumep,
onucaHnsa (PYHKUMOHANBLHOIO YPOBHA W, FAe 3TO HEOOXOAMMO W AOCTYMHO, BbICOKOYPOBHEBAas MPOEKTHas
UHhopMauua ANA MexaHW3MOB; BbICOKOYPOBHEBOE OnucaHue NpoLeccoB W npouedypbl peanusauvin gns
npoLeccoB; hakTuyeckas AOKYMeHTauMsa 1 B3aMMOCBsi3aHHble AOKYMeHTbl Ans cneundukauuii). Lienesoe
n3yyeHne obecneyrBaeT ypoBeHb MOHUMAHUA Mepbl U CPeACTBa KOHTPONS W ynpaB/ieHns 6e30nacHOCTbIo,
Heobxo4uMbIN ANA onNpefeneHns, peasn3oBaHbl N Mepa U CPeACTBO KOHTPOS W yNpaB/ieHWs W HeT N B
HUX O4YeBUAHBIX OWNOO0K. OHO TaKke gaeT 60Mblluee OCHOBaHWe AN YBEPEHHOCTU B TOM. YTO Mepa 1 cpeg-
CTBO KOHTPO/A 1 YNpaB/ieHNs peann3oBaHbl NPaBubHO N YHKLMOHWPYIOT, Kak NpegHasHavanoch.
7.2.2.3 [leTanbHoe usy4yeHve
[JeTanbHoe n3yyeHne 06bIYHO COCTOUT M3 BbICOKOYPOBHEBbLIX MPOBEPOK, PACCMOTPEHWIA, HabNoaeHW
unn obcnefosaHwii n 6onee yrny61eHHOro, BCECTOPOHHErO M TLATeNlbHOTO M3yyeHus/aHanmsa obbekTa
npoBepkn. 3TOT BUA N3YYEHUSI NPOBOAUTCA C UCNO/Ib30BAHWEM OGLLUMPHOW COBOKYMHOCTU CBUAETENLCTB UK
[OKyMeHTauun (Hanpumep, onucaHnsa MYHKLMOHANIBHOTO YPOBHSA W. IAe 3TO He06X04MMO U AOCTYMNHO, BbICO-
KOypoBHeEBas NPOeKTHas MHgopMauus, HU3KOYpOBHEBas MpoekTHas MHopmauma n uHdopmauns no pea-
nm3auuy AN MexaHW3mOoB, BbICOKOYPOBHEBbLIE OMUCAHWMA MPOLIECCOB U feTaslbHble NpoLeaypbl peanusauum
ANA npoueccos; a Takke hakTuyeckas JOKYMEHTauusa W B3aumoCBS3aHHble JOKYMEHTbl Ans cneuuduka-
unin). NleTanbHoe n3yyeHme obecneymBaeT ypoOBEHb MOHUMAHNA Mepbl 1 CPeACcTBa KOHTPOA U yrnpaBieHus,
HeobXoAUMBbIA ANA onpefeneHns, peann3oBaHbl NN Mepa U CPeACcTBO KOHTPOS W yNpaBiieHns n HeT Nn B
HUX OYEBUHbIX OWNOBOK, CyLLECTBYET /M BO3POCLLEE OCHOBaHVE A8 YBEPEHHOCTU B TOM. YTO Mepa U cpeg-
CTBO KOHTPONA W ynpaBfeHusa peann3oBaHbl NpaBUIbHO U DYHKLMOHUPYIOT, Kak npegHa3Havyanocb, Ha no-
CTOSIHHOW M HEnpOTMBOPEYMBOV OCHOBE, M YTO obecneymBaeTcs NogAepXka MOCTOAHHOIO COBEPLLEHCTBO-
BaHWA a(pHEKTUBHOCTN MepbI U CPefCTBa KOHTPONS U yNpaBieHus.
7.2.24 PenpeseHTaTUBHOE U3yyeHue
PenpeseHTatneHoe (BbIGOPOYHOE) U3yUEHME NCMONb3YyeT XapakTepHY BblGOPKY 06BHEKTOB NPOBEPKU
(no Buay v umcny B npegenax Buaa) AnA obecnevyeHns ypoBHA oxBaTta, HeobX0AMMOro AN onpegeneHus,
peanv3oBaHbl M Mepa 1 CPeACTBO KOHTPOS U YNPaB/EHUS N HET /I B HUX OYEBUAHBIX OLLINOOK.

" Cneuyundmkauns - ACKYMBHT. ycTaHaBuBawwmii Tpe6osaHus (cm. FOCT MCO 9000-2011, nyHkT 3.7.3)
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7.2.2.5 CneuunanbHoe nsyyeHune
CneuunanbHOe M3yyeHne UCNosb3yeT XapakTepHyto BbIGOpPKY 06bEKTOB MpoBepku (Mo BUAYy v uucny B
npegenax Buaa) v Apyrne KOHKpeTHble uccrefoBaHNsa 06bEKTOB NPOBEPKN, COUTEHHbIE OCOOEHHO BaXKHbIMU
ANA JOCTUXeHWa uenu nposepku. OHO Takke obecneynBaeT ypoBeHb OXBara, HEOOXOAMMbIN ANs onpeje-
NeHns, peann3oBaHbl M Mepa U CPefACTBO KOHTPOAS W YNpasfieHWs, HET I B HUX OYEBUAHbIX OLIMGOK, 1
BO3POC/IO /I OCHOBAHWe A/11 YBEPEHHOCTM B TOM. YTO Mepa U CPefCTBO KOHTPO/IA U ynpaBieHus peanunso-
BaHbl NMPaBWIbLHO N PYHKLMOHUPYIOT, Kak npegHasHavanoch.
7.2 2.6 BcecTOpoHHee n3yyeHune
BcecTopoHHee usyyeHue, NCNonb3yeT AOCTATOYHO 60/bLIYI0 BbIGOPKY 06BEKTOB NPOBEPKM (N0 BUAY U
yncny B npegenax BuAaa) u Apyrme KOHKPeTHble uccrefoBaHns 06BbEKTOB NPOBEPKM, COYTEHHbIE 0COBEHHO
BaXXHbIMW ANA AOCTUXEHUA Lenun NpoBepku, 4Tobbl obecneynTb YpoBEHb OXBaTa, HEOOGXOAMMbIN ANa onpe-
[eneHus. peasnn3oBaHbl I Mepa W CPeACTBO KOHTPOMSA U YNpaB/ieHUs, HeT NI B HAX OYEeBUAHBIX OWNGOK,
BO3POC/IO NI OCHOBaHWe AN11 YBEPEHHOCTM B TOM. YTO Mepa U CPefCTBO KOHTPOSA U ynpaBneHus peanunso-
BaHbl NPaBU/IbHO U (DYHKLVOHMPYIOT, Kak npeAHasHavyasocb, Ha NOCTOSHHOW W HEMPOTMBOPEYNBOI OCHOBE,
a Takke 4To obecneumBaeTCcs MnoAfepXKka MOCTOSAHHOrO COBEPLUEHCTBOBAHMSA 3(MdEKTUBHOCTM Mepbl U
CcpeAcTBa KOHTPOSIS U ynpaB/eHus.
7.3 MoTog npoBepku: onpoc
7.3.1 O6wasn nHhopmauma
Onpoc - npouecc npoBeAeHns 6eceq c Nuuamu WA rpynnamu vy, B paMkax opraHusaummn ¢ Lenbio
COAEeNCTBMA NOHUMAHWIO, AOCTVXXEHUIO ACHOCTW WM YyKa3aHWI0 MeCTOHaxXOXAeHus CBUAeTenbCTB. Pesynb-
TaTbl €ro A0/KHbI UCMOMb30BaTLCA A1 NOAAEPXKKA PELUeHNs O CyLLeCTBOBaHUN Mepbl U CpefcTBa KOHTPO-
na W ynpasneHns 6e30MacHOCTbiO, (DYHKUMOHA/IbHBIX BO3MOXHOCTAX, MPaBW/IbHOCTW, MNOSIHOTE Mep W
CpeACcTB KOHTPO/A M yNpas/ieHNs U BO3MOXHOCTU UX COBEPLLUEHCTBOBAHUSA C TEYEHNEM BPEMEHMN.
K o6bektam npoBepky 06bIY4HO OTHOCATCH OTAE/bHbIE LA Uan rpynnbl v,
TunuyHasa aeAaTenbHOCTb ayamTopa, NPOBOASALLEro NPOBEPKY MEPbl U CPeAcTBa KOHTPONA W ynpasne-
HUSA MHhOPMaLMOHHOW 6e30NacHOCTbI0, MOXEeT BK/IoYaTh ONpoc:
pykosBogutenei:
BnagenbLes UHHOPMALMOHHBIX aKTUBOB M /ML, OTBETCTBEHHbIX 3a LeNeBylo 3ajauvy;
cnyxatinx, oTBevatLmx 3a MHPopMaLMOoHHY0 6€30NacHOCTb;
pykoBoguTenei B cpepe MHhopMaLnoHHol 6e3onacHoCTy;
COTPYAHWKOB OTAeNa KafpoB:
pykoBoAuTeneit otaena kaapos;
pykoBoAuTeneil, oTBevatLLMx 3a 060pya0BaHueE;
cnyXalinx, oTBevatLmx 3a 0byyeHne;
onepaTopoB MHPOPMAaLMOHHBIX CUCTEM;
CeTeBbIX U CUCTEMHbIX aAMUHUCTPATOPOB;
* pykoBoAuTene nnowagnok;
cnyxaluux, obecneumBaroLLnx PrUNYecKyo 3alumTy;
nonb3oBaTesnei.
7.3.2 ATpubyThI
7.3.2.1 O6wwmii onpoc
O6LWuii ONPOC COCTOMT M3 XOPOLLO OpraHn3oBaHHbIX 6ecef 06LLEro Ha3HauyeHWsa ¢ OTAe bHbIMU Nnua-
MW UAK rpynnamMu nu. 3ToT BUA onpoca MpoBOAMUTCA C UCMO/b30BaHNEM COBOKYMHOCTU 060O6LLEHHBIX BO-
NPOCOB BbICOKOTO YpoBHA. O6Live onpockl 06ecneynsBatoT ypoBeHb MOHUMAHUA Mepbl U CpefCcTBa KOHTPONA
1 ynpaeneHus 6e30NacHOCTb0, HEOOXOAMMBIA AN1A ONpefesieHns, peann3oBaHbl 1 Mepa n CpeacTBO KOH-
TPONSA U yNpaBfeHUsa U HET S B HUX OYEBUHbIX OLUKOOK.
7.3.2.2 Llenesoii onpoc
B fgononHeHne K HEO6XOAMMbIM 3/1EMEHTaM 06LLero onpoca, LeneBoli onpoc BkoYaeT yrnyb6neHHoe
06Cyx/aeHne KOHKpPeTHbIX cdhep ¢ nuuamv uaum rpynnamu nuu,. MNpu aTom BuAae onpoca fOMNOSHUTENbHO WC-
NOMb3YTCA KOHKPETHbIE BONPOCHI, Kacalowmnecss KOHKPETHbIX cdep, OTBETbI HA KOTOPble yKa3blBaloT Ha He-
o6xoaMmocTb 60M1ee rny6okoro nccnefosanus. Lienesble onpockl o6ecnevymBaloT ypoBeHb NMOHNUMAHUSA Me-
pbl N CpefCcTBa KOHTPO/IA U yNpaB/ieHns, HeOOXo0ANMbIV ANA onpedesnieHns, peannsosBaHbl M Mepa u cpef-
CTBO KOHTPONA W ynpaB/eHns, HET /I B HUX OYEBUAHBIX OLIMGOK U BO3POC/IO /I OCHOBaHWE AN YBEPEHHO-
CTV B TOM. YTO Mepa 1 CPeACTBO KOHTPO/IA M ynpasfeHns peann3oBaHbl NpaBuibHO U YHKLMOHUPYIOT, Kak
npegHasHavanochk.
7.3.2.3 [leTanbHblii onpoc
B gononHeHne k HeobxoAMMbIM LeneBbiIM Onpocam, AeTallbHblii ONpoc BKA4YaeT 6onee rny6okve
«30HAMpYOLLME» BOMPOCHI B KOHKPETHBIX cdhepax, OTBETbI HA KOTOpble yKka3blBaloT Ha NOTpe6bHOCTb B 6onee
rny6okoM nccnefoBaHWn unu, rae ato TpebyeTcs, npouegypax npoeepku. JeTasbHble Onpockl obecneyun-
BalOT YPOBEHb MOHWMAHUSI MEPbl U CPeACcTBa KOHTPOS W ynpaBieHns 6e30nacHOCTbio, HEOGX0ANMbIA ANns
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onpefeneHus, peann3oBaHbl M Mepa U CPeLCTBO KOHTPONS M yNpaBieHUsi, HeT /I B HUX OYEBUAHBIX OLIN-
60K. BO3POC/IO /I OCHOBaHWE [/11 YBEPEHHOCTM B TOM. YTO Mepa 1 CPeACTBO KOHTPONS W ynpasieHus pea-
NIN30BaHbl MPaBWIbHO M HA NOCTOSHHOW U HENPOTWBOPEUYMBOK OCHOBE (PYHKLMOHUPYIOT, Kak npefHasHava-
NoCb. a Takke 4YTo obecneumBaeTca NoAAepXka NOCTOSHHOTO COBEPLUEHCTBOBaHNA 3(hDEKTVBHOCTY Mepbl 1
CpeAcTBa KOHTPO/ISA U yrnpaBieHus.

7.3.3 ATpubyT «0oXxBaTa»

ATpubYT «oxBaTa» paccmarpusaeT 06beM WM LWIMPOTY MpoLiecca onpoca v 3arparmsaeT TuMbl NuL,
nognexatyux onpocy (Mo Ux posm 1 COOTBETCTBYIOLMM 0653aHHOCTAM B OpraHusaluu), 4ucao nuu. nogne-
xawmx onpocy (no Tuny), N KOHKPETHbIX /UL, MoAexXalux onpocy.

7.3.3.1 PenpeseHTaTuBHbI 0Npoc

PenpeseHTaTnBHbIN (BbIGOPOYHbLI) ONPOC - ONPOC BbIGPAHHON rPynnbl /UL, C KAKYEBLIMW PONAMU B
opraHu3auun gns obecneyeHns ypoBHS oxBata, He0b6Xo4MMOro NS onpefenieHns, peannsoBaHbl v Mepa
N CPeACcTBO KOHTPOAA W ynpaBfeHNsa U HET NI B HUX OYEBUHbIX OLLUNGOK.

7.3.3.2 CneuwnasbHbIil onpoc

CneumanbHbIil ONpoc - ONpPOC BbIGpaHHON rpynnbl WL, C KAOYEBLIMY POSIAIMU B OpraHn3alumn n Apyrmx
KOHKPETHBIX /L. COYTEHHbIX OCOBEHHO BaXHbIMW ANS LOCTWMXKEHUS Lenu npoBepku, 4Tobbl obecneynTb
YypOBEHb 0XBaTa, HeOOXO4UMBbIA A5 onpefeneHns, peannsoBaHbl M Mepa 1 CPefCTBO KOHTPONA W ynpas-
NIeHUs, HeT M B HUX OYEBUAHBLIX OLUIMOOK U BO3POCSIO /I OCHOBAaHWE A1 YBEPEHHOCTU B TOM, YTO Mepa U
CpeACTBO KOHTPONSA W yNpaBfeHns peasim3oBaHbl NpaBuibHO U (OYHKLVOHMPYIOT, Kak npegHasHavyanoch.

7.3.3.3 BcecTopoHHuiA onpoc

BcecTopoHHMIA ONpoC - 0Npoc AOCTATOYHO 6ONbLLOW BbIGPAHHONM rPYNMbl UL, C KIHOYEBLIMU PONAMY B
opraHv3auun n gpyrux KOHKPETHbIX JINL. COYTEHHbIX 0COOEHHO BaXHbIMU /15 AOCTWKEHNA Lienv NPOBEpPKY,
4yTO6bLI 06ECNeunTb YpoBEHb 0XBaTa, HEOOXO4MMBIN ANA onpefeneHns, peannsoBaHbl M Mepa U CpeacTBo
KOHTPO/A 1 ynpaB/ieHns, HeT I B HWX OYe€BUAHBLIX OLIMOOK, BO3POC/O /I OCHOBaHWE A1 YBEPEHHOCTU B
TOM, 4YTO Mepa 1 CpeAcTBO KOHTPONSA U yNpaBfeHns peasn3oBaHbl NPaBuIbHO U Ha NMOCTOSIHHOW U HENPOTU-
BOPEUNBOI OCHOBE (DYHKLMOHMPYIOT, Kak npefHa3Havyanoch, a Takke 4To obecneymBaeTcs nogaepxka no-
CTOSAHHOTO COBEpLUEHCTBOBaHMA 3D EKTUBHOCTN Mepbl U CPeACTBa KOHTPO/A U YyNpasB/ieHus.

7.4 MeTo NpoBepPKU: TecTUMpoBaHue

7.4.1 0O6wasn nHopmayms

TecTnpoBaHue - NPOLECC UCMbITaHWSA OAHOr0 WU HECKOSIbKMX 0OBEKTOB MPOBEPKU MpU onpefeneH-
HbIX YCMOBWAX, KOTOPbIA NPOBOAWTCA A5 CPAaBHEHUS peasibHOro NOBEeAEHUS C OXWAaeMbiM. Pe3ynbTathbl
MCMONb3yTCA ANA NOAAEPXKKMA PelleHnss 0 Hanmuun, 3dMEKTUBHOCTU, (PYHKLMOHAIbHBIX BO3MOXHOCTSIX,
NpaBubLHOCTKW, NOMIHOTE Mep U CPeACcTB KOHTPONSA W ynpaB/eHnss 1 BO3MOXHOCTU MX COBEPLUEHCTBOBAHUSA C
TeyeHnem BpemMeHW. TecTupoBaHue JO/HKHO BbIMOMHATLCSA C 0CO60M Tl aTeNbHOCTbI0 KOMNETEHTHLIMU Cre-
uuanuctamu. 1 A0 Havyana TeCcTMpoBaHUS PYKOBOACTBOM [O/HKHO ObiTb pacCMOTPEHO U YTBEPXAEHO BO3-
MOXHOE BNMSHME TeCTUPOBaHUS Ha (DYHKLMOHMPOBaHWE opraHu3auuu. Mpu 3TOM AO0/MKHbI YYUTbIBATHCA
TakKe BapuaHTbl NPOBEAEHNA TEeCTUPOBaHWA B Hepaboune nepuofbl BPEMEHW, B YCMIOBUAX HWU3KOW 3arpy-
XEHHOCTV MW faxe B XOpOLIO BOCMPOW3BeAEeHHOl TecToBol cpege. C60M MM HEJOCTYNHOCTb CUCTEM U3-
3a TeCTUPOBaHWA MOryT OKa3blBaTb CyLLEeCTBEHHOE BAMAHWE Ha 06blYHble onepauun 6usHeca opraHusaLmm.
OTO MOXEeT NpMBOAUTL K HexenatesibHbIM (PMHAHCOBbIM MOCNEACTBMAM M K BIUSHUIO Ha penyTauuio opra-
HM3auMKU. NO3TOMY NPV MIaHMPOBaHNN TECTUPOBAHWSA U ero Hag/iexalliemM JOoroBopHOM othopMaeHUN (BKItO-
Yyaa pacCMOTpEeHne NpaBoBbIX acrnekToB) criefyeT cobaaaTb 0Co6yto TWaTeIbHOCTb.

OwWwnboYHbIe pe3ynbTaTbl TECTUPOBAHUSA, Kak NOMOXMUTE NbHbIE, Tak W oTpuuaTesbHble, AO/DKHbI TLia-
TeNbHO M3y4yaTbCs ayAMTOPOM, NPOBOAALLMM NPOBEPKY MEP U CPeACTB KOHTPONA U ynpasfieHnsa nHdopma-
LIMOHHOW 6e30nacHOCTbI0, Npexae Yem fenatb Kakne-mbo yMo3ak/ioueHus.

K TMnMYHbIM 06bEeKTaM NPOBEpPKM OTHOCATCA MexaHW3Mbl (Hanpumep, annapaTtHble, NporpammHble,
nporpamMmHo-annapaTHble CpefcTBa) W npouecchl (Hanpumep, onepauuv, afgMUHUCTPUpOBaHWe, ynpasse-
HVe cucTemamu; UcnbiTaHus).

TununyHble feiicTByA ayguTopa, NPOBOAALLEr0 NPOBEPKY Mep W CPeACTB KOHTPOAA W ynpaBieHns WH-
(hopMaLMoHHO 6e30MacHOCTbIO;

TecTMpoBaHMe MeXaHU3MOB YNnpaBfeHWs A0CTYNOM, naeHTudwmkauum, ayTeHTudukaumm n aHa-
M3a 3TUX MexaHW3MoB;

TecTupoBaHue KOHUrypaumoHHbIX YCTaHOBOYHbIX NapameTpoB 6e30MacHOCTY;

TecTMpoBaHue ycTpolicTBa hm3nyeckoro ynpasaeHns AOCTYNoM;

TecTupoBaHue Ha NPOHUKHOBEHUE A1 KNHOYEBbIX KOMNOHEHTOB MH(POPMALMOHHbIX CUCTEM;

TecTMpoBaHue onepauuii pe3epBHOro KONMMPOBaHUS MHAOPMALMOHHbIX CUCTEM;

TecTnpoBaHne CNOCOBHOCTW pearnpoBaHna Ha UHUMAEHTDI;

npakTnyeckas npoBepka Cnoco6HOCTW MIaHUPOBaHNA AeACTBUIA B Ype3BblYalHbIX CUTYaLUAX;

TecTMpoBaHue pearmpoBaHus cuctem 6e30nacHOCTW, CMOCOGHbIX O6HapyXuBaTb BTOPXKEHMS,
nofasatb CUTHasbl TPEBOIN U OCYLLECTBNATbL pearnposaHue;
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TECTMpPOBaHUe KPUNTOrpacdmueckmx airfopuTMOB Y MEXAHU3MOB X3LUMPOBAHNS;
TECTMpOBaHMe MeXaHW3MOB MEHeKMeHTa ULEeHTUKATOPOB NoMb30BaTENEl U NPUBUMETWIA;
TeCcTMpoBaH1e MexaHW3MOoB aBTopuU3aLmy;

npoBepka KackajHoii ycTonuMBoCT Mep 6e30MacHOCTU.

MpumeuaHue - KTecTupoBaHuo aTpubyTbl HE NPUMEHSIIOTCS.

7.4.2 Bujbl TeCTUpOBaHUA

7.4.2.1 TecTupoBaHue cnenbiM METOA0M

Ayauntop, NpoBOAALMA NPOBEPKY Mep W CPeAcTB KOHTPO/SA W ynpaBfeHns WHOpMaLMOoHHON 6e30-
nacHoCTblo, TeCcTUpyeT 06bEKT NPOBEPKN 63 Kakux-NMbo npenBapuTesibHbIX 3HAHWA ero AONOMHUTENbHbIX
XapakTepucTyK, NOMUMO 06LLeaoCcTyNHbIX. O6BEKT NPOBEPKM NOAroTaBAMBAETCA K NPOBEpPKe MLOoM, 3abna-
roOBPEMEHHO 3HaKLWMUM BCce feTanu nposepkn. Cnenas nposepka B OCHOBHOM OCYLLECTB/ISETCA Ha OCHOBE
HaBbIKOB ayuTopa, NPOBOASALLEro MPOBEPKY Mep U CPefCcTB KOHTPOAS W ynpasieHns WHOPMaLMOHHOM
6e3onacHocTbio. O6bEeM 1 r1y6MHA CMENO NPOBEPKM MOTYT 6biTb HACTO/IBKO OGLUMPHLIMUW, HACKO/IbKO NO-
3BOJIAIOT 3HaHUSA U pPaboToCNOoCOGHOCTL ayAuTopa, NPOBOASALLErO NPOBEPKY Mep WU CPefCcTB KOHTPONs U
ynpaB/fieHNs MHopMaLUnoHHoV 6e3onacHOCTbi0. TakuM 06pasoMm, 3TO TeCTMpPOBaHWe NMeeT OrpaHuyeHHoe
npuMeHeHne npu nposepkax 6e3onacHoOCTU U ero crefyet usberatb. Ero 06bI14HO Ha3bIBAOT «3TUYHLIM Xa-
KEpPCTBOM».

7.4.2.2 TecTupoBaHue ABOWMHbLIM C/enbIM METO0M

Ayautop, NpoBOAAWMA NPOBEPKY Mep W CPefCTB KOHTPOASA W ynpasieHns WHGOpPMaLMOoHHON 6e30-
NacHOCTbI0. TECTUPYET OOBEKT NPOBEPKM 6e3 Kakux-nMbo npenBapuTefibHbIX 3HAHWA €ero AOMOSTHUTENbHbIX
XapakTepucTuk, NOMUMO O6LLEeAOCTYNHbIX. AyAnTOp 3apaHee He coobliaeT 06 06/1aCcTu NMPOBEPKU WUAN UC-
nonb3yembix Tectax. MNpu ABOWHOI Cnenoi nposepke TeCTUPyeTCcs NOArOTOB/IEHHOCTb 06bEeKTa NPOBEPKN K
Hen3BeCTHbIM NapamMeTpam paccMOTPEeHus.

7.4.2.3 TecTupoBaHne MeTo40M CEpPOro fAlunKa

AyavuTtop, NpoBOAALWMI NPOBEPKY MEpP W CPefCTB KOHTPONS W ynpasneHus MHopMaLMoHHON 6e30-
NacHOCTbIO, TeCTUPYeT 06BEKT NPOBEPKM, pacnonaras orpaHUYeHHbIM 3HaHWeM O ero 3aluTe 1 akTusax, Ho
MOMHbIM 3HaHVEeM O JOCTYMHbIX TecTax. O6bEKT NPOBEPKU MOArOTaBIMBAETCA K MPOBEpKe nLoM, 3abnaro-
BPEMEHHO 3HaLWMM BCe AeTanu nposepku. Mposepka METOAOM CEPOro AliMKa OCYLLECTB/IAETCA Ha OCHOBE
HaBbIKOB ayAuTOpa, NPOBOASALLEro MPOBEPKY Mep W CPefCcTB KOHTPOAS W ynpaBieHns WHOPMaLMOHHOM
6e30nacHOCTbio. OCHOBHbIM CBOWCTBOM 3TOr0 TECTUPOBAHUSA SABNSETCHA pe3ynbTaTMBHOCTb. O6beM v ray-
6UHa 3aBWCAT OT kayecTBa WMHGOPMauUuM, NPefoCTaBMEHHON ayAvwTopy, NPOBOAALLEMY NPOBEPKY Mep K
CPefCTB KOHTPONA W ynpaBneHns MHOpMaLMOHHOK 6e30MacHOCTbio, nepes TecTpoBaHueM, a Takke oT
Hagnexalmx 3HaHuin ayguTopa, NpoBOAALLEro NPOBEPKY Mep U CPeACTB KOHTPOMSA W ynpaBneHns uHdop-
MaLMOHHO 6e30nacHOCTbio. Takum 06pa3oM, 3TO TeCTUpOBaHWE UMeeT OrpaHUYeHHOe NPUMEHEHWe npu
npoeepkax 6e3onacHOCTU 1 ero cnegyeT nsberatb. ITOT BWA TECTMPOBAHNS 4acTO Ha3blBAeTCHA «TeCTMPO-
BaHMEM YA3BUMOCTEN», 1 OHO Yalle BCero MHULMMPpYeTCs 06BEKTOM B KayecTBe AeiiCTBUA MO CaMOOLEHKE.

7.4.2.4 TecTnpoBaHue MeTOAOM ABOHOIO CEPOro ALMKa

Ayauntop, NpoBOAALMIA NPOBEPKY Mep W CPeACcTB KOHTPOAS W ynpaBieHns WHOopMaLMOHHON 6e30-
nacHoCTblo, TeCTUPYeT 06bEKT NMPOBEPKX, pacnonaras orpaHUYeHHbIM 3HaHWEeM O ero 3aluTe 1 akTueax, HO
MOJSIHbIM 3HAHWEM O AOCTYMHbIX TecTax. AyauTop 3apaHee coobLliaeT 06 06/1aCT U cpokax MPOBEPKMU, HO He
0 TecTax. MpoBepka MeToAOM ABOWHOIO CEpPOro flivka TecTupyeT NoAroTOBMEHHOCTb 06beKTa K HEM3BeCT-
HbIM NapameTpamM paccMoTpeHusi. O6bem u rnybuHa 3aBUCAT OT KayecTBa MHOPMaLuK, NpegocTaBieHHoM
ayamTopy, NPOBOAALLEMY NPOBEPKY MeEp ¥ CPeACTB KOHTPOSA W ynpaBneHns nHpopMaLoHHol 6e30nacHo-
CTblO, N 0GBEKTY MPOBEPKM Nepes TecTpoBaHUEM, a Takke OT NMPUMEHSAEMbIX 3HaHW ayauTopa, NpoBoas-
LLlero NpoBepKy Mep v CPeACTB KOHTPOASA 1 ynpasneHus UHOOpMaLMOHHON 6e30NacHOCTbI0.

7.4.2.5 TecTnpoBaHue TaHAEMHbIM METOA0M

Ayautop, NpoBOAAWNA NPOBEPKY Mep W CPeAcTB KOHTPO/SA W ynpasfieHns UHAOPMaLMOoHHON 6e30-
NacHOCTbI0. 1 06BEKT NPOBEPKN NOArOTAB/INBAIOTCA K MPOBEPKe, A1 060MX 3apaHee U3BECTHbI BCe AeTanun
nposepku. MNpu TaHAEMHOM MeToje TecTUpyeTcs 3alymTa U Mepbl U CPeAcTBa KOHTPOSA U ynpaBieHns 06b-
ekta. OfjHaKo Mpu ero Ucnosib30BaHNM HE MOXET OCYLLECTBIATLCA TeCTUpOoBaHWe NOATOTOB/IEHHOCTM 06b-
eKTa K HeM3BeCTHbIM napameTpam paccMoTpeHusi. OCHOBHbIM CBOWCTBOM [aHHOr0 TECTUPOBAHUS ABAAETCS
[OCKOHa/IbHOCTb, NOCKOJIbKY ayAunTop, NPOBOAALLMI MPOBEPKY MEpP U CPeACTB KOHTPONS W YNpaBieHWUs WH-
dhopmaLMoHHOli 6e30MacHOCTbI0, MMEeeT MoMIHOoe NpeacTaBieHne 060 BCEX TECTax U OTBETHbIX AelCTBUAX.
O6bem u rnybrHa 3aBuUCAT OT kavecTBa MHhopMaLumn, NnpefocTaBNeHHOl ayanTopy, NPoBOAALLEMY NPoBep-
Ky Mep W CpPefCTB KOHTPO/NA W ynpaBfieHWs WHopMaunoHHOW 6e30nacHOCTbio, nepes TecTUpoBaHuWeMm, a
TakkKe OT Hagnexalymx 3HaHui ayauTopa, NPOBOASALLEro NPOBEPKY Mep U CPefCTB KOHTPONA U ynpasneHus
NHOPMaLMOHHON 6€30MacHOCTbI0. DTO TeCTUPOBAHWE YacTo Ha3blBaKT «BHYTPEHHEWR NPOBEPKO», N ayan-
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TOp, NPOBOAAWMI NPOBEPKY Mep U CPEACTB KOHTPO/SA W ynpasfieHus MHPopMaLMoHHON 6e30MacHOCTbIo,
4yacTo urpaeT aKTMBHYIO posib B 06LieM npouecce obecnedeHns 6e30nacHoOCTU.

7.4.2.6 WHBEPCWOHHLIN MeTof

AyauTop, NPOBOAALLMIA NPOBEPKY Mep W CPEACTB KOHTPONA W ynpaBfieHWs WMH(OPMaLMOHHOW 6e30-
MacHOCTbIO, TeCcTMpyeT 06bEKT MPOBEPKM, pacnonaras NosHbLIM 3HaHWEM O ero mpoueccax 1 onepauvoHHO
6e30MacHOCTU, 0HAKO O6BEKTY NMPOBEPKU HUYETO He COO6LLAETCA O TOM. UTO. Kak Unu Korga 6yaet Tectu-
poBaTb ayauTop, NPOBOASALLMI NPOBEPKY MEpP U CPeACTB KOHTPOSA W ynpasfieHns UHGOopMaLMOoHHOW 6e30-
nacHOCTbi. OCHOBHbLIM CBOWCTBOM 3TOT0 TECTUPOBAHWSA SIBNAETCA NMPOBEPKA NMOATOTOBMEHHOCTU 06bEKTA K
HEeM3BECTHbIM MapamMeTpaMm W HanpaBfieHUsIM paccMoTpeHusi. O6beM U rnybuHa 3aBUCAT OT KayecTBa WH-
dhopmaLmn. npefocTaB/eHHOW ayauTopy, NPOBOAALWEMY NPOBEPKY Mep U CPEACTB KOHTPONA U ynpaB/eHus
MHDOPMALMOHHOW 6e30MacHOCTbI0, a Takke OT Hafnexallux 3HaHWi M TBOPYECKoro rnoaxofa ayamTopa,
NPOBOAALLEr0 NPOBEPKY Mep U CPeACTB KOHTPOSA W ynpasfieHuss MHopMaLMoHHON 6e30nacHOCTb. 3T
TECTMPOBAHME YaCTO Ha3blBAKT «XOLOM KPACHbIX».

Cocb6uomma gns
06bLC<Ta NPCIoOpAN
0TO

3HaHue ayautopa 06
06bekTa NpoBepKkn

PucyHok 1- Buabl TecTrpoBaHus

7.4.3 PaclwupeHHble npoueaypbl NpoBepPKU

[lononHuTensHo ¢ npoueaypamMu NPOBEPKU, NPUMEHSAEMbIMU K OTAE/IbHbIM MepaM U CpefAcTBaM KOH-
TPONSA M ynpasBfeHns, MOXeT NPUMEHATLCA pacluvpeHHas npoueaypa nposepku . PaclumpeHHas npoueaypa
NpoBepkM npegHasHayeHa A1 COBMECTHOrO MUCMO/b30BaHMA C ApYyrMmu npouegypamu nposepku. OHa Ao-
NOJIHAET MX. YTO CNOCO6CTBYET 06ecnevyeHunto yBepeHHoCT! B a(PeKTUBHOCTU Mep U CPefCTB KOHTPONSA U
ynpas/ieHus.

PaclwmnpeHHasn npouefypa nNpoBepkn U COOTBETCTBYIOLLME 0OBEKTHI NPOBEPKUN TaKKe TECHO CBA3aHbl C
YPOBHEM pucka MHOPMALMOHHON CUCTEMBI.

8 [eATenbHOCTb

8.1 MoparoToBka
YcTaHOB/IEHWE U COXPAHEHME COOTBETCTBYHLLEN COBOKYMHOCTU OXMUAAEMbIX pe3ynbTaToB 0. BO Bpe-
Msi U MOC/fe NPOBEPKM UMeeT MepBOCTENEHHOe 3HayYeHue AN AOCTWXKEHUS MpUeMsIeMoro pesynbrtara. 3710
03HavyaeT NpefocTaB/IeHNe VHgopMaLMKn, No3BONSIOWEN PYKOBOACTBY MPUHUMATL BEPHbIE OCHOBAHHbIE Ha
pUCKe peLleHns O TOM, KakuMm 06pasoM Jydlle BCEero peasn3oBbiBaTb W 3KCM/yaTupoBaTb WUHGOPMAaLMOH-
Hble cucTembl. TlaTenbHas NOATOTOBKA OpraHv3auvMum 1M ayauTopoB, OCYLLECTBASAKLWMX NPOBEPKY Mep U
CPeACTB KOHTPO/St U ynpaBiieHns MHpopMaLOHHOM 6e30MacHOCTbI, SIBNSETCA BaXHbIM acrnekToM npoBse-
AeHuns ahdekTNBHbIX MPOBEPOK. B xoAe NoaroToBUTeNbHOW AeATe/IbHOCTY criefyeT paccmaTpuBaTtb BONPO-
Cbl. CBSI3aHHble C pacxogamu, rpadmkomM, HanMuneM Heob6X0AMMOI KOMMETEHTHOCTM U NPoBEeAEHMEM NPO-
BEpPKU.
C TOUKM 3peHnsi opraHm3aLm NOArOTOBKA K MPOBEPKE BK/IKOYAET CeayroLe OCHOBHbIE MEPONPUATUSA:
obecneyeHre yBepeHHOCT B TOM, YTO COOTBETCTBYHLLNE NOMIMTUKMN, OXBaTbIBAKLLNE NMPOBEPKHU,
CYLL,eCTBYHOT M OCO3HaHbl BCEMMN CTPYKTYPHbIMW 3/1IEMEHTaMW OpraHvu3aumu:
obecneyeHne yBEpeHHOCTM B TOM. UYTO BCE 3anfiaHWpOBaHHbIe LWarn no peaausauum Mep u
CPeACTB KOHTPO/SA W yNpaB/IeHNs YCMELHO BbINOJIHEHbI 40 NPOBEPKM U GblAM COOTBETCTBYIOWMM 06pa3om
npoaHann3npoBaHbl PyKOBOACTBOM (3TO NPUMEHUMO TOJIbKO B TOM C/lydae, ecinm Mepa U cpeacTBa KOHTPO-
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NSt U ynpaBfieHUss OTMEYeHa Kak «MOJIHOCTbI0 (DYHKLMOHMPYHOLLAs», a He HaxoAWTCA Ha 3Tane MnofAroToB-
kn/peanusaumn);

o6ecrneyeHne yBEPEHHOCTM B TOM. YTO BblOpaHHble Mepbl U CPeACTBa KOHTPOJS U ynpaB/eHus
NMopy4YeHbl COOTBETCTBYHOLLMM OpraHu3aunoHHbIM eAuHMLaM A1 pa3paboTku 1 peasnsanum;

yCTaHOB/IEHME LENM U 06nacTv NpoBepku (T. e. NpefgHasHauyeHus NpoBepKn 1 Toro, Yto GyaeT
npoBepsATbCS);

yBE€A0MJ/IEHNE OCHOBHbIX AO/DKHOCTHBIX INL, OpraHn3auvmn 0 NpeAcTosieil NpoBepke U Bbigene-
HMe Heob6XOANMbIX PECYPCOB A5 NPOBEAEHUSI MPOBEPKY;

yCTaHOB/IEHME COOTBETCTBYHOLUNX KaHA/IOB CBSA3U MeXLLy AO/MKHOCTHbIMU /IMLaMy opraHusauum,
3aMHTEPECOBaHHbIMU B NMPOBEPKE;

YCTaHOBJ/IEHNE BPEMEHHbIX PaMOK [/11 NPOBEAEHUS NMPOBEPKM U OCHOBHbIX KOHTPOJIbHBLIX TOYEK NpK-
HATWSA peLUeHnii, He06X0AMMbIX OpraHM3aLmMn 4718 0CyLLecTBIeHUS 3EKTUBHOTO MEHeKMEHTa NMPOBEPKY;

onpegfesnieHne 1 BbIGOpP KOMMETEHTHOrO ayauTopa AN NPOBEAEHMS NMPOBEPKM Mep U CpeacTB
KOHTPONS W ynpaBneHust MHPOPMAaLMOHHON 6€e30NacHOCTbI0 UM ayAUTOPCKON rpynnbl, KOTopble 6yayT OT-
BETCTBEHHbIMU 3a NPOBeAEHNE NPOBEPKM, YyUMTbIBas BOMPOChI HE3ABMCMMOCTU ayauTopa, OCyLLecTB/sOLLLE-
ro NPOBEpPKY Mep 1 CPEACTB KOHTPO/IA U yNpaB/ieHNst MHPOPMaLMOHHOM 6e30MacHOCTbHO;

cbop apTehakToB ANA npedocTaBfieHUs aygutopam, NPOBOASLMM MPOBEPKY Mep U CpeacTs
KOHTPONS 1 ynpaB/fieHNsi MHOPMaLUOHHOK 6e30MacHOCTbI0 (Hanpumep, 4OKYMEHTaLMn no Mepam u cpeg-
CTBaM KOHTPONS M ynpaBieHus WH(OPMAaLMOHHON 6e30MacHOCTbI, BK/IHOYAss OpraHU3alVOHHbIE CXEMbI,
Mo/MTVKKN,  MPOUEAYPbl, MMaHbl, cneuyudpmkaymmn, nNpPoOeKTbl, 3anucyu, PYKOBOACTBA afMUHUCTPATO-
pa/onepaTopa, AOKYMEHTaLUN0 MHHOPMAaLMOHHOW CUCTEMbI, COMAllEHUs O MEXCUCTEMHON CBSI3U, pe3ysib-
TaTbl NpeabIAYLINX MPOBEPOK);

yCTaHOB/IEHME MpaBu/l B3aMMOAENCTBUA MeXAy opraHusauuein n ayautopamu, NpPoBOASLLUMMU
NpoBepPKy Mep M CPeACTB KOHTPONS U ynpas/eHns MHopMaLnoHHOW 6e30NacHOCTbH0, NO3BOSILWNX CBe-
CTU K MUHUMYMY HeomnpeAesieHHOCTW WM HenpaBu/ibHble NPeAcTaB/eHUs O peannsauunm Mep U CpeacTs
KOHTPONS U ynpaBneHus unn cnabblx MecTax/HefocTaTkax Mep U CPeAcTB KOHTPONS U ynpaB/ieHus, ycTa-
HOBJ/IEHHbIX BO BPEMS NMPOBEPKU.

B 0ONONHEHWE K MepPONpUATUMAM NO NJaHMPOBAHMWI, OCYLLECTB/SIEMbIM OpraHu3auueli Ans noaroToB-

KN K NPOBEpKe, ayAuTopbl, MPOBOASALLME NPOBEPKY MEP U CPEeACTB KOHTPONS M ynpas/feHUs MHOopMaLoH-
Holi 6€30NacHOCTbI0, AO/IKHbI HAYMHATL NOATOTOBKY K MPOBEpPKe NocpeacTBOM:

[OCTUXEHMSA 06LLEro NOHMMaHWA PYHKLUOHMPOBaHUS OpraHu3anummn (Bkiouvas Lenesyo 3ajaudy,
hyHKUUM ¥ npouecchbl 6ru3Heca), a Takke TOro, kakum 06pasom MHOPMAaLMOHHbIE akTUBbI, NonajawLue B
06nacTb NPOBEPKM, NOAAEPXUBAIOT PYHKLMOHUPOBAHUE OpraHm3aluu;

[OCTWXEHMSA MOHMMaHWA CTPYKTYpPbl MHCDOPMAaLMOHHbLIX aKkTMBOB (Hanpumep, apXUTeKTypbl CUC-
TeMbI);

[OCTWXEHMSA MOJSIHOTO MOHMMAaHUSA BCEX Mep U CPeACTB KOHTPOMSA W ynpaBieHus, nogexalinx
npoBepke;

N3YYEHUS BaXHbIX My6nuMKauuiA, Ha KOTOpble CCbIAlTCA B Mepax UM CpeAcTBax KOHTPOss u
ynpaBfieHus;

onpeaeneHns opraHn3aUuoHHbIX eAVHNL, OTBETCTBEHHbIX 3a pa3paboTKy M peanvsauuto noj-
nexalunx NpoBepke Mep U CPEeACTB KOHTPO/IA U ynpaBieHus, KOTopble NoAAepXUBaKT UH(OPMALMOHHYO
6e30nacHoCTb;

YCTaHOB/IEHNSI COOTBETCTBYHLLMX KOHTAKTHbIX /AL, B OpraHu3aluu, Heob6XoAMMbIX ANsi NpoBe-
[EHUSA NPOBEPKN.

nosyyeHns apTedpakToB, HE06XOANMbIX A/ NPOBEPKM (Hanpumep, NOAMTUK, Npoueayp, NiaHos.,
cneundukaumii, NPOeKToB, 3anucei, pykoBOACTB aaMUHUcTpaTopa®nepaTopa, AOKYMeHTauuu nHpopmaym-
OHHOI CMCTEMbI, COrNalleHnii 0 MeXCUCTEMHO CBSA3N);

NoslyYeHUs pe3ynbTaToB NpeablayLnx NpoBEpPOK, KOTOpble MOrYT 6biTb Haanexawum o6pasom
NMOBTOPHO MCMOMb30BaHbl A1 NPoBepKK (Hanpumep, oT4eToB, 0630pPOB, NCCNenoBaHuli yA3BUMOCTENR, npo-
BEPOK (hU3nNYeCcKoil 6e30NacHOCTU, TECTUPOBAHNS U OLLEHKN pa3BUTUS);

BCTPEYM C COOTBETCTBYHOLMMU AO/HKHOCTHBIMW NMLaMU opraHusauuu ans obecnevyeHus yee-
peHHOCTV B 06LLEM NOHMMaHWW Lienieil NpoBepku, Npeasaraemoii CTporocTu n 061acT NpoBepKy;

pa3paboTky nnaHa NpoBepku.

Mpy noAroToBKe K MPOBEPKE Mep U CPefCTB KOHTPOAS M ynpaBneHus MHopmaunoHHOl 6e3onacHo-

CTbi0 A0/MKHA ObITb CObpaHa Heobxoanmas ncxogHas uHdopmalmsa, KoTopas Ao/KHA 6bITh NpefocTaB/eHa
ayuTopaM, OCyLLecTBAAKLWMM NPOBEPKY MEP U CPeACTB KOHTPO/IA U ynpaBieHus MHopMaunoHHon 6e3o-
nacHocTblo. B pamkax Heo6xoAnmoli NOAAEPXKKM KOHKPETHOM MPOBEPKN OpraHn3auus AO/HKHA OnpeaennTb 1
NOAroTOBUTL AOCTYN K 3/IEMEHTAM opraHu3auuy (uuam unm rpynnaM auy), oTeevyarlmum 3a pa3paboTky,
[LOKYMEHTUpOBaHue, pacnpocTpaHeHue, NPoBepKy, 3KCnayatauuilo, NOALAEPXKKY U O6HOBNEHME BCEX Mep U
CpeAcTB KOHTPONS W ynpaBneHns 6e30MacHOCTbio, NOANTUK 6e30MacHOCT 1M B3aMMOCBSI3aHHbIX NPoLeayp
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ANA peann3auuy COOTBETCTBYIOLMX MOAUTUKAM Mep M CPeACTB KOHTPONSA W ynpasneHus. Ayautopy, npoBo-
AAlemMy NpoBepky Mep v CPefCcTB KOHTPONSA U ynpasBrieHus MHOPMaLMOHHON 6e30nacHOCTbIo, Takke He-
06Xx04MM [OCTYN K NOAMTMKamM 6e30MacHOCTM MHOPMALMOHHON cucTeMbl M M06bIM B3aMMOCBSI3aHHbIM
npoueaypamM peanusauuu, K 1obbIM matepuanam, CBA3aHHbIM C peanusauvei n QyHKLMOHUPOBaHNEM Mep
N CPeACTB KOHTPONS ¥ ynpaBneHus (Hanpumep, naaHam obecnevyeHns 6e30MacHOCTH, 3anucam, rpadmkam,
oTyeTam 0 pesyfnbTaTax NPOBepKW, oTYETaM O MOCNeayLWmnX AeCTBUAX, COrnaleHnam, KOMMIEKTY akkpe-
ONTaLMOHHBIX N MNLEH3NOHHBIX AOKYMEHTOB) 1 MOA/IEXaLUM NpoBepke o6bekTam.

JocTynHocTb He06X04MMOl AOKyMEHTALMM, @ Takke BeAyLlero nepcoHana opraHvusauum 1 nposepse-
MbIX MHGOPMALMOHHbIX CUCTEM KpaiiHe BaXKHa A1 YCNeLHOoVW NpoBepkn Mep U CPefCcTB KOHTPONA v ynpas-
NeHnsa nHopMaLMoHHON 6e30NacHOCTbIO.

8.2 PaspaboTka nnaHa

8.2.1 O630p

Mpu pa3paboTke N1aHOB NPOBEPKN ayAUTOPbI, OCYLLECTBAAIOLME NMPOBEPKY MEP U CPEACTB KOHTPONS
1 ynpasneHns nHopmMaLMoHHol 6e30NacHOCTbI0, [O/MKHBI ONpeAennTb BUA NpoBepku (Hanpumep, nonHas
WA YaCTUYHasA MPOBEpKa) M TO. KakMe Mepbl U CPeAcTBa KOHTPONS M ynpasfeHus u/wnav cpefctea, pacluuv-
psioLme nx BO3MOXHOCTU, AO/MKHbI GbITb BK/IOUYEHbI B NPOBEPKY HA OCHOBE LBAMY061acTM NnpoBepku. Ayau-
TOpbI. MPOBOAALLME MPOBEPKY MEp W CPeACTB KOHTPONA W ynpaBieHus MHAOPMaLMOHHON 6e30nacHOCTbIo,
[OMXHbI OLEHUTb N CHU3UTb PUCK U BAUAHME (r4e 3TO BO3MOXHO) MPOBEPKU Ha 06bl4HOE (DYHKLMOHMPOBA-
HVe opraHusauuv 1 BbibpaTb Ha OCHOBE Mep W CPeACTB KOHTPOS U yrpaBieHns v CPeAcTB, PacLLUMPAOLLNX
X BO3MOXHOCTW, HeobxoAuMble npoueAypbl NPOBEPKM, KOTOpble HEOBXOAMMO BKIHOUMTL B NMPOBEPKY U B
COOTBETCTBYIOLLNE aTPUBYThI «TNYOGUHBI» U «OXBaTax.

AyaunTopbl, NPOBOASLLME NPOBEPKY MeP W CPeACTB KOHTPONSA W ynpasieHns UHOopMaLoHHOW 6e30-
NacHOCTbI, JO/MKHbI NPUCNOCOGUTL BbibpaHHbIe NpoLeasypbl NPOBEPKM K YPOBHIO pucka MHOpMaLMOHHOM
cuUcTeMbl U K peanbHoli paboyein cpege opraHmsauun. MNMpu HEO6XOAMMOCTM OHW Takke LO/MKHbI paspabo-
TaTb AOMNOMHUTENbHbIE MPOLEAYPbl MPOBEPKM, HE paccMaTpuBaemble B AaHHOM [OKYMEHTe, B OTHOLUEHUU
Mep U CPefCTB KOHTPOASA WM ynpaBneHWs 6e30nacHOCTbio, a Takke CPefcTB, PacLUMPSIOWMX UX BO3MOXHO-
CTW. 1 06ecneynTb flOBEPUE K 3TUM MpoLedypam.

JonxeH 6bITb paspaboTaH niaH, BKIYaLWMIA 3Tanbl onpeaeneHns KoHTekcTa, hopmupoBaHus 6a-
30BOr0 YPOBHS OXWAAEMOro NOBeAEHWA B pamkax onpefeneHHOro KoHTekcTa, cneuudukaumm tectupoea-
HUsI/OUEHNBaHUSA 1 MeToA NOATBEPXAEHUS [OCTOBEPHOCTU BbIBOAOB B KOHTEKCTE oueHuBaHus. MNnaH gon-
XEH BKIOYaTb paspaboTky cTpaTerum no NpUMEHEHWo pacluMpeHHOW npoueAypbl NMPOBEPKW, €CN 3TO He-
06x04MMO. oNTUMU3aLMK NpoLeayp NPOBEPKU AN YMEHbLUeHNUA Ay6nnpoBaHua paboT u obecneyeHns ako-
HOMUYeckn 3adhheKTUBHBIX peLleHunii, OTHOCALMXCS K MpoBepke. Mocne aToro ayauTopsl, NpoBoAsLL e npo-
BEPKY Mep 1 CPefCcTB KOHTPONS W ynpasneHns MHOopMauMoHHOK 6€30MacHOCTbIO, JO/MKHbI OKOHYaTelbHO
ohopMUTb NNaH NPOBEPKM U NOYUYNTb HEOOXOAMMbIE CaHKLMM HA €ro BbINOSIHEHME.

8.2.2 O6nacTtb

JlokymeHTauus fomkHa cofepxaTtb 063op TpeboBaHWil 6€30NacHOCTM MHAOPMALMOHHBIX aKTUBOB U
onucbiBaTb MMEIOLWMECH WU NaHUPYyEMble Mepbl U CPeAcTBa KOHTPOMA U ynpaBieHns AN BbINOSHEHUA
3TUX TpeboBaHuii. Ayautop, NPOBOAALLNI NPOBEPKY MEP W CPeACTB KOHTPOMSA M ynpasieHus uHdopmaum-
OHHOW 6e30MacHOCTbIO, BHavane nsyyaeT Mepbl U CPeAcTBa KOHTPOMS W yNpas/ieHWs, ONUCaHHble B [0Ky-
MeHTauuMm no obecneyeHnio MHOPMaLMOHHOK 6e30nacHOCTK, a 3aTeM - Leflb npoBepkn. MNpoBoAnNTbLCA
MOXeT NonHasA NpoBepKa BCEX Mep U CPefCTB KOHTPO/IA U ynpas/iieHns MHPOPMaLMOHHON 6e30MacHOCTbI0 B
opraHusaumm uam YactuyHas npoBepka TOMIbKO TeX Mep M CPeACTB KOHTPOSA U ynpasB/ieHus, Kotopble obec-
neyvBarT 3awWnUTy UMHEOPMALMOHHbIX aKkTMBOB (Hampymep, BO BPEMS HENPepbIBHOrO MOHWTOPUHra, rae
NOAMHOXeCTBa Mep ¥ CPeACTB KOHTPO/A U ynpasneHus B MH(OPMAaLMOHHbIX akTuBax MpoBepsoTcsa Ha no-
CTOAAHHOW OCHOBE). [nA NpoBeAeHNs YaCTUYHbLIX NPOBEPOK Bageney, MHPOPMaLMOHHbIX akTMBOB paboTaeT
COBMECTHO C 3aMHTEepecOoBaHHbIMW B NMPOBEPKE AO/HKHOCTHBIMWU NMLaMK OpraHu3aunn Hag onpepgesieHnem
TOro, Kakme mepbl 1 CpefAcTBa KOHTPONA W ynpasB/ieHus A0/HKHbI NpoBepaTbeA. Bbibop Mep 1 cpeAcTB KOH-
TPONA W ynpaBneHus 3aBWCUT OT YCTaHOB/IEHHOrO rpadmka HenpepbIBHOrO MOHWUTOPWHIA, MYHKTOB naaHa
[eNCTBUIA N COOTBETCTBYIOLMX KOHTPO/IbHbIX TOYEK. Mepbl 1 cpeacTBa KOHTPOAS W ynpaB/ieHns, oTauyato-
wmecsa 60nbLueli K3MEeHUYNBOCTLIO, [0/MKHBI NPOBEPATLCA valle.

8.2.3 NMpoueaypbl NPoOBEPKU

Mpoueaypa NPOBEPKU COCTOUT U3 COBOKYMHOCTU Lieniell NPOBEPKN, Kaxaas ¢ COOTBETCTBYHOLWMUM Habo-
pOM MOTEeHUMaNbHbIX METOA0B MPOBEPKM W OOBLEKTOB MpoBepku. POPMY/IMPOBKM OnpefeneHuin B Lensax
NPOBEPKN TECHO CBA3aHbl C CYLHOCTbIO Mepbl U CPefCcTBa KOHTPONAS U ynpasneHus (T. e. ¢ PyHKLMOHa b-
HbIMU BO3MOXHOCTSIMWU Mepbl U CpeAcTBa KOHTPONA U ynpasfieHns). 3To obecneynBaeT YBEPEHHOCTb B Npo-
CNnexnBaeMocTV pe3ynbTaToB NPOBEPKM BNIOTb A0 PyHAAMEHTA/IbHLIX TPe60BaHU Mepbl 1 CpeAcTBa KOH-
Tponsa v ynpaeneHus. Mo pesynbtataMm NpUMEHEHUs Npouenypbl NPOBEPKM K Mepe U CPeAcTBY KOHTPONA U
ynpasneHns opMUPYIOTCA BbIBOAbI NPOBEPKU. OTW BbIBOAbI MPOBEPKN BMOCNEACTBMN UCMNONbL3YIOTCA AN
onpegeneHus obLein achPeKTMBHOCTA MePbI 1 CPeACTBAa KOHTPONA U ynpasnieHus. O6beKTbl NPOBEPKU Or-
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pefensitoT KOHKPETHbIE 3/IEMEHTbI, NoA/exallme npoBepke, a Takke cneuudukaLum, MexaHuambl, npouec-
Cbl ¥ thusnyeckmx nuuy,.

B npunoxeHun A npegcTaBneHbl NpyMepbl Npoueayp MPOBEpKU, NpefHasHavyeHHble A1 NMpOoBepKM
TEXHWYEeCKOro COOTBETCTBUSA ¥ COBEPLUEHCTBOBAHUIA Mep 1 CPpeACTB KOHTPONA W ynpasneHuns. MNpakTuyeckoe
PYyKOBOZCTBO B MPUIOXEHUM A npefHasHayeHo Ansa cbopa CBMAETENbCTB C Le/blo onpeaeneHns, npasuib-
HO I peanu3oBaHbl Mepbl U CPeACTBa KOHTPONA W ynpaBieHusl, (DYHKLUMOHUPYIOT NN OHKU, Kak npegHasHa-
4yanocb. M CO34Al0T SN XesaeMblii pe3ynbTaT B OTHOWEHUW BbINOSHEHUA TPe6oBaHWin MHMOPMALMOHHON
6€30MacHOCTU MHPOPMALMOHHbIX akTMBOB. [/18 KaXKAbIX BK/IOYEHHbIX B NPOBEPKY MEpbl W CPeAcTBa KOH-
TPONSA Y ynpaBneHns n Kaxaoro cpefcTBa, paclunpsioLLero X BO3MOXHOCTH, ayauTopsl, NPOBOAALME Npo-
BEPKY Mep W CPefcTB KOHTPONS U ynpaBneHus nHgopmaunoHHol 6e30nacHOCTbio, paspabaTtbiBaloT COOT-
BETCTBYIOLLYIO Npoueaypy NpoBepku, obpaliaschk K npunoxeHunto A. COBOKYNHOCTb BblGpaHHbIX npoueayp
NPOBEPKN pasfinyHa 418 pasHbIX MPOBEPOK N 3aBUCUT OT TEKYLLEro HasHauyeHs NpoBepkn (Hanpumep, exe-
rogHas npoBepka Mep U CpeAcTB KOHTPOS M YNPaB/ieHUsl, HENPepbIBHbIA MOHUTOPWHT). B npunoxexHun A
npeAcTaB/ieHO NpakTMyeckoe PykoBOACTBO MO BbIGOPY COOTBETCTBYIOLMX NpoLesyp NMPOBEPKU B 3aBUCUMO-
CTV OT LeNn NPoBEPKM.

Mpoueaypbl NPOBEPKM MOTYT 6biThb CMeunanbHO NPUCNOCcCO6/1eHHBIMU B OTHOLLIEHWN:

BblOPAHHbIX METOA0B 1M 06HEKTOB MPOBEPKU, HEOOXOAUMBIX A1 Hanbonee adhhekTUBHOrO nNpu-
HATWSA COOTBETCTBYHOLLMX PELUEHWI U BbINOMHEHUS LieNell NPoBepKu;

BblGpaHHbIX 3HAUYEHWIT aTpPMBYTOB «INYy6UHbI» U «OXBaTa» MeToAa NPOBEPKM, HEOBXOAUMbIX ANs
OCYLLECTB/IEHNA OXUAAHUI NPOBEPKM, HA OCHOBE XapakTepUCTVK NPOBEPSIEMbIX MEP 1 CPeACTB KOHTPO/IA 1
yNpaB/ieHNa 1 KOHKPETHbIX, TPEOYIOLLNX NPUHATUSA peLLeHuid;

UCKNIOYEHNA 13 npoleAyp NPOBEPKM Mep U CPeACTB KOHTPOJA W ynpasfieHusi, eCiu OHWU 6blan
npoBepeHbl NpU NPOBEAEHUN APYroro ageksaTHOro npouecca NpoBepKu;

pa3BUTUS MHMOPMALMOHHON CUCTEMbI UM KOHKPETHON nnaTdopMbl M aganTupoBaHHbIX NpoLe-
Zyp NPOBEPKM KOHKPETHOI opraHu3auum A1t YyCnewHoro BbINoIHEHUSI NPOBEPKMY;

MCNO/Mb30BaHNS Pe3yNbTaToB NpeaplayLLMX NPOBEePOK, eCnv 3TV pe3y bTaTbl COYTEHbI MPUMEHUMbIMY;

OCYLL,eCTB/IEHNA COOTBETCTBYIOLLMX KOPPEKTMPOBOK NpoLeyp NPOBEPKK, YTOObI NMETb BO3MOX-
HOCTb Nnony4yeHns TpebyeMbix CBUAETENLCTB NMPOBEPKM OT BHELLHMX NOCTABLLMKOB (€C/IM OHU UMEOTCS);

BblOpaHHbIX METOA0B NPOBEPKM, YAENAA AO/HKHOE BHUMAHUE VX BAUSHUIO HA OpraHusauuto, Ha-
psgy ¢ obecneyeHvemM yBEPEHHOCTY B BbINOHEHWUMW Lienei ayauTa.

8.2.4 OcobeHHOCTH, OTHOCALWMECHA K 06bEKTaM

OpraHu3auyun mMoryT cneunduumpoBatb, AOKYMEHTUPOBATbL U KOH(hUryprpoBaTb CBOM MHOPMALMOH-
Hble aKTUBbI pa3IMyHbIMK cnocobamu, cnefoBaTesibHO, CoAepXaHue U NMPUMEHEHNE CyLLLEeCTBYOLWMX CBUAE-
TeNbCTB NPOBepKM ByayT pa3nuyaTbCA. STO MOXET NPUBOAUTL K HEOOXOAUMOCTU NMPUMEHEHUA Pa3/TNYHbIX
MeTOL0B NPOBEPKM K pasHbIM 06bekTaM NpoBepku, 4TO6bI ChopMMpoBaTh CBMAETENbCTBA NPOBEPKM, HEOO-
XO4uUMble 419 onpefeneHuns, ABNSITCSA M Mepbl U CPefCTBa KOHTPONSA U ynpaBneHns 3 ekTMBHbIMU NpK
UX NnpumeHeHun. BcnepacTere aToOro nepeyeHb METOAOB M OOBLEKTOB NPOBEPKU, NPeAcTaBNseMblil BMecTe ¢
KaXJ0i npoLeaypoil NpoBepkun, HasblBAETCA MOTEHLMAIbHbIM, YTOObl OTPa3UTb 3Ty HE0BXOAUMOCTb B BO3-
MOXHOCTU Bbl6opa Hanbosiee yMeCTHbIX A8 KOHKPETHOW NpoBepkM MeToAoB U 06bekToB. K BblOpaHHbIM
mMeTogaM M 06bekTaM NPOBEPKM OTHOCATCH Te. KOTOpble COYTEHbl HEOBXOAMMbIMKU ANA CO34aHus Heobxo-
OVMbIX CBUAETENLCTB NPOBepku. MoTeHuMasibHble MeToAbl U 06bEKTbI B Npouefype NpoBepKu npefocTas-
NAIOTCA KaK pecypc, COAEeiCTBYIOWMNA BbIOOPY Hagnexalmx MeTofoB U 06BbEKTOB, a He Kak orpaHuunTesb
Bblbopa. Mo cyuwiecTBy, ayauTopbl, NPOBOASLLME MPOBEPKY MEP U CPeACTB KOHTPOAS U ynpasneHus nHdop-
MaLMOHHOI 6e30MacHOCTbI0, AO/MKHBI AeiCTBOBATbL MO COGCTBEHHOMY YCMOTPEHMIO, OCYLLLECTB/IAS BbIGOP M3
noTeHUManbHbIX METOA0B MPOBEPKM 1 06LLEr0 CN1cka 06bEKTOB NPOBEPKM, CBA3AHHBIX C KaXXAbIM BblOGpaH-
HbIM MeTOAOM.

AyaunTopsbl, NpoBoAALLMeE NPOBEPKY Mep M CPeACTB KOHTPONS W ynpasieHus MHPOPMaLNOHHON 6e30-
NacHOCTbI0. [O/MKHbI BbIOMPATb TOMLKO T€ METOAbl U 06BEKTbI, KOTOpble Hanbonee ahPeKTMBHO cnocobeT-
BYIOT NPUHATUIO PELLEHNiA, CBA3aHHbIX C Liesblo NpoBepkn. Mepa kayecTBa pesynbTaToB NPOBEPKM OCHOBA-
Ha Ha MpaBWIbLHOCTU MPeLCTaB/EHHOrO /IOTMYECKOr0 0O60CHOBAHWUS,, @ He Ha KOHKPETHOW COBOKYMHOCTM
NPUMEHEHHbIX METOL0B N 06BHEKTOB. B 60/bLINHCTBE C/ly4aeB HET HEO6X0AMMOCTU NPUMEHSTb KaXablA Me-
TOA NPOBEPKN K KaX[OMY OObEKTy MpOBepku, YTOObl NOMyunTb Xenaemble pesynbTaTbl NpoBepkn. A Ans
KOHKPETHbIX U BCECTOPOHHUX NPOBEPOK MOXET OblThb LesiecoobpasHo MCNonb3oBaTb MeTO[, He nepevuc-
NIEHHbIV B COrNacoBaHHOM NepeyHe NoTeHUMasbHbIX METOL0B, WM He WUCMO/b30BaTb HUKAKOW M3 MepeyHs
N3BECTHbIX METOL0B.

8.2.5 MNpeabiayuine 3aknoyeHnsa

8.2.5.1 0630p

AyauTopbl, NpoBoAsLLMe NPOBEPKY MOPbl W CPeACTBa KOHTPONA W ynpaBneHus UHOPMAaLMOHHOM
6€e30MacHOCTbI0, AO0/MKHbI MCNO/Ib30BaTb MMEIOLLYOCA MHOpMaLnio 0 Npedplaylimx npoBepkax Mepbl K
CpeAcTBa KOHTPONS M ynpaBneHus, 4yTo 6yaeT cnoco6cTBoBaTh 60sblueli 3hpeKTMBHOCTU NpoBepoK. [Mo-
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BTOpPHOE UCMO/Ib30BaHNe pesynbTatoB paHee NPU3HaHHbIX UM YyTBEPXAEHHbIX MPOBEPOK MHHOPMALMOHHBLIX
CUCTEM [OJ/IXKHO paccMaTpuBaTbCs B paMkax COBOKYMHOCTW CBUAETENbCTB ANA onpegeneHuns obuwei ad-
(hEKTUBHOCTWN Mep 1 CPEACTB KOHTPONSA U yrpasieHus.

Mpn paccmMoTpeHuWn BOMpoca O MOBTOPHOM WCMO/Mb30BaHUKM Pe3ynbTaToB NpeAblayLmx NpoBepoK U
LEHHOCTU 3TUX pe3ynbTaToB ANA TeKyLl el NpoBepkn ayAnTopbl, MPOBOASLLME NPOBEPKY MEP U CPEACTB KOH-
TPOnsA 1 ynpasBneHns UHOPMaLMOHHON 6e30NacHOCTbIO, AO/KHbI ONpeaenuTb:

[OCTOBEPHOCTb CBUAETENbCTB:
NpUroAHOCTb NpeAblAyLero aHannsa;
NPUMEHUMOCTb CBUAETENbCTB MPU TEKYLEM COCTOAHUM MH(OPMALMOHHbIX aKTUBOB.

B onpepgeneHHbIX cutyaumsax GbiBaeT He06XoAMMO AOMOMHWUTL pe3ynbTaTbl NpeAblayLleil NpoBepku,
paccmaTpvBaemble Ha npeaMeT UX NOBTOPHOrO MCNO/Ib30BaHWA, AOMONHUTENbHLIMA MEPONPUATUSMU NPO-
BEPKW. 4719 NOSIHOTO YAOBNETBOPEHNA Leneil nposepku. Hanpumep, ecnu npyu He3aBUCMMOM MPOBOAUMOM
TpeTbeli CTOPOHOI OLEeHMBaHUKU NPOAYKTA MHPOPMALMOHHOW TEXHOMOMMW He MPOBOAWIOCH TECTUPOBAaHUSA
NPUMEHUTENBHO K KOHKPETHOIM HacTpoiike napameTpoB KOHMMrypauum, kotopas NpuMeHseTcs opraHu3aum-
el B HhOPMaLMOHHO cnucteme, ayaMTopy, NpoBoAsLLEMY MPOBEPKY Mep U CPeACcTB KOHTPONA W ynpasre-
HMA MHOPMaUMOHHOV 6e30NacHOCTbI0, MOXET NOTPe6oBaTbCA AOMOMHUTL NepBOHayYasibHble pesynbTaTbl
TecTmpoBaHua. [ina 3Toro Heo6xo4uMMO [ONOSIHUTENIbHOe TecTWpOoBaHWe, KOTOpoe O0XBaTWUT AaHHYK Ha-
CTpOliKy NnapamMeTpoB KOHUrypaummn Ansa Tekyluei cpefbl MHPOPMaLNOHHON CUCTEMBI.

WNHdopmaumsa nocnegyowmx noapasfenos JO/HKHA NPUHUMATBCA BO BHUMaHWe Mpyu paccMoTpeHuun
pesynbTaToB NpeablAyLNX NPOBEPOK HA NpeAMeT UX NOBTOPHOTO NCMONb30BaHNS MPY TEKYyLLEel NpoBepKe.

8.2.5.2 MeHsoLmecs ycnosus

Mepbl 1 cpefcTBa KOHTPOA W yrpaB/ieHNs, CoUTeHHble athheKTUBHBLIMW BO BpeMs npeabiayLwmnx npo-
BEPOK, MOTyT CTaTb He3(W(PEKTUBHLIMU B pe3ybTaTe U3MEHUBLUNXCA YC/IOBUIA, CBA3AHHbIX C MH(DOPMALMOH-
HbIMW aKTUBamu unu okpyxatlei cpefoil. COOTBETCTBEHHO pe3ysibTaTbl MPOBEPKM, NPU3HAaHHblE paHee
npuemaeMbiMu, MOryT 60/blUe He faBaTb AOCTOBEPHbIX CBUAETENLCTB AN onpeaeneHns athekTMBHOCTH
Mep W CPeAcTB KOHTPONS W ynpaBfieHus, n notpebyetca HoBas nposepka. MNprvMeHeHue pesynbTaTtoB npe-
Ablaylel NpoBepkn B Xofe Tekylleli NpoBepku TpebyeT onpefeneHns NiobbiX U3MEHEHWN, NPOU3OLIEeLINX
CO BpeMeHu npefbiaylieli NpoBepkn, U BANSHUSA 3TUX U3MEHEHWI i Ha pe3ynbTaTbl npeabiayLieii NpoBepKM.
Hanpvmep, noBTOpHOE MCNO/b30BaHWe pe3ynbTaToB NpeablAyleil NPpoBepKX, BKIKOYAlOLWen n3yyeHne no-
NUTYK 1 npoueayp obecneyeHns 6e30NacHOCTU opraHunsauun, MoxeT OblTb MpMemMaeMbIM, ecnn onpegene-
HO, YTO HMKAKUX CYLLECTBEHHbIX U3MEHEHUI NAEHTUDULMPOBAHHbLIX NONWUTKK, NPOLEeAYpP WU Cpefbl pucka He
NpOV30LLIO.

8.2.5.3 lonyCTUMOCTb MCNOJIb30BaHUA pe3yibTaToB NpeablayLnx NnpoBepok

JonycTMOCTb MCNONb30BaHWA pes3ynbTaToB NpeAplaylimx NPOBEPOK Npu NpoBepke Mep W CpeAcTs
KOHTPONSA 1 yNpaBfeHns fO/HKHA KOOPAWHMPOBATLCA M YyTBEPXKAATbCSA NnuamMu, UCNoib3yWwumMn pesynbTa-
Tbl MpPOBepkN. BaxHo, 4T06bI Bnagenel, MHPOPMALMOHHbLIX aKTUBOB COTPYAHUYAN C COOTBETCTBYIOLLMMU
JO/MKHOCTHBIMY /IMLL@AMW OpraHunsaummn (Hanpumep, ¢ AMPEKTOPOM MO MHPOPMALMOHHBIM TEXHOMNOMUAM, OT-
BETCTBEHHbIM 3a MHOPMaLMOHHYI0 6e30MacHOCTb, OTBETCTBEHHLIMU 3a LiefIeBYI0 3afady win snagenbua-
MW MHopMaLuun) Npy onpegeneHnn AonycTVMOCTA UCMNOb30BaHNA pe3ynbTaToB NpeblayLimx NpoBepoK.
PelweHne 06 1Cnonb30BaHUN pe3y/bTaToB MNpeAblayWwnx NpPOBEpPOK AO/MKHO AOKYMEHTMPOBATbLCA B MiaHe
NPOBEPKM 1 OKOHYATENbHOM OTyeTe.

MpoBepkn 6e30MacHOCTV MOTYT BK/IOYATb BbIBOAbLI NPeblayLmMx NPoBepoK 6e30nacHOCTH, noka:

3TO crneunasnbHO pa3peLleHo B NnaHe ayanTa,

y ayMTOpoB, NMPOBOAALLMX NPOBEPKY MEP U CPeACTB KOHTPOASA U yrpaBieHns VHOPMaLMOHHO
6e30nNacHOCTH, CYLLECTBYIOT AOCTATOYHbIE OCHOBAHNSA CYMTaTb, YTO BbIBOAbI OCTAOTCH afeKBaTHbIMU;

nobble TeXHOMOrMyeckne UAM npoueaypHble U3MEHEHUs B Mepax W CpefAcTBax KOHTPONS u
yrnpaBsfieHns uam npoueccax, K KOTOpbIM OHU NPUMEHSIIOTCA, afleKBaTHbIM 06pa3oM yunTbIBAIOTCA NPU Teky-
LLleil NpoBEpKe € TOUKM 3peHns 6e3onacHoCTy;

1CMNonb30BaHne v Mobble NOTeHUMasbHble NOCNeACTBAA MeHeL)KMEHTa pucka BCleAcTBue npu-
HATUS NpeApblayLnX BbIBOLOB ayaMTa YeTKO n3naralTcsa B OTYETE O pesynbTarax ayguTa.

8.2.5.4 BpeMeHHble acrnekTbl

C yBennyeHvem nepvofa BPEMEHM Mexay Tekylleil u npeAbiaywiuMm nposepkaMu [OCTOBEp-
HOCTb/MOME3HOCTb Pe3y/IbTaToB NpeablayLnX NPOBEPOK YMEHbLLAeTCA. OTO CBA3aHO B OCHOBHOM C TEM. YTO
MHPOPMaLNOHHbIE aKTVBblI UKW cpefa, B KOTOPOI (DYHKLMOHUPYIOT MHG)OPMaLUOHHbIe akTUBbI, C 60/bLION
BEPOSATHOCTbIO U3MEHSAKTCS C TeYEHUEM BPEMEHMW, BO3MOXHO, fefnas HefenCcTBUTENbHbIMU UCXOAHbIE YC-
NOBUS UKW NPEANOIOXEHUS, HA KOTOPbIX Obl1a OCHOBaHa npegblayLias npoBepka.

8.2.6 Pab6ouee 3agaHue

HesasncumocTb ayantopa, NpoBOAsLLEro NPOBEPKY Mep U CPpeACcTB KOHTPONSA U yrnpasB/ieHns UHGop-
MaLMOHHON 6e30MacHOCTbI0, MOXET 6biTb KPUTUYECKUM (DaKTOPOM MpY HEKOTOPbIX BMAAX MPOBEPOK, OCO-
6€HHO A1 UHMOPMALMOHHbBIX aKTUBOB CO CPeAHVMM W BbICOKMM YPOBHAMU pucka. CTeneHb He3aBWCUMOCTYU

15



FOCT P 56045—2014/ISO/IEC TR 27008:2011

ayauTopa, Tpebyemas npu npoBepke, A0/MKHA GbITb NOCTOSHHOW. Hanpumep, HeEyMecTHO NMOBTOPHO WMCMOJIb-
30BaTb pe3ynbTaTbl NpeAblAyLWwnx CamMmoOLEeHOK, B KOTOPbIX He TpeboBanachb He3aBMCUMOCTb ayauTopa, npo-
BOASILLEr0 NPOBEPKY Mep U CPeLCTB KOHTPONSA W ynpasfeHus nHhopMaunoHHOW 6e30nacHOCTbo, NPU TeKy-
e npoBepke, TpebyoLei 60NblUei CTeneHn He3aBMCUMOCTMU.

8.2.7 BHellHUe cucTeMsl

MpepacTasneHHble B NPUIOXEHUN A METOAbI U NPoLeypbl NMPOBEPKU AOMKHbI ObITb COOTBETCTBYOLUM
06pa3oM CKOppPeKTMpOBaHbl A1 BbIMNOSIHEHNSA MPOBEPKM BHELIHWX UH(OPMAaLMOHHbIX cucTeM. MOCKOMbKY
opraHusauus He Bcerfa umeeT BO3MOXHOCTb NPOBeAeHWss HEeMnocpeACTBEHHOIO KOHTPO/IA Mep U CPefcTB
KOHTpONs W ynpasneHnss 6e30MacHOCTbI0, UCMO/b3YEMbIX BO BHELWHWUX WUH(OPMALMOHHBIX CcUCTEMax, win
[0CTaTOYHOro BU3yaslbHOr0 KOHTPONSA pa3paboTku, peannsauun 1 NPoBEpPKM 3TUX Mep U CPeACTB KOHTpoNs
1 yrnpasneHus, TO MOXeT NoTpeboBaTbCA NPUMEHEHNE anbTepHaTUBHbLIX NOAXOA0B K NPoOBepke. ITO MOXeT
NPUBOANTL K HEO6XOAMMOCTM ajanTauuy npoueayp NPOBEPKU, ONNCaHHbIX B NpuioxeHun A. MNpu Heobxo-
AVIMOCTU COrNacoBaHHble Mepbl Y CPeACcTBa KOHTPO/A U ynpaBieHns NHPOPMAaLMOHHOK CUCTEMbI AOKYMEH-
TUPYIOTCA B [0roBopax WM cornaweHnsx o6 ypoBHe ycnyr. Ayautop, NpPOBOAALMIA NPOBEPKY Mep K
CpeAcTB KOHTPONSA M ynpaBneHus MHopMauvoHHON 6e30MacHOCTbI0, AO/MKEH MPOBEPATb 3TU AOroBOPbI
WK cornawleHns n B COOTBETCTBYIOLMX C/ydasx NM6o afanTuposBaTtb npouesypbl A18 NPOBEPKA Mep U
CpPeACTB KOHTPONA W ynpasneHusi, NpeAcTaB/eHHbIX N0 3TUM COrNaleHnam, nMbo pesynbTaTbl NPOBEPKU
Mep 1 CPefCTB KOHTPO/A U ynpaB/ieHus npefoctas/iaTb Yyepes corfnalleHnsa. Kpome toro, ayanutopsl, npo-
BOASALLME NPOBEPKY Mep W CPeACTB KOHTPONA W ynpaBieHus WHOpMaLnoHHON 6e30MacHOCTbIO, AO/MKHbI
yunTbiBaTh UHOPMALMIO, MOSTYHEHHYIO MNPV N0ObIX NPOBEpPKax, NPOBEAEHHbIX UM HAXOAALWMNXCA B nNpouec-
ce MnpoBefeHNs opraHusauusamu, IKCNIyaTupyloLWrMy BHELWHWEe WHMOPMAaLUUOHHbIE CUCTEMbI, KOTOpble
MMeloT OTHOLeHMEe K 3aluuiaeMbiM MHOPMALVOHHBIM aKkTMBaM Ha OCHOBaHMKW NPOBOAVMMON NPOBEPKM.
CooTtBeTcTBYOWAasA MHdopMaLuus, nonyvyeHHas B pesynbTare 3TUX NPOBEPOK, eCNN OHa ByaeT couTeHa foc-
TOBEPHOM. A0/MKHA BbITb BK/IOYEHA B OTYET.

8.2.8 lHdhopMaLMOoHHbIE aKTUBbI 1 OpraHM3auns

Mpoueaypbl NPOBEPKM MOTyT 6blTb NPUCNOCOBMEHbl ANA PACCMOTPEHUA CUCTEMbI WAN KOHKPETHOW
nnaTthopMbl, WAN 3aBUCUMOCTEW KOHKPETHOV opraHusaumun. Takas cuTyaums 4acTo BO3HMKaeT B npoueny-
pax NpoBepoK, CBA3aHHbIX C Mepamun 1 cpeAcTBaMu KOHTPONS U ynpasieHns 6e30nacHOCTb0 U3 yucna Tex-
HWYEeCKNX Mep W CpeAcTB KOHTPOAA W ynpaBneHus WHMOpMauMoHHO 6e30nacHOCTblo (T. e. ynpasneHue
[OCTYNOM, ayguT U NOAOTYETHOCTb, MAeHTUMKaLma n ayTeHTudukaums, sawmura CUCTeM 1 CpeACcTB CBA3N).
Pe3ynbTaTbl nocnefHero TeCTUPOBaHWA MOTYT ObiTb Takke MPUMEeHWUMbl 48 Tekylleli NpoBepKu, ecnm ero
MeToAbl 06ecneynBaloT BbICOKYIO CTEMEHb NPO3payHOCTM (Hanpumep, YTO TECTUPOBA/IOCH, KOTAA W Kakum
o6pa3om). MNpOTOKObI TECTUPOBAHNA HA OCHOBE CTaHAApTOB MOTYT NpPeAcTaBnAaTb NPUMEpbI, Kak opraHusa-
L1 MOTyT cnocobCTBOBaTL AOCTUKEHNIO NOAOOGHOTO YPOBHA NPO3PaYHOCTW.

8.2.9 PacwupeHHasn npoueaypa nNpoBepKu

OpraHu3auun o6nagaloT 60NbLIOA rMOKOCTbIO NPW BbINOSHEHUW TpeboBaHWii [OBEpUs K Mepam U
cpeficTBaM KOHTPONS W ynpasneHus MHopMaLMoHHON 6e30nacHOCTbio. Hanpvmep, B OTHOLUEHWW Takoro
TpeboBaHuA, Kak [OBeprve CBOEBPEMEHHOMY PacCMOTPEHMUIO HegocTaTkoB. OpraHusaums MOXeT yaoBrie-
TBOPATb 3TOMY TPe6OBaHUIO MO NPUHLUMNY «B 3aBUCUMOCTU OT KOHKPETHOW Mepbl Y CpeAcTBa KOHTPO/SA 1
yrnpas/ieH!s», Mo MPUHLMUNY «B 3aBUCMMOCTW OT BuAa Mepbl U CPeACcTBa KOHTPOSA W ynpasfieHus», Mo
MPUHLMMY «B 3aBUCMMOCTN OT KOHKPETHOW CUCTEMbI» WM BO3MOXHO faxe N0 OpraHn3auroHHOMY YPOBHIO.
MprHMMas BO BHMMaHue 3Ty rMbKOCTb, pacluvpeHHasn npoueaypa npoBepku U3 7.4.3 NpyMeHAeTcs No NpuH-
uuny «B 3aBUCMMOCTM OT KOHKPETHOV NpoBepKkM» 06bIYHO B COOTBETCTBUM C TEM, Kak opraHusauus pellaet
JocTuraTb AOBEpPUs K NPOBeEPSeMbIM MHPOPMALMOHHbIM akTusam. MeToj NPUMEHeHNs pacliMpPeHHON npo-
Leaypbl NMPOBEPKM AO/MKEH JOKYMEHTMPOBATLCA B MfiaHe nposepku. [anee opraHusauus BblbupaeT COOT-
BETCTBYIOLLME LieNn NPOBEPKN W3 paclUMpeHHO mpoueAypbl NPOBEPKM HA OCHOBE YPOBHSA pucka ANS WH-
dhopmaLMOHHBIX akTUBOB. NpUMeHeHVe pacluMpeHHo npoueAypbl NPOBEPKM NpeAHasHavaeTcs 415 A0N0S-
HeHMa Apyrux npouenyp nNpoBepku, YTOObl yBeNnuMBaTb OCHOBaHWe A1 YBEPEHHOCTU B TOM, YTO Mepbl U
CcpeAcTBa KOHTPOMA W ynpas/iieHus peasin3oBaHbl NpaBuibHO, (DYHKLMOHMPYIOT, Kak npegHasHavanocb, u
[alT Kenaemblil pe3ynbTaT B OTHOLWEHWW BbINOJIHEHUSI MPUMEHSEMbIX TPeb6oBaHWl MHGOPMAaLMOHHOA
6e30nacHoCTH.

8.2.10 OnTumn3sayms

AyanTopbl, NPOBOAALLME NPOBEPKY Mep WU CPeACTB KOHTPONS W ynpasfieHns MHAOPMaLVOoHHON 6e30-
MacHOCTbIO. AO/DKHbI MPOABAATL ONpPeAeNieHHyl0 CTeneHb rmbkocTn B BONpoce (HOPMUPOBaHNA NiaHa npo-
BEPKW, OTBEYaKLero noTpebHocTAM opraHusaumn. 310 faeT BO3MOXHOCTb NOAYyYEHUS HEOOXOLUMbIX CBU-
[eTenbCTB Npu onpegeneHun apMeKTUBHOCTN Mep U CPEACTB KOHTPOA U ynpasB/ieHns 6e30nacHOCTbo npu
OJHOBPEMEHHOM CHUXEHUN 06LLMX PacXofoB Ha NPOBEPKY.

Kom6uHMpoBaHue 1 o06befuHeHe npouesyp NpoBEPKM SIBASETCA OAHOW M3 cdep, rae MoxeT ObiTb
npuMeHeHa rMbKoCcTb. BO Bpems NpoBepku MeToAbl MPOBEPKM MHOTOKPaTHO MNPUMEHSTCA K Pas/MyHbIM

16



FOCT P 56045—2014/ISO/IEC TR 27008:2011

06bEeKTaM MPoOBEPKM B pamkax KOHKPETHON 06nacty NpUMEHEHUS Mep U CPeACTB KOHTPO/A U ynpaBneHus
MH(OPMaLMOHHOW 6€30MacHOCTbIO.

UT06bl CIKOHOMUTL BPEMS, YMEHbLUUTb PACX0Abl HA MPOBEPKY Y MakCUMasibHO YBEMYUTb NOME3HOCTb
pe3ynbTaToB MPOBEPKM, ayAuTOpbl, NPOBOASALLME NPOBEPKY Mepbl N CPeAcTBa KOHTPONA U yrnpaBfeHns WH-
hopmaLMOoHHON 6e30NacHOCTbIO, AO/KHbI PacCMOTPeTb BblGpaHHble npoueAypbl NPOBEpkM Ans obnacTtei
NPUMEHEHUSI Mepbl U CPELCTBA KOHTPONA W yNpaBfieHns U TaM. rA4e 3TO BO3MOXHO U OCYLLEeCTBUMO, CKOM-
6UHMpPOBATbL WM 06BEAMHUTL MpoLeaypbl (MM YacTu npoueayp).

Hanpumep, ayauTopbl, NpoBoAsLMe NPOBEPKY MEp W CPeACTB KOHTPO/A M ynpaBneHus uHdopmawm-
OHHOW 6e30NacHOCTbIO, MOTYT 3ax0TeTb 06BbEANHNTL OMPOCHI KTHYEBbIX JO/MKHOCTHBIX /UL, OpPraHu3aLn no
pas/IMyHbIM Temam, MMEKLWUM OTHOLEeHNe K UH(OpPMaLUOHHOW 6e30nacHoOCTU. AyAuTOpbl, NPOBOAALLME
npoBepPKY Mep U CpeAcTB KOHTPONSA M ynpasfeHus WHopMaunoHHOW 6e30nMacHOCTbI0, MOryT BOCMO/b30-
BaTbCA [PYroil BO3MOXHOCTbIO CYLECTBEHHOrO 06beANHEeHUs npoueayp M 9KOHOMWUM pacxofoB MyTeM Of-
HOBPEMEHHOTO M3YYeHUA BCEX NMPUMEHSIEMbIX NONNTUK W Npoueayp, Kacawwmxca obecneveHns 6e3onacHo-
CTW. nAnM QOPMMPOBAHNA TPYNN B3aMMOCBA3aHHbIX NOIMTUK U NpoLieayp, KOTOpble MOXHO M3yyaTb Kak eau-
HbIA 3n1emMeHT. TonyyeHne U U3yyeHne napameTpoB KOH(UIypaLuyu CXOLHbIX annapaTHbIX ¥ NporpaMMHbIX
KOMMOHEHTOB B COOTBETCTBYHOLMX MH(DOPMALIMOHHBIX cUCTeMax SBNSETCA ele OAHUM NPUMepoM TOro, YTo
MOXHO 06ecneunTb CyLwecTBEeHHY0 3(EeKTUBHOCTL NPOBEPKY.

LononHuTenbHON cepoil, 3acnyxuBarLLeii BHUMaHUA npyu oNnTumMusauum npowuecca NpoBepkn, ABs-
eTcs nocnefoBaTe/lbHOCTb, B KOTOPOW OCYLLeCTBASETCA NpoBepka Mep U CPefCTB KOHTPO/A U ynpaBneHns.
MpoBepka HEKOTOPbIX MEP W CPeACTB KOHTPOSA W yNpaBfeHus paHblle ApYTUX MOXET NpefoCcTaBUTb WH-
chopmaumio. obneryarLLyo NoOHMMaHue W NPOBEPKY APYrMX Mep W CPeAcTB KOHTPONA W ynpasneHus. Ha-
npumep. cdrepbl NPUMEHEHUA Mep W CPeACTB KOHTPOAA W ynpasiieHns MOryT co3fjaBaTb 06Liue onucaHus
MHPOPMaLMOHHBIX aKTUBOB. NpoBepka 3TUX Mep U CPefCTB KOHTPONS U ynpasieHns 6e30nacHOCTbIO B Ha-
Yyane npolecca NpoBepkn MoxeT obecneunTb 6a3oBoe MOHMMaHME WMHDOPMALMOHHBIX akTVBOB, KOTOpOe
MOXeT MOMOYb MNPV NPOBEpKe APYIMX Mep W CPeACTB KOHTPONS W ynpasneHus 6e30nacHocTbio. [onosHu-
TefbHble peKkoMeHAauun No MHOTMM Mepam W CpeAcTBaM KOHTPONS W ynpaBfieHWs Takke onpefensor
B3alMOCBA3aHHblE Mepbl W CpefcTBa KOHTPONA W YNpaB/ieHWs, KOTOpble MOryT MpefocTaBuTb MNONE3HYI0
MHopMaLMIo AN opraHusauumn npoueayp nposepku. Apyrumu cnosamu, nocnefosateslbHOCTb OCYLEecTB-
NeHVs MPOBEPKM MOXEeT Cnoco6CTBOBATb MHOTOKPATHOMY MCMO/Ib30BaHWUI0 MHA)OPMauuy NpoBepKy OAHOM
Mepbl U CpefcTBa KOHTPO/IS U ynpaB/ieHNs Npu NpoBepKe APYrMX B3aMMOCBA3aHHbIX MEP U CPEACTB KOH-
TPOnsA W ynpasneHus.

8.2.11 WNToroBoe opopmMaeHue

Mocne BbIGopa npoueAyp NPoBepkM (BKIOYAs pas3paboTky HeoOXoAMMBIX NMpouesyp, He BKIHOYEHHbIX
B [aHHbI AOKYMEHT), agantaumu npouenyp K KOHKPeTHbIM MH(OPMALMOHHBIM akTuBaM W K XapakTepHbIM
YCNOBUSAM OpraHusauuv, ontummusauun npoueayp Ans obecnedyeHns apeKTMBHOCTW, NPYMEHEHNS B HEOD-
XOAUMbIX Cry4Yasax pacllMpeHHON npoueaypbl NPOBEPKM W PacCMOTPEHWUS BO3MOXHOCTU BNAHUS HEOXW-
JaHHbIX COBbITUIA Ha NPOBEPKY, NiaHy MPOBEpKM MpuAaeTcs OKOH4YaTesNbHas opma W ycTaHaB/IMBaKOTCA
CPOKM BbIMOIHEHWS C BK/IIOYEHMEM OCHOBHbIX KOHTPOJ/IbHbIX TOYEK NpoLiecca NpoBepkKu.

Mocne TOro Kak nnaH MPOBepKM CCOPMMUPOBAH, OH paccMaTpuBaeTCs U yTBEpPXAaeTcs COOTBETCT-
BYIOLLMMW JO/MHKHOCTHBIMU L aMu opraHu3aumm gns obecneyeHns yBepeHHOCTU B NOSIHOTE niaHa, corna-
CoBaHMM C Lenamm 6e30nacHOCTV OpraHusauvn n NpoBepke pucka opraHm3auuu, a Takke 3KOHOMUYeCKOoi
3ath(PEeKTUBHOCTN B OTHOLLEHUW BbleNeHHbIX A1 NPOBEPKN pecypcoB. Ecnv B TeueHe NpoBepKM BO3MOXHO
npepbiBaHve 06bIYHOr0 PYHKLMOHMPOBAaHNA opraHusauun (Hanpumep, B pesysbTaTe OTB/IEYEHUS KTHOYEBO-
ro nepcoHana WM BO3MOXHbIX (BPEMEHHbIX) C60eB CMCTEM K3-3a TECTUPOBAHUSA Ha MPOHWKHOBEHWE), B
naaHe NPOBEPKMN AO/KEH NOAYEPKMBATLCA MaclTab Takoro npepbiBaHNs U ero BpeMeHHbIe pamku.

8.3 MNpoBeaeHne NpoBepok

Mocne yTBepXeHnsa opraHnsauuein nnaHa NnpoBepkn ayauTop, NPOBOAALLMIA NPOBEPKY MEP W CPeACTB
KOHTPONA 1 ynpasfeHns MHGopMaLMoHHOK 6e30nacHoCTbio, paboTaeT No HeMy B COOTBETCTBUM C COraco-
BaHHbIMW KOHTPOJIbHbIMW TOYKaMW 1 CPOKaMW.

Lilenn npoBepky JOCTUralOTCA NyTeM MNPYMEHEeHWA Ha3HaYeHHbIX MEeTOA0B MNPOBEPKU K BblOpaHHbLIM
o6bekTaM nposepku 1 cbopalcozgaHna MHopmaummn, Heo6XoANMON 418 NPUHATUA PeLleHnid, CBA3aHHbIX C
Kaxxaol Lenbto nposepkn. Kaxaaa oopmMyiMpoBka pelleHns 0THOCUMTE IbHO NpoLeaypbl NPOBEpPKK, KOTOPYIo
BbIMO/IHWUA ayAMTOp, NPOBOAALLMI NPOBEPKY Mep W CPeAcTB KOHTPOAS W ynpaBieHust MHopMauWoHHOM
6e30nacHOCTbI0, NpeAcTaBnseT coboi 0fuH 13 cneayoLWwmnx BbIBOAOB:

BbINnosHaeTcsa (B):
4yacTU4HO BbinonHsercsa (Y);
He BbinonHseTcs (H).

BbIBOJ, «BbINOMHAETCA» 03HAYaeT, YTo ANA YacTh Mepbl U CpeAcTBa KOHTPO/IA U yrpaB/ieHns, K KOTo-
poii oTHOCUTCA (POPMYNMPOBKa peLUeHWs, NosyyeHHas WHopmauns npoeepku (T. e. cobpaHHble cBufe-
TeNbCTBa) YKasblBaeT Ha TO. YTO Leflb NPOBEPKMN A1 MEpPbI 1 CPefCTBa KOHTPOA U ynpaB/ieHUs BbINO/IHEHA
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C BMOJSIHE MPUEMSIEMbIM pPe3y/bTaToM. BbIBOJ «4aCTUYHO BbIMOJIHAETCA» O3Ha4aeT, YTO 4YacTb Mepbl U
CpefcTBa KOHTPOA W ynpaB/ieHWs He HanpaBs/ieHa Ha CBOH Lie/lb WU Y4TO BO BPEMS NPOBEpPKU peanusauus
Mepbl 1 CpeacTBa KOHTPONSA W ynpaBfieHWs BCe elle npojosnkaeTcs, 060CHOBaHHO obecneunBas yBepeH-
HOCTb B TOM. YTO Mepa W CpeACcTBO KOHTPO/S W ynpaBfeHWs AOCTUTHEeT pe3ynbTara «BbINOSHAeTCA» (B).
BbIBOJ, «HE BbINOMHAETCSA» O3HA4YaeT, 4YTo A9 YacTu Mepbl U CPefCcTBa KOHTPOA U ynpaBieHns, K KOTOpPOW
OTHOCKTCS (hOPMY/IMPOBKA peLleHuns, noslydyeHHas MHAOoPMaLus NPOBepKy yKasbiBaeT Ha MNOTeHLUManbHyo
aHoManuio yHKLMOHMPOBAHUS MW peanusaumn mMepbl U CpeAcTBa KOHTPOA U ynpaBieHus, KoTopas BO3-
MOXHO AO/IXHa OblTb pacCMOTPeHa opraHu3aumeli. BbiBof «He BbINOHAETCA» Takke MOXeT 03HauyaTb, Y4TO
no AeTasbHO U3/I0KEeHHbIM B OTYETE O pesynbTaTax NPOBepKy NpuUYMHaM ayavuTop, NPOBOASALLMIA NPOBEPKY
Mep 1 CPeAcTB KOHTPO/S U ynpasfeHns nHopMaLMOHHON 6e30NacHOCTbI0, Obl1 HE B COCTOSHUM NONYUYUTb
[0CTaTOYHO UHOoPMaLuK, YTobbl NPUHATL KOHKPETHOE peLleHne, Tpebyemoe B (DOPMY/IMPOBKE peLleHus.

BbiBOAbLI ayanTOopa, NPOBOAALLErO MPOBEPKY Mep W CPeACcTB KOHTPONA U ynpasBrieHns WHGopMaLMoH-
Hol 6e30MacHOCTbIO (T. €. BbIHECEHHbIE peLUeHNs), AO/DKHbI BbiTb GeCnpUCTpacTHbIMU, cogepxatb akTu-
YecKyto nHhopmaLuio 0 TOM. 4TO 6bl/10 06HAPYXXEHO B OTHOLLUEHUN NPOBEPSAEMOI Mepbl 1 CpeAcTBa KOHTPO-
na wn ynpasneHus. [nA kaxAoro BbiBOAA «HE BbINOMHAETCA» ayAuTopbl, MPOBOASLLME NPOBEPKY Mep W
CpeACTB KOHTPONA U ynpaBnieHus MHhopMaLmnoHHOW 6e30nacHOCTbI0, O/MKHBI yKka3aTb, Kakme 4acTu Mepbl
N cpefcTBa KOHTPO/IA W ynpasfeHus 3aTPOHYThI (T. €. Te acnekTbl Mepbl W CPeAcTBa KOHTPONA U ynpasie-
HUSA. KOTOpble 6blIM COUYTEHbI HECOOTBETCTBYHOLMMU WIN KOTOPble He Obl/I0 BO3MOXHOCTU NPOBEPUTL), U
[O/MKHBI OMMCaTb, HACKO/IbKO Mepa U CPefCTBO KOHTPOS W yrpaB/iieHns OoT/iyaeTcs OT NIaHnupyemoro wnm
0XWAAaemMoro cocTosHUs. AyauTop, NpoBOAALLMI NPOBEPKY MeEP U CPefCTB KOHTPONSA W ynpasneHus mHdop-
MaLMOHHOl 6e30NacHOCTbI0, JO/MKEH Takke OTMETUTb BO3MOXHOCTb KOMNpomeTauun KoHdugeHumansHo-
CTW. LEeNOoCTHOCTM W JOCTYMHOCTM, COOTBETCTBYIOLLYIO BbIBOJAM «HE BbINOsHAeTCA». Ecnu npoBepka noka-
3blBaeT CyLEeCTBEHHbIE HECOOTBETCTBUSA (T. €. eNat0TCA BbIBOAbl «HE BbIMO/IHAETCSA», KOTOPblE YyKa3blBaloT
Ha CylecTBEHHOe OTK/IOHEHMe OT 3anjiaHMPOBaHHOIO COCTOSIHWA), ayAnTop, NPOBOAALWMI NPOBEPKY Mep U
CpeAcCTB KOHTPONA W ynpasneHuss WHopmauroHHOV 6e30NacHOCTbo, AO/MKEH HeMeASIeHHO MHOPMUpPO-
BaTb /MU0, OTBeyYalllee 3a 3Ty Mepy U CpeAcTBO KOHTPONS W yNpaBfieHus, W PyKOBOACTBO, YTOObI He3a-
MeAIMTENIbHO MOIY 6bITb MHALMUPOBaHbI MPOLEAYpPbl AN YMEHbLUEHNSA NOCAeACTBUN.

8.4 AHanu3 pe3ynbTaTtoB M OTYET O pe3y/bTarax

MnaH NnpoBepku NpefocTaBNseT Leny NpoBepkn W AeTaibHblil rpaduk AeiCTBUIA N0 NpoBefeHuto Ta-
Ko nposepkn. KOHeYHbIM pe3y/ibTaTOM NPOBEPKM SABASETCA OTYET O pe3y/bTarax NpPoBepku, B KOTOPOM OT-
paxaeTcsi ypoBeHb MH(POPMaLMOHHOV 6€30MacHOCT Ha OCHOBE peasin3oBaHHbIX Mep U CPeACTB KOHTPONA
1 ynpassieHns nHopmaLMoHHo 6e3onacHocTbio. OTYeT BKIOYaeT MHOPMaL Mo, NOCTyNaloLwyo oT ayau-
TOopa. NMpPoBOAALLEro NPOBEPKY Mep M CPeACTB KOHTPOAA U ynpasB/ieHns MHOopMaLMoHHol 6e3onac”cTblo
(B thopme BbLIBOJOB NPOBEPKM), HEOOXOAUMYIO ANS onpefeneHus 3apdeKTUBHOCTU UCMOMb3yeMbIX Mep K
CPEeACTB KOHTPONSA M ynpaBneHusa n obweit ah(hekTMBHOCTN AeATENbHOCTU OpraHnsauum B peannsaunm Bbl-
6paHHbIX N COOTBETCTBYIOLMX MEP 1 CPeACTB KOHTPONSA 1 ynpaBieHusi, Ha OCHOBe BbiBOAOB ayautopa. OT-
yeT ABNAETCA BaXHbIM pakTOpoM Npu onpejesieHnn puckos MHAOPMaLMOHHON 6e3onacHocTn Ans onepa-
uuin (T. e. LeneBoii 3a4a4n, PyHKLMIA), aKTUBOB OpraHv3aLuu, kagpos, ApYyrux opraHnsaumii n T. a.

PesynbTaTbl NpoBEPKV AOMKHbI ObITh AOKYMEHTA/IbHO OChOPMIIEHbI C MPefHa3Ha4YeHHbIM 4718 NpoBep-
KW YPOBHEM AeTa/lbHOCTM B COOTBETCTBMU C hOpMaTOM OTYETHOCTU, NPeAnucbiBaeMbIM NOMNTUKON OpraHu-
3auun. dopmart OTYETHOCTM [O/DKEH Takke COOTBETCTBOBaTb BWAY MPOBOAUMOI NPOBEPKW Mep W CpeacTB
KOHTPO/IA 1 ynpasnexnns (Hanpumep, caMooLeHka, NposoAMMas BnafenblamMmv NHPOPMaLMOHHON CUCTEMBI,
HesaBuC/MMasa NposBepka W NoATBEPXEHNE [OCTOBEPHOCTU, HE3aBUCUMMblE MPOBEPKN Mep U CPefCcTB KOH-
TPONSA ¥ ynpasneHus, NpoBoAUMbIE ayauTopamu, NT. 4.).

Bnageney, vHopMauroHHOW cucTeMbl nonaraeTcsi Ha kBanudukaumio B cdepe MHHDOPMALMOHHOM
6€30MacHOCTM N TeXHWYeCckne pelleHns ayamutopa, MPOBOASALLEro NPOBEPKY Mep W CPeAcTB KOHTPONS K
ynpasfieHns MHGOPMaLMOHHON 6e30nacHOCTbiO, B BONpOcax MpoBefeHns NPOBEPKU Mep U CPefCcTB KOH-
TPONA U ynpasneHns 6e30NacHOCTbI0, a Takke NpefocTaB/ALWEero KOHKPeTHbIe pekoMeHaaLmmn no ucnpas-
neHunto cnabbix MecT WM HefoCTaTKOB Mep U CPefCTB KOHTPO/IA U YNPaBAEHNUA U CHKEHWIO Uan ycTpaHe-
HUI0 BbISIB/IEHHbIX YA3BUMOCTENA.

WHdopmaums no nposepke, dhopmupyemasi ayautopom, NPOBOAALLMM NPOBEPKY Mep U CPeACTB KOH-
TPONSA W ynpasneHns NHPOPMaLNOHHON 6e30MacHOCTbIO (T. €. BbIBOAbI «BbINOJIHAETCA» WIN «HE BbINOMHA-
eTcsA». naeHTudukauma Tex yacTeli Mep v CpefCcTB KOHTPOS W ynpaBnieHus 6e30nacHOCTbio, KOTOpble He
JaloT yA0BNeTBOPMTE/IbHOTO pesynbTarta, W OnucaHne npoucTekatoLllein oTcloAa BO3MOXHOCTY KoMnpomeTa-
UM MHOPMaLMOHHBIX aKTUBOB), MpeAocTaBiseTca pPyKoBOAUTENAM B (hOpMe MepBOHA4YaslbHOro oTyeTa
(npoekTa) o npoBepke 6e3o0nacHOCTU. Bnagenblbl akTMBOB MOTYT pelunTb feiAcTBOBaTb B COOTBETCTBUU C
BblIOpaHHbLIMU peKkoMeHJauuamu ayautopa, NpoBOAALLEro NPOBEPKY MeP 1 CPeACTB KOHTPOA U yNpaBieHus
VNHOPMaLMOHHON 6€30MacHOCTbI0, A0 NPUAAHUS OTYETY OKOHYATEsNIbHOW (hOpPMbl, OC/M CYLLECTBYIOT KOH-
KpeTHble BO3MOXHOCTU UCNpaB/ieHns cnabblx MecT Win HefoCTaTKoB Mep W CPefCTB KOHTPONSA U ynpasie-
HUA 1AW UCNpaBneHNa/NPOSCHEHUS HENPaBW/IbHOTO MOHUMAHWUA WAW TONIKOBAHUS Pe3y/ibTaToB MPOBEPKY.
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Ayantop, NpOBOAALLMIA NPOBEPKY MeEp WU CPEeLCTB KOHTPO/S M ynpaBfieHus MHopmaunoHHOl 6e3onacHo-
CTblO. [JO/KEH CHOBa NPOBEPUTb MOAMVLMPOBAaHHbIE, Y/y4lleHHble UM A06aB/ieHHbIe BO BPEMS 3TOro
npouecca Mepbl U CpefcTBa KOHTPO/A W ynpasfieHusi, npexae Yem hopmMumpoBaTh OKOHYATESbHbI OTYET.
Mepepaya OkKOHYaATENBHOrO OTYETa PYKOBOACTBY O3HavaeT oduuuanbHoe 3aBeplieHUEe NPOBEPKM MOpP U1
CpeAcTB KOHTPOIA 1 ynpaBneHns NHOOopMaLMOHHON 6€30MacHOCTbIO.

MockonbKy pe3ysibTaTbl NPOBEPKM B KOHEYHOM CYETE BJIMSAIOT HA COAEPXaHNEe Mep U CPeACTB KOHTPO-
NS W ynpaeneHns MHPOPMaLUVOHHON 6e30NacHOCTbI0, a Takke Ha MiaH AeiCTBUIA U KOHTPOJIbHbIE TOYKM,
Bnafeney MHOPMaLMOHHbIX aKTUBOB paccMaTpvBaeT BbiBOAblI ayAuTopa, NPOBOASALLEr0 NPOBEPKY Mep 1
CpPeACTB KOHTPO/SA W ynpaBieHus MHOpMaLunoHHOKW 6e30macHOCTbI0, M NpY COAENCTBMM PYKOBOACTBA Op-
raHusauuun onpegenseT cOOTBETCTBYIOLIME Liary, KOTopble HE06XoAMMbl AN ycTpaHeHus cnabbix MecT u
HeoCTaTkoB, UAEHTUMULNPOBAHHLIX BO BPEMs MpoBepku. dopma OTYETHOCTU MO BbIBOAAM MPOBEPKM, B
KOTOPOIi MCMOMb30BaHbl BbIBOAbI «BbINOJHAETCA» U «HE BbIMNOMHAETCA», AenaeT HarisagHbIMU ANS PYKOBO-
[ACTBa opraHm3auny KOHKpeTHble cnabble MecTa M HefocTaTku obecneyeHnss MHopMaLMoHHo 6e3onacHo-
CTW 1 cnocobCcTByeT yNnopsA0YEeHHOMY M CTPYKTYPUPOBaHHOMY MOAXOAY K YMEHbLUEHW PUCKOB B COOTBET-
CTBMW C MPOLLECCOM MEHe[)XMeHTa pucka MHopmalMoHHOn 6e3onacHocTn. Hanpumep, Bnagenew, nHdop-
MaLMOHHbIX aKTUBOB MOC/IE KOHCY/IbTalMn C PyKOBOACTBOM OpraHu3auuy MOXeT NPUHATb PeLleHne O TOM,
4YTO HEKOTOpbIe BbIBOAbI MPOBEPKM, OTMEYEHHbIE KaK «He BbINOJIHAETCS», HOCAT HECYLLECTBEHHbI/ XapakTep
1 He NpeAcTaBnAOT 0CO60ro pucka Ana opraHusauyuu. Minu, Hao6opoT, Bnagenel, MHMOPMALMOHHBIX akTu-
BOB 1 PYKOBOAUTENN MOTYT peLunTb, YTO onpeAefieHHble BbiBOAbl, OTMEYEHHbIE KaK «He BbIMOJIHAETCA», AB-
NSATCA CYLWEeCTBEHHbIMU 1 TPEBYIOT NPUHATUA He3aMeanuUTeNbHbIX KOpPeKTUpyLwmux Mep. Bo Bcex cnyya-
SIX PYKOBOZCTBO OpraHv3auuy npoBepsieT Kaxablli BbIBOJ «He BbINOMHAETCS» ayauTopa, NPOoBOASLLErO Npo-
BEPKY Mep 1 CPeACTB KOHTPONS U ynpaBneHus UHOopMaLMoHHO 6e3onacHOCTbIo, 1 coCTaBnsieT COOCTBEH-
HOE MHEHWEe OTHOCWUTEsSIbHO Cepbe3HOCTW BbIBOAA (T. €. NOTEHUMaNbHOro He6GNaronpuAaTHOTO BAMSAHUS Ha
onepauuy v akTvBbl OpraHu3aummn, Kagpbl, Apyrne opraHusauuu U T. 4.), U SBNSETCA N1 BbIBOA AOCTATOYHO
cepbe3HbIM, UTOObI 3acnyxuBaTb AasbHENLero uccnefoBaHua UM KOppekTupylwmnx mep. MoxeT noTpe-
60BaTbCs NPUB/IEYEHME BbICLLEr0 PYKOBOACTBA K NPOLLECCY CMSArYeHUss MocneAcTBuid, 4Tobbl o6ecneuntb
3hbdpekTMBHOE pacnpegenieHVe pecypcoB opraHusauuu B COOTBETCTBMU C NpuoOpUTETaMM OpraHmsauuu,
npefocTaBnsas B NepByl0 oyepefb pecypcbl MHOPMALMOHHBIM akTuBam, KOTOpble NoadepXunBatT Hanbo-
nee KpuTU4yeckue npoueccbl 6usHeca opraHusalvu, UNU UCNpPaBAsAs HeLoCTaTku, KOTOpble NpeacTaBnsaT
HanbonbLUYI0 CTeneHb pucka. B KOHEYHOM cueTe BbIBOAbI NPOBEPKU U M06bIe nocneyrolme 4eicTBUSA Mo
CMSITYEHMIO NOCNEACTBUIA, MHULMMPOBAHHbIE BNajesbLeM UH(OPMAaLMOHHbIX akTUBOB B COTPYAHUYECTBE C
Ha3HaYeHHbIM [OJ/DKHOCTHBIM JIMLOM OpraHv3auuv, NpuBOAAT B AeiicTBMe moaudukauuy npouecca me-
HeJ)KMeHTa pucka MHAOPMaLMOHHOM 6e30nacHoCTU, a Takke Mep U CPeACcTB KOHTPOMSA W ynpaB/ieHus WH-
chopmauMoHHol 6e3onacHocTblo. COOTBETCTBEHHO 6a30Bble AOKYMEHTbI, UCMO/Ib3yeMble PYKOBOAUTENAMU
AN onpegeneHns coCcToAHUS MHOPMaLMOHHON 6€e30MacHOCTM MH(POPMALMOHHbLIX akTUBOB, OGHOB/SIOTCS,
4YTO6bI OTPa3nNTb pe3ysibTaTbl NPOBEPKM.

B 3apaHee onpefenieHHble KOHTPOJ/IbHbIE TOUYKM WM (OUKCMPOBAaHHbIE MEepPUoAbl BPEMEHW Mocse npo-
BEPKW. Hanpumep, Yepes Tpu Mecsua nocne npeacTaBeHns OKOHYaTeIbHOro oTyeTa, 06bIYHO NPOBOAMTCA
npoBepKa KOHTPO/SI WUCMOJIHEHNUS, COCPeAoTaunBaoLascsd Ha HepeLleHHbIX UMW «OTKPbITbIX» npobremax.
OHa BK/IOYaeT NPOBEpPKY NPaBWU/IbHOCTU peann30BaHHbIX PeLleHniA No npeaplaywmm BbiBogam. OpraHusa-
LUK MOTyT Takke pelnTb NPOBOAUTL MEPONpPUATHA MO KOHTPOJII0 UCMOMHEHUS BO BpeMs cneaytolleli npo-
BEPKW. OCOBGEHHO A/1 TeX BOMPOCOB, KOTOPbIE HE SABASAKTCSH KPUTUYHBIMU U HEOT/TOXHbBIMMU.
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MpunoxeHne A
(cnpaBo4Hoe)

MpaKTnyeckoe pyKoBOACTBO MO NPOBEPKE TEXHUYECKOTO COOTBETCTBUS

B gaHHOM npunoxeHun npeacTtas/ieHa COBOKYMHOCTb MPaKTUYEeCKNX PYKOBOZCTB MO NPOBEpPKE TeXHU-
YeCKOro COOTBETCTBMA C WCMOJIb30BAHMEM TEXHUYECKUX Mep U CPEeACTB KOHTPOJSA W ynpasB/ieHUs, onucaH-
Hbix B MICO/M3K 27002. Kaxaas mepa v cpefiCTBO KOHTPONS W yNpaBneHus B AaHHOM MPUIOXeHUn onuca-
Ha COrnacHo HWXeyKasaHHON CTPyKType, (hOpMyIMpOBKaM ¥ PyKOBOACTBAM.

«TexHnyeckas Mepa W CpefCTBO KOHTPOMA W ynpaBneHus» (C «AOMOMHUTENbHOW TEXHWYECKOWN WH-
hopmavmein»)

1 CtaHpapT peanusaumn 6e3onacHocTn (C «TeXHUYeckM MNpumevaHvem K cTaHAapTy peanvsauuv
6e30nacHoOCTU»)

1.1 MpakTnyeckoe pykosBoACTBO. lNMpeanonaraemolie cBugetenscrea. MeTop,

1.2 MNMpakTnyeckoe pykoBoACTBO. peanonaraemsle ceugetenscrsa. Metog,

2 CtaHpapTt peanmsauun 6e3onacHocT (C «TeXHUYecKuM npuMeyvaHneMm K cTaHfapTy peamsauuun
6e30nacHOCTN»)

2.1 MNpakTuyeckoe pykoBoAcTBO. Mpegnonaraemole cBueTesibctea. Metop

2.2 lMpakTnyeckoe pykoBoACTBO. [peanonaraemelie ceugetenscrea. Metog

2.3 na Kax[oi TeXHNYeckoW Mepbl U CpeAcTBa KOHTPONS W ynpaBiieHus cywecTByeT AONONHUTE Nb-
Haa TexHuyeckas nHopmMauus, noMmoraoLas ayautopam, npoBoAsALL MM NPOBEPKY Mep 1 CPefCTB KOHTPONS
N ynpasneHuss MHopmauymMoHHoli 6e3onacHocTblo. OHa B OCHOBHOM COCTOMT U3 MHOpMauunm o cepum
«CTaHJapToB peanu3auuy 6e30MacHOCTW», KOTOpPble JO/MKHbI PErYIAPHO NPOBEPATLCS OpraHusauuein ans
NOATBEPXAEHNSA, peasim3oBaHbl /M N 3IKCMNYyaTUPYTCA /M COOTBETCTBYIOWMM 06pasoM npvMeHsemMble
cTaHfapTbl UK HET.

B kaxgom «craHgapTe peanu3auumu 6e3onacHoCTU» ecTb «TexHuueckoe npumevaHue K cTaHaapTy
peanusaumn 6e3onacHoCTM», NpefocTaBasloLee [ONONHUTENbHYIO TEXHWYECKYID MHOopMauuio Ans npo-
Lecca nposepku. B Hem Takke npeacTtasneHbl: «lpakTnyeckoe pykoBoACTBO». «[lpeAnonaraemble csuie-
TenbcTBa» n «Metom».

«[lpaKkTnyeckoe pPyKoOBOACTBO» NpeaocTaBnAeT NPUMEHseMyto npoueaypy NPOBEpPKM COOTBETCTBUSA
ONs «cTaHfapTa peanusauuy 6esonacHocTu». B «[pegnonaraembix CBUAETENLCTBAX» MPUBOAATCA HEKO-
TOopble nNpumepbl cucTem, paiios, JOKYMEHTOB WM APYIUX 3/IEMEHTOB, KOTOpble MOryT ObiTb NPUHATBLI B
KayecTBe «CBUAETENbLCTB» B Mpouesype Nposepku cooTseTcTeus. CrnefyeT 06paTnTb BHUMaHUE Ha TO. 4TO
Ha3BaHUA CBUAETE/IbCTB MOTYT pas/inyarbCs B pa3HblX opraHusaumnax. OgHako Mcnosib3oBaHHble B JaHHOM
NPUIOXEHUN Ha3BaHUS MOTYT CUMTaTbCA 06 EenpU3HaHHbIMU B cdhepe MPOBEPKN TEXHUYECKOTO COOTBETCT-
BUA. «MeToa» npefcTaBnsieT COOTBETCTBYIOLWMIA NOAXOL K TEXHUYECKOV NpoBepke COOTBETCTBUS COMM1acHo
npvBefeHHOMY Bbllle «[1pakT4ecKkoMy PYKOBOACTBY».

B faHHOM NpunoXeHun He NpefcTasB/ieHbl MCYEpPnbIBalOLME MPaKTUYeckMe pykoBOACTBA MO NpoBepke
TEXHUYECKOro COOTBETCTBUSA, KOTOPbIE MOTYT 3HAYMTE/IbHO MOMOYb OpraHu3auusaM B NposBeAeHn NpoBepPKY,
BBe/leHbl /I COOTBETCTBYIOLMM 06pa3oM CTaHAaPThl peann3auuyn 6e30nacHOCTV U AelCTBYIOT /I OHU.
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Ta6nuua Al
A.1 TexHnyeckas NnpoBepka Mep 1 cpeACcTB KOHTPO/SA W ynpaBieHns, NpUMeHAEeMbIX NPOTUB
BPefOHOCHOW nporpammbl

Mepa n cpeg- WCO/M3K 27002 10.4.1 Mepbl 1 cpeAcTBa KOHTPOA U ynpaB/eHus NpoTus Bpe-

CTBO KOHTPONA [0HOCHOI nMporpammbl

nynpasnexns Heobxoaumo BHeAPUTbL Mepbl U CPeAcTBa KOHTPOIA U ynpaB/ieHns, CBA3aHHble C 06-
HapyXeHueMm, npefoTBpalleHneM 1 BOCCTAHOB/IEHNEM, C LieNblo 3awuTbl OT Bpeao-
HOCHOIi NporpamMmbl, a Takke npoueaypbl, cb6ecneymBalolme COOTBETCTBYIOLLYIO OCBe-
[OMJIEHHOCTb Nosib30Batese.

[Jononnutens- BpepoHocHas nporpamma (BpefoHOCHOe NporpammHoe CpeAcTBo) - 3TO 06l Tep-
Has TEXHWYE-  MWH. UCMOJIb3yeMblli AN 0603HAYEHUS KOAA, MPOrPaMMHOro CpeAcTBa, NPorpammel,
cKas MHop-  cueHapus, npefHa3HavyeHHbIX 419 HaHeceHns yliep6a KOMNbIOTEPHON cnucteme nytem
YEUTZE] XULLEHNA MHhopMaLmMM, MOLEHHNYECTBa, LWNMoHaxa, caboTaxa 1 BaHgam3mMa.
Mpy BHECEHUW BPEAOHOCHOTO NPOrpaMMHOro CpeAcTBa B KOMMbIOTEPHYIO CUCTEMY MO-
XeT ObITb MPUYMHEH YLLep6 cucTeMe Uan MOXeT ObITb NoXuleHa Hopmalmus n3 cuc-
TeMbl. Takke BO3MOXHO, YTO OHO NPUYMHUT yLep6 Apyrum cuctemam.
BpepgoHocHOe nporpaMMHoe CpeACcTBO BK/OYAET BUPYChI, YePBEN, TPOSTHCKMX KOHEW,
60Tbl, LUNMOHCKOE NPOrpaMMHOe CPeaCcTBO, MPOrpaMMbl, 3anyckatolme pekiamy,
Apyrue HexenarteslbHble NporpaMMHble CpeacTBa.
B ycnosusix coefiviHeHns ceTu opraHnsauuu ¢ IHTepHeToM ayguTopsl, NpoBogdLle
npoBepKy Mep U CPEACTB KOHTPONSA U ynpaB/ieHnsa NHopMaLoHHON 6e30nacHOCTbIo,
[OMKHBI NPOBEPUTb, YTO OYHKL MM 06HapyXeHua/npeaynpexaeHns BpeoHOCHOro npo-
rPaMMHOro CpefcTBa KOMMIEKCHO M 3(DheKTUBHO pa3MelLeHbl Ha rpaHuue ¢ VIHTepHe-
TOM 1 3TW (PYHKLMUN LeACTBYIOT COOTBETCTBYHOLUM 06pa3omM.
UTo6bI MPOBEPUTDL, AENCTBYIOT /N (DYHKLUN 0BHapyXeHua/npeaynpexaeHus cooTBeT-
CTBEHHO, ayAUTOpbl, NPOBOASLLME NPOBEPKY MEP U CPeACTB KOHTPONSA W ynpaBneHns
MHOPMaLMOHHON 6€30MacHOCTbIO, AO/KHBI NONYYUTb NMOATBEPXKAEHNE, OOHOBAAIOTCA
NV pannbl-WabioHbl N CUTHATYpPbI, UCMO/b3yeMble 4158 06HapYXXeHUs Bpe4OHOCHOro
nporpammHOro cpefcraa.
HekoTopeble cucTeMbl 06HapyxeHus/npegynpexgeHna paspabdartbiBatoTcs 4N obHapy-
XEHWSA BPeLOHOCHOro NPorpamMmMHOro cpefcTaa NocpescTBOM UCNONb30BaHUs aiinos-
LWwaboHOB NN CUrHaTYp, & HEKOTOpble CO3AarTCA A1 06HAPYXXEHUS aHOMasIbHOT0o
noBeAeHNs KOMMNbIOTEPHOW cucTeMbl 6€3 MCNo/Ib30BaHMsA hanoB-LLab/I0HOB MU CUr-
HaTyp.
MocKoNbKy CyLLecTByeT HECKO/IbKO MOe el COeUHEeHNA C VIHTepHeToM, Taknx Kak
coeflHeHWe ceTn opraHmsauuy ¢ IHTepHeTOM Yepes L3 UIN NOAKTIYEHNE KaXao0-
ro nepcoHasnbHoro KomnetoTepa (MK) k VIHTepHeTy HanpsiMyto, ayanMTopbl, NpoBoAsLLne
NnpoBepKy Mep 1 CPeACTB KOHTPONSA U yNpaB/ieHnsa NHOPMaLOHHON 6e30nacHOCTbIo,
[O/MKHbI y6eanTbes, 4To cuctema o6HapyxeHua/npeaynpexaeHns cooTBETCTBYHOLWUM
o6pasom paboTaeT npu 06O MOAENN COeAUHEHUS.

MpumeyaHne - AyauTopbl, MPOBOASILLME NPOBEPKY MEP W CPEACTB KOHTPOSIS U yrpaB/ieHust
MHCOPMALIMOHHOM 6e30NacHOCTLIO, O/MKHBLI CO3HABATL, UTO BO3MOXHOCTM CUCTEMbI OGHApYXe-
HUS/NPEAYNPEXAEHNS B OTHOLLEHN HEWU3BECTHOTO BPEAOHOCHOIO MPOrpamMMHOro cpeacTea (Ta-
KOr0 Kak «Zero day«) orpaHuqeHbl
1 CTaHpgapT  YCTaHOBKa W perynsipHoe 06HOBMEHME NPOrpaMMHbIX CPEACTB N0 06HapYXeHWo Bpe-
peanusa-  JOHOCHbIX NPOrPaMM W UCTIPABEHWIO CUTYaLMKN A/1s1 OCYLLECTB/IEHUS CKAHNPOBAaHWS
Lunn 6e30-  KOMMbLIOTEPOB U HOCUTENEl faHHbIX B KaYecTBe npeaynpeanTesisHon Mepbl U CpeacT-
NacHoCTU  Ba KOHTPOJS U yNpaB/IEHWs WAW HA CTaHAAPTHOI ocHoBe. MpOBOAUMbIE NMPOBEPKM
[O/KHBI BKOUATb:
1) npoBepKy No6bIX (haiinoB nepes UX UCNONb30BAHUEM Ha 3/IEKTPOHHBIX UKW On-
TUYECKUX HOCUTENAX JaHHbIX UK haiinoBs, NoTyYEHHbIX MO CETU, HAa NMPeAMET Hannuns
BPEeOHOCHOI NporpaMmsl;
2) NPOBEpPKY BIOXEHUIT 3NIEKTPOHHOI NOYThI 1 3arpy30K Ha NpeaMeT Hanuuusi Bpe-
[IOHOCHOIA NporpamMmbl nNepes “x UCNosb30BaHMEM: 3Ta NPOBEPKAa A0/HKHA OCYLLEeCTB-
NATLCS B pasHbIX TOUKAX, HaNpUMep, Ha MOYTOBbIX CepBepax, B HACTO/MbHbIX KOMMbIO-
Tepax. Npy BXOXAEHUM B CETb OpraHn3auuu;
3) NnpoBepKy BE6-CTPaHUL, HA NPeAMeT HaIMuUa BPeLOHOCHOI Nporpammbl
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1 TexHuue-
ckoe npu-
MeyaHue K
cTaHgapTy
peanusa-
unmn 6eso-
nacHocTun

11

Cuctema obuapyxeHua/npeaynpexaeHus BpeJOHOCHOTO NPOrpaMMHOro cpecTea Ha
MeXCeTeBOM LI/Il03e, HA BXOfe B C€Tb OpraHu3aynu oxKHa COoTBETCTBYOW UM o6pa-
30M B3aMMOAENCTBOBATL C PA3/INYHBIMU CETEBLIMU CEPBUCAMU WU NPOTOKONAMU, Ta-
KnMu kak WWW. afiekTpoHHasi nouta u FTP1

MpakTnyeckoe
pyKOBOACTBO

Mpepgnonarae-
Mble cBUaeTesNb-
cTBa

MeTog

MpakTnueckue pykosogcTea 1). 2) v 3) npuMeHsOTCA AN1A «CTaHAapTa pea-
nnsaymmn 6e30nacHoCT:»:

1) NpoBepUTb KOMNIEKCHOE N 3h(heKTMBHOE pa3MelleHue cucte-
Mbl/yCTpoOicTBa 06Hapy>XeHns BpeAOHOCHO nporpamMmbl U UCnpaBieHus
cuTyauun ans nobbix @aknoB Ha 3NEKTPOHHBIX WU ONTUYECKUX HOCUTENAX
AaHHbIX MW aiinos, NOAYYEHHbIX MO CETU, NyTem NpPoBepkn cneyunduka-
LMN CUCTEMbI UNTN CETEBbIX Anarpamm.

AyauTopbl, NpoBoAALLMEe NPOBEPKY Mep N CPeACTB KOHTPONA 1 yNpaBieHus
MH(POPMAaLMOHHO 6e30NacHOCTbLI0, MPOBEPSIOT KOMNEeKCHoe 1 adhdek-
TMBHOE pasMeLleHne cucTeMbl 06HapyxXeHua/npegynpexaeHus nyteMm npo-
BEPKM cneyndukaunm cucTeMbl UK CeTeBbIX fuarpamm;

2) npoBepuTb KOMMNEKCHOE 1 ahheKTMBHOE pa3melleHne CUCTB-
Mbl/ycTpoiicTBa 06HapyXeHus1 BPeJOHOCHO NporpaMMbl U MCMpaBieHns
cUTyauum Ans no6bix BNOXKEHW 3NEKTPOHHOI NOYTbI U 3arpy3ok nytem
npoBepkn cneunukaLnm CUCTEMbI NN CETEBLIX AnarpaMm, KOTopbie
BK/104AIOT MOYTOBbIE CePBEPbI, HACTO/IbHbIE KOMMNbIOTEPbI Y MEXCETeBOM
LLUTH03.

CuctemalycTpoiicTBO 06HapYXeHUs BpeJoHOCHO NnporpaMMbl 1 Mcnpas-
NleHnsa cMTyaunn Horga YeTko onucbiBaeTca B cneyndurkauny cucTembl kak
ocob0e yCTpoiCTBO, OfHAKO ayANTOPbI, NPOBOASLLE NPOBEPKY Mep U
CpefCcTB KOHTPONA W ynpaBieHns nHhopmaloHHol 6e30nacHoCcTbio, OT-
MeyvaloT, UTO OHa Takxe pasMellaeTcs Ha cepBepax, NpeAHasHayYeHHbIX
AN NpefoCTaB/IeHNst HEKOTOPbIX APYrux yHkuuii/cepsucos (WWW. anek-
TpoHHaa nouta n FTP), n Takum 06pa3om B AeiiCTBUTENIbHOCTY OHa pas-
MeuiaeTcs B crneundukaymm cuctemsl 6e3 4eTKoro onucaHus.

Ansa HacTonbHbIX MK aygmTopkl, NpoBoAALL e NPOBEPKY MeEP 1 CPeAcTB
KOHTPONSA 1 ynpasneHns nHpopMaLnoHHOl 6e30nacHoCTbI0, OTMeYaloT,
4TO cucTemalyCTpoiicTBO O6HapPYXXeHNs BpeAOHOCHOW nporpammsbl 1 mc-
npasneHus cuTyaunun pasmellaeTcs HacneACcTBEHHO B cneyundmkanmum cuc-
TeMbl 6€3 YEeTKOro OnucaHus:

3) npoBepuTb KOMMIEeKCHoe 1 adhheKkTBHOE pasmelleHne cucte-
Mbl/ycTpoiicTBa 06HapyXeHUs1 BPeJOHOCHOI NporpaMMbl U MCNpaBieHns
cuTyauun gns Beb6-cTpaHuL, nyTeM NpoBepKU cneymdukauum cucteMbl Unm
ceTeBbIX Anarpamm, koTopble BkoYalT Be6-cepsep.

Ana HacTonbHbix MK. ncnonb3syowmxcsa 4as npocmaTpreaHus Beb-
CTpaHuL,. ayAnTopbl, NPOBOASILLME NPOBEPKY Mep U CPeACTB KOHTPONA U
ynpaBneHns UHopMaLMoHHOK 6e30NacHOCTbI0, OTMeYaloT, YTo cucTe-
Ma/yCcTpoicTBO 06HapyXeHNs BPeAOHOCHOI NporpamMmmbl 1 cnpasneHns
cuTyauum pacnonaraeTcsi HacneAcTBEHHO B cneyudmkauum cuctemsl 6e3
4YeTKOro onucaHvs. B atom cnyyas cuctemalycTpoiicTBO 06HapyXeHns
BPELOHOCHON NporpamMmsl ¥ UCNpaBAEHUs CUTyaL UK MOXeT pacnonararbecs
HacneAcTBEHHO B 6paysepe.

[ins Beb-cepBepa cuctemalycTpoiicTBO 06HapyXeHWs BpeOHOCHOW Npo-
rpaMMbl 1 UCMPaB/IEHNA CUTyaunyn MHOTrAa YeTKO onucbiBaeTca B cneundu-
KaLum cuctembl kak ocoboe yCTpOICTBO, 04HAKO ayuTopbl, NPOBOAALLME
NpoBepKYy Mep U CPeLCTB KOHTPOS U yNpaB/ieHns MHhopMaLMoHHOi 6e30-
NacHOCTbIO, OTMEYaloT, YTO OHa Takke pacnosiaraeTca HacneiCTBEHHO B
cneundurkaLmm cucteMbl 6€3 YEeTKOro onucaHus.

CneyuudukaLms CUCTeMbl, CeTEBbIE AnarpaMmbl

M3yyenune/lNpoBepka

FTP (File Transfer Protoed) - npoTokon nepegaun chaiinos
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1.2 MpakTnyeckoe MpakTnyeckne pykosoacTea 1), 2) n 3) npumeHsoTca ana «CTaH-
PYKOBOZCTBO fapTa peanunsaunm 6e30nacHoOCTU»:

1) NpoBepuTbL pasMeLleHne N CoOOTBETCTBYOLLee (PYHKLMOHUPO-
BaHVe cucTeMbl/ycTpolicTBa 06HapyXeHUss BpefoHOCHO nporpam-
Mbl M MUCMIPaBNEHUS CUTYaLMW B OTHOLIEHUW NHOGLIX haiinoB Ha
3/1EKTPOHHBIX MM ONTUYECKNX HOCUTENAX AaHHbIX K dainnos,
MolyYyeHHbIX N0 ceTn, NyTem HabnaeHus 3a cpecTeamn 06paboT-
KM MHpopmanmu.
MpoBepuTb, paboTatT M COOTBETCTBYOLMM 06pa3oM Nporpamm-
Hble cpefcTBa MeEHe[XXMEHTa B MHTErPUPOBaHHO cUcTeMe B yC/Oo-
BUAX. KOrga cuctemaYycTpoincTBo obHapyXeHuss BpeOHOCHON Npo-
rpamMMbl U MCMIPaBAEHUS CUTYyauun PeryimpyeTcs B UHTErpUpPOBaH-
HOW cucteme:
2) nNpoBepuTb pasmeLleHne N cooTBeTCTBYoLee OYHKLMOHNPO-
BaHMe cucTeMbl/ycTpolicTBa 06HapYyXeHUss BPeAOHOCHOW nporpam-
Mbl M MCMIPaBAEHNA cUTyaLUnn ANS NoObIX BAOXEHNA 3NEKTPOHHO
MouTbl U 3arpy30K Ha NOYTOBLIX CEpBEpPAXx, B BbIOOPOUHbIX HACTO/Ib-
HbIX KOMMblOTEPaX W LWt03e NyTeM HabnAeHns 3a cpeacTsamm
06paboTkn nHdopmaumu.
[na 3NeKTPOHHOW NoYTbl NPOBEPUTHL, paboTaeT N cucrte-
MalyCTpOINCTBO 06HaPYXEHNA He TOJSIbKO B OTHOLLEHUWN B/IOXEHHbIX
haiinos, HO U B OTHOLIEHUU BPELO0HOCHON nporpaMmMbl Ha html-
CTpaHuLLe 3NEeKTPOHHOW NOYThI;
3) nNpoBepuTb pasMeLleHne 1 cooTBeTCTBYoLee OYHKLMOHNPO-
BaHMe cucTeMbl/ycTpolicTBa 06HapYXeHNA BPeAOHOCHOW nporpam-
Mbl U UCMIPaBNEHUA CUTYaLMW B OTHOLLEHUN NTH06bIX BE6-CTpaHuL,
nyTem Habno4eHns 3a cpefcTBaMm 06paboTkn MHhopMaLmu.
Ona HacTonbHbIX MK. ncnonb3ylowmxcsa ANsS NnpocMaTpuBaHns Beo-
CTpaHuL,. NpoBepuTb, paboTaeT Nn cuctemal/ycTpoiicTBO 0GHapyxe-
HVS B OTHOLLEHUUN HECaHKLMOHUPOBaHHbIX «Active X control»,
cKpunToB'IN T. 4.
[ins Be6-cepBepa nposepuTb, paboTaeT /i cucTemal/ycTpoicTBo
06HapyXeHUs He TONbKO B OTHOLEeHUK html-chaiinioB. HO 1 B OTHO-
LIEeHUN BPeOHOCHON nporpaMMbl B Be6-cepBucax, Taknx Kak n
Apache. M34u 7. .

Mpeanonarae- CpepcTBa cucTeMbl/ycTpolicTBa 06HapyXeHUss BPeAOHOCHOI npo-
Mble CBUAETE Nb- FpaMMbl U UCMpaBNEHUS CUTyauun pasMeLlatoTcs, Hanpuvep, Ha/B:
cTBa - thaiinoBom cepsepe:

- MOYTOBOM CepBepe:
- BbIBOPOYHbIX HACTONbHbIX [K:

- MOGU/bHBIX KOMMbIOTEpaX:

- elNHOli cucteme o6HapyXeHns BPeAOHOCHOW NporpaMMbl 1 uc-
npaBfeHns cutyauun, pasmeLLeHHoR Ha MexceTeBoM Lwto3e (rpa-
HULe Mexay CeTblo opraHmsaunm n VIHTepHeToM):

- Beb-cepBepe;

- NPOKCU-cepsepe;

- Be6-6paysepe;

- MHbIX YCTpOICTBax (Hanpumep, Ha ycTpolicTBe Ana 610kMpoBaHns
USB. BcTaBnsieMoM QU3NYECKN).

MeTog, M3yueHne/HabnoaeHne

" CKpunT -He6onblas nporpaMmma Uan Makpoc, UCMOMHSAEMbIE NMPUTOXEHUEM WM ONEpPaLVOHHOK cucTemMoit npu
KOHKPETHbIX 06CTOATENbLCTBAX, HANPUMEP, NPK perncTpauum nosb3oBatens B cucteme. CKpUNTbI 4ACcTO XPaHATCS B BU-
[le TEKCTOBbIX (haiiNoB, KOTOPble UHTEPNPETUPYIOTCS BO BPEMS UCMOJSTHEHUS.

* IS (Internet Information Server) - NHopmauroHHbI cepsep Internet.
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1.3 MpakTuueckoe py- CobpaTtb XypHasbl perucTpaunum cuctemMbl 06HapyXXeHUs n ncnpasieHns
KOBOZCTBO cUTyauum 1 NPoBepUTb, NMOKa3blBAKOT I 3aNVUCU XYPHA/IOB perucTpauuu,
4To cuctema paboTaeT 1 4TO Npu 06HAPYXEHUN BPeJOHOCHOIo Nporpamm-
HOro cpeAcTBa NPUHUMAOTCSt HE0GXOAVMbIE Mepbl.
MpumeyvaHnsa
14na HacTonbHbIX MK cTaHfapTHbIE XypHasbl perncTpaunm cuctemMbl 06-
HapyXeHuWs ¥ ucnpaBfeHuWs cutyauuu xpaHatca B K. Ans cepsepoB u
BHELLUHUX YCTPOWCTB 3TN XypHasbl perucTpauuy uHorga nepegaiwoTcs B gpy-
rme cucTeMbl Yyepe3 NPOTOKON Mepejauun, Takoi kKak systog. v XxpaHAaTca B
HUX.
2 ina HacTonbHbIX MK. ucnonb3ylWwmxca Ans npocmoTpa Beb6-CTpaHul,
dyHKUMsa obHapyxeHus B Beb-6pay3epe MOXeT He co3fjaBaTtb 3anncu B
XypHane peructpauyuu, nokasbiBawlwme, 4To dyHKuna paboTtaeT. Yalye
60MbWNHCTBO Gpay3epoB nokasbiBaeT coobLieHne, korga o6HapyxuBaloTcs
HeCaHKLMOHMPOBaHHbIE CKPUMTBI.
Mpegnonaraemble - CuctemMa obHapyXeHus B NpoLiecce aKkcnayaTtauum
cBuaeTenbCcTBa - XXypHarnbl peructpauuu cuctembl 06HapyxeHuns
- 3anncu cUrHanoB TPEBOTU CUCTEMbl 0GHapYXeHus
- CooblLeHuns cucteMbl 06HapyxeHus B Be6-6pay3epe
MeTopg M3yyeHne,'HabnogeHne
2 CraHgapT MporpamMmmHble cpeAcTBa Mo 06Hapy)XeHNo BPeAOHOCHOW NMporpaMMbl U UCMPaBEHUIO CcUTyaunm
peanusauuMn  4N19 OCYLLECTB/EHUSI CKAHMPOBaHNSA KOMNbIOTEPOB U HOCUTENel AaHHbIX B Ka4ecTse npeaynpe-
6e30MacHO-  AWUTENbHON Mepbl [O/KHbI OOHOBASATLCS PErynsapHO UK Ha CTaHAapTHOW OCHOoBe
ctn
TexHnyeckoe [ins 60MbLINHCTBA CyYaeB CyLecTBYOT PYHKLUM aBTOMaTMyeckoro o6HoBAeHna ainnos-
npumMeyvaHve Wab6MOHOB UK CUTHATYP
K cTaHAapTy
peanusauuu
6e3onacHo-
ctn
2.1 MpakTuyeckoe py- MpoBepuTb NPOEKTMpOBaHNEe NPOrpaMMHbIX CPeACTB N0 0O6HAPYXEHNI0
KOBOACTBO BPEAOHOCHO NporpaMmbl 1 UCNPaBfeHUo CUTyaunmn Ha npegMeT 06GHOB-
neHusa aiinos-wabsoHOB AN CUTHATYP aBTOMaTUYeCKN WA Ha CTaH-
[apTHOI ocHoBe
Mpepnonaraemble MpoeKT nnn cneyudukaumsa cuctemMbl o6HapyXeHus
cBugeTenbcTBa
MeTopg M3yyeHne, TIpoBepka
2.2 MpakTuueckoe py- MpoBepuTb YCTAHOBKM NPOrpamMMHbIX CPEACTB N0 06HapYXeHUo Bpeso-
KOBOACTBO HOCHOIi Mporpammbl 1 UCNpaBfeHNto cUTyauun Ha npegMmeT 06HOBIEeHNA
halinoB-wa60HOB AN CUTHATYP aBTOMATUYECKN WK Ha CTaHAapTHOM
ocHoBe
Mpegnonaraemble YCcTaHOBKU cuCTeMbl 0GHapyXeHus
cBuaeTenbcTBa
MeTog N3yueHne'HabnogeHne
2.3 MpakTuyeckoe MpoBepunTb ocyuwecTBneHne o6HoBNEHNS haiinoB-wWabioOHOB NN
pPyKOBOACTBO curHatyp, nposefas HabnwgeHne 3a HauMeHoBaHWeM NpoaykTa,

24

Mpeanonaraemsle

Bepcuei nxypHanom perncrpaunn o6HoBNeHniA hainnos-
Wwab/0HOB UK CUTHATYP.

MpumeyaHune - VHpopmaynio 0 HaMMeHOBaHUM NPOAYKTa U BEPCUK
cucTeMbl 06HapYXeHNs U UCNpaBNeHna CUTyaLnn MOXHO HaiiTu B cnpa-
BOYHOM (haiinie npogykra

WNHopmMaumsa o cucteme oGHapyxXeHus, npeaynpexaenus, 1. e:

cBugeTenscTBa - HaMMeHoBaHWe NPoAyKTa;
- BEpCUSI NPOAYKTa;
- Bepcus paiinoB-waboHOB UK cUrHaTyp
MeTopa N3yyeHne/HabnogeHne
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A.2 TexHnyeckasi NnpoBepKa Mep U CPeAcTB KOHTPOSA W ynpaBneHns AN KOHTPO/bHO

Mepa u cpefcT-
BO KOHTPO/ISA 1
ynpaBneHns

JononHutens-
Hasa TexHuye-
ckasi MHopma-
uma

CraHgapTt
peanusayum
6e30nacHoCcTU

perncrtpauum
MCO/M3K 27002 10.10.1. KoHTponbHas perucrtpaums
HeobxoAMMO BECTU U XpaHUTb B TEYEHWME COrNacoBaHHOIO NeproAa BpeMeHu KOoH-
TPO/IbHbIE XYPHaSIbI, PErNcTpUpyloL e AelicTBUSA Nonb3oBaTesnieil, HeluTaTHble Cu-
Tyaumu n cobbiTs MHOPMALMOHHON 6e30MacHOCTX, YTOObI NOMOYb B ByAyLUNX pac-
cnefoBaHUAX U NPOBEAEHNN KOHTPO/A ynpaBieHus AocTynom
[na obHapyXeHUsA HecaHKLMOHNPOBAaHHbIX AeliCTBUIA No 06paboTke MHhopmaLmu
BaXKHO CO3JaHWe 3annceil B KOHTPOSIbHbIX XypHanax, KoTopble NCNO/b3YTCA A1
oTC/NexXuBaHuA AelicTBMIN Nonb3oBartesiell, onepaTtopoB CUCTEM, CBA3aHHbIX C 6e30-
NacHOCTbIO COOBLITUIA 1 CUCTEM.
YT06bI MOXHO 6bI/I0 NPOAHANN3NPOBATL, MPOUCXOAMUT NI HECAHKLMOHUPOBaHHASA
[eATeNbHOCTb 1 CBA3aHHble C 6@30MNaCHOCTbI0 COOLITUA, KOHTPO/IbHbIE XYPHasbI
[OJIKHBI coflepXaTtb CneayoLyo MHopMaLuio:
- naeHTUdukaTop nosnb3oBarens:
-faTy u Bpems;
- OCHOBHble COObITWSA, Takne Kak BXO[, B CUCTEMY U BbIXOA, U3 CUCTEMBI;
- ngeHTUdUKaTop TepMmnHana,;
- ceTeBOli agpec U NPOTOKO/IbI.
[na co3gaHna Heobxo4MMbIX 3anuceit, BKIOYas BblllenpuBeAeHHY0 MHopMaLumio,
obopyaosaHune, co3alolee KOHTPO/IbHbIE XYPHasbl, LOHKHO OblTb COOTBETCTBYIO-
MM 06pa3oM HaCTPOEHO UMW K HEMY AO/KHbI NPUMEHATLCS HEKOTOPble Npasua.
MeToA NpOTOKONMPOBAHUS 3aBUCUT OT CTPYKTYPbI M apXMTEKTYpbl CUCTEMbI U peanu-
30BaHHbIX NPUIOXEHUIA.
AyamnTopbl, NPOBOASLLME NPOBEPKY MeP ¥ CPELCTB KOHTPOA U ynpaBneHus nHdgop-
MaLVOHHOV 6€30MacHOCTbI0, AO/DKHBI YUnTbiBaTh pasnnume MeTofoB NpPoTOKOINPO-
BaHWA ANA pasNNYHOW apxXUTEKTYpbl CUCTEM, Hanpumep, cepeepoB v MK.

MpumeyaHne - lMpumepbl CTPYKTYP CUCTEMBI, KOTOPbIE 3aTparMBatoTCs:

- crcTeMa KIMEHT-cepBep;

- cucTemMa Ha 6ase VIHTepHET-TEXHOOTWiA;

- CCTEMA KTOHKWIA KIIMEHT»:

- BUpTyanm3auus;

-ncnonb3oBaHne ASP (MOCTaBLUMKOB YCAYr MO apeHde MpUIoKeHui). SaaS (MporpamMHOro
obecreveHUs Kak ycnyrv) Uim 06/1auHbIX BbIMACIEHWIA.

MprMepbl apXUTEKTYP CUCTEM, KOTOPbIE 3aTparvBatoTCs:

- UNIX. Linux;

- Windows;

- MaiHdopelim.

MpyMepbI BUAOB KOHTPOJIbHBIX XXYPHA/IOB, KOTOPbIE 3aTpar1BatoTCs:

- CYCTEMHBII XypHaUT;

- KOHTPOJTBHBIN XXypHan NpUKIaaHbIX Nporpamm.

[o/mkHbI co3aaBaTbCs KOHTPOJIbHbIE XYPHasbl, hrKcupyowme 4eicTBUS Nonb3oBa-
Tenei. OTK/IOHEHNST OT HOPMbI M COObITUS, CBA3aHHbIE C MHOPMALMOHHOW 6e3onac-
HOCTbH. KOHTPO/IbHbIE XYpPHasIbl fO/MKHbI BKAKOYATb, e 3T0 HE06X0ANMO:

a) naeHTudrkaTopbl Nonb3oBaTenei;

b) fAaTy, Bpemsi U noApo6HOCTMN OCHOBHbIX COObITUIA, HaNnpuMep, BXoAa B cUCTEMY
1 BbIXO4A U3 CUCTEMbI;

c) naeHTUgrKaTop TepMrHana naM MectoHaxoxaeHue, ecnvm 3T0 BO3SMOXHO;

d) 3anncy ycnewHbIX Y HeyAauHbIX NONbITOK AOCTYNa K CUCTEME.

e) 3anucy ycnewHbIX ¥ HeyAauHbIX MOMbITOK A4OCTyNa K AaHHbIM 1 ApYrMM pecypcam;

0 OonMcaHnsa U3MEHEHWI B KOHUTypaLum cUCTeMbI;

h) onvcaHue UCnosib30BaHNA YTUANT Y NPUNOXKEHNIA;

i) haiinbl, K KOTOPbIM NOAYYEH AOCTYM, U BUA AOCTYNa;

) ceTeBble agpeca 1 NPOTOKONbI;

k) CUTHanbl TPEBOMW, NPOU3BOAMMbIE CUCTEMOL YNpaB/ieHus AoCTyrnom,;
) onucaHue akTmsauuy 1 geaktTmsalmm CUCTEM 3aluUThl, TAKUX Kak

AHTUBUPYCHbIE CUCTEMbBI N CUCTEMDbI O6Hapy)KeHVI9-I BTOp)KeHVIVI
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TexHunyeckoe UTOObI O6HAPYXUTL CBSA3aHHbIE C 6€30MNAaCHOCTLIO COObLITUA U BbIACHUTL UX NPUYUHBI,
ayauTopbl, NPOBOASALLME NMPOBEPKY MeP 1 CPeACTB KOHTPOA U ynpaBneHns Hop-
MaLMOHHOM 6e30NacHOCTbI0, NPOBEPSAIOT Y aHA/IM3NPYIOT COCTOSIHNE (DYHKLIMOHMPO-
BaHWA. UCMOMb30BAHUA Y U3MEHEHNA CUCTEM MO 3aNncAM KOHTPOJILHOTO XypHasa.
UT06bI paccnefoBatb COObITUSA Y MPUYNHHYIO CBA3b UHLMAEHTOB HYXHO coyeTatb
KOHTPO/bHbIE XYPHaUIbl MHOTMX cucTeM. Mo 3Toi NpUYMHE BaXHO NOHMMaHMe MecTo-
HaxoXeHNs 1 Buaa KOHTPOJ/IbHbIX XYPHasI0B C TOUKN 3PEHUSA CTPYKTY-
pbl/apxXnTeKTypbI/KOHUrypauumn cuctem

npumeyaHve
K cTaHgapTy
peanusayun
6e3onacHo-

cTH

11

1.2

13

14

26

MpakTtuyeckoe
pyKOBOACTBO

Mpepnonarae-
Mble cBUAETE Nb-
cTBa

MeTton
MpakTuueckoe
PYyKOBOACTBO

Mpepgnonarae-
Mble cBUAeTe Nb-
cTBa

MeTtog
MpakTunueckoe
pPYyKOBOACTBO

Mpepnonarae-
Mble CBUAETE b-
cTBa

MeTop,

MpakTuyeckoe
PyKOBOACTBO

Mpepnonarae-
Mble CBUAETe/b-
cTBa

MeTop,

MpoBepnTb, OCHOBAHO /M NPOEKTUPOBaHNE NPOTOKOMPOBAHUSA
[JaHHbIX ayAuTa CUCTeMbl Ha cTaHAapTe peannsaunm 6esonacHo-
cTun

- [lokymeHTauma cneymdukaumm

- JokymeHTauus onpefenexHns TpebosaHuii

- lokymeHTauma npoekTMpoBaHns NporpaMMHOro obecneyeHuns
M3yueHune/lpoBcpka

MpoBepuTb, TaKoBbI NI YCTAHOBKN KOH(UTYpaLMOHHbIX haiiioB
NPOTOKONMPOBAHUA AaHHbIX ayAnUTa CUCTEMBbI, Kak OMMCaHo B A0-
KyMeHTaLuuMmn no NpoeKkTUPOBaHMNIO CUCTEMbI

- JlokyMeHTauma NpoekTPOBaHUS NPOrpaMMHOro obecneyeHus
- KoHhurypaumoHHbIii dhaiin cuctemsl

M3yueHue/HabnogeHne

MpoBepuTb, TaKOBbI NI 3aMUCU CYLLLECTBYHOLLUX KOHTPO/bHbIX
XXYPHasI0B, KaK OnN1caHo B JOKYMeHTaLMMU N0 NPOEKTUPOBaHMIO
CUCTEMBI.

MpumeyaHune - B KOHTPO/bHBIX XypHasiax ecTb 3anucy, NosiB/sio-
LLMecs MOCTOSIHHO, U 3arnncK, Takve Kak 3anucy 06 OwMGKax, NosiBsto-
LLMeECs B ONpeAeieHHbIX Cryyasix. YTtobbl NpoBepuTh, (MKCHPYET /i CUC-
Tema 3anvcy, NosIB/SIOLLMECS TO/BKO B ONPeAesieHHbIX Crydasix, ayauTo-
pam. MpPOBOASALLMM NPOBEPKY MepP M CPEACTB KOHTPO/IS U YNPaB/EHUs H-
chopMaLMOHHO GE30MacHOCTbLIO, [/IKET MOTPE6OBATLCS  MPUMEHEHVe
pasfinuHbIX Mep. BK/OYasi CO3AaHMe COBOKYMHOCTM TECTOBbIX AAHHbLIX,
MPOBEPKY JOKYMEHTALMW MO MPOEKTUPOBAHWIO CHCTEMBI

- KOHTPOsIbHBIN XypHan

M3yueHne/HabnwogeHne

MpoBepuUTb LLeNOCTHOCTL 3annceil B KOHTPObHBIX XypHasax, 4To-
Obl onpeaennTb, ABNAETCA /I NPOTOKOMPOBaHNE AaHHbIX ayauTa
COOTBETCTBYIOLLMM.

MpumeyaHne - HekoTopble 3anucy, KOTOpble AOMKHbI (PUKCUPO-
BaTbCs B KOHTPO/IbHBIX YXypHasIax, MOryT OTCYTCTBOBATb M3-3a HeaocTar-
KOB B (DyHKLIMOHMPOBAHUM, BO3MOXHOCTSIX CUCTEMbI W MO KaKAM-TO ApY-
TM MpUYMHAM, A20KE EC/IM YCTAHOBKA NPOTOKO/IMPOBaHWS AaHHbIX ayauTa
SIBNISIETCS COOTBETCTBYHOLLEN

- KOHTpO/IbHBI XypHan

M3yueHue/HabnwgeHne



FOCT P 56045—2014/ISO/IEC TR 27008:2011

OkoH4YaHue Tabnuupl A.2

CraHpapTt
peanusaumn
6e3onacHo-
cTn
TexHuyeckoe
npumevaHune
K cTaHdapTy
peanunsauun
6e3onacHo-
cTn

21

2.2

2.3

KOHTPO/IbHbIE XYpPHAsbl JO/MKHbI XPAHUTLCS B TEYEHWUE COMMacoBaHHOMo nepuoga
BPEMEHU [/151 COAECTBNS ByayLLUM PacC/efoBaHNsIM U MOHUTOPUHTY YrpaBieHust
L,OCTyrNoMm

B HEKOTOPbIX C/lyyasix Nepuofbl XpaHEHUsT KOHTPOJIbHBIX XXYPHA/IOB ONpesensoTes
Lensimu 6u3Heca, LOrOBOPOM W 3aKoHaMuU/npeanucaHusamu. Hanpumep, KOHTPO/IbHbIE
XXypHasibl, KOTOpble CoflepXaT CUrHasbl TPeBOrU, NOAHSATLIE CUCTEMOI YNpaBIeHus
[OCTYNOM, [O/DKHBI XpaHUTLCS 10 3aBEPLUEHUsSI pacc/iefoBaHNsl COObITUIA 1 NPUYNH-
HOI CBA3U MHLWAEHTOB.

MpumMeuaHue - XpaHeHUE KOHTPO/bHbIX XYPHANIOB OTHOCUTENILHO «MOJIOAOI» CUCTEMI,
[esiTeNbHOCTb KOTOPOU TO/bKO YTO Havyasiach, HE OCYLLECTB/SIETCS € TEUEHWE COrlacoBaHHOro
nepvoa BpeMeHu. B 3TOM C/lyyaB [/1s BbiNOMHEHUs! NPaKTUYECKOTO PYKOBOACTBA 2.3 HYXHO

NPOBECTM MPOBEPKY MO NPaKTUYeCckMm pykoBoacTBam 2.1 1 2.2

MpakTnyeckoe
PYKOBOACTBO
Mpennonarae-
Mble CBUAETE b-
cTBa

MeTtop
MpakTnyeckoe
pyKOBOZCTBO

Mpepnonarae-
Mble cBuaeTeNb-
cTBa

MeTop

lMpakTnyeckoe
PYKOBOZACTBO

Mpepgnonarae-
Mble cBUAeTENb-
cTBa

MeTop

MpoBepuUTh, TAKOB SN NEPUOA XPAHEHUST KOHTPOJIBHBIX XYPHA/OB,
KaK onMcaHo B JOKYMEHTaLMK N0 NPOEKTUPOBAHMIO CUCTEMBI

- KOHTPO/IbHBINA XypHan

- JokymMeHTaLWsl No NPOEKTUPOBAHWIO CUCTEMBI

M3yyeHne/HabnwogeHme

[MpoBepuTb, yCTAHOBMEH NN NEPUOA XPaHEHUS KOHTPOIbHBIX XYp-
Ha/I0B CUCTEMbI, KaK ONMMCcCaHo B OKYMEHTAL MU NO NPOEKTMPOBa-
HUKO CUCTEMbI, WTN. HE MPUMEHAIOTCA 1M YCTAHOBKU Nepe3annucu
WM CTUPaHUS KOHTPO/bHBIX XYPHAOB 4,0 3aBepLlleHns nepuoga
XpaHeHus

- KOHTPO/bHbIN XypHan

- [lokyMeHTaLMs No NPOEKTUPOBAHNIO CUCTEMbI

MN3yueHne/HabnogeHve

MpoBepuTb, NpPeBbIWAET SN NEPUOA XPAHEHWUS KOHTPOJIbHbLIX XYp-
HanoB Nepvos, YCTaHOB/EHHbIV NyTeM Hab/l0AeHN 0TMETOK
BPeMeHU B KOHTPOJIbHbIX XypHanax, uiv hukcmposaHue BpemMeHu
B KOHTPOJ/IbLHOM XYypHasie

- KOHTpOAbHbIN XypHan

- [lokymeHTaums no NpoeKTMpoBaHnio CUCTEMDI

M3yueHne/HabnogeHme
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A.3 TexHuyeckasi NpoBepka Mep U cpefCcTB KOHTPONS U ynpaB/ieHUs Aas ynpaBneHus

Mepa n cpeg-
CTBO KOHTPONSA
1 ynpasfieHuns

JononHutens-
Has TexHuye-
ckas nHgop-
mMaums

CraHgapTt
peanusauuu
6e3onacHo-
cTu

TexHuueckoe
npvMevaHve
K CTaHgapTy

peanusauum

6e3onacHo-

cTn

11

npumBunernamMmun

MNCO/M3K 27002 11.2.2. YnpaBsieHne NpuBUIErnamm
MpepocTaBneHne 1 UCNoNb30BaHNe NPUBUIEMMIA HEO6XOAMMO OrpaHNYMBaTh U KOH-
TponvpoBatb

YnpasneHve npmBmIernsiMn SBAseTcA BaXHON 3agadeil, NOTOMY YTO HECOOTBETCT-
BYIOLLLEE NCMONb30BaHNE NMPUBUETNI OKa3biBaeT CyLeCTBEHHOE B/IMAHNE HA CUCTEMbI.
CocTosHve pacnpeaeneHns NpyBUAErii LOMKHO BbiTb ONMCAHO B AJOKYMEHTax, onpe-
AensaLWnx npusuiernn (AoKyMeHTaums onpegeneHns npusuaerunii). NMockosbky npu-
BUErn AOCTYyNa CBA3aHbl C KaXAbIM CUCTEMHbLIM MPOAYKTOM (OnepaunoHHas cuctema,
cucTema ynpasfiieHns 6a30i AaHHbIX U KaXXA0e NMPUIoXKEHUE), TO OHKU OTANYaloTCS.
Mpumepbin BUAOB NPUBUNETAIA:

- cynepnonb3oatens (UNIX, Linux);

- agMuHucTpartop (Windows);

- onepaTop pe3epBHOro konuposaHusa (Windows):

- ONbITHbIA Nnonb3oBaTens (Windows);

- agMuHucTpartop cuctembl (DBMST);

- aaMuHucTpaTop 6a3bl AaHHbIX (DBMS).

PacnpegeneHve npusunernii 4OMKHO ObITb MUHUMa/bHBIM, HA OCHOBE NpUHLMNa He-
06X04MMOro MCNosb30BaHNA. K TOMY e OHM He 06a3aTesibHO J0/MKHbI pacnpefensTb-
€Sl MOCTOSIHHO.

MeTog ynpaBneHus npuBuaernammn pasnuyaetcs B cuctemax. Mpumepsl ynpaBneHns
NPUBUMIETNAMMN HA OCHOBE CUCTEM;

- B onepaumnoHHoli cucteme (OC) npusunerumn onpegensietr ACL2,

- B DBMS pasnuyHble npusuieruy onpesensaoTcs no ymoa4aHuio;

- B MPUJI0XXEHNN MOTYT ONpefenATbCA pas/inyHble NPUBUIETUN MO YMONYAHUIO A5
YHKLMN MeHeKMEHTa NPUIOXEHWS, NO3TOMY ayANTOPbI, NPOBOASALLME NPOBEPKY Mep
W CPeACTB KOHTPOAS 1 ynpasBneHuss MHQopMaLoHHOK 6e30NacHOCTbI0, AO/MKHbI 3apa-
Hee onpefenuTb YpoBEeHb NPOBEPKY,

- B 3aWuLeHHbIX OC ecTb hyHKLMA 0653aTeNIbHOTO ynpas/ieHns AoCTYNoOM

[oXHbI GbITb ONpeAeneHsbl NPUBUAETAN [OCTYNA, CBA3AHHbIE C KaX/AbIM CUCTEMHbIM
npoAaykTom, Hanpumep. OC, cucTeMOit ynpaBneHusi 6a30ii AaHHbIX U KaXAbIM NpuIo-
XEHMEM, a TaKKe MoMb30BaTE/MN, CPEAN KOTOPLIX HY)XXHO pacnpesenvTs NpUBUIErin

[esTenbHOCTb HafleNIeHHbIX NPUBUIEMMAMY NONb30BaTe1el AoMXHa NoABepraTbes
MOHWTOPWHIY, MOCKOJIbKY HECOOTBETCTBYIOLLEE NCMO/Ib30BaHVe NPUBUIETNA OKasbiBa-
€T CyLLeCTBEHHOE B/IMSAHME Ha cMCTeMbl. MeTofbl 06HApYXEeHNs1 HECOOTBETCTBYHOLLENO
MCNOMb30BaHWS NPUBUIETMIA pPa3NnyaloTCsl, EC/IN apXMTEKTypa CUCTEM pasnnyHa.

MpumeyaHune - TUNNYHBIMN apPXMTEKTYPaMI CUCTEM SIBMSKOTCS:
- MaViHdpeinm;

- Windows;

- UNIX. Linux:

- 3alMLLEHHbIE OMepaLlyioHHbIE CUCTEMbI

MpakTuyeckoe py- [poBEpUTb, ONUCAHO NN pacnpegeneHne NpuBuIeruii B JOKyMeH-

KOBOACTBO Taumm onpeaeneHns npusunernii
Mpegnonaraemble [lokyMeHTaLMsA onpegeneHns npusunernii
cBugeTenbcTBa

MeTop M3yueHne/HabnwogeHve

DBMS (Database Management System) - Cuctema ynpasneHua 6asamu gaHHoix. CYB[.
* ACL (Access Control List) - Cnncok ynpaBaeHus gocTyrnom.
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MpakTuyeckoe py-
KOBOZCTBO

Mpegnonaraemole
cBuAeTeNbCTBA

MeTop

FOCT P 56045—2014/ISO/IEC TR 27008:2011

MpoBepuTb, TAKOBbI NI YCTAHOBKN KOHMIypaLmum CUCTeMbl, Kak
onMcaHo B JOKyMeHTax, onpeAenswwmnx npusunerun. Metog npo-
BEPKN AeiCcTBNA NpuBUNErnii pasnmyaeTcsa B 3aBUCMMOCTM OT ap-
XUTEKTYPbI CUCTEM.

MpvMepbl MeToAa NPOBEPKM AECTBUA NPUBWUIETWIA:

1) (B cnyyae maliHhpeiima) NpoBepuTL, ABASETCA /I COCTOSA-
HVe MCMOoMb30BaHNA NPUBUIETNii COOTBETCTBYIOLLMM, NOCPeLCT-
BOM nposepkun otyeta RACF1L

2) (8 cnyyae UNIX. Linux nnm Windows) npoBepuTb, SBNsieTcs
/I COCTOSIHUE WCMOb30BaHUS NPUBWUIETNiA COOTBETCTBYIOLLUM,
nyTeM U3y4YeHWs XYpHasnoB perncTpaumm, nokasbiBatoLmx NCnosb-
30BaHne NpuBUNETNA.

MpumeyaHna

1RACF - 3TO cBsizylollee nporpaMMHOe obecrneyeHne MeHemkMeHTa
6e3onacHOCTV B MaliHpelive.

2 B UNIX wmm Unux puUCKOBaHHO NpPOBEPSITb TOMbKO BXOA, B CUCTEMY C
MOSIHOMOUMAMM  Cynepronb3osaTens A1 UCCefoBaHNA HEeCOOTBETCT-
BYIOLLIErO  WCMO/Mb30BaHNSA MPYBWMIETUIA  cynepnonb3osatens. [MpuuinHa
3TOr0 3aK/IoYaeTcs B TOM. YTO 06bIUHbIA NOMb30BaTE b MOXET CTaTb Cy-
reprosib3oBaTesiemM. UCTO/b30BaB KOMaHy «Su» Mocsie BXoAa B CUCTEMy
UNIX vm Unux.

- lokymeHTaumsa onpegeneHus npusuiernii
- Cnucok ynpasneHns AocTynom
- OTuetT RACF

WN3yueHne/HabnogeHve

MpuBUNErun AoMKHbI GblTb HA3HAYEHbI APYTOMY MAEHTUdMKATOPYy Nosb3oBaTens, oT-
NINYHOMY OT TOrO, KOTOpPbI/ NPUMEHSETCS A5 06bIYHOrO UCMONb30BaHUS B GuU3Hece

B cnyyae fgocTyna no npuBUIEMUsIM CYLLEECTBYET BO3MOXHOCTb HECAHKLIMOHUPOBAaHHOIA
[esiITEeNbHOCTU MO CAyYaliHOCTU, U CUTYyaLms UCMNONb30BaHUS NPUBUNEMIA PEryNspHO
CTaHOBWTCS 0YaroM HeCaHKLVOHYPOBAHHOIO JOCTyna.

Ecnu geAaTenbHOCTb He Tpe6yeT NpuUBMEriii, NO/Ib30BaTEIN AOIXHbI UCNONb30BATbL
CTaHAAapTHbIN naeHTUdukaTop. ECnu paspeLleH BXoZ B CUCTEMY MO NPUBUIEMUN «Cy-
nepnosib30BaTesib». TO U3 XypHasia pernctpauum HeBO3MOXHO MAeHTUMLMPOBaTb,
KTO BXOAMT B CUCTEMY

MpakTuyeckoe py-
KOBOACTBO

Mpegnonaraemole
cBUAeTENbCTBA

MeTog

MpoBepuTb, UMEIOT /1M NPUBUNETMPOBAaHHbIE NOb30BaTENN 06bIY-
HbI MAeHTUdMKATOp Nosib3oBaTesis MOMUMO NPUBUIErMPOBAHHO-
ro ngeHtudmkatopa, nytem HabnwgeHus 3a ACLs cuctem

- CN1COK ynpasfieHns AocTynom

W3yueHne/HabnogeHve

" RACF (Resource access control facility) - cpeacTBo ynpaBneH/st OCTYNOM K pecypcy.

29



FOCT P 56045—2014/ISO/IEC TR 27008:2011

OkoH4yaHue Tabnuupl A.3

30

2.2

MpakTuyeckoe py-
KOBOACTBO

Mpeanonaraemble
cBUAETENbCTBA

MeTtoa

MpoBepuTb, NCNOMBL3YIOT MK ANA NPUBUAETNN WHON nAEHTUMKa-
TOp Nosib30BaTe 1A, OT/INYHbIA OT TOr0, KOTOPbIV NpYMeHseTca ANs
06bI14HOrO 6M3Heca, NocpeAcTBOM HabMOAeHNS 38 CUCTEMHbLIM
XYpPHanom perucrpauuu.

B cnyuae UNIX nam Linux npoBepuTb, YTO cUCTEMHAs KoHdurypa-
LmsA cnocobecTByeT TOMY, YTO cucTemMa He JonyckaeT BXog € non-
HOMOUMAMU «CyNnepnosib3oBaTens».

MpumevyaHue - AyauTopbl, NMPOBOASLLME MPOBEPKY Mep W CPEACTB
KOHTPONS W YMpaB/eHns WMHAOPMALWIOHHOW 6e30MacHOCTbI, A0/KHbI
NPMBErHyTbL K Onpocam /sl NPOBEPKX, NPUMEHSIETCS /1M B Ciydae Npusm-
NIervn VHoll UAEHTUCHMKATOP NOMb30BaTessl, OT/IMYHbIA OT TOro, KOTOpbIi
NPUMEHSIETCA /151 0BLIYHOTO MCMO/b30BAHNSI B GU3HECE, KOrAA dXypHas
pervicTpaumm nokasbIBaeT, YTo B C/ly4aB NPUBMIENAN UCMOMb3YEeTCs TOSb-
KO NPVBUNEMMPOBAHHBIA UAEHTUCMKATOP

- CUCTEMHBII XypHan perucrtpaumu
- CucteMHasn KoHgurypaums Bxofa ¢ NosIHOMOYUSAMU «Cyneprnosib-
30BaTtensa»

M3yueHne/HabnwoaeHne
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A.4 TexHuuyeckas NpoBepka Mep U cpefCTB KOHTPONSA U ynpaB/eHUs 4/ pe3epBUpPOBaHuUs

Mepa u cpepcT-
BO KOHTPOSIA ”
ynpasneHuns

[ononHutesns-
Has TexHuYe-
ckasi Hpopma-
ums

1 CraHpapTt
peanusayum
6e3onacHo-
cTU

UHopmayuu
MCO/M3K 27002 10.5.1. Pe3epBupoBaHue nHgopmayum
Pe3epBHOe konupoBaHne MHGOpPMaLuy 1 NPOrpaMMHOro CpeacTBa f0/KHO BbINOS-
HATBLCS N TECTUPOBATLCA Ha PErysIipHOli OCHOBE B COOTBETCTBUM C YCTAHOB/IEHHO
NOUTUKOI pe3epBMpOBaHUS

YT06bI COOTBETCTBYIOLLMM 06pa30M NPOBOAUTL Pe3epBHOE KOMMPOBaHWE, AO/MKEH
6bITb ONPeAeneH cTaHaapT OpraHn3aLmmn B COOTBETCTBUM C NOSIUTUKON pe3epBHOIO
KOMUPOBaHWSA, N OH AO/IXEH OTpaXkaTbCA B MPOEKTHOW JOKYMEHTaLuM No pes3epBHOMY
KOMMpPOBaHuIo.

Pe3epBHble KONWUK UCNOMb3YTCA A1 BOCCTAHOBMNEHNS BaXHON MHDOpMaLUn um
nporpaMm B C/lyyasix, CONPOBOXAALLMXCA NoTepeli AaHHbIX, Taknx kak 6eacTeme
1 c6oil HOCUTENS AaHHbIX.

Mpu NPOEKTMPOBaHNN Pe3epBHOr0 KOMMPOBAHWUA OpraHusauuy cnegyet Bbi6paTh aje-
KBaTHYIO NoLaaky AN pe3epBHOro KONMpoBaHWs, KaHan pe3epBHOro KONMpoBaHus 1
MeTO[, Pe3epPBHOr0 KONMPOBaHUS B COOTBETCTBWM C MOSIMTUKOW Pe3epBHOro KOnupo-
BaHWs.

OpraHu3auusa fo/xHa BbIGpaTh, Kakoi 6yaeT niowanka Ans pe3epBHOro KoNnpoBsa-
HUS - BHYTPEHHeli nnn BHelwHel. Co3faHne pe3epBHOi KONy 1 BOCCTaHOBNEHNE
npu pe3epBHOM KONUPOBAHUUN HA MECTE CYMTAIOTCA 3HAUMTENbHO 6os1ee BbICTPLIMU
Mo CPaBHEHWIO C UX OCYLLECTB/IEHMEM NPU BHELLUHEM pPe3epBHOM KOMMPOBaHUMN.
BHellHee pe3epBHOe KONMpoBaHWe 4acTo BbIGMPaETCs C Lenblo NpefoTBpaLLeHus
BNNAHUA NIOKabHbIX 6e4CTBUMA, TakUX Kak Noxap, 3aTonjeHne uin 3eMneTpsiceHue.
OpraHu3aunsa fo/xHa onpeaenuTb, Kakum 6yaeT kaHan pe3epBHOro KOMMPOBaHWS -
OHNaHOBbIN MK odiaiiHoBbIli. OHNAHOBOE pe3epBHOE KOMMPOBAaHNE O3HAYaET,
4TO Ai@aHHble KOMMPYITCA Yepes ceTb UM NINHUIO cBA3N. OdhnaliHoBoe pe3epBHOE KO-
NnMpoBaHNe 03HayaeT, YTO Pe3epBHbIe KOMWUKU JaHHbIX (DU3NYEecKn TpaHCNOPTUPYHTCA
Ha NepeHOCHbIX HOCUTENSX, TaKUX Kak LupoBas fIeHTa ¢ IMHERHON 3anucbio nnm
KOMMaKT-ANCK/LMpoBOi MHOTOMYHKLMOHAbHBIA AWCK.

MeTopa pe3epBHOro KONMPOBaHUS NOAPa3AeNAeTCA Ha NOMHOE pe3epBHOe KONMpoBa-
HUe. MHKPEMEHTHOE pe3epBHOE KoMMpoBaHue n anddepeHLmanbHoe pe3epBHOe Ko-
nMpoBaHue.

MonHoe pe3epBHOE KOMUPOBAHME 03HAYAET, UTO AeNaeTcst pe3epBHas KONus Bcex
[JaHHbIX, BbIBpPaHHbIX 415 pe3epBHOro konnposaHua. OHo TpebyeT 6osibLie BpeMeHU
1 MH(OPMALMOHHOW €MKOCTM NO CPaBHEHUIO C APYTUMU MeTofamu, HO ABAseTcs
Han6osee NPoCTbIM 1 NIETKVM METOOM C TOUKW 3PEHUS BOCCTAHOB/EHNS.
WNHKpeMeHTHOoe pe3epBHOE KONMpOBaHWE 03HaYaeT, YTo AenaeTcs pesepBHas konus
[aHHbIX, U3MEHUBLLNXCA CO BPEMEHW NOCNELHEro pe3epBHOro KonnpoBaHusi. OHO
TpebyeT MeHbLUe BpeEMEHN U MHDOPMALMOHHON €MKOCTM MO CPAaBHEHUIO C APYTUMU
MeToAaMu, HO IBNSETCA Hanbonee CNOXHbIM METOA0M C TOYKM 3peHUs BOCCTAHOB-
nexus.

OndhchepeHumanbHoe pe3epBHOE KOMMPOBaHWE 03HAYaeT, YTo AefnaeTcs pesepBHas
KOMWS AaHHbIX, NU3MEHMBLUUXCA CO BPEMEHU MOC/eAHEr0 NOTHOTO PE3EPBHOMO KOMU-
poBaHus. OHO TpebyeT MeHbLUe BPeMeHU 1 MH(OPMAaLMOHHOW eMKOCTH, YeM NoJIHoe
pe3epBHOe KONMpoBaHue, U ABNSeTCA 60/1ee NPOCTbIM W IETKUM METOAOM C TOUKM
3pEHUS BOCCTAHOB/IEHMS, MO CPaBHEHMWIO C MHKPEMEHTHbIM Pe3ePBHbIM KOMMPOBaHM-
em

CTteneHb (Hanpumep, nonHoe unu gndepeHunanbHoe pe3epBHOe KONUPOBaHWe) 1
yacToTa pe3epBHOr0 KOMMPOBaHWUA LOKHbI OonNpeAensiTecst Tpe6oBaHusiMKU 6usHeca
opraHusaumu, TpeboBaHusaMy 6e3onacHOCTV 3a4eiCcTBOBaHHOW MHopMaLun 1 Kpu-
TUYHOCTbIO MHhOpPMaLMK ANA HENPEPLIBHOW AeSATENBHOCTU OpraHu3aLum
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MpopomkeHve Tabnuubl A.4
B cooTBeTcTBUM C TpeboBaHUAMN CBOEro 6u3Heca opraHusauus Ao/mKHa BblopaTb
ajilekBaTHOe BpeMs pe3epBHOr0 KONMpPOBaHUSA/BOCCTAHOBNEHUS N MH(POPMAaLNOHHYIO
€MKOCTb Ai/11 pe3epBHOro KonvposaHusa. CneunanmcTbl No OLEHKe AO/KHbLI OLEHNUTD,
afiekBaTHbIN 11 MeTo[, Pe3epBHOr0 KONMPOBaHMA BbIOPaH A1 BbINO/HEHNA TpeboBsa-

TexHuyeckoe
npumevaHue
K cTaHgapTy
peanusauum
6e3onacHo-
cTn

11

1.2

13

2 CraHpapT

peanusayum
6e3onacHo-
cTn

TexHun4yeckoe
npyMmeyaHue
K cTaHaapTy
peanusaunn
6e3onacHo-
cTn

21

HUI BusHeca.

MpuMepamn NOBTOPSIEMOCTU, KOTOPAst UCNOMb3YyeTCsl, ABNATCA:

- 3epKasibHOe KOMMPOBaHWe NN TUPaXKMPOBaHNE B PEXMME peasibHOro BpemeHu (Ko-
rfa KpUTUYHOCTb MHpOPMAaLMM MaKCUMarbHa);

- exefjHeBHOe KonvpoBaHue (korga TpebyeTcst BOCCTaHOBMEHNE JaHHbIX C Pe3epBHOI
KOMWKU ¢ [aBHOCTLIO, NO KpaiiHel Mmepe, B npefenax AHs);

- eXeHefeNbHOE KOMMPOBaHue;

* eXXeMecsyHoe KonvpoBaHue.

MpakTnyeckoe
PYKOBOACTBO
Mpepnonarae-
Mble CBUAETE b-
cTBa

MeTtop

MpakTnyeckoe
PYKOBOACTBO

Mpepnonarae-
Mble CBUAETE b-
cTBa

MeTopg
MpakTnyeckoe
PYyKOBOACTBO

Mpepnonarae-
Mble CBUAETENb-
cTBa

MeTop

MpoBepuUTb, OCHOBAHO /I NPOEKTMPOBAaHNE Pe3epPBHONO KONMpoBa-
HUSI HA CTaHfapTe peann3auny 6e30nacHoCT

- [lokymeHTanbHo ohopmieHHas cneundukauns pe3epsHoOro Ko-
nMpoBaHus

- lokyMeHTanbHO 0POPM/IEHHbIE onpeaeneHns TpeboBaHuii 6m3s-
Heca 1 TpeboBaHuii 6e3onacHoOCTH

- MNpoekTHasa AOKyMeHTaumMsa No pe3epBHOMY KOMMPOBaHWIO

M3yueHune/lpoBepka

MpoBepuTb, TakoBbl /N YCTAHOBKN KOHhUrypauvoHHbix hainos
CUCTeMbl A1 pe3epPBHOr0 KOMMPOBaHWSA, Kak ONMMCcCaHo B NPOEKTHOIA
[OKYMeHTauun no pe3epBHOMY KOMMPOBaHWUIO

- MpoekTHasa foKyMeHTaLmsa no pe3epsHOMY KONMMPOBaHWIO

- KoHdhurypaumoHHble dhaiinbl cuctemsl 4718 Pe3epBHOr0 Konupo-
BaHWA

M3yueHune/lNpoBepka

MpoBepuTb, OCYLLECTBASETCA NN pe3epBHOE KONMMPOBaHWeE, Kak
ONnMcaHo B NPOEKTHOW AOKYMEHTaLMW No pe3epBHOMY KOMMpoBa-
HWIO

- MpoekTHas AoKyMeHTaLus No pe3epBHOMY KOMMPOBAHWMIO
- XXypHasbl peructpauum
- Pe3epBHble HOCUTEN JaHHbIX

M3yueHne/HabnwoaeHne

Mpoueaypbl BOCCTAHOBMEHWS AO/MKHbI PETY/IAPHO NPOBEPSATLCS U TeCTMPOBaThCS,
4YTO6bLI 06EeCNeUYnTb YBEPEHHOCTb B X 3HEKTUBHOCTI 1 BO3SMOXHOCTU MX BbIMO/IHE-
HUSI B TEYEHME BPEMEHMU, BbIE/IEHHOr0 B OMepaLumnoHHbIX Npoueaypax anis BoccTa-

HOB/1E€HUA

CNOXHOCTb 1 TPe6yeMoe BpeMsi BOCCTAHOB/IEHUS pa3/iMyaloTcs B 3aBUCMMOCTM OT
MCMNo/Ib3yeMOro MeToAa, Takoro kak nosiHoe unu gudepeHymansHoe pes3epeHoe

KonnposaHue.

[o/mKeH NoAroTaBNnBaThCs v OKYMEHTUPOBATLCA NiaH TECTUPOBAHUS 1 NMPOBEPKM
npoueayp BOCCTaHOB/IEHUS

MpakTnyeckoe
PYKOBOACTBO
Mpegnonarae-
Mble CBUAETE/b-
cTBa

MeTog

MpoBepuTL, PErysipHo 1M NPOBEPSETCS NSaH TECTUPOBAHUS 1
npoBepku

- 3anucu o NpoBepke MnsiaHa TeCTMPOBaHWS 1 NPOBEPKU

M3yueHmne/lNpoBepka
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OkoH4YaHue Tabnuupl A.4

2.2

Ta6nuua A.5

MpakTuueckoe MpoBepuTb, PeryasipHo N1 TecTUpyeTcs NiaH TeCTUPOBAHUS 1

pyKOBOACTBO NpoBEPKY, YTO6LI 0GECTIEUNTH YBEPEHHOCTb B 3WPEKTUBHOCTM
npoueayp BOCCTAHOB/IEHUSI U BO3MOXHOCTW UX BbINO/IHEHUS B Te-
UeHne BPEMEHU, BblAENIEHHOTO B OMepauyoHHbIX NpoLleaypax s

BOCCTaHOBNEHUSA
Mpepgnonarae- - 3anucu TecTMpoBaHus BOCCTAHOBJIEHNUSA
Mble cBuaeTesnb- - lnaH TecTMpoBaHUA 1 NPOBepKn
cTBa
MeTtopa M3yueHneYTllposepka

A.5 TexHnyeckas NpoBepka Mep U CPeACTB KOHTPO/S U ynpaBfieHus ans o6ecnevyeHus 6esonac-
HOCTU CeTEBbIX YyCNyr

Mepa u cpepcT-
BO KOHTPOSIA U
ynpasfieHns

JononHurtens-
Hasa TexHuye-
cKas nHgopma-
ums

1 CraHpapTt
peanusayum
6e3onacHo-
cTn

TexHuyeckoe
npumevaHune
K CTaHdapTty
peanusauuu
6e3onacHo-
cTn

NCO/M3K 27002 10.6.2. Be3onacHOCTb CeTEeBbIX YCYT

CpefctBa o6ecneyeHns 6e30nacHoOCTW, YPOBHU YCYT U Tpe6oBaHUsA B OTHOLLEHUN
MeHeIKMEeHTa BCeX CeTEBbIX YCNYr AO/MKHbI 6bITb ONpeAeneHbl U BKIOYEHbI B /l060N
[,0roBOp MO CeTeBbIM ycnyram, BHE 3aBMCUMMOCTM OT TOro, 6yAyT M OHU obecneun-
BaTbCA CMMIaMW OpraHv3auuy Wan B paMkax [OoroBopoB ayTCOPCUHTa

CeTeBas ycnyra - 370 ycnyra, npefocTaBnsiemas B CETEBOW BblUMCNNTENBHON cpeae
nn6o BHYTPUW opraHunsaumn, Nnbo ¢ UCNonb3oBaHWEM ayTcopcuHra. Korga opraHusa-
UMa Ucnonb3yeT ceTeBble YCyrn, KOHMUAeHLManbHas nipopmaums opraHusannm
MOXeT nepegasaTtbca cnocobom, npucyLlem ayTCOPCUHIOBON ceTeBoi ycnyre. Takum
o6pasom, cneunanmcTbl N0 OLEHKE AO/MKHbI y4nTbiBaTb, YTO HEO6X0ANMbIE DYHKLMM
6e30MacHOCTY, Takme Kak lWnudpoBaHme n/unu ayteHTudurkaums, obecneuymsaTcs
NPVB/IEYEHHbIM NMOCTABLLMKOM CETEBbIX YCAYT.

Mpumepamun cuctemM, UCNOb3yeMbIX 419 CETEBbLIX YCNYT, ABNSAIOTCA:

- DNSI:

- DHCPZ;

- MeXceTeBOW 3KpaH/BUPTyasibHas YacTHas COTb;

- aHTUBUPYCHbIV AeTeKTop;

- IDS3V IPS4

[0/MKHbI BblTh UAEHTUULMPOBAHLI HEO6X0AKMbIE A/ KOHKPETHbLIX YCyr Mepsbl
6e30MacHOCTH, Takue Kak pyHKLMM 6e30NacHOCTH, YPOBHM yCNyr U Tpe6oBaHusa Me-
HekMeHTa. OpraHv3auus 4o/XHa 06ecneynTs YBEPEHHOCTb B TOM. YTO MOCTABLLVKM
CETEBbIX YCNYT PeansytoT 3T Mepbl

Mpn Mcnonb3oBaHUK CeTEeBbIX YCNYT BaxkHbl Mepbl 6e3onacHocTn, obecneynsatoLme
3alWmTy NnepegasaemMoil NocpeacTBOM UX MHpopMaLmn.

TpeboBaHMs (PYHKLMIA 6Ge30NacHOCTM 06bIYHO BK/IOUAOTCA B TpeboBaHMA GU3Heca.
Mpumepbl yHKUNI 6e30MacHOCTM, CBA3AHHbIX C CETEBLIMU YCyramu:

- lWndhpoBaHune ANAa 3awmnTbl OT NOACNYLINBAHWS;

- yrnpaB/ieHUe CeTEBbIM AOCTYMNOM A/15 3alWUTbl OT HECAHKLMOHMPOBAHHOIO AOCTyna:
- IDS/IPS ons 3awutbl OT 3/10HAMEPEHHbIX AEACTBUIA:

- ounbTpauma URLS gns sawmTel OT HECAHKLMOHMPOBAHHOIO Be6-focTyna:

- pearpoBaHue Ha WHUWUAEHTHI, T. €. HA HEeOXUAaHHbIe CO6bITUSA, CBA3aHHbIe ¢ 6e30-
NacHOCTbH0

1 DNS (Domain Name System) - Cuctema fOMEHHbIX UMEH.

DHCP (Dynamic Host Configuration Protocol) - MpoTokon AMHaMU4YecKoro KOH(hUrypupoBaHus y3na [XocT-MalluvHbl].
8LIDS (Intrusion Detection System) - Cuctema o6HapyXeHnss BTOPXEHWIA.

IPS (Intrusion Prevention System) - CucTtema npefoTBpaLleHns BTOPXEHWUIA.

# URL (Uniform Resource Locator) - YHuhnunpoBaHHbIin ykasaTenb pecypca, URL - agpec.
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OkoHuaHue Tabnuupl A.5

34

11

1.2

13

MpakTnyeckoe
PyKOBOACTBO

Mpepnonarae-
Mble CBUAETE/b-
cTBa

MeTog

MpakTtuyeckoe
PYyKOBOACTBO

Mpepgnonaras-
MbIB CBUAETEb-
cTBa

MeTtog
MpakTuyeckoe
PYKOBOACTBO

Mpegnonarae-
Mble cBUAETENb-
cTBa

MeTtog

MpoBepuTb, yAoBNeTBOPSAET N TpeboBaHnsAM 6usHeca, NPaBoBbIM
TpeboBaHnAM 1 TpeboBaHNAM 6€30MacHOCTN opraHun3aLmmn foro-
BOpHas AOKyMeHTaluus, BKIYas npefocTaBnsemMmoe nocTasLyKoM
ycnyr SLA

- [loroBopHas oKyMeHTauus
- llokymeHTauus, onpegensiollas Tpe6oBaHus

M3yueHue/lNpoBepka

B cnyyae BHYTPEHHUX CETEBbIX YC/YT NPOBEPUTbL, TAKOBbI JIN. Kak
OMMCaHo B MPOEKTHOI JOKYMEHTALMM Ha CETEBbIE YCIyry, ycTa-
HOBKM CUCTEMbI, UCMO/NbL3YEMOI1 A1 CETEBbLIX YCyr

- KoHndhurypauus cuctemsl
- MNpoekTHas AOKyMeHTaLuMsA Ha ceTeBble YCnyru

M3yueHune/lpoBepka

B cnyyae BHYTPEHHUX CETEBbIX YCYr MPOBEPUTb, TAKOBbI /IN. Kak
OMMcaHo B NPOEKTHOW AOKYMEHTALMUN Ha ceTeBble YCYri, 3anucu
CYLLECTBYHOLLUX CUCTEMHbIX XXYPHA/IOB perncTpaumm, ncnonb3sye-
MbIX /151 CETEBbIX YCNYT.

MprMepbl 3an1ceit, OTHOCSLLUXCA K CETEBbIM yCyram:

- ayTeHTudmKaLms;

- WudppoBaHue;

- Mepbl U CPeACTBa KOHTPO/A U yNpaB/ieHns ceTeBbIMU CoenHe-
HUSAIMU;

- CKOPOCTb KOMMYTaLWK;

- peakuus (B cnyvyae OHNaHOBbIX CUCTEM);

- NPOAO/MKNTENBHOCTL NPOCTOS

- CMCTEMHbIE XYpPHasbl perucTpaumm
- MpegynpeauTenibHble CUTHASIbI TPEBOTY
- MpoekTHasi LJOKYMEHTALWS Ha CeTeBbIE YC/yru

M3yueHne/HabnwogeHne
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A.6 TexHuyeckas NpoBepka Mep U CPEACTB KOHTPO/A 1 ynpaBfeHus Ans o6s3aHHOCTel

Mepa u cpepcT-
BO KOHTPOSIA ”
ynpasneHuns

JononHutens-
Hasa TexHuye-
ckasi MHpopma-
umsa

1 CraHgapt
peanusaymu
6e3onacHo-
ctU

TexHnyeckoe
npvmevaHme
K cTaHAapTy
peanusauuu
6e3onacHo-
CcTn

11

12

13

nonb3oBateneu

MCO/M3K 27002 11.3.1. icnonb3oBaHue naposei
Monb3oBaTenu J0/MKHbI NPUAEPXNBATLCA 0OLLENPUHATON NpakTukn B o6nactn 6e3o-
nacHoCTV Npu BbIGOPE U 1CNOMNb30BaHUN naponei

[na npegoTBpalleHnss HeCaHKLMOHMPOBAHHOIO A0CTYNa K KOMMNbIOTEPHbLIM pecypcam
cnepyeTt co3faBaTtb Naposin U XpaHUTb MX B CEKPETEe OT TEX. KOMY He paspeLleH foc-
Tyn.

Maponesas ayTeHTUUKaUWA - 3TO MeTog ayTeHTudmkauum nonb3osaTens, NCnosb-
3yeMblii HECKONbKMMU pecypcamMm, TakMMU Kak onepaunoHHble CUCTeMbI, MPOrpammsl,
6a3bl AaHHbIX, CETU UNn Beb-caiiTbl. KauecTBO Napons 3aBUCUT OT ero A/IMHbI 1 BUAA
CMMBOJIOB, Taknx Kak 6yKBeHHO-LM(POBbIE CUMBOJSIbI U 3HAKM.

B HEKOTOPbIX ONepaunoHHbIX cMcTeMax, Takmx kak Windows, y nonb3oBateneii MoxeT
6bITb BO3MOXHOCTb KOH(pMIypMpoBaHna napameTpoB NOAMTWKM naponeii. C apyroi
CTOPOHbI, pa3paboTUnKN NPUNOXEHNIA MOryT paspaboTaTtb PYHKLUI0 ayTeHTudmKauum
ONS KOHUTYPYUPOBaHUA NOIUTUKN Naponei.

CneuunanncTbl Mo OLEHKe A0/MKHbI OLEeHUTb adhekTUBHOCTb hyHKUMIF aBTOpU3aLmmn ¢
naponsMu, pasMeLleHHbIX Ha BblYNC/IMTENbHbIX CPeACcTBaX, 1 COOTBETCTBYIOLLYIO pa-
60Ty 3TUX PYHKLMIA

BbI60Op kaueCTBEHHbIX Naposiei 4OCTaTOYHON MUHUMAsIbHON A/INHbI, KOTOpbIE:

1) Nerko 3anoMuHarTCs;

2) He OCHOBaHbl Ha TOM. YTO KTO-TO APYroil MOXeT flerko oTragatb Uan NoayunTb,
MCMO/Ib3YyS CBA3aHHYI0 CAAaHHbIM NMLOM MHpopMauuio, Hanpumep, hamunnm, Home-
pa TenedoHOB, faTbl POXAEHUA UT. 4.;

3) HEeBOCNPUUMYMBBI K aTakam MeTogoM nogbopa no ciosapko (T. €. He COCTOAT U3
CNOB, BK/IHOYEHHbIX B C/I0BApW);

4) He COCTOAT M3 NocnefoBaTeNbHbIX, UAEHTUYHBIX, NOTHOCTbIO LUMPOBBIX UK
NOJIHOCTb BYKBEHHbIX CUMBOJIOB

Maponu, KoTopble Nerko 3anoOMHUTL APYromMy nonb3oBaTesnto, ya3BuMbl B Le/IoM

MpakTnyeckoe MpoBepwuTb, NponucaHbl M B NONUTUKE Naponelt opraHnsawmm

pPyKOBOACTBO npasuna Bbibopa naponei

Mpeanonarae- - MonnTrka naponeii opraHusauumn

Mble CBUAeTe b-

cTBa

MeTtoa M3yuyeHneYlpoBcpka

MpakTnyeckoe MpoBepuTb, TaKOBbI /IN. Kak ONMCaHO B NOUTHKE Naponeit opraHu-

pyKOBOACTBO 3auun. yCTaHOBKY KOHMpMrypauum cuctembl (MOANTUKa naponei
CHUCTEMBI)

MNpepnonarae- - KoHdpurypauumsa cuctemsl (nonmTrka naponei cuctembl)

Mble cBuaeTenb- - MonnTrka naponei opraHnsaumm

cTBa

MeTopa M3yueHneYHabnogeHve

MpakTnyeckoe MpoBepuTb, OTPAXEHO N U3MEHEHME NoNb3oBaTeNaMu naponei B

pyKOBO/CTBO XypHasax perucrpaumm

Mpeanonarae- - CUCTeMHBIN XypHan perncrpauum

Mble CBUAETe/b-

cTBa

MeTtopa M3yueHneYHabnoaeHne
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MpunoxeHne B
(cnpaBo4Hoe)

Havano cbopa nHdopmauum (OTIMYHOM oT UT)

Begywuii ayautop B rpynne, NpoBoAsLieli NPoBepKy Mep v CPeAcTB KOHTPO/IS M ynpaBneHust MHop-
MauVOHHOI 6e30nacHOCTbiO, AO/DKEH Ha3HayaTb ayavTopa, NPOBOASLLEr0 NMPOBEPKY Mep U CPeAcTB KOH-
TPOSI M ynpaB/ieHUsl, C COOTBETCTBYHLLEN KOMNETEHTHOCTbIO M ONbITOM A/151 KaxAol obnactu nHdopmauu-
OHHOW 6e30nacHoOCTH.

Mo KaxAol ykasaHHOI HUxXe cdepe NS COOTBETCTBYHLLErO MepcoHasa NpuBeAeH He ucuyepnbiBato-
LM nepeyveHb NPYMEPHbIX BONPOCOB.

B.1 KagpoBsble pecypcbl 1 6€30NacHOCTb

a) YyBCTBYET NI NepcoHas cebs OTBETCTBEHHbLIM U/W/IM NOAOTYETHLIM 3a CBOMW AelCTBUA?

b)  CyllecTBYIOT 1 «Ha MecTe» cneuuanucTsl, obnagatoLme sHaHnamMm no obecneveHunto 6esonac-
HOCTW U MH(OPMaLMOHHON 6e30MacHOCTH, 1A OTBeTa Ha BOMPOChI, MOTUBALMM NepcoHana u npepoctas-
NeHnsa HeobxoaMMoro pykoeogcTea?

c) ABNATCA NN NPYMeEHseMble MOSIMTUKM 1 npoueaypbl YeTkuMu 1 SMARTL' (KOHKpPETHbIMU, U3Me-
PYMbIMU. MPUEMNIEMbBIMU, PEANNCTUYHBIMU, NPUBSA3AHHBIMU KO BPEMEHW)?

d) OcyuwecTBnsieTCA M HAeM nepcoHasia B COOTBETCTBUM C OXNAAEMbIMU «ONepaLyoHHbIMU» 3Ha-
HUAMKN?

e) FBNSeTCA NN NepcoHan 3ac/yXuBatoLyM A0BEPUsi, YTOObl 06pallaTbCa C YyBCTBUTE/IbHOW WH-
dopmaumeli n cuctemamu, KOTopble MOryT NogBepratb ONacHOCTW MPOLO/MKUTENBHOCTL CYLLEeCTBOBaHUSA
opraHusauun?

f) ABnseTca M nepcoHan Taknum, KOTOPOMY MOXHO MOJSIHOCTLIO AOBEPATL?

a) Kak onpegensaerca n nsmepserca gosepue?

B.2 Monutunkmn

a) Wepapxums:

i) BbIBOAATCS /N MOSIMTUKU MHDOPMAaLMOHHOW 6e30nacHOCTU 13 Lenei busHeca v obwein nonu-
TUKM 6e3omnacHocTn?
ii) KaK OCyLLeCTBNAETCA CBA3b Mexay nonutukamu UT. KagpoBbIMKU NOAUTUKAMU, NOANTUKAMM

npuobpeTeHua n T. 4.?

b) MonHora:

i) paccMmaTpvBatoTCa N1 B MOAMTUKAaX BOMpOChbl o6ecneyeHns MHopMauvoHHON 6e30nacHoCTu
BO BCeEX CeKkTopax AeAaTesbHOCTW 6u3Heca (kagpoBoMm, dmanyeckoM, WUT, npodax, NpPOM3BOACTBA, Hay4HO-
nccnenosatenibCKOM. OTOBOPOB U T. A4.)?

ii) ABNATCSA NN NONUTUKM MOMHLIMU B NIaHE 0XBaTa cTpaTernu, TakTUku 1 onepaumin?
c) dopmynuposka:
i) chopMupoBaHbl M MOAUTUKM N0 MPUHLUMY  «KOMUA-BCTaBKa», W3M0KEHHOMY B

MCO/M3K 27002, nnu xe Lenn KOHTPONS U Mepbl U CPefCcTBa KOHTPOA U yrnpaBieHUs Npucnocob6/ieHbl K
KOHKPETHOMY KOHTEKCTy?

ii) HanucaHbl /I NOSIMTUKM C YeTKOol naeHTudukaumeidi 0TBETCTBEHHOTO Nnua (nmu)?

iii) oXugaemoe B pamkax NOAUTUMKM WM Npouenypbl AeiicTBre A0/MKHO paccmaTtpyBaTb «OCHO-
BOMnosaratoLme» BOMNPOCHI: KTO. KOrAa, 3a4em, 4To. rae. kakuMm obpasom:

- ecnm nuuo (KTo), OTBETCTBEHHOE 3a BbINOJIHEHUE [eATEe/IbHOCTU, He onpejesieHo, TO KTo byaeT
[ocCTuraTb YyCTaHOB/IEHHbIX Lienein?

- ec/M nnaHoBoe BpeMms (Koraa) 415 BbINOJIHEHUA AeATeNbHOCTU He onpefeneHo, To 6yaeT /in oHa
Havarta 1 3aBepLieHa B JO/HKHOe BpemMa?

- ec/v 3afjava Wi uesnb AeATesbHOCTU He onpejeneHa (3ayem), To 6yaeT N AeAaTeNbHOCTb npa-
BWU/IbHO NOHATA, a ee 3HaYMMOCTb afleKBaTHO yyTeHa?

- ecnv cama fieAaTenlbHOCTb (4TO) He onpefenieHa, To kak 6yA4eT BO3MOXHO ee BbINONHUTL?

SMART (Self-Monitoring Analysis and Reporting Technology) - TexHoOM0r1us caMOKOHTPO/IS, aHann3a u cocTas-

NeHna anarHoCTUYecKnx oTYETOB.
36
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- ecnun fesiTeNbHOCTb He onpeAensieT 06bEeKT, MecTo, MPOLEeCcC, NHPOPMALMOHHBIA akTUB UIN «Me-
py ¥ CPeACTBO KOHTPONS U ynpaB/ieHUsi», Ha KOTOpble OHa AOJ/HKHA OkasbiBaTb BNusHue (rge), To KakoBa
6ynet ee a(hPEKTUBHOCTL?

- ec/nu AesSTenbHOCTb B MpoLUEeAype YETKO He onpeaensieT, Kakum 06pa3oM BCe AO/HKHO BbINOJHATb-
CA. TO Kak OHa MOXeT 6bITb BbIMO/IHEHA NPABUILHO (Kaknm obpa3om?)

- ec/nn AesaTeNbHOCTb Takke He onpefensieT nokasatenu n Mepbl U CPeACcTBa KOHTPONA U ynpasse-
HWSA, HaMpaBJ/IeHHbIE HA NPOBEPKY €€ PasBUTUSA U OCTKEHMUSA Liesieil, TO Kak opraHu3auns MoxeT 6biTb yBe-
peHa, YTo LeNn AOCTUrAKTCSA MU MOTYT ObITb JOCTUTHYTHI?

iv) CylecTBYHOT M Mepbl M CpeAcTBa KOHTPONS U ynpaBfieHUs M cpeja NpoBepku, 4yTobbl onpege-
NTb, MPUBOAATCA NN B feiCTBUE 1 peann3yroTCsa N NOMOXEHNS NOMNTVKWA U fOCTUTalTCsa N Lenmn?

V) uenu B hOpMY/IMPOBKE MOSUTUKA AOSDKHbI YunTbiBaTh KpuTepun SMART (KOHKpeTHble, n3Mepu-
Mble, MpUemMsieMble, peanMcTUYHble, NMpUBA3aHHbIe KO BpeMeHn). Ecnm e 3Toro He NpoucxoaunT, To:

- He OoT/IvaloLLMecss KOHKPETHOCTbIO Le/In HeNerko siCHO oco3HaTth, a Auuo(a). oTBevatollee(ne) 3a
NX JOCTMXKEHME, 06bIYHO He onpeaeneHo(bl);

- eCcnn uefb He IBNSIeTCA U3MEPUMONA, TO Maso LWaHCOB, YTO OpraHu3aLms CMOXeT NpoBepUTb, J0C-
TUTaeTcs OHa WK HeT;

- ecnu uenb He coobliaeTca nepcoHasny n Henpvemsema A/s nepcoHasna, KoTopomy npugetcs cre-
[loBaTb eil, TO Be/MKka BEPOATHOCTb TOr0, YTO Mepa W CPeAcTBO KOHTPONA U ynpasnieHus 6yfeT Henpasusb-
HO MOHSAATa, oboligeHa UM «OTKIYeHa;

ecnv ueNb HepeasiCTUYHa MO OTHOLUIEHWI0 K peasibHbiM BO3MOXHOCTSIM OpraHu3auuu, To Masio
LIAHCOB, YTO KOTAa-HMOYAb OHa ByAeT AOCTUTHYTA,;

- ecnu uenb He onpejesnieHa Mo OTHOLEHWIO KO BpeMeHu (Korga oHa AO/HKHAa 6biTb AOCTUTHYTA, KO-
roa npeanonaraeTcsl HayaTb AeSATENbHOCTb U T. 4.). TO CyLecTByeT 60/blias BEPOSATHOCTb TOF0, YTO HUKA-
Kne oeicTBus He ByAyT NpeanpuHATHLI U LeNb HUKorAa He 6yaeT AOCTUrHyTa.

B.3 OpraHusauusa

a) OnpegeneHa M n pacnpegeneHa M COBOKYMHOCTb poneil n o06A3aHHOCTER, HEOOXOAUMbBIX U
[OCTATOYHbIX AN BbINOMHEHNA Lenei 6u3Heca ¢ y4eTOM KOHKPETHOrO KOHTEeKCcTa U orpaHuyeHmnin?

b)  OnpepgeneHa v cBA3b C BHELUHUMU opraHaMmn?

c) BosnaraeTtcsa M 0TBETCTBEHHOCTbL 3a o6ecrneveHne 6e30MacHOCT Ha BHELIHUE Pecypcebl, ecn y
opraHv3aLuy HeT BHYTPEHHUX BO3MOXHOCTER?

d) PaccmatpuBatoTcsi I BONpockl MHYOPMaLMOHHOM 6€30NacHOCTU B ,OroBOpax?

B.4 ®usnyeckas 6e30nacHOCTb U 6€30NacHOCTb BHELWHEN cpeapbl

B.4.1 BesonacHbl Nn naowagkn 4ns8 nHopmayun?

a) «30HbI»

i) ABNATCA NV NAowagkv, LOCTyMHble AN Ny6/auku, [OCTAaTOYHO W30/IMPOBaHHLIMW OT
nnowagok ansa usHeca?

ii) onpefeneHbl N1 30HbI, TAe obpabaTbiBaeTcs Hanbonee KpuTnYHas nHgopmayms (nepco-
Ha/IoM MAn cucTeMamy UHPOPMALMOHHBIX U KOMMYHUKALUMOHHBIX TexHonornii (MKT)?

iii) [OCTaToOYHO NN U30NNPOBaHbl 3T «bBe3onacHble 30Hbl», YTO6bl usbexarb obmMeHa WH-
hopmauuein?

b) MecTopacnonoxeHuns

i) ABNAIOTCA N pas/inyHble 30Hbl YETKO OnpefesieHHbIMU U COOTBETCTBYOLWUM 06pasom
pacnosioXeHHbIMN?

i) ABNAIOTCA NI «TPaHULbl» (CTEHbl, MOTOMOK, MO W T.[A.) YEeTKO onpefeneHHbIMKU, a WX
NPOYHOCTb COOTBETCTBYIOLLEN A1 3aLMTbl COAEPXALLUXCA aKTUBOB?

iii) NPUCYTCTBYET NI COOTBETCTBYHOLLAA MapKNpOBKa MECTOMOMOXEHNNA, 1 HAXOAATCA NN KpU-
TUYECKMEe 30Hbl BHE MONSA 3PEHUA «MNOCTOPOHHUX NTUL»?

c) «Bxoppbl/BbIXOAbl » - TOYKM AOCTYyNa

i) obecneunBaloT M OKHA U [ABEPU W «MPOXOAbl» Yepes rpaHuLbl Takylo Xe 3aliuTy, Kak
«rpaHuLbl», KOrAa OHU 3aKpbITbl?

i) CylecTBYeT /M COOTBETCTBYKLLEe ynpasBfieHne LOCTYNoM [ANS BXofja B W Bbixoja u3
«MEeCTOPACMNOMIOKEHUSA »?

iii) CyLecTBYeT N crucTeMa npeaynpexaeHns BTOPXKEHUA?

iv) CYLLECTBYIOT /N «3anacHble BbIXOAbl», NpeAycmaTpuBaloLLme AOCTaTOUHYI0 MOGUILHOCTb

uHdopMaLuu, naein n obopyaoBaHua?
d) Kopuaopbl 1 «nyTuns»
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i) onpefesneHbl M «NyTU» K 30HaM 1 NowafKam:
nyTv gnsa niogen;
kabenu (nytm ana nHopmaumm);

i) CYLLeCTBYIOT N anbTepHATUBHbIE MyTW?

ii) obecneunsaroTcs M 3awmTa U MOHUTOPUHT 3TUX «NyTEn»?

e) MOHUTOPUHT

i) MOTyT /I pecypcbl MOHUTOPVHIa obecneynBaTb BiiAeHUE. HE BYAyUN YBUAEHHBIMUN?
ii) MOTYT 1N pecypcbl MOHUTOPUHIa YBUAETL BTOPXEHME, NOAB/AOLWEeecs nsganexka?
iii) Korfa MOHUTOPUHT aKTUBEH?

iv) TAe N Kak XpaHATCS 1 aHaIM3npyroTCsa 3anucu?

f) Okpyxatolas o6cTaHOBKa

i) ABSETCHA /1IN OHA COOTBETCTBYIOLWEN AN XpaHeHusa nHdopmanun?

ii) ABNSAETCS NIN OHa HaAnexaliM o6pa3oM pasMeLLeHHOW?

iii) (OYHKLMOHUPYET /IN. KaK 0Xnaanocb?

B.4.2 Be3onacHbl nu nnowaaku ana UKT? (AcnekTbl BHELWHER cpefbl)
a) OHeprocHabxeHne

i) [ocTaToyHoe/cooTBeTCTBYOLLEE?
i) anbTepHaTuBHoe?

b) KoHAuumoHnpoBaHue Bo3ayxa

i) [ocTtaToyHoe/cooTBeTCTBYOWEE?
%) anbTepHaTuBHOE?

c) CpepacTBa noxapoTyLleHns

i) [ocTaTo4yHble/cooTBEeTCTBYOWME?
i) anbTepHaTuBHble?

B.4.3 BesonacHbl 1 naowagku gns nogein?

a) CyLecTBYIOT /X 3anacHble BbIXofbl (C COOTBETCTBYOLWMMN MeEpPaMu U CpeAcTBaMU KOHTPOSSA K
ynpaBneHuns)?

b) MpeacTaBnalT NN «yTeukn» (371EKTPOIHEPrMn, BOAbI. rasa, XWAKOCTei) noTeHuuasnbHy onac-
HOCTb A5 loaen?

c) MpefctaBnAwT M TemnepaTypa, BNaXHOCTb, BellecTBa M BubGpauun MNOTeHUMasbHYl0 onac-
HOCTb 419 Ntofein?

d) Pa3smeltaeTca nm obopygoBaHue Takum o6pasom, YTOGbI IOAWM HE UMENU BO3MOXHOCTU MOsy-
YATbL TPaBMy?

e) OnpegeneHbl NN «BXOAbI/BLIXOAbI» W YNPaBAATCA /I OHU TaK. YTO6LI JIIOAN HE UMESIN BO3MOX-
HOCTW MOJSTy4nTbL TpaBmy?

f) YcTaHoBneHa in 1 NOAAEPXKMBAETCA NN OKpyXatoLwas obcTaHoBKa Takum 06pasom, YTo6bI 1oam
He YMenn BO3MOXHOCTU NOy4uTb TpaBMy?

B.4.4 MeHeXMEHT MHUNAEHTOB
a) OnpegeneHbl M MHUNAEHTbI MHOPMaLVOHHOW 6e3onacHoCT?
b)  CyllecTBYIOT /i1 BO3MOXHOCTY pearmpoBaHunsa Ha WHUMAEHTbI MH(OPMALMOHHONM 6e30nacHoCTH:

i) pykoBogacTBa?
ii) poneii n o6s13aHHOCTER?
iii) CpeacTB 1 pecypcoB?
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Mpunoxexnne OA
(cnpaBouHOE)

CBefleHVs1 O COOTBETCTBMM CChIJIOYHbIX MeXAYHapOoaHbIX CTaH4apToOB
HauMoHaNbHbIM CTaHgapTam Poccuiickon degepaunn

Ta6nuuya OAN

O603HaueHNe CCbIIOYHOro CreneHb O603HaYeHVe 1 HavMeHOBaHVe
MeXayHapoaHOro COOTBETCTBUSI COOTBETCTBYHOLLIETO HALMOHAUTbHOTO CTaHAapTa
CTaHaapTa
MCO/M3K 27000:2009 HOT FOCT P NCO/M3K 27000-2012 NHopmauoHHasA TEXHO-

norus. MeToabl 1 cpeacTBa o6ecnedeHns 6€30MNacHOCTU.
CucTeMbl MeHeAXXMeEHTa UHPOPMALMOHHO 6e30MacHOCTY.
O6LWuit 0630p 1 TEPMUHOIOTUSA

MCO/M3K 27002:2005 oT FOCT P MICO/M3K 27002-2012 WHopmaunoHHas Tex-

Honorua. MeToAbl 1 cpefcTBa obecneyeHnss 6€30NacHOCTU.

CBOJ, HOPM 1 NpaBua MeHeAXMeHTa UH(OPMaLMOHHO
6e30macHoCTU

MpumeyaHue - B HacTosiLein TabvLe UCMOMb30BaHbI CrieytoLLe YCIoBHbIE 0603HAYEHMS CTENEHN COOT-
BETCTBUA CTaHAapTe»:
- HOT — ngeHTUYHbIE CTaH4APThI.
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