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Mpegncnosne

Llenv v npuHUMnbl cTaHgaptusaumm B Poccuiickoin defepaumn ycTaHOBEHbI
depepanbHbIM  3aKOHOM OT 27 pekabpa 2002 r. Ne 184-#3 «O TexXHMYeCKOM
perynupoBaHun», a npasuia MNPUMEHEHUS HaLUOHa/IbHbIX CTaHA4ApToOB Poccuiickol
depepaynn- TOCT P 1.0-2004 «CraHgaptulaumss B Poccuiickoin  depepaunn.

OCHOBHbIE MOJIOXKEHUSA».

CBefeHUsi 0 cTaHaapTe

1MNOArOTOBJ/IEH O6LLIecTBOM C OrpaHWMYEHHOI OTBETCTBEHHOCTHH «Hay4Ho-
npoussoacTBeHHaa dmpma «Kpuctann» (OO0 «HM® «Kpuctann») n O6wectBom C
OrpaHu4eHHow OTBETCTBEHHOCTLIO «/IHhOpMaLMOHHBIi aHanMTU4YecKuii
BblUMCANTENbHBI LeHTp» (OO0 «WMABL|») Ha OCHOBE COGCTBEHHOrO ayTEHTUYHOrO

nepeBoa Ha PYCCKWI S3blK MeX/AyHapoaHOro CTaHAapTa, YkasaHHOro B NyHkTe 4

2 BHECEH TexHn4yeckum KOMUTETOM no cTaHgapTusaymu TK 22

«/HhopMaLMOHHbIE TEXHOMOMU>»

3 YTBEPX/EH W BBEAEH B AENCTBVIE npukaszom defepasibHOro areHTcTaa

Mo TEXHUYECKOMY PEerynmpoBaHuio U MeTponorum ot 24 ceHtaopsa 2012 r. Ne 426-ct

4 Hactosiumii CTaHzapT NOEHTNYEH MexayHapoaHoMy cTaHgapTy
NCO/M3K 27031:2011 «WHhopMaumoHHas TexHonorua.  MeTtoapl U cpencrsa
obecrneyeHnss 6e3onacHocTu. PykoBOACTBO MO TOTOBHOCTU  MHGpOpMaLMOHHO-
KOMMYHVKALIMOHHbIX ~ TEXHOMOMMIA K 0BecrneyvyeHnio  HenpepbIBHOCTW — BGu3Heca»
(ISO/IEC 27031:2011 «Information technology - Security techniques - Guidelines for

information and communication technology readiness for business continuity»)

HanmeHoBaHune HacCTosALWero CTaHOapTa N3MEHEHO OTHOCUTEJIbHO
HaMMeHOBaHNA YyKa3aHHOro MeXayHapogHoro crtaHaapta Agna  npueBegeHusa B

cootBeTcTBMe ¢ FOCT P 1.5 (nyHKT 3.5).

Mpy NPUMEHEHMM HACTOALLETO CTaHAApPTa PEKOMEHAYETCS UCMO/b30BaTh BMECTO
CCbI/TOYHbIX MEXAyHapoAHbIX CTAHAAPTOB COOTBETCTBYIOLIME WM  HaAUWOHa/IbHbIE
CTaHgapTbl Poccuiickoii  degepaunn, CBefeHVWS O KOTOPbIX MpvBeAeHbl B

[OMOMHUTENIbHOM NpunoxeHun OA

5 BBEJEH BIMEPBbIE
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WHdopmauusa 06 W3MeHeHMAX K HacTosdweMy cTaHdapTy nybnvkyeTca B
€XerofHo n3gaBaeMoM WH(popMauMOHHOM yKasaTene «HauuoHanbHble CcTaHgapThi», a
TEKCT W3MEHEHWA U MNOnpaBOK - B EXEMEeCAYHO U34aBaeMblX WHGOPMALVOHHbIX
ykasaTensax «HauuoHanbHble cTaHfapTbi». B cnyyae nepecmoTpa (3ameHbl) wam
OTMeHbl HACTOAWEro cTaHjapTa COOTBETCTBYyWLUEee YyBeJOM/eHne 6yneT
ony6nkoBaHo B eXXemMecsyHo n3gaBaemMom MHOPMALMOHHOM  yKasaTene
«HaumnoHanbHble cTaHgapThi». COOTBETCTBYyWOWAsas WHOPMaUus, YBEAOMIEHUS U
TEeKCTbl pasmeLLalnTCca Takke B UHOPMAaLUMOHHON cucTemMe 06LLero nosib3oBaHns - Ha
othmumanbHoM  cailTe  HauuoHanbHOro  opraHa  Poccuiickoin — degepauuy  no

CTaHdapTusaumm B ceTun MHTepHeT

© CraHpaptuHdopwm, 2012

HacTosiwpnii cTaHgapT He MOXET ObiTh MOMHOCTLIO WM YaCTUYHO BOCMPOU3BE/EH,
TUPAXUPOBAH W pacrnpocTpaHeH B KayecTBe oUUMaIbHOTO M3fgaHusi 6e3 paspeLleHust

HaUMOHa/IbHOTO opraHa Poccuiickoii degepaumm no cTaHaapTUsaumm
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BeepgeHue

VHdopmaunoHHO-KOMMYHUKaUMOHHble  TexHosnornmn  (MKT) co BpemeHeM cTanmu
COCTaBHOWM 4acCTbl0 MHOMMX BUAOB AEATENbHOCTU, SABNSAIOLWMXCHA 3NIEMEHTaMU KPUTUYECKNX
NH(PACTPYKTYp BO BCEX CeKTopax: [oCyfapCTBEHHOM, YaCTHOM WM OOLLECTBEHHOM.
PacnpocTtpaHeHne WIHTepHeTa U ApPYrnMX 3MEKTPOHHbLIX CETeBbIX YCAYr UM COBPEMEHHbIE
BO3MOXHOCTM CUCTEM W NPUKIAAHbLIX NPOrpaMm Takke O3HauvalT, YTO opraHuM3auumn Ctasu
ele 6onee 3aBUCUMbI OT 3aCNyXVBaWOLWMX [A0Bepus, HaOexXHbIX W 6e30nacHbIX

nHppacTpykTyp VKT.

Mexay TeM. NoTPebHOCTb B MeHeKMEHTE HenpepbiBHOCTU 6usHeca (MHB), Bkntoyas
rOTOBHOCTb K  MHUMAEHTaM, MNJaHMpoBaHWe  BOCCTAHOB/IEHWA  nocne  6eAcTsus,
pearvpoBaHue Ha upe3BblyaiiHble CcuTyauum W UX MEeHeMKMEeHT, Oblia npusHaHa u
NOAAEPXKMBAETCA B KOHKPETHbIX 06/1acTAX 3HaHWAMW, ONbITOM, W pas3paboTaHHbIMU K
ony6snKoBaHHbIMW 3@ MOCAefHWe TroApl CTaHAapTamu, BKAKYas MexAyHapoAHble
CTaHZapTbl MO MEHEKMEHTY HENPEpPbLIBHOCTU 6r3Heca, paspaboTaHHble ICO/TK 223.

MpumeuyaHne - B WCO/TK223 HaxoguTca B npouecce pa3paboTkM COOTBETCTBYHLLMWIA

MeXAYHapOoHbI/i CTaHAAPT N0 MEHEIKMEHTY HenpepbIBHOCTM 6u3Heca (MCO 22301).

Céoun ycnyr WKT, Bkyas BO3HUKHOBEHME TakuxX Npobrem 6e30nacHOCTH, Kak
BTOPXXEHUE B CUCTEMY WM MHMLMPOBaAHWE BPeAOHOCHONM NporpaMmMoit, 6yayT okasbiBaTb
B/IMSIHNE Ha HEMNpPEepbIBHOCTb onepauuini 6musHeca. CriegoBaTesibHO, MeHemKMeHT WIKT u
CBSi3aHHasA C HUMW HEMPEpPbLIBHOCTb, a Takke Apyrue acnekTbl 6e3omacHoCT hOpMUpPYHOT
K/l0UEBYI0 YacTb TpeboBaHuUii Mo obecneyvyeHnto HenpepbiBHOCTM Gu3Heca. Kpowme Toro, B
OOMbLUMHCTBE C/lydyaeB KpuTuMdeckme yHKUMM OGU3HEeca, KoTopble HeobxoAumbl Ans
obecneyeHnss HenpepbIBHOCTN 6GU3Heca, 06blYHO 3aBucAT OT WKT. Takas 3aBUCHMOCTb
O3HavaeT, 4YTo HapyweHuss VKT MoryT co3gaBatb CTpaTermyeckue pucky gnsa penyraymu

opraHvsauuy n ee BOIMOXHOCTY (OYHKLIMOHUPOBaHWS.

Ons MHormx opraHmsaumii rotoBHocTb VKT sBnsieTca BaxHelwen cocTaBnsioLlein B
peanu3aumn MeHefKMeHTa HenpepbIBHOCT 6u3Heca M MeHeMKMeHTa WMHOPMAaLMOHHOW
6esonacHocTh. YacTblo peasm3auum U (PYHKLUMOHMPOBAHUS CUCTEMbI MEHEeLKMEHTA
nHdopmarmoHHoin 6e3zonacHoctn (CMUB), onpegenerHoli B8 ICO/M3K 27001, 1 cucTembl
MeHe[KMeHTa  HenpepbiBHOCTM  6m3Heca  (CMHB),  COOTBETCTBEHHO,  SBASETCS
HEeo6X04UMOCTb pa3paboTkv U peasm3aumn niaHa obecnedeHuns rotoBHoctn yenyr UKT gns

obecneyeHnss yBepeHHOCTU B HEMPEPLIBHOCTU BM3Heca.

W
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B pesynbtate 3h(PEKTMBHOCTb MEHEMKMEHTA HENpPepbIBHOCTN 6GU3HEca 4acTo
3aBUCUT OT pakTU4eckoli rotoBHocTM VIKT, obecneunBatolleil yBepPEHHOCTb B TOM. YTO B
nepuof HapyLleHUs NPOAO/MKAOT BbIMNOMHATLCA LE/IN opraHu3auun. 3To 0CO6EHHO BaXkKHO B
CBS3W C Tem, 4YTO MnocreacTBus HapyweHuin WKT yacTo WMeKT AOonoSHWUTENbHbIE

OC/TIOXHEHUS, BYayun CKPbITbIMU U (UNKN) TPYAHO 06HAPYXMBaEMbIMU.

Utobbl opraHusauumsa gocturna rotoBHoctM WKT K o6ecneyeHuto HenpepbiBHOCTU
6usHeca  (TMKTOHB), eli  HeobxoguMO  BBECTM  CUCTEMATUYECKWI npouecc
npeaynpexaeHns, NporHo3vupoBaHWs W MeHemkmeHTa HapyweHuidi VKT 1M MHUMAEHTOB,
061ajaoLWyX BO3MOXHOCTbIO HapyLleHus ycnyr UKT. flydwe Bcero aToro MOXHO A0CTWYb
nytemMm npumeHeHus a3 uukna  «lnaHuposaHue - OcyllecTBneHue - poBepka-
Oenctene» (POCA - Plan-Do-Check-Act) kak yacTn cucteMbl MeHegpkmeHTa B TMKTOHB.
Takum cnoco6om MMKTOHB 6yaeT noagepxvBaTb MeHeMKMEHT HEMPEPbIBHOCTU OM3HECa,
obecneyvBas yBepeHHOCTb B COOTBETCTBYHLWEN ycTonumsoctn ycnyr KT 1 BO3MOXHOCTK
NX BOCCTAHOB/IEHWA [0 3apaHee OnpefesieHHbIX YPOBHEN B pamkaxX BPEMEHHbLIX CPOKOB,

Tpe6yeMb|x N cornacoBaHHbIX OpFaHI/I3aLI|I/IeI7I.

Tabnuua 1- Uukn «MnaHnposaHuve - OcyuwecteneHve - Nposepka - [Jeicterue» B
MKTOHB

MnaHnpoBaHue YCTaHOBMEHWE MOMMTUKK, LENei, nnaHoB, MNpoLeccoB W npoueayp
MMKTOHB, OTHOCALMXCA K MEHEe)KMEHTY puUCKa W COBEpPLLEHCTBOBAHUIO
rotosHoctn WIKT, p[na [OOCTUXEHWUS pes3ynbTatoB B COOTBETCTBUMM C
o6LWMMN NONUTUKAMU U LensaMu obecrneyeHus HenpepbiBHOCTUM Bu3Heca

opraHunsaumnmn

OcyLueCTBﬂeHMe BHegpeHUA © BbINOMIHEHWE MOSIUTUKW, Mep W CPencTB KOHTpPONa WU

ynpasneHus, npoteccos 1 npoueayp NKTOHB

MpoBepka OueHka w1, rae 3aTo NPYMEeHMMO, U3MepeHue nokasartesieil apdekTMBHOCTH
npovecca no oTHoleHuo K nosimtuke NMKTOHB, Lensam 1 npaktmyeckoMmy

OMbITY, U yBEeJOM/IEHNE O pe3y/bTaTax PyKoBO/ACTBA [/ PACCMOTPEHNS

JelicTeue MPUHSATME  KOPPEKTVPYIOLWMX W MPEBEHTUBHLIX Mep Ha OCHOBE
pe3ynbTaToB MNPOBOAMMOI PYKOBOJCTBOM MPOBEPKU ANs1 AOCTUKEHUS

MOCTOsAHHOrO coBepLueHcTBoBaHA MMKTOHB

Ecnn opraHusauma npumeHser NCO/M3K 27001 pnsa cosgadus CMUB u  (unwn)
NPVYMEHSIET COOTBETCTBYOLWME CTaHAapThl 419 co3gaHusa CMHB, npegnoyTutensHo, YToobI
VI
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npn co3gaHnn MKTOHB y4ynTbiBaNIUChL CYLIECTBYOLWME WN NNaHUpyeMble MPOLEeCChl,
CBfi3aHHble C 3TUMKW CcTaHdapTamu. Takad CBA3b MNOMOXET nojjepxaTtb co3faHve
NNMKTOHB, a Takke TMNOMOXeT u3bexarb /0bIX [ABONCTBEHHbIX MPOLIECCOB [A/s
opraHmsaumn. Ha pucyHke 1 nokasaHo B3aumogeiictene MKTOHB n CMHB.

Mpn nnaHupoBaHun n peanm3auum TMKTOHBE opraHuM3aums MoxeT obpalarbes K
MCO/M3K 24762:2008 no BOMpPOCY MNMaHUPOBaHUS W NpeaocTaBfieHnsa  ycayr o
BOCCTaHoB/leHWNO VIKT nocne 6eACTBMA HE3aBUCUMO OT TOro, NPefoCTaB/IAITCA /U Takue

YCNYr camoli opraHv3aumein Uiy NpuBIeYEHHbIM MOCTABLLMKOM YCIIyT.

PucyHok 1- WHTerpaumsa MKTOHB n CMHB
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HALUWMOHANBbHbLIN CTAHOAPT POCCUNCKOWN ®EAEPALUN

NHbopMaLMOHHast TEXHOOUS
METOAbIl N CPEACTBA OBECINEYEHUA BE3OMNACHOCTN

PyKOBOACTBO Mo roTOBHOCTU VIH(bOpMaLI,I/IOHHO-KOMMyHI/IKaLI.I/IOHHbIX

TEXHOMOMNI K 06ecneyeHnto HenpepbIBHOCTN 6u3Heca

Information technology. Security techniques. Guidelines for information and communication

technology readiness for business continuity

Jara BBegeHus - 2014-01-01

1 O6nacTb NpMMEHEHUS

B HacTosllemM cTaHgapTe OMUCbIBAKTCA  KOHUENuUMM W MpWHUMMBI  FTOTOBHOCTU
NHOPMALIMOHHO-KOMMYHUKAUMOHHBIX TexHonoruit  (UKT) Kk obecrneyeHutio HenpepbIBHOCTU
6usHeca (OHBE), 1 npegocTaBnseTcs cucTemMa MeETOAO0B U NMPOLIECCOB ONPeAeneHns  TOYHOro
N3/TIOKEHNA BCEX AacnekToB (TakMx Kak KpuTepum 3D(EeKTMBHOCTY, NPOeKTUpoBaHue U
peanuzauus) [ANS COBEPLUEHCTBOBaHWs roToBHOCTM WKT opraHusaumm K o6ecnevyeHuto
HenpepbIBHOCTU 6u3Heca. OH NpUMEHUM A/18 60 opraHn3aumm (4acTHOW, rocysapCTBEHHO,
HerocyapCTBEHHON, He3aBUCMMO OT ee pa3mepa), paspabaTbiBalolleli nporpaMMy roTOBHOCTM
VKT k obecnevyeHnio HenpepbiBHOCTM 6usHeca (TMIKTOHB) w Tpebyloweli OT  CBOMX
ycnyr/mHdpactpyktyp  WKT  rotoBHOCTM K MoOpAepxke onepauuii  6usHeca B ciydae
BO3HWKHOBEHMWS COObLITUMA, WMHUWOEHTOB M CBA3@HHLIX C HWMU HAapYLUEHWI, KOTopble MOryT
oKasblBaTb B/IMSHME Ha HENPepbIBHOCTb (BKIOYaA 6€e30nNacHOCTb) KPUTMUECKUX (PYHKLWIA
6usHeca. OH Takxe faeT BO3MOXHOCTb OpraHu3aumn n3mepsaTb napameTpbl ahdEKTUBHOCTH,

cBsizaHHble ¢ TMKTOHB, cornacoBaHHbIM U NPU3HAHHLIM COCOGOM.

O6nacTb NPUMEHeHNs HacCTOALLEro cTaHJapTa 0XBaTbiBaeT BCe CO6bITUA Y MHUUAEHTHI (B
TOM uucne cBfA3aHHble C 6e30NacHOCTbIO), KOTOpble MOrYT OKasblBaTb B/IMSHME HA
UHGPacTpykTypbl 1 cuctembl WKT. OH BKIOYAET W pasBMBaeT MpakTU4eckne npuemsl
YPEryimpoBaHna u MeHemKMeHTa MHUUAEHTOB MHOPMAaLVOHHON 6e30nacHOCTU, a Takke ycayr
WIKT n nnaHmpoBaHus rotoBHocT LKT.

MN3paHne odpunuymnanbHoe



FOCT P MCO/M3K 27031 - 2012

2 HopmaTuBHbIE CCbI/IKN

B HacTtoswem cTaHgapte WCNosb30BaHbl HOPMAaTVBHBIE CCbUIKM  Ha  criefylolme
MeXayHapoaHble cTaHAapTbl. N8 AaTUPOBaHHbIX OOKYMEHTOB MCNOMb3YHOT TOMBbKO YKaszaHHOe
nsgaHve. [OnA  HefaTUpPOBaHHBLIX [OKYMEHTOB WCMOJb3YIOT camMoe MocfnefHee wu3gaHue
CCbI/IOYHOTO AOKYMEHTA (C y4ETOM BCEX U3MEHEHUIA).

NCO/M3K TO 18044:20041 WH(popmaumnoHHaa TexHonornsa. MeTtoabl W cpefcTsa
obecneyeHnss 6e3onacHocTU. MeHeMKMEHT WHUMAEHTOB WH(OPMALMOHHON 6e30nacHOCTH
(ISO/IECTR 18044:2004, Information technology - Security techniques - Information security

incident management).

NCO/M3K 27000 WHdopmaLuoHHasa TexHonorusa. MeTtogpl M cpefctBa ob6ecrieveHus
6esonacHocT. CucTeMbl MeHemXMeHTa MHOopMaumoHHol  6e3onacHocTn. O630p U
TepmuHonorusa (ISO/IEC 27000, Information technology - Security techniques - Information
security management systems - Overview and vocabulary)

NCO/M3K 27001 WHdopmaLmoHHasa TexHonorusa. MeTtodpl M cpefctBa obecrnedveHus
6esonacHocTU. CuCTEMbl MeHemKMeHTa WHGOPMaLMOHHON 6e3onacHocTu.  TpeboBaHus
(ISO/IEC 27001, Information technology - Security techniques - Information security
management systems - Requirements)

NCO/M3K 27002 WHdopmaLuoHHasa TexHonorusa. MeTtogpl M cpefctBa obecreveHus
6esonacHoctn. CBoA nNpaBWl AN MEHeLXMeHTa  MHGOpMaunoHHOl  6e3omacHoCTH
(ISO/IEC 27002, Information technology - Security techniques - Code of practice for information
security management)

NCO/M3K 27005 WHopmaunoHHan TexHonorusa. MeTtogpl M cpefctBa obecreveHus
6e3onacHoCcTM. MeHemKMeHT puUckoB UHGopMaumoHHoin  6e3onacHoctn  (ISO/IEC 27005,

Information technology - Security techniques - Information security risk management).

" MNCO/M3K TO 18044:2004 3ameHeH Ha MICO/M3K 27035:2011.
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3 TepmMuHbI 1 onpegeneHus

Ons ueneii AaHHOrO AOKyMeHTa NPUMEHSIOTCS TEPMUHbI 1 ONpeaeneHnsl, NpuBeaeHHbIE B
MCO/M3K TO 18044, NCO/M3K 27000, NCO/M3K 27001, NCO/M3K 27002, NCO/M3K 27005

n npeacrtaB/iIEHHbIE HNXKE.

31 anbTepHaTuBHasa nfowagka (alternative  site): AnbTepHaTuBHOe — paboudee
noMeLleHne, BbIGpaHHOE opraHu3auueli A8 WCNosib30BaHWA B C/yyae, ecnn nocsie aBapum

006blYHblE onepaunmn 6usHeca He MOI'yT OCYLLECTBNATLCA B 06bIYHOM nomMeLleHun.

3.2 MeHeKMEHT HenpepbIiBHOCTN 6u3Heca; MHB (business continuity management-
BCM): LienocTHblii ynpaBfeHYeckuii npouecc, UAEHTUULMPYIOWMIA NOTEHLMA/bHBIE YrPO3bl
ONS1 opraHMsauny 1M UX BAWSIHWE Ha onepauun 6u3Heca, M obGecrneyvBatoMii OCHOBY A/
MOBbILLEHNST YCTOMUYMBOCTM OpraHvM3aumMm C BO3MOXHOCTbIO 3(DCOEKTMBHOIO pearpoBaHusi, 4To
obecneunBaeT 3allUTy UHTEPECOB OCHOBHbIX NMPUYACTHbLIX CTOPOH OpraHu3auuu, ee penytauuu,

6peHaa 1 AesTesIbHOCTU MO CO3aHNI0 LieHHOCTEN.

3.3 nylaH obecneyveHna HernpepbIiBHOCTU 6u3Heca; MHB (business continuity plan-
BCP): [lokymeHT/pOBaHHbIe MpoLeaypbl, KOTOPbIM CrieAyeT OpraHv3auus npu ocyLlecTBAeHNUM
pearnpoBaHusi, BOCCTAHOB/IEHMSI, BO30OOHOB/EHMSI 1 BO3BpaLLEHNS K 3apaHee onpefenieHHoOMy
YPOBHIO Ornepauuii nocne HapyLleHus.

MpuMeuyaHue - OO6GbIMHO OH OXBaTbiBAET pecypchbl, YCNyrM U MeponpusiTusi, HeoBxoAumble AN

obecneyeHns HeNPepbIBHOCTH KpUTUYECKUX (DYHKLNIA BusHeca.
3.4 aHann3 BnusAHUS Ha 6usHec; ABB (business impact analysis - BIA): [Mpouecc
aHa/im3a onepaTtmBHbIX beHKLI,I/II\/JI N B/TUAHNA, KOTOPOE MOXET OKa3blBaTb Ha HUX HapylleHune

OyHKLUMOHMpPOBaHNA busHeca.

3.5 kpuTnueckmin  (critical): KayecTBeHHas xapakTepucTvka, UCMofib3yemasi, 4ToObl
noAyYepkHYTb B&XXHOCTb pecypca, npouecca uim yHKUMK, KOTopble A0/MKHbI ObITb MOCTOAHHO
JOCTYMHbIMA W AENCTBYIOWMMU MM AOCTYMHbIMW U OEACTBYHOWMMU C Haubonee paHHero

BO3MOXHOIo MOMEHTa BpeMeHN nocne NHUNAEeHTa, HDGSBbIHaVIHOM cntyaummn nnn 6e,CI,CTBI/IF|.

3.6 HapyweHune (disruption): Oxupaemblii (Hanpumep, yparaH) wWAM HenpeaBUAEHHbI
(Hanpumep, HapyleHve/npekpalleHne 3HeprocHabXeHus, 3emMseTpsAceHne wuaM araka Ha
cucTtembl/mHppacTpyktypy WKT) vHUMAEHT, KOTOpbIA HapyllaeT OOblYHbIA XOA4 onepauuii Ha

nyowWaaKe opraHm3aLmi.
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3.7 BoccTtaHoBneHme WKT nocne 6eacteusa (KOT disaster recovery): Cnoco6HOCTb
anemeHtoB WKT opraHusaumm noadepxkvMBaTb €€  KpuTuueckme yHKUMKM 6GusHeca Ha

NpYeMIIEMOM YPOBHE B TeUeHNe onpeaesieHHOro Nnepnoaa BPeMeHn nocsie HapyLleHus!.

3.8 nnaH BoccTaHoBneHus WKT nocne 6eacteua (KOT disaster recovery plan - T
DRP): UeTko onpefesnieHHbIi U AOKYMEHTa/IbHO OCOPMSIEHHbLIR NiaH Mo BOCCTAHOB/IEHUIO
BO3MOXHOCTen VKT B cnyyae BO3HUKHOBEHNS HapyLLEHUS.

n punmedaHune - B HEKOTOpPbIX OpraHn3auunsax oro HasbiBakoT njiaHOM obecneueHuns HenpepbIBHOCTH MKT.

3.9 xapaktep oTkasa (failure mode): T[Mpu3Hakn, nNOCPEACTBOM KOTOPbIX OTKa3
nposiBAsieTCS.

anMEHaHVIe - XapaKTep oTKasa 06bIYHO OMNWCbIBaeT, Kak npoucxoanuT OTKa3, U Kakoe BJ/iMAHNE OH

OKa3blBaeT Ha (*)yHKLI,VIOHVIpOBaHVIe CUCTEeMbI.

3.10 rotoBHOCTb WKT K ob6ecne4dyeHuMto HemnpepbiBHOCTU 6usHeca; NMIKTOHB (HOT
readiness for business continuity- IRBC): Cnoco6HOCTb OpraHv3aumm nognepxmsarb CBOM
onepauum 6usHeca nyTem npeaynpexaeHns, obHapyXeHusl, pearMpoBaHUs Ha HapylleHus u

BOCCTaHoB/MeHnA ycnyr VKT.

3.11 MmMHUMaibHasa uefnb obecrneyeHns HenpepbiBHOCTU 6u3Heca; MUHB (minimum
business continuity objective - MBCO): O6ecneyeHne MWUHUMasIbHOTO YPOBHSI ycniyr n (1nm)
NMPOOYKTOB, KOTOpble SABAAKTCA MNpUEMAIEMbIMU A1 OpraHv3aumMm B OOCTWXKEHUWM ee uenei

Gr3Heca BO BpPeMms HapyLUEHWS.

3.12 3aaHHan Tovka BoccTaHoBeHUs; 3TB (recovery point objective - RPO): MomeHT
BPEMEHU, K KOTOPOMY [O/DKHbI ObiTb BOCCTAHOB/EHbI [AaHHble MNOcAe npousoLlesLero
HapyLLeHus.

3.13 3apaHHOe BpemMsa BoccTaHoBeHUs; 3BB (recovery time objective - RTO): MNepuog
BpEMEHM Mocne npousolefllero HapyleHus, B TeYeHMe KOTOPOro [AO/KHbl  ObiTb
BOCCTaHOB/EHbI MUHWMasIbHbIE YPOBHM YCNyr U (Mav) NPOAYKTbl, & Takke noggepxusatolime
CUCTEMbI, NPUKNaAHbIe NPorpamMmmbl UK GOYHKLMK.

3.14 ycToiumBocTb (resilience): Cnoco6HOCTb OpraHm3aumm NPOTUBOCTOATb HAPYLUEHWIO,
OGyayun 3aTPOHYTON UM.

3.15 uHnymaTtop (trigger): CobbiTe, KOTOPOE MHUUMMPYET peakumio CUCTEMBI.

MpumeuyaHne - Takke U3BECTEH, KaKk UHULUMPYIOLLLEE COBbITUE.

3.16 BakHelwas 3anucb (vital record): DNekTpoHHas WM GymaxkHas 3anucb, KoTopas
Heobxoauma Ans COXpaHeHUs, NPOAO/HKEHNA WM BOCCTAHOB/EHUA AeATENbHOCTN OpraHu3auum

v Ona 3alnTbl NpaB opraHnsaunn, ee cnyxalux, KMMeHToB U 3anHTepecoBaHHbIX CTOPOH.

4
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4 CokpalleHuns

B HacTosLleM cTaH4apTe NPUMEHSIOT Cneaytolime COKpaLLeHUs:

CFIA - aHanus BAMsHMSA OTKasa KOMNOHEeHTOB (component failure impact analysis);

DRP - nnaHupoBaHue BOCCTAHOBNEHUS nocne 6eacTteus (disaster recovery planning);

FMEA - aHanu3 Buaa oTka3os 1 ux snusaHus (failure mode effect analysis);

PDCA- nnaHupoBaHue-ocyLecTBieHme-npoeepka-geiictame (Plan-Do-Check- Act);

RAID - n3bbITouHble anckoBble maccuBbl (Redundant Array of Disks);

SAN - ceTb XpaHeHus faHHbIX (storage area network);

ABB - aHanus BnusaHUA Ha 6usHec (BIA - business impact analysis);

M’MKTOHB - rotoBHOCTb WIKT Kk ob6ecneyeHuto HenpepbiBHOCTU 6u3Heca (IRBC - HOT
readiness for business continuity);

3BB - 3agaHHOe BpeMsi BoccTaHoBeHus (RTO - recovery time objective);

3TB - 3agaHHasa Touka BoccTaHoB/ieHus (RPO - recovery point objective);

WKT - HdOpMauMOHHO-KOMMYHUKAUNOHHbIE — TexHonorun  (KOT - information  and
communication technology);

MHB - MeHeXMeHT HenpepbIBHOCTM 6U3Heca (BCM - business continuity management);

MUHB - MuMHUManbHas uenb obecnevyeHnss HenpepbiBHOCTM 6usHeca (MBCO - minimum
business continuity objective);

OHB - obecneyeHne HeNpPepbIBHOCTN BM3HECa;

MHB - nnaH HenpepbIiBHOCTU 6u3Heca (BCP - business continuity plan);

CMWB - cuctema MeHemKMeHTa WHJIOpMauMoHHoW 6e3onacHocTn (ISMS - information
security management system);

CMHB - cucTeMa MeHeIXMeHTa HENpPepbIBHOCTY Gu3Heca.
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5 0630p

51 Ponb N’MKTOHB B MeHemMKXMeHTe HenpepbIBHOCTN GusHeca

MeHemKMEHT HenpepbiBHOCTM 6u3Heca (MHB)- 3TO UENOCTHbI  ynpaB/ieHYecKuii
npouecc,  UAEHTUUUMPYIOLWMIA  NOTeHUMasbHble  BO34ENCTBMSA,  KOTOpble  YrpoXaroT
HenpepbIBHOCTM  BU3HeC-OeATeNlbHOCTM  OpraHm3aumu, u obecneyvBalomMii - OCHOBY AN
CO3[aHNa YCTOMYMBOCTM U BO3MOXHOCTW 3(DOEKTMBHOIO pearnpoBaHusi, 4to obecneyvBaeT
3alMTy MHTEPECOB OpraHn3aunmn oT HapyLUEHWIA.

Kak yvacTtb npouecca MHB, TMKTOHB oOTHOCUTCA K cuCTemMe MeHeMKMeHTa, KoTopas
JononHsaet n nogaepxvsaet nporpammy MHB u (unv) CMAB opraHusaumn ons nosblLIEHNS
rOTOBHOCTW OpraHvsaumm K.

a) pearMpoBaHWio HA NMOCTOSIHHO M3MEHSIIOLLLYHOCS CPEe/ly PUCKa;

b) obecneyeHno YBEPEHHOCTM B MPOJO/HKEHUM KPUTMYECKUX oOnepaunii  6usHeca,
noAAepPXUBAEMbIX CBA3AHHLIMM C HUMKU ycnyramu WKT;

C) pearvpoBaHMiO MPWY OBHAPY>XEHWU OFHOTO WM CEPUN B3aMMOCBSI3aHHbIX COOBITWIA,
KOTOpble CTAHOBATCA UHUMOEHTaMW, A0 BO3HMKHOBEHUSA HapylleHuid yenyr UKT; un

d) pearvpoBaHWO Ha UHLUMAEHTLI/6eACTBUA U OTKa3bl, a Takke K BOCCTaHOBIEHWUIO Noc/ie
HUX.

PucyHok 2 nnntocTpupyeT xenaemblii pesynbtat VKT gns nogaepxkM meponpustuii

MEeHEMKMEHTa HENPEPbLIBHOCTU 6usHeca.
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YXenaemblin

Crpyktypa MHB Biixog KT pesynbTar

KomnoHeHTbl MHB

OueHke n
nponapke pucka
W aHann3 BANAHNA
Ha 6usHec

" Crparterus

Mnax obecneyennsn WHppa-
HenpepbIBHOCTH Monutukn Mpomecchl Kagpb!

: rm
TecTupoBaHue

1 TPEHNPOBKU Mepbi 1
cpefcTsa
WNHpopmnpoBaHue KOHTPONSA 1
ynpasfieHus
MeHegXmeHT ANA CHWKEHNA
1 noaaepxKa pucka KT
nporpammei

OO 0O000 O
th Z0n0 9135

PucyHok 2 - CTpykTypa obecneyeHnsi HenpepbIBHOCTN BM3Heca, CBsi3aHHbIl C Heli Bbixod VIKT n

Xenaemblil pesynbtar

PaspaboTaHHblii ICO/TK 223 mexayHapoAHbli cTaHaapT no MHB o606waeT noaxop,
MHBE K npegynpexaeHuto MHUUAEHTOB, pearMpoBaHU0 Ha HUX U BOCCTAHOB/IEHMIO MOC/E HUX.
Bxogawme B MHB pgesdtenbHOCTM BK/IOYatOT o0b6ecneyeHMe TOTOBHOCTM K MHUMAEHTaM,
MEHEeKMEHT HENpPepbIBHOCTM onepauuii, nnaHMpoBaHME BOCCTaHOB/IEHWA nocne 6encTBus
(DRP - disaster recovery planning) u yMeHblUEHME pUCKA, KOTOPblE COCPEAOTOYEHbI Ha
MOBbILEHUN YCTONYMBOCTUN OpraHnsaumm 1 ee noarotoBke K appekTMBHOMY pearvpoBaHuio Ha
WHUMAEHTbI, a TakkKe Ha BOCCTAHOB/IEHWM MOC/E HUWX B pamMKax 3apaHee onpeaesieHHbIX

BPE€MEHHbIX LUKasl.

Takum 06pa3om, opraHM3auust YeTKo paccTaB/isieT CBOM NPUOpUTETbI B OTHOLWEHUU MHB,
M MMEHHO MMM PYKOBOACTBYHOTCA B AeAtenbHoctn MMIKTOHB. B cBoto oyepenb, MHB 3aBucuT ot
MMKTOHB B 06ecneyeHun yBepeHHOCTU B TOM, YTO OpraHn3auust MOXeT LOCTUYb CBOMX OBLLMX
uesneil No obecnevyeHno HeNPepbLIBHOCTU B /Il060e BpeMs, 0COBGEHHO BO BPEMS HapyLUEHUSI.

Kak nokasaHo Ha pucyHke 3, Takue [edaATeNbHOCTM No obecneyvyeHnio roTOBHOCTU
Hanpas/ieHbl Ha:

a) COBEpLUEHCTBOBaHNE BO3MOXHOCTEN 0OHAPYXEHUST NHUMAEHTOB:

b) npegynpexaeHmne sHe3arnHoro nian pe3koro oTkasa;
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C) ponyleHre BO3MOXHOCTU NPUeMAIEMOro yxyaweHns paboyero CocTosHUA, eciin oTkas
HenpeosoNnM;
d) pancHeliwee cokpalleHne BpEMEHN BOCCTAHOBMEHWS; U

E) cBefeHne K MUHUMMyMY B/TUAHNA NPy BO3MOXHOM BO3HUKHOBEHUN UHUMAOEHTA.

Ao peannsayun MHB

Mocne peanusayun MHB,
Pabouee 4w BK/IIOHalOLL el BO3MOXHOCTU

coctodHve -UHuyunee roToBHOCTM VKT,
HanpaB/1€eHHble Ha paHHee

0GHapYXEHUs 1 pearnpoBaHue

100%

MuHumansHasn
uensb
obecneyeHus
HenpepbIBHOCTH
6usHeca
(MBCO)

Bpewms

PucyHok 3 - KoHuenuusa rotosHocTu UKT K o6ecneyveHnto HeNpepbIBHOCTY Gr3Heca
5.2 MpuHuunsl TMKTOHB

MKTOHB oCHOBbIBaETCA Ha CeAyoLmnX KNYeBbIX NpuHLmnax:

a) npegynpexaeHve WHUMAEHTOB - 3awmTta ycnyr WKT OT  Takux yrpos, Kak
HebnaronpuATHOE B/INSIHME BHELLHEN cpedbl M annapaTHble cOou, onepaulnoHHbIe OLUNOKN,
3/I0YMbILLIEHHbIE aTaku U NPUpoAHble 6eACTBUS, ABMSETCA KpalHe BaXHOM ANs NOALEPXKKW
XenaembIX YpoBHeli OCTYNHOCTM CUCTEM B OpraHusauuu;

b) OGHapyXeHWe WHUWAEHTOB - caMoe ObICTpoe OO6HapyXeHne WHUMOEHTOB OyaeT
CBOAWUTb K MWHUMYMY WX BJ/IMSSHWE Ha YC/yru, cokpaliatb paboTbl MO BOCCTAHOB/IEHWUIO U
COXpaHsSITb KayecTBO YC/yT;

C) pearMpoBaHue - pearMpoBaHMe Ha WHUMAEHT Hanbonee MoAXOAsWMM Cnoco6oM

npueeaeT K 60nee 3hPeKTMBHOMY BOCCTAHOB/IEHWIO M YMEHbLUWT Nto6ble NpocTou. HeyaauHoe
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pearmpoBaH1e MOXeT NPUBECTU K NepepacTaHuio HE3HAUMTENIbHOTO MHUMAEHTA B HeuTo 6ornee

cepbe3Hoe,

d) BoccTaHOBfeHMe- onpedefnieHWe U peanu3auMsi COOTBETCTBYIOLIE cTpaTeruu
BOCCTaHoB/NeHWs1 6yaeT o6ecneynmBaTb YBEPEHHOCTb B CBOEBPEMEHHOM BO30GHOB/IEHWUMN YCIYT U
nofaepxKKe LENOCTHOCTM JAaHHbIX. [MOHMMaHWe nPUOPUTETOB BOCCTAHOB/EHWS MO3BOSUT
BOCCTaHaB/BaTb B NMEPBYI0 ouyepeab Hambosiee KPUTUYECKUE YCNYrn. YCyr, HOCSLME MeHee
KPUTUYECKWIA XapakTep, MOryT BOCCTaHaBMMBATLCA MO3AHEE WM, MPU HEKOTOPbIX YC/OBUSX,

BOO6LLI,e HE BOCCTaHaB/IMBaTbCA,

e) coBepLleHCTBOBaHME - YPOKK, YCBOEHHbIE U3 pearnpoBaHNA Ha MEJSIKMe U KpyrHble
VHUMAEHTbI, [O/DKHBLI AOKYMEHTUPOBATLCA, aHa/In3npoBaTbCca U nepecmaTpmBartbed. [NoHMMaHue
3TUX YPOKOB AaCT BO3MOXHOCTb OpraHumsauun nydiue noarotaB/inBaTtbCA, KOHTPO/IMPOBATbL U

nsberatb VHUUAEHTOB U HApPYLUEHWIA.

PucyHok 4

6e4CTBNA 1, B CBOKO ovepenb, NoAAEePKUBAET AEATE/IbHOCTM N0 06ECNeyYeHnI0 HeMpepbIBHOCTU
6usHeca. Peanusauma MMKTOHB gaet BO3MOXHOCTb opraHmsaumm adpeKkTUBHO pearnpoBatb
Ha HOBble 1 BO3HMKaloLLMe Yrpo3bl, a Takke pearvpoBaTb Ha HapyLIeHUs 1 BOCCTaHaBNUBATHCA

nocsne Hux.

Ha4yano oTcyoTa

PucyHok 4 - MpuHumnel TMKTOHB Ha TMNWYHOW BPEMEHHOI Likane BoccTaHoBneHnmsa VIKT nocne

6encTBms
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MpumeyaHue - 3Tan BOCCTaHOB/IEHUS BK/IOUAET CBOEBpEMEHHOE
BOCCTaHOB/EHNE/BO306HOB/IEHNE YCYT, YCTOUMBbLIE onepauun BoccTaHoBneHus VKT nocne 6eacTeus v

BO3BPAT K 06bIYHbIM onepauusiM. MoApo6HOCTM CM. Ha pucyHke Al B NpuioxeHnn A.

5.3 3nemeHTbl TMKTOHB

Kntouesble anemeHTbl MMKTOHB MOXHO 06006WUTL criefyowmm o6pa3om:
a) Kagpbl: cneupanuctbl, o6nagalolime COOTBETCTBYIOWMMU HaBblkaMW WU 3HAHUSAMU, WU
KOMMNETEHTHbI pe3epBHbI NEPCOHAT:

b) coopyxeHus: dusmyeckas cpefa, B KOTOPO pacnonoxeHol pecypcbl VKT;

C) TEXHUYECKoe OCHalleHue:
1) anmapaTtHble cpeacTBa (BKMOYasi CTOMKM, CepBepbl, AMCKOBblE MacCuBbl,
HaKoOMUTENN HA MarHUTHOW JIEHTE 1 Npubopbl);
2) cemm (BkAwYas Yycnyrm nepefadd [fOaHHbIX W rosioca), KOMMyTaTopbl U
MapLupyTu3aTopsbl; 1
3) nporpaMmMHbie CpeAcTBa, BKIYaA OMepauMoHHY0 CUCTEMY W NPUKIagHble
nporpaMmbl, CBS3b WM WHTEpPIENCbl Mexay npukiagHbIMU  nporpaMmaMyi 1
noAanporpamMmmbl NakeTHOl 06paboTKM AaHHbIX;

d) paHHble: faHHble NPUKIagHbIX NPOrpaMm, rofocoBble faHHbIE U Apyrne BUAbl OaHHbIX;

€) npoLeccbl: BOCCTAHOBNEHUA U nogaepxku ycnyr VKT, BkIovas noafepxyBatoLLyto
OOKYMeHTauuo Ans onucaHust KoHdurypaumm pecypcoB VKT u co3gaHms BO3MOXHOCTU

3pheKkTUBHOIO (YHKLUMOHNPOBAHWS,

f) nocTaBLUMKM: KOMMOHEHTbI LIENOYKX NOCTaBKW YCNyr, rae npegoctaenieHue ycnyr VKT
3aBUCWT OT BHELUHEro NOCTaBLUMKA YC/Yr WW APYroii opraHvMsaumm, yyacTBYHOLWMX B LiEMNouke
MocTaBoK, Hanpumep, NOCTaBWWK [AaHHbIX MO (QMHAHCOBLIM  PblHKAM,  MOCTaBLLMK

TE/IEKOMMYHUKALMOHHBIX YCMYT UIN MOCTaBLUMK VIHTEPHET-YCIYT.

5.4 PesynbTaTbl U Bbirogbl NTMKTOHB

Bbiroabl adhcpekTBHon MMKTOHB ans opraHn3aumm cocToaT B TOM, UTO OpraHm3auums:
a) NOHUMAET PUCKM NO OTHOLLEHUIO K HenpepbIBHOCTU yenyr VKT u nx yasBMmMocTy;
b) onpepgensaeTt NoTeHUnasibHble BAIMSAHUA OT HapylleHusa ycnyr UVKT;

10
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C) COAeiicTBYET Y/YYLIEHUKO COTpyAHWYECTBa MeXay pykoBogutTensmm 6umsHeca WU

nocTtaBwukamu eé ycnyr VIKT (BHYTPEHHUMU U BHELLHUMMW);

d) pasBmBaeT U1 nNOBbILWAET KOMMNETEHTHOCTb CcBoero nepcoHana WKT nyTtem
OEeMOHCTpauun HafeXHoro pearvpoBaHWs MOCPeACTBOM MPOBEAEHUA TPEHMPOBOK MO MaHam

obecneyeHns HenpepbIBHOCTM GUsHeca 1 TecTupoBaHms MexaHnamoB TMKTOHB;

e) obecrneuyMBaeT BbICLUEMY PYKOBOACTBY YBEPEHHOCTb B TOM, 4YTO OHO MOXET
paccunTbiBaTb Ha 3apaHee onpegeneHHble ypoBHW ycnyr VKT u nonyyatb afeksaTHyto

noAAepXKy 1 cpefcTBa COOBLLEHUS B CNlyYae aBapuu;

f) obecneuvBaeT BbICLUEMY PYKOBOACTBY YBEPEHHOCTb B HAaA/1€XalleM COXpaHeHWUM
YPOBHA UHPOPMALMOHHON 6€30NacHOCTU (KOHUAEHUNA/TbHOCTb, LLeTOCTHOCTb U AOCTYMNHOCTD)

npu obecneyeHnn CTPOroro craefoBaHns NoaAUTMKamM UHGOPMaLMOHHOK 6e30NacHOCTMY;

) npepocTaBnsieT  AONOSHUTENbHYID  YBEPEHHOCTb B cTpaTermm  obecneveHus
HenpepbIBHOCTM 6GU3Heca, CBA3bIBAS WHBECTULUMM B MH(OPMALMOHHbIE TEXHOMOTUU C
notpebHocTAMM 6GM3Heca M obecneumBasi 3awmTy ycnyr MIKT Ha COOTBETCTBYHOLLEM YPOBHE C

y4eToM MX 3HAYMMOCTU O1A opraHusauun,

h) ncnonb3yetr peHTabenvHble ycriyrm WKT, a He ycnyrm € HepoCTaTo4HbIM - Wn
ype3MepHbIM (hUHaHCUpoBaHWeM, 6narogaps NOHUMAHUIO YPOBHSA 3aBUCUMOCTY OpraHusaummn ot
aTux ycnyr KT u xapaktepa, MeCcTopacnofioeHusi, B3anmMo3aBUCMMOCTE WU UCNOSb30BaHNS

KOMIMOHEHTOB, cocTaBnawux ycnyrn VIKT;

i) MOXeT ynydwaTb CBOW penyTauuio B OTHOLIEHWM NpPeayCMOTPUTENILHOCTU WU

3(hheKTUBHOCTY;

j) noTeHumanbHo nonyyaet KOHKYpPEHTHOE npenmyLLecTBo 6narogaps
NPOLEMOHCTPUPOBAHHOM  cnocobHOoCTM  obecneumBatb HenpepbIBHOCTL  6BM3Heca U

noafepXuBaTtb NpeaocTaBsieHne yCcayr 1 NPoAyKTOB BO BpeMsi HapyLLEeHUs!; U

K) MOHWMaEeT 1 AOKYMEHTUPYET OXUAAHUS NMPUYACTHBIX CTOPOH, WX CBA3b € ycnyramu VKT

N NX NCnosib3oBaHne.

Takum obpasom, MTMKTOHB obecneumBaeT JOCTOBEPHLI CNocob onpeaeneHust craryca
ycnyr UKT opraHv3aumm B NoAdepXke ee Ueneli obecneyeHms HENPEpPbIBHOCTU 6u3Heca,
paccmatpuBasi Bonpoc «CnocobHa nm Hawa WKT pearvpoBatb?», a He «fBNsSeTcs nvM Hawa

VKT 6e3onacHomn?».
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5.5 YctaHoBneHve NKTOHB

NMKTOHB, BeposaTHO, OyaeT 6onee 3dheKTMBHOM W peHTabesbHOR, Korga oOHa
CrpoeKkTMpoBaHa 1 BcTpoeHa B ycnyrn VIKT ¢ camoro Havana, kak yactb ctpaterun MKTOHB,
noaaepXuBatoLein Lenm obecnevyeHns HENpPepbIBHOCTU GM3Heca opraHusauun. 310 obecneunt
YBEPEHHOCTb B TOM, 4TO ycnyrn WKT OygyT nydwe co3gadbl, fydle MoHATbl 1 6onee
ycTonumBbl. WM3meHeHne [VMIKTOHB MoOXeT ObiTb C/I0KHOM, Bbi3blBatoWleli HapylleHus u
[0pOrocTosiLen 3agaqeil.

OpraHmsaumsa [o/hkHa paspabaTbiBaTb, peasn3oBbiBaTb, MOAAEPXKMBATL U MOCTOAHHO
COBEpPLUEHCTBOBATbL COBOKYMHOCTb AOKYMEHTa/IbHO O(OPM/IEHHBLIX MPOLLECCOB, KOTopble 6yayT
noppepxunsatb MMKTOHB.

3TU npouecchbl fO/MKHbI 06ecneynBaTe YBEPEHHOCTb B TOM, 4To uem MMKTOHB uyeTko
N3/TOXKEHbI, MOHATbI 1 OBEAEHbI A0 CBEAEHUS, a Takke 4eMOHCTPUPOBATL 3anHTEPECOBAHHOCTb
BbicLlero pykosoactea B TMKTOHB.

PucyHok 5 rpaduueckn npepctaBnsieT Bugbl  AEATENIbHOCTW, MPOUCXOAslme  Ha

pasnmuHbIX 3Tanax obecneyenHus MKTOHB.
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5.6 Vcnonb3oBaHue umkna «lMnaHnpoBaHue-OcyllecTBneHne-NpoBepka-LeiicTBmne»

ans ycrtaHosneHns NMKTOHB

NMKTOHB npepnonaraeT co3fjaHnMe B opraHuWsauuMyM npoueccoB pa3paboTkm U
COBEpPLUEHCTBOBaHMA  KIoueBbiX 31eMeHToB TMKTOHB (cm. 5.3), 4TobGbl MOBLICUTL WX
CNOCOBGHOCTb pearvpoBaTb Ha HapyleHus 60ro BMAa, BKIOYAA MEHSOWMEca cuTyaumn
pucka, nocpeacTBOM WUCMNONb30BaHMA nogxoga «lnaHupoBaHue-OcyulecTeBneHne-rNpoeepka-
[Jeictene». Ha pucyHke 5 rpadmyeckn npeacrtasneHbl BUAbl AeATeNbHOCTU, Npoucxogsiime Ha
pa3ninyHbix atanax NMKTOHB.

5.7 O6a3aHHOCTN pyKOBOACTBa

5.7.1 PykoBogdLasa posib 1 3aMHTepecoBaHHOCTbL PYKOBOACTBa

Uto6bl nporpamma TMKTOHB 6bina 3)eKTUBHOW, OHa A[0/hKHA OblTb MNPOLECCOM,
MO/IHOCTBIO ~ MHTETPMPOBAHHBLIM  C  YNPaB/IEHYECKON [eATENbHOCTbI  BEPXHEro  3BeHa
opraHusaumy, 0AO0OpPEeHHbIM W NOoAAEPKAHHbIM BbICLUMM PYKOBOACTBOM. [ NOAAEPXKKM U
MeHemKkMeHTa nporpammbl  TMKTOHB  moxeT notpeboBatbcs psg  CheuuasinctoB  C
npakTuyeckum onbitoM B ob6nactu TMKTOHB n nepcoHan Apyrux BeaylwMx HanpaBfieHWi
JeatensHocTu u cnyx6. KonnyectBo pecypcos, TpebyembiX 4718 NOAAEPXKKN Takoi nporpaMmbl,

6y,qu 3aBUCETb OT BEJINYUHBLI N C/ZTOXXHOCTU OpraHmn3aunin.

5.7.2 MNonuntnka NMKTOHB

OpraHmsaums [o/mkHa WMeTb [AOKYMEHTaslbHO odhopMaeHHyto nonutuky [UMKTOHB.
MepBOHa4YasIbHO 3TO MOXET ObITb BbICOKOYPOBHEBLIA AOKYMEHT, YTOUYHSEMbIA U pacLuMpsieMblii
no mMepe [OCTWXeHUA 3penoctu Bcero npouecca MMKTOHB. TMonutvka posmkHa perynsapHo
npoBepsATbCA M OOHOBNATLCA B COOTBETCTBUM C MOTPEOHOCTAMU oOpraHu3aumm u [OoSKHa
cornacoBbiBaTbCA C 60nee OOLWMPHBIMU  LEeNsMM  MEHEe)KMEHTA HENpepbIBHOCTN 6u3Heca

opraHusauumu.

Monuntnka  TMKTOHB  pgos/mkHa  npefocTaBnATb  OpraHu3aumMmM  AOKYMEHTas1bHO
O(hOpPM/IEHHBIE NMPVHUMMbI, K BbIMOSTHEHNIO KOTOPbIX OHA OyAeT CTPEMUTBLCS M MO KOTOPbIM MOXET

n3mepsaTbca apdekTneHocTb MMKTOHB. Monutuka fomkHa:

a) ycTaHaB/nMBaTb W AEMOHCTPUPOBATb 3auHTEPECOBAHHOCTb BbICLLIETO PYKOBOACTBA B
nporpamme M'MKTOHB;

b) BKMoyatb uem MNMKTOHB opraHnsaumm unm cebiiaTbCa Ha HUX;

13
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c) onpepaenaTb ob6nacTtb npumMmeHennss MMKTOHB, BkoYas orpaHMyeHns N UCKTOUYEHUS;

d) yTBepxgaTbCa M 0A4006PATLCA BbICLUMM PYKOBOACTBOM;

€) [A0BOAWNTLCS A0 CBEAEHUS COOTBETCTBYIOLMX BHYTPEHHUX W BHELIHUX MPUYACTHbIX
CTOpPOH,;

f) onpepenuTb 1 obecneunTb ANA COOTBETCTBYHOLMX CTPYKTYP AOCTYMHOCTb PECypCcoB,
TakMx Kak OwMKeTHble CpeAcTBa; MepcoHasl, HeobXoAWMbIA  ANs  OCYLLECTB/IEHUS
JesaTensHocTell B COOTBETCTBUM C nonuTtukoin MMKTOHB; n

[) noasepratbCcs MpoBeEpKe yepes 3annaHupoBaHHblE MHTEpPBasibl BPEMEHM U B Criyyae
BO3HVMKHOBEHUSI 3HAYMTESIbHBIX U3MEHEHUIA, TaKUX Kak M3MEHEHUSI BHELUHEN cpeabl, W3MEHEHUS

6V3Heca U CTPYKTYpbl OpraHm3auum.

6 [MnaHupoBaHne MNKTOHB

6.1 O6wan nHopmauyms

OCHOBHOW 3afiayeil 3Tana NAaHUPOBaHUS SIBNSIETCA YCTaHOB/EHWEe TpeboBaHui
rotoBHocT VIKT opraHusaunu, BKIoYas:

a) ctpatermto N’MKTOHB u nnaH TMKTOHB, Tpebyemble Ans nogaepxkn 6u3Heca,
3aKOHHblEe (T. €. OCHOBaHHble Ha 3aKOHEe) HOpMaTWBHO-MPaBOBble TPEOOBaHUS, CBS3aHHblE C
onpeaeneHHon cdepoin AeaTeNnbHOCTU U JOCTWXKEHUEM LENel 1 3a4a4 HeNpepbIBHOCTU GusHeca
opraHusauuu; un

b) Kputepum 3(hEKTUBHOCTM, HEOOXOAMMbIE OpraHusauum A1 MOHUTOPWHIa CTeneHu

rotToBHoCTU UKT, KoTopasi TpebyeTcs A4Sl JOCTMXKEHUS 3TUX 3a4a4 1 Leneil.

6.2 Pecypcsbl

6.2.1 O6Lwas nHgopmauus

B pamkax MoONUTUMKM opraHnsauus [Oo/hKHa onpefenutb NoTpebHOCTb B nporpaMmve
MMKTOHB, wucxogs w3 o6wmx ueneil MeHemKMeHTa HenpepbIBHOCTM 6OM3Heca, a Takke
onpefennte M 06ecneunTb pPecypcbl, HeobXxoaumble A5 YCTAHOB/IEHWS, peasm3auuu,
QYHKLMOHMPOBAHNS N MOALEPXKKM Takoi nporpammbl MMKTOHB.

JonmkHbl  onpefenAatbCa UM AOKYMeHTMpoBatbCA cBa3aHHble C¢ [TUMKTOHB ponu,

006513aHHOCTW, KOMMNETEHTHOCTb 1 NOSIHOMOUMS.

14



FOCT P NCO/M3K 27031-2012

BbiclLee pyKOBOACTBO [O/MKHO:

a) Ha3Ha4YnUTb WA NpegsioxXnUTb JIMLLO C COOTBETCTBYHOLWMM OO/DKHOCTHBIM MONOXEHNEM U

aBTOPUTETOM A1 HECEHNA OTBETCTBEHHOCTU 3a NoNnTuky n peanmsaumio N'MKTOHB; n

b) Ha3HaynTb OAHO W/IN HECKOJ/IbKO KOMIMETEHTHbIX /1L, KOTOpble BHE 3aBUCUMOCTU OT
Opyrux 06sa3aHHOCTE OOJDKHbl  peasim30BbiBaTb W NoAadepXumBaTtb CUCTEMY MeEHEeMKMEHTa

MTMKTOHB, kak onucbiBaeTCA B HACTOSILLLEM CTaHAApTe.

6.2.2 KoMneTeHTHOCTb nepcoHasia, obecneuvmnBatoulero NMKTOHB

OpraHu3auuns fomkHa obecrneyunTb YBEPeHHOCTb B TOM, YTO BECb NEPCOHas, KOTOpPOMY
nopyyeHbl 0653aHHOCTU, cBA3aHHble ¢ TVMIKTOHB, 6bl1 KOMNETEHTEH B BbINO/IHEHUN TPEOYEMbIX

3apad. MNMoapob6Hee cm. B 7.2.1.

6.3 OnpepgeneHne TpeboBaHU

6.3.1 O6Lwan nHdopmauus

B pamkax nporpammbl MHB opraHu3auus OO/DkHa onpefenuTb KaTeropuio CBOMX BUAO0B
LeATenbHOCTU B COOTBETCTBUM C WX MnpuoputeTamy Ans obecrneyeHnss HenpepbiBHOCTU (Kak
onpefesieHo aHa/IM30M BAVSIHUS Ha BU3HEC) 1 onpeaesiMTb MUHUMaSIbHbIA YPOBEHb, Ha KOTOPOM
JOJ/DKHA BbINOSHATLCA Kadkdas KpuTuyeckas OeATeNbHOCTb Mpu ee BO306HOBNEeHuU. Bbiclwee
PYKOBOACTBO [0/DKHO cOrfiacoBaTb TpeO6OBaHMA HEMPEPBLIBHOCTY GU3HECA OpraHv3aummn, Mcxoas
M3 KOTOpbIX ByaeT 3agaHo BpeMs BoccTaHoB/ieHus (3BB) n 3agaHa Touka BOCCTaHOB/IEHWSA
(3TB) Ana MvHMMaNbHOW Uenn obecneveHns HenpepbiBHOCTU 6u3Heca (MUHB) Ha npogykT,
ycnyry nnn eug gesatensHoctn. 31o 3BB HauMHaeTcs ¢ MOMeHTa BO3HMKHOBEHUA HapyLleHus 0o

BOCCTaHOB/1EHUA MNMPOAYKTA, YyCnyrn nan AeAaTesibHOCTU.

6.3.2 MNoHumaHue Kputmndecknx ycnyr VKT

CyuwecteyeT uenbli psag ycnyr WKT, KoTopble MOryT cuuMTatbCA KPUTUYECKUMU 1
Heob6XxoAMMbIMU ANnA 06ecneyeHns BOCCTaHOBEHUS. [Na KaXOon U3 9TUX KPUTUYECKUX YCyr
VKT posmkHbl 6bITb 3afaHbl U AOKYMEHTasIbHO OCDOPM/IEHbI 3a[laHHOe BPeMs BOCCTaHOB/EHUSA
(3BB) u 3agaHHble TOukM BoOccTaHoBneHwus (3TB) ana MuHuUManbHOW Lenn obecneyeHns
HenpepbiBHOCTU 6u3Heca (MUHB) ycnyramu WKT. (3T0 MOXeT BkIYaTb Takue acnekTbl
npegoctasnsembix ycnyr VKT, kak cryx6a TeEXHUYECKOn noggepxku.) 3BB KpuTuyeckux ycnyr
VKT HemsmeHHO OyfdeT 3HaunTeNbHO MeHble, 4Yem 3BB  HenpepbiBHOCTM  6Gu3Heca.

(Cm. npunoxeHue A, rae npuBoauTcs AeTasbHblli pa3bop 3BB 1 3TB.)

15



FOCT P MCO/M3K 27031 - 2012

OpraHu3aums [o/mkHa onpefenntb U [JOKYMEHTaNlbHO O(opMuTL CBOW KpUTUYECKMe
ycnyrn VKT, Bk/IloYas Kpatkve onucaHua U HasBaHWus, 3HadvMble A1 opraHusaumm Ha ypoBHe
nosb3oBaTensa ycnyr. 310 obecneunt obuee noHumaHve ycnyr VIKT nepcoHasioM, VUMEeHLMM
OTHOLLeHne K 6usHecy 1 UKT, Tak kak Ans ogHol u Tol xe ycayrm VKT MoryT ncnosb3oBaTtbes
pasHble HasBaHWA. [N Kaxaoi nepeuncrieHHol Kputudeckoid ycnyrm UKT  Heobxoaumo
onpeaennTb NOAAEPXKMBAEMbIA €0 NPOAYKT WM YCNyry opraHu3auuv, U BbiCLLee PYKOBOACTBO

[O/KHO cornacoath yenyrn VIKT u cBsizaHHble ¢ HUMK TpebosaHus TMKTOHB.

[na kaxaol onpefeneHHol M cornacoBaHHoW kpuTudeckoi ycnyrm WKT gomxHbl 6biTb
onucaHbl U OOKYMEHTMPOBaHbl BCce KOMMOHeHTbl VKT B Lenouke noctaBku yciyru, nokasbiBas,
KakuM 06pa3oM OHU KOHIMIYpUPYIOTCS WM CBA3bIBAKOTCA 415 NPefOCTaBNeHNA Kak4oW yCayri.
JOmKHbI BbITb JOKYMEHTaNbHO 0OOPM/IEHBbI KOHIMIypaummn Kak 06bI4HON cpefbl NOCTaBKW yCayr

VIKT, Tak 1 cpefibl NocTaBku ycnyr obecneyeHns HenpepbiBHOCTU VIKT.

Ons  xkaxgon  kputmdeckod  ycnyrm  UKT  Tekywme BO3MOXHOCTU — obecnevyeHuns
HenpepbIBHOCTU (HanpyMep, CyllecTBOBaHME eMHON TOYKM 0TKasa) cregyeT nepecMmarpusatb C
NPOMUNAKTNYECKON TOUKM 3PEHUS, YTOObl OLEHWUTb PUCKU MPEpPbIBAHWUSA WAN YXYALIEHUS YCIyr
(oueHka MOXeT ObITb MpeanpuHATa Kak YacTb 06Lleit oueHkn pucka B MHBE). CneayeT Takxe
MCKaTb BO3MOXHOCTU MOBbIWEHUA YycTonumBocTn ycnyr WUKT u, Takum 06pasoMm, CHUXEHWs
BEPOATHOCTN W (UNW) BAUSHWUA HapylleHus ycnyr. 3T0 Takke MOXeT npuaatb 6onbliee
3HauYeHne BO3MOXHOCTU paHHero obHapyxeHus HapylieHuin ycnyr VKT 1 pearmpoBaHusl Ha HUX.
OpraHun3auma MOXeT MNMPUHATb peLleHre, ecnu cylecTByeT 6U3Hec-060CHOBaHWe OTHOCUTESTLHO
B/IOXKEHWSA CPEACTB B YCTAHOB/IEHHblIE BO3MOXHOCTM [/ MOBbILEHWS YCTOWYMBOCTU YCAyT.
Takan oueHka pucka ycnyr (KoTopas MOXET CTaTb 4acTblo 06LUeli CTPYKTYpbl MEHEMXMEHTa
pucKa opraHusaumu) MOXeT Takke MpUBeCcT K YTOYHEeHWI0 6u3Hec-060CHOBaHNS Ans

pacLIMpeHnsi BO3MOXHOCTEl BOocCTaHOBNEHUs yenyr VIKT.

6.3.3 OnpepneneHve pacxoXxaeHuii Mexay - BO3MOXHOCTAMU o6ecneyeHust
rotoBHocTu VKT n TpeboBaHUsIMU HenpepbIBHOCTU GU3Heca

[ns kaxpgoli kputuueckoi yenyrm VIKT cnepyeT cpaBHMBaTb MCMOJb3yeMble MexaHWU3Mbl
obecneyeHns rotoBHocTM WKT, Takne Kak npeaynpexneHne, MOHUTOPUHE, OOHapyXeHue,
pearMpoBaHve W BOCCTaHOB/IEHWE, C TpeboBaHMAMM  HEMpepbIBHOCTUM  OGu3Heca U
[OKYMEHTUPOBATb NI00bIe PacXoXAeHUs.

Bbicllee pykoBOACTBO AO/MKHO ObITb MPOUH(OPMUPOBAHO O 0OLIX PACXOXAEHUSX MEXay

KPUTUYECKUMU BO3MOXHOCTAMU TUKTOHB u TpeboBaHWAMW HenpepbiBHOCTU 6Gu3Heca. Takue
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pPacxoXaeHnsa MOryT yKasblBaTb Ha PUCKM M MOTPEBHOCTb B AOMOSIHUTESIbHBLIX pecypcax ass

obecneyeHns yCTOMYMBOCTN U BOCCTAHOB/IEHUS, TAKMNX Kak:

a) nepcoHas, BK/IYasa KO/IMYECTBO, HaBbIKN U 3HAHWS,

b) nowmelleHns Ans pasmeLlleHns cpeacts VKT, Hanpumep, MaluvHHbIA 3a;

C) noafepxuvBatolias TeXHonorus, annaparypa, o6opygoBaHue 1 cetu (TEXHOMOTUS);

d) nHdopmMaunoHHbIE NpUKIagHble NPorpaMmMbl U 6a3bl AAHHbIX;

e) pacnpegeneHvie MHaAHCOBbLIX UK BIOMKETHBLIX CPELCTB; U

f) BHewHue ycnyru n noctasBLmKL (MOCTaBKK).

Bbicllee pykoBOACTBO [AO/DKHO 0f406puTb onucaHua yenyr WKT, [OKyMEHTasIbHO
octhopMneHHbI nepeyveHb Kputuueckmx ycryr VKT 1 pucku, CBA3aHHble C YCTaHOB/IEHHLIMU
pacxoXAeHUsAMU  MeXay  KPUTUYECKUMW  BO3MOXHOCTAMU [UKTOHBE un  Tpe6oBaHusMM
HenpepbIBHOCTM 6u3Heca. B COOTBETCTBYIOLWIMX C/iydasx 3TO AOJ/IKHO BKIYaTb ofobpeHuve
NOEHTUPULMPOBAHHBLIX PUCKOB. 3aTeM [0/DKHbI UCCNefoBaTbCA BapuaHTbl peLleHns Bomnpoca,

KacaloLLEerocsi YCTaHOB/IEHHbIX PACXOXAEHWUIA U PUCKOB, MOCPEACTBOM OMpPeAesieHnsl cTpaTeruii
MTMKTOHB.

6.4 OnpepgeneHne BapunaHToB cTpaternn MKTOHB

6.4.1 O6Lwwan nHopmauus
Ctpaterm TVMIKTOHB p[omkHbl onpefenatb noaxodbl K peanunsaumm Heo6XO0AMMOiA
YCTOMNYMBOCTK, 4TOObI BBOAUAMUCH MNPUHUMUMbLI NPEAYNPeXAeHUs WHUWAEHTOB, O06HapPYXeHMs,

pearnpoBaHnsA, BOCCTaHOB/1IEHUA U BO306HOBNEHNS.

HeobxoaMMo oLeHuBaTb MOJHLIA CNeKTp BapuaHToB cTpaternii NMIKTOHB. BblbpaHHble
cTpaTernm fo/DKHbl 6bITb CNOCOGHLI NOAAEPXNBaTL TpeboBaHUS ob6ecnevyeHuss HenpepbIBHOCTU

6u3Heca opraHvsaumm.

Mpu pas3paboTke CTpaTernu opraHu3auus A0/HKHA YuuTbiBaTb Peann3aLuio U TeKyLLyHo
noTpebHOCTb B pecypcax. MoxeT ObiTb 3ak/IloueH [0r0BOP C BHELIHWMK MOCTaBLUIMKAMU O
NpeaocTaBNEHUN YCNYr CNeunasIcToB W nepefjade OnbiTa, YTO WUrpaeT BaXHyl poSib B

NnoAAepXKe cTpaTerum.

Crtpaterns T’MKTOHB po/mkHa ObiTb AOCTATOYHO FMOKON, YTOOLI YAOBNETBOPATL Pas3HbIM
cTpaternsiMm OuU3Heca B YC/IOBUSAX PbIHOYHbIX OTHOLUEHWIA. Kpome ToOro, cTpaternst [gosmkHa

yynTbiBaTb Takne BHYTPEHHMNE OrpaHN4YeHna n CpaKTopr, Kak:
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a) GHOXKeT;

b) [OCTYMHOCTb PeCypCoB;

C) nNoTeHuuasbHble 3aTpatbl U BbIroApl;

d) TexHonoruyeckune orpaHUYeHus;

€) rOTOBHOCTb OpraHu3aumn puckosartb;

f) cywecTByouwan ctparerna NMKTOHB opraHusauum;

) HopMaTuBHblE 0653aTeNbCTBA.

6.4.2 BapwaHTbl cTpaterun N'MKTOHB

OpraHusauusi fo/mKHa pPacCMOTPEeTb CNEKTP BapuaHTOB A/ 0b6ecneyvyeHnss roToBHOCTU K
MHUMAEHTaM CBOUX Kputuyeckmx ycnyr UKT. BapuaHTbl O/DKHBI YUMTbIBATL YCUIEHME 3allnThbl U
yCTOUMBOCTM, a Tawkke obecrnevyeHne BO30OHOBMEHMS M BOCCTAHOB/IEHWS  MOC/e
Hesan/aHUpPoOBaHHOIO HapylleHUss M MOryT BKIOYaTb BHYTPEHHWE MeXaHu3Mbl, YCyru,
npefocTaB/iieMble OpraHu3aumeit, u ycryri, NpeaocTaBisieMble U3BHE OAHOM WM HECKOTbKMMM
TPEeTbMMU CTOPOHAMM.

BapuvaHTbl A0/DKHbI YyUMTbIBATb pa3/IMyHble KOMMOHEHTbI, HEOOX0AMMbIE A1 06ecrneveHus
YBEPEHHOCTM B HEMnpepbIBHOCTU M BOCCTaHOBNEeHUU Kputundeckux ycnyr VKT. TMKTOHBE moxer
ObITb AOCTUIHYTa Pas/iMyHbIMK criocobamu, 1 cnegyeTt NPUHMMAaTb BO BHMMAaHME OMUCaHHbIE B
5.3 anemeHTbl TMKTOHB.

6.4.2.1 HaBbIKM 1 3HaHUA

OpraHvnsaumsa f[osiokHa onpenenntb  COOTBETCTBYWOLME cTpaTermm ANs  NOALEPXKKN
OCHOBHbIX 3HaHW U HaBblkOB B OTHOWEHUM WIKT. DTO MOXET Takke pacnpoCTpaHsATbCSA Ha
nepcoHan noApAAYMKOB U APYrMX  NPUYACTHbLIX  CTOPOH, 061afalowmx  O6LUMPHBIMK
cneunanbHbiMU - HaBblkaMW U 3HaHUAMMW, cBA3aHHbIMU C¢ WKT. Crparerun 3awmtbl W

obecneyeHmns Takmx HaBbIKOB MOTYT BK/OYaTb:

a) [OKYMeHTUpOBaHWe crnocoba BbINOHEHUS KpUTUYeCcKux ycnyr UKT;

b) pPa3HOCTOPOHHIOW NOAroToBKY nepcoHana WKT 1 nogpsayunkoB A1s  NOBbILEHUS
N36bITOYHOCTN HaBbIKOB;

C) pas3feneHne OCHOBHbLIX HABbLIKOB A1 CHUXEHWS KOHLIeHTpauuu pucka (37O MOXET
NPUBECTY K (PU3NYECKOMY pasfenieHunto nepcoHasna, 06/1a4atollero OCHOBHbLIMM HaBbIKamm, U K
06ecneyeHnio yBepeHHOCT B TOM, YTO HEOGXOAMMbIMM OCHOBHbIMM HaBblkamMn 06/1a4aeT He

O[MH YenoBeK);

d) coxpaHeHue 3HaHWI 1 ynpaBieHne 3HaHNAMU.
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6.4.2.2 MNomeLleHUsA

B cooTBeTCTBMM C  UAEHTUMUMPOBAHHLIMU  PUCKaMK  OpraHuM3auust  JoShKHA
paspabaTbiBaTb CTpaTerny, Hanpae/eHHble HA YMEHbLUEHWE BMIVSIHUSI HEMPUTOAHOCTU OBbIYHBIX

nomeLleHnin MIKT. 3To MOXET BK/IoUYaTbh OAMH WM HECKOMbKO CreAyroLmnX dhakTopoB:

a) a/lbTepHaTVBHble MNOMeleHns (NOWAAKM) B pamMkax opraHusauuu, Bk/OYas

nepemeLLeHne gpyrux BUaoB AeSTENbHOCTY;
b) anbTepHaTUBHbIE NOMELLEHNS, NpefocTaB/iseMble APYruMU OpraHu3auusamu;
C) anbTepHaTWBHbIE YC/yrK, NpeaocTaBsieMble cneymancTtaMmm TpeTbeli CTOPOHBI;
d) paboTa fomMa v Ha Apyrux yaasneHHbIX Naowaakax;
€) [Apyrve cornacoBaHHble nogxogswme paboyne MecTa;
f) wncnonb3oBaHWe asbTEPHATUBHOW paboyein cunbl Ha YCTaHOBNEHHOW Nowagke; v

[l) anbTepHaTUBHblE CPeACTBa, KOTOpble MOryT GbiTb TPAHCMNOPTMPOBAHLI Ha NOWAAKY,
rae NpPou3OLLSIO HapyLUEHWE, U UCTOSIb30BaHbI A5t o6ecneyeHnst NpsiMoli 3aMeHbl HEKOTOPbIX U3

3aTPOHYTbIX CpI/ISI/Il—IECKI/IX aKTUBOB.

CTpaternm B OTHOLIEHMUM NOMeLLeHnin VKT MOryT 3HauMTeNbHO pas3fimyaTbCs, MOXET ObITb
[OCTyneH psf BapuaHToB. PasHble BUAbI MHUMAEHTOB WM Yrpo3 MoryT TpeboBaTtb peannsaunm
MHOIMX cTpaTernin (Noaxop, «BblGEPM M CMELLIAi»), KOTOpble B YaCTHOCTM OyayT onpeAensitbes
BE/IMUYNHOW,  LUMPOTOA  AeATeNIbHOCTW,  MECTOMOSIOKEHUEM,  TEXHONOTMAMU,  BHMKETOM
opraHusauymun u T. g.

MpyM paccMOTPeHUM BOMpPOCa WCMO/b30BaHMS aflbTEPHATUBHBLIX MOMELLEHWIA  HY>XHO
NPUHMMaTb BO BHUMaHWeE cregytoLlee:

a) 6e30nacHOCTb MOLUAKN;

b) AOCTyn nepcoHana,;

C) 61M30CTb K CyLLEeCTBYIOLLMM MOMELLEHUSM; U

d) pocTynHOCTb.

6.4.2.3 TexHonorusa

Ycnyrm UIKT, OT KOTOpbIX 3aBUCUT KpUTUYECKas AeATeflbHOCTb GU3Heca, AO0/HKHbl CTaTb
JOCTYMHbIMA 40 BO30OHOB/IEHUS 3aBUCALLE OT HUX KPUTUYECKON AeATeNbHOCTU 6um3Heca.
Takum o06pasom, TpebylTcs peleHus, obecneuynBarOlMe YBEPEHHOCTb B  AOCTYMHOCTU
npuKNagHbIX NporpaMM He MosgHee onpefefieHHbIX BPEMEHHbLIX CPOKOB, Hanpumep, 3afaHHoro

BPEMEHN BOCCTAHOB/IEHUSI, OMpeaensieMoro B pamMKax aHanu3a BAWSHUS Ha Ou3Hec.
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TexHonoruyeckne nnathopMbl M NpuUkIagHoe nporpaMMHoe o6ecrneyeHne [O/KHbl  ObiTb

yCTaHOBJIEHbI B CPOKK, TpebyeMble opraHusauueli B LeoM.

TexHonorvam, nogaepxvsarowmnm kputudeckne yenyrm VKT, yacto TpebytoTcs CNoXHble
MeXaHn3Mbl 0b6ecrneyeHns HeNpPepPbIBHOCTU, Tak YTO Mpu Bblbope ctpaternin MTMKTOHB HyxHO
yunTbiBaThb cnegyoLlee:

a) 3BB n 3TB pgna kputudeckmx ycnyr WIKT, nopgepxuBaroluvx KpUTUYeckne Buabl
JedaTtesibHOCTU, naeHTuduumposaHHsie MHB;

b) MECTOMOMOXEHNE U PACCTOSAHME MEXAY TEXHOMOIMYECKMMM M/IOLLaAKaMK;

C) KOSIMYECTBO TEXHOMOMMYECKUX MNOLLAAO0K;

d) yaaneHHbIn A4OCTYN K cUcTEMam;

€) TpeboBaHWs OXNaKAEHUS;

f) TpeboBaHus aHeprocHabxeHwus;

) UCcnonb3oBaHWe HeobCnyxmBaeMblX (TEMHbIX) NAOWAA0K B OT/MYMe OT M/IOWaAoK C
nepcoHanom;

h) TenekoMMyHVKauMOHHasA CBA3b M pe3epBHasi CXxemMa MapLupyTusaunu;

i) XapakTep BOCCTaAHOB/IEHMS MOC/e oTkas3a (TpebyeTcs v pyyHoe BMellaTeslbCTBO A/
aKTMBaUMun anbTepHaTuBHbIX cpeacTB VKT nnam 310 fO/MKHO NPOUCXOAUTE aBTOMATUYECKM);

i) YpOBEeHb Tpebyemoil aBToMaTn3auum;

K) ycTapeBaHue TEXHOMOTNK; 1

) BO3MOXHOCTb CBSI3W C MPUB/IEYEHHBIM NOCTaBLUMKOM YCYr U ApYrne BHELUHUE KaHaslbl
CBSA3N.

6.4.2.4 [aHHble

KpuTnueckas featenibHOCTb GU3HECa MOXET, KpOMe TOro, 3aBUCETb OT MpeAoCTaB/eHus
HOBEWLWNX WM MNOYTM HOBEWWWX p[aHHbIX. [Oo/mkHbl ObiTb pa3paboTaHbl CBSA3aHHble C
KPUTUYECKOW [eATENbHOCTBI BU3HECa pelleHns No 06ecneyvyeHno HENPEPbLIBHOCTU AaHHbIX A5
LOCTWXXEHUS 3afaHHOl TOYKM BOCCTaHoBNeHus (3TB) Kaxgolh KpUTUYECKOW [esATeNbHOCTU
6usHeca opraHusauum.

Bbi6paHHble BapuaHTel TMKTOHB fomkHbl 0b6ecneunBaTb YBEPEHHOCTb B MOCTOSHHOWA
KOH(OMAEHUMATbHOCTH, Le/IOCTHOCTU U AOCTYNHOCTM KPUTUYECKUX AaHHbIX, NOAAEPXMBAatOLMX
Kputnyeckue Buabl featesibHoctn (cm. MCO/M3K 27001 n MCO/M3K 27002).

Ctpaterm TWUKTOHB u XpaHeHus [aHHbIX [O/DKHbl YAOBNETBOPATbL TpeboBaHUSAM

obecneyeHuns: HenpepbIBHOCTY GU3HECA OpraHU3aLMn U yYnThIBaTh CreaytoLive (akTopbi:
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a) TpeboaHusa 3TB;

b) kak obecneumBaeTcsi 6e30MacHOe XpaHeHWe AaHHbIX, Hanpumep, AMCKa, MarHUTHOM
NeHTbl WM ONTUYECKOTO HOCWUTENS [aHHbIX; AO/MKHbI CyLLEeCTBOBaTb COOTBETCTBYHLLME
MexaHu3Mbl pPe3epBHOr0 KOMUPOBAHWA W BOCCTAHOBMEHWA A/18 obGecneyeHuss YBEpPeHHOCTU B

6€30MacHOCTM flaHHbIX U B 6€30MacHOCTU cpeapl;

C) rAe XpaHuTCA U Kyfa TpaHCMopTUpyeTcs WM nepegaetcs uHgopmMaums, paccTosiHue,
MeCTOHaxoxaeHue
7
d) , onpegensiemble 06BbEMOM AaHHbIX, CMOCOGOM KX
XPaHEHUS W C/IOXHOCTBID TEXHUYECKOrO NpoLecca BOCCTaHOB/EHUS, Hapsdy C TpebGoBaHWSMU

nonb3oBartesna ycnyr n noTpebHoOCTIMM B 06ecneyeHnn opraHnm3aLoHHON HenpepbIBHOCTY.

JloroBOpEHHOCTb 06 WCMO/b30BaHUM [laHHbIX «M3 KOHLIA B KOHEL KpaiiHe BaxHa. 3To

MOXET BK/ouYaTh nepesady v nocTynneHne MHopmaumy ot TPETbUX CTOPOH.

CnefyeT NOMHUTL O TOM, YTO XapakTep, akTyaslbHOCTb W LEHHOCTb AaHHbIX MOryT ObITb
BECbMa pasHoObpasHbIMM B MpeAenax opraHnsauun.

6.4.2.5 lNpoueccsol

Mpn BbIGOpE cBoeli cTpatern TMIKTOHB opraHv3auust Ao/mkHa yunTbiBaTb MPOLIECCHI,
HeobxoauMmble Ana obecneyeHnss yBEPEHHOCTU B XU3HECMOCOBHOCTM 3TON cTpaTterum, BkYas
Te, 4YTO HeobXoAMMbl AN1A NPefynpexaeHus WHUUOEHTOB, OOHapyXXeHWUs WHUUOEHTOB,
pearmpoBaHus Ha MHUMAEHTbI Y BOCCTAHOBMEHUA nocse 6eacTBusA. OpraHm3aums Taikke Ao/mKHa
ycTaHaB/nMBaTb /o6ble (pakTopbl, Heobxogumble A8 3EKTMBHON peanm3aumm 3Tux
OTAE/NbHBIX MPOLECCOB, HanMpPUMep, COBOKYMHOCTb OCHOBHbIX HAaBbIKOB, KPUTUYECKME AaHHble,

OCHOBHble 3(pheKTNBHbIE TEXHOOTMM NN KpUTUYECKoe 060pyaoBaHue/cpeacTsa.
6.4.2.6 MNocTaBLUnKN

OpFaHI/ISaLI,MFI OO/DKHa YyCTaHaB/MBaTb W OOKYMEHTUMPOBaTb BHELIHME OTHOLUEHUA,

noanepXueawouine npegocrtassieHne  ycnyr

Cpoku. Takue 3aBMCUMOCTM MOTYT CYLLECTBOBaTb /1 annapaTHbIX W MPOrpamMMHbIX CPefdcTs,
TENIeKOMMYHUKAUMIA,  MPUKNAAHbIX — Nporpamm,  YC/yr  XOCTUHra  TPeTbeli  CTOPOHBI,
BCroMoraTeflbHbIX YCNyr W BOMPOCOB, CBA3AHHbIX C BHELIHel cpefoi, Takux Kak

KOHZMLMOHMPOBAHUE BO3AyXa, IKOSTOrMUYECKU MOHUTOPWHT 1 IMKBUAALNA NOXAapOB.
CTparternm ans 3Tux yciyr MOryT BK/OYaTb:
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a) XpaHeHue A0noSIHUTENbHOro 060pyAOBaHNS U KOMWIA NporpaMM Ha ApYroi naowaake;

b) cornaweHusi ¢ nocTaBLLMKaMn O NMOCTaBke 060pyAOBaHNS 419 3aMEeHbl B KpaTyailuve
CPOKU;

C) ObICTpbIi PEMOHT M (UM) 3aMeHa HeucnpaBHbIX YacTeil B clyvyae HewucnpaBHOCTU
obopynoBaHus;

d) [BOliHblE MCTOYHMKN PECYPCOB, TaknX Kak SHepreTnka 1u TeNIeKkOMMyHUKaLmm;

€) aBapuiiHoe reHepaTopHoe 06opyaoBaHMe: 1

f) onpepeneHve asibTepHaTUBHbLIX NOCTABLUMKOB/3aMeHbl NMOCTaBLLMKOB.

OpraHu3aums Jo/mkHa BKIOYaTh TpeboBaHMSA MeHeMKMeHTa HenpepbiBHOCTU Gu3Heca u
VKT B AoroBopbl CO CBOMMM MapTHEPaMM W MOCTaBLMKamu ycnyr. padukn BbINOHEHUS
[Or0BOPOB [OJ/DKHbI BK/OYATb CCbIIKM Ha 06sA3aTenibCTBa KakAOW CTOPOHbLI, COrflacOBaHHbIE
YPOBHW YCNyr, pearnpoBaHne Ha CyLeCTBEHHbIE WHLMAEHTbI, pacnpegeneHve 3arpar, 4yacToTty

NPOBeAEHNS TPEHNPOBOK U KOPPEKTUPYIOLLME MEpbI.

6.5 Opob6peHue

BbibpaHHble BapuaHTbl cTpaternn TMKTOHB fomkHbl 6biTb NpeacTassfieHbl BbiCLLEMY
PYKOBOACTBY C pekoMeHauuamu An8 NPUHATMS peLleHuii Ha OCHOBE TOTOBHOCTW OpraHu3auuu
puvckoBaTb W 3aTpar.

Bbiclwee pyKoBOACTBO [AO/DKHO ObITb YBEAOM/IEHO, UYTO €C/M BblGpaHHble BapuaHTbl
ctpaterum TMIKTOHB He cnocobHbl 0TBeYaTb TpeboBaHWAM HeNpepbIBHOCTU GU3Heca, TO OHO
MOXET 6bITb MPONHAOPMUPOBAHO O CYLLECTBYIOLLMX BO3MOXHOCTSX.

Bbicllee pykoBOACTBO AO/KHO BblbpaTtb cTpaterun NMKTOHB 13 npeacTaBieHHbIX eMy
BapuaHTOB, YTBEPAWUTbL W NoANUcaTb [OOKYMEHTaNIbHO OOPM/IEHHbIE  BapuaHTbl  ANd
NOATBEPXAEHUSA TOr0O, YTO ObLIM NPUHATHI HaANexalme BapuaHTbl, Y YTO OHM MNOAAEPXUBAIOT
o6uwpme TpeboBaHNs obecneyveHnss HenpepbIBHOCTU BU3Heca.

Bbi6paHHble BapuaHTbl cTpaTerun MMKTOHB A0o/mkHbI:

a) MpUHUMAaTb BO BHMMaHWEe BEPOSATHbIE PUCKU M NOCNEACTBUS NOBPEXAEHWIA;

b) WHTErpMpoBaTbCA C BblOpaHHbIMK CTpaTerMsiMum obecneyeHuss  HenpepbIBHOCTU
6usHeca opraHunsauuu; un
C) COOTBETCTBOBaTb BbINOJIHEHWID OOLUMX LieNeil opraHu3auym B paMkKax ee roTOBHOCTU

pvcKoBaTb.
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6.6 YnyudweHne Bo3mMoxHocTer TMKTOHB

6.6.1 loBbIlWlEHNE YCTONUMBOCTM

OpraHusaumsi [o/hKHa BK/IKUYATL B CBOK BbICOKOYPOBHEBYK CTpaTeruto W MiaHbl
MMKTOHB ccblfiky Ha KOHKpEeTHble yryudleHus Bo3moxHocTelr TMKTOHB, kotopble TpebytoTcs
ONs yAOBNETBOPEHWUS ee YCTaHOBNEHHbIX TpebosaHuii TMKTOHB. Takue ynydweHus MoryT
ObITb AOCTUrHYTbI NYTEM NMPUMEHEHUS MPEBEHTUBHbIX N KOppekTupyLwmx mep (cm. 9.2 n 9.3), a
TakkKe APYrux KOHKpeTHbIX NPOLLECCOB UM METOAMK, KOTOpble npesnaralT afekBaTHble peakumm

Ha aHa/IM3 BNNSAHUS Ha BU3HecC opraHusaunmn n ee rotToBHOCTU pPUCKOBaTb.

WHbopmaumio 0 Takmx npoueccax u (UnmM) MeToamkax MOXHO HaiiTu B NpUIoXeHuax B
nC.

6.7 Kputepun adopekTMBHOCTN roToBHOCTU VKT

6.7.1 OnpepneneHne kputepmeB 3PPEKTUBHOCTU

B nio6oin cpege VKT cyliecTByeT MHOrO NOTEHLMasIbHO OMacHbIX COOLITWI - Hanpuwmep,
OTKasbl annapaTHbIX CPeACcTB, BTOPXEHMUS, yrpoxatoLme 6e30nacHoCT, U T. 4. - U opraHnsaums
JO/KHa OblTb CMocobHa MpPOBOAUTL MOHUTOPUHI YIPO3 U MOHUMATb, MOXET JIM cucTema

NMKTOHB agekBaTHO 60pOTLCSA C HAMK.

TakuMm o06pa3oM, oOpraHuM3auus [O/KHA OMpPeaenvTb KpUTepun ANs  U3MEPEHUs
adhheKkTMBHOCTU rOoTOBHOCTY ee VKT. Takue KpUTepuu MOryT UCMO/b30BaThLCS [/151 ONpeaesieHus
XE/TAEMOr0 KauyecTBa pearvpoBaHvsi Ha HapylleHue, Kak B TepMMHaX 3hhEeKTUBHOCTU, TakK U B

TEPMMHAX Pe3y/bTaTUBHOCTM.

Kputepun adpdpektmBHocT TUKTOHB pJo/mkHbI  ObITb  OCHOBaHbl Ha TpeboBaHUSAX
MMKTOHB, a Takke Ha obwmx uensx MHB C TOukM 3peHus pearpoBaHUA Ha WMHUUOEHTbl Y

TpeboBaHuWii 06ecneveHnss HenpepbIBHOCTK (Obpawaiitecs k 8.3.1).

7 Peanunsauysa v oyHKUMOHUPOBaHWE
7.1 O6waa nHdopmaums

Crtpaterum TMKTOHB [o/mkHbI peanm3oBbIBaTbCA TOSIBKO MOCAE MOMYyYEHWS CaHKLWiA

BbICLLUETO0 PYyKOBOACTBA. C aTOoro mMomeHTa HaudvHaeTcsa 3Tan peannsaunn. B atom pasgerne
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npeacTaBfneHbl pekoMeHgaumn no peanmsaunn BblbpaHHbIX cTpaternin TMKTOHB opraHmnsauun
BMECTe C HeobOXoAMMOIN oOpraHuM3aumoOHHON  CTPYKTYpOR, nnaHamMyM U npouesypamu,

HEOOXOAMMBIMU [N NOAAEPXKKN peasin3auyu.

OpraHusaumsi Ao/hkHa ynpaBnsaTb pecypcamun (cm. 7.2), npouegypamMu 1 npoueccamu no
ob6ecnedveHnto TMKTOHB, a Takke OCYyLIEeCTBATb NPorpaMmMbl MHCOOPMUPOBAHUSA U 0BYYEHMS.
Peann3auma [o/HkHa ynNpaBnsaTbCA, HauMHas € naHa, NocpefcTBOM (hopMasibHOro npotecca
ynpaBfieHUs MU3MEHEHUsIMM OpraHusaumm, a Takke Mep W CPefCTB KOHTPOMS U ynpasneHus
MeHempkMeHTa npoekta MHB, u4To6Gbl 06ecneunTb YBEPEHHOCTb B MOMHOM NPO3PayvyHOCTU

ynpas/ieHNA U OTYHETHOCTW.

Bo Bpems BHegpeHusl KOMMOHEHTOB OGHapyXeHWs W pearMpoBaHUs Ha WHUWAEHTbI W
KOMMOHEHTOB BOCCTaHOB/IEHUsI Mocne 6eAcTBUS cnefgyeT obpawiatbCsi K COOTBETCTBYIOLLMM
MeXAyHapoAHbIM CTaHAapTaMm, BK/4as:

a) MCO/M3K 18043 no Bompocy Bbibopa W 3IKcnsyatauum CUCTEM OBHapyXeHus
BTOPXXEHWIA;

b) NCO/M3K 18044 no Bonpocy npouecca pearnpoBaHnst Ha UHUMAEHTbI; 1

¢c) WNCO/M3K 24762 no Bonpocy ycnyr BOCCTaHOBNEHMA nocne 6encTeus.

MpumevaHune - MCO/M3K 18044 nepepabaTtbiBaeTcs " éynet nepeunsgaH Kak

MNCO/M3K 27035.

7.2 Peanusaumsa anemeHtoB ctpaterunin TMKTOHB

7.2.1 OcBefOM/IEHHOCTb, HaBbIKM U 3HAHUA

O6uwan ocBefOMNEHHOCTbL O TOTOBHOCTU 3nemeHToB ycnyr WKT (cm. 5.3)- kagpos,
NMOMELLEHNIA, TEXHOMOMMIA, AaHHbIX, MPOLECCOB W MOCTaBLUMKOB, a TakKe WX KPUTUYECKMX
KOMMNOHEHTOB- SAB/ISETCA pellallmm 31eMeHTOM obecrneyeHns YBEepeHHOCTU B Tpebyemoi
nogdepXke CUCTEMbl MeHeMKMeHTa W ynpaBneHuss HenpepbiBHOCTbIO Ou3Heca, BkIoYas

rotoBHocTb VIKT. CnegoBaresibHO, opraHusaunsa OoMmKHa:

a) MoBbIWAThL, Y/y4llaTh U NOAAEPKMBATL OCBEAOM/IEHHOCTh C NMOMOLLLI HEMPEPbLIBHOTO
06y4YeHVs U MHPOPMALMOHHLIX NporpamMM /1l COOTBETCTBYHOLLEIO MEpPCOHasna M YCTaHOBUTb

npoLecc oueHkn 3phekTUBHOCTU 06ecneyeHnsl oCBeAOMIEHHOCTU; 1

b) obecneunTb yBEpPEHHOCTb B OCBEOMJIEHHOCTM MepcoHana O TOM, Kakoi BKnaa OH

BHOCUT B AocTwkeHue ueneit TMKTOHB.
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OpraHusaumss go/hkHa obecneunTb YBEPEHHOCTb B TOM, YTO KOMMETEHTHOCTb BCEro
nepcoHana, Ha KOTOpbIi BO3M0XeEHbI 0653aHHOCTK No ynpasneHunto MMKTOHB, goctatouHa ans

BbINOJIHEHMSA TPEBYEeMbIX 3a4a4 NOCPeACTBOM:

a) onpegeneHnst He06xoaMMol KOMNETEHTHOCTM TaKoro nepcoHana;

b) MpoBeAeHUss aHanIM3a NOTPEBHOCTM B 06YYEHNM TaKOro NepcoHana;

C) npepocTaBeHns 00yyeHus;

d) obGecneyeHuns yBEPEHHOCTU B JOCTMKEHUN HEOOXOAMMON KOMMETEHTHOCTK; 1

€) coxpaHeHus 3anuceii 06 obpasoBaHuM, NPOECCUOHAILHON MOATOTOBKE, HaBbIKax,
onbITe 1 KBa/IMdomKaLmn.

7.2.2 TlomeLyeHus

Cunctembl BoccTaHOBeHNA VKT u kpuTUYeckne faHHble, N0 BO3MOXHOCTU, AO/DKHbI ObITb
on3nyeckn oTaeneHbl OT paboyein nnowankM, YTobbl NPeaoTBPaTUTL BAUSIHUE HA HUX OAHOMO U
TOrO Xe VHUMAeHTa.

Mpn peanusauum cTpaterMn cnegyeTr obpaTutb BHMMaHWE Ha MECTOHaXOXOEeHue BCero
o6opyaoBaHus VIKT. Hanpumep, npu Hanuuum cuctem VIKT ansa obyyeHuss mnm MakeTupoBaHus
OHW [O/MKHbI ObITb SIOTMYECKN OTAENEeHbl OT MPOU3BOLACTBEHHbLIX CUCTEM, YTOObI MOXHO 6bL10
nepekoHUrypmnpoBaTthb X B c/ilydae 6eAcTBUA AN ObICTPOro yBeMYeHnss NPon3BoaUMbIX YCYT.

[omKHbl 6bITb M3yYeHbl 06LLME XapaKTepUCTUKM MacluTabupyemocTu, ynpaBasemMocTy,
noafepxkn, aPekTMBHOCTM U CTOMMOCTM AN pasNIMuHbIX cTpaternii peanusauum, 4tobbl
onpefenutb Hambosnee noaxodsiwme MeTodbl ANs BblOpaHHbIX CTpaTeruii, nogaepxuearoLime

obwpe Lenn 1 3agayun obecneveHns HenpepbIBHOCTM GU3Heca.

7.2.3 TexHonorus

[omkHbl ObITb peanm3oBaHbl TexHosorndeckme crparerun VKT, K HUM MOXHO OTHecTu

OIMH W/ HECKOJILKO U3 CeyolWmxX MeXaH3mMoB peasnsaLui:
a) ropsuwnii peseps, korga nHgpacTpykTypa VKT ay6nnpyeTtcs Ha AByx MoLaiKax;

b) Tennblii pe3eps, KOraa BOCCTAHOB/EHNE NPOUCXOAMT Ha AOMOSIHUTESIbHOM niowaake ¢

YaCTUYHO NOArOTOBNEHHON UHbpacTpykTypon UKT;

C) XONOAHbI pe3eps, korga MHAPPACTPYKTypa co3[aeTcs WM KOHUIYpUpYyeTCcs € Hyns

Ha a/lbTEPHATVBHON N/OWAAKE;

d) MeXaHN3Mbl TMOCTaBKM, B COOTBETCTBUM C KOTOPbIMWA BHELIHME NOCTaBLUWKN YCNyr

npeaocTaB/IAT annaparHble cpeacTtea; U
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€) COCTaBHOI MexaHn3M NpeaplayLimx CTpaTernin: NoAxo4 «Bblbepn U CMeLLain.

7.2.4 JaHHble

Mepbl o6ecrneyeHnss AOCTYNHOCTM [aHHbIX [A0/KHbI COOTBETCTBOBATb TPEGOBAHUSM,

YCTaHOBJ/IEHHbIM B cTpaternax meHemkmeHta MNMKTOHB. n MoryT Bk/Itouarh:

a) [OOMoNHUTENbHOE XpaHeHue AaHHbIX B Buae, o6GecrnevvBalolleM WX AO0CTYMHOCTb B

npeaenax CpokoB, YCTAHOB/IEHHbIX B MporpaMmme o6ecneyeHns HenpepbIBHOCTU GusHeca; U

b) aNbTepHaTMBHbIE MeCcTa XpaHeHWsl [JaHHbIX, KOTOpble MOTYT 6biTb OU3UYECKUMU WK
BUPTYa/IbHbIMK, NPU YCNOBUM NOAAEPXKM 6€30MacHOCT M KOH(UAEHUMANBHOCTY AaHHbIX;
cnefoBaTeNlbHO, [0/XHbl CYLLECTBOBaTb COOTBETCTBYHOLIME MNpoueaypbl AocTyna, a npu
NCMOMNb30BaHWM A1 XPaHeHMst Takoi MWHopmaumy Mep TPeTbWX CTOPOH BNadenbLpl
MHJDOPMaLMM AO/MKHbI Y6eanTbCA B HaMUMM COOTBETCTBYIOLIMX MEpP W CPEACTB KOHTPONS U

ynpasneHus.

7.2.5 lMNMpoueccol

Mpoueccbl obecneveHns TMKTOHB [A0/MKHbI ObiTb YETKO WM AOCTATOYHO AeTaslbHO
OOKYMEHTUPOBaHbI, 4YTOOblI AaTb BO3MOXHOCTb KOMMNETEHTHOMY MepCcoHasly WX BbINOHATb

(HEKOTOpre M3 3TUX NpoLEeCCOB MOryT OT/IN4aTbCA OT NOBCEAHEBHbLIX onepau,vu7|).

Mpoueaypbl TMKTOHB MoryT 3aBUCETb OT BO3HMKAOLWLEA CUTYyaLUMN N HA NpaKTUKe MOryT
notpebosaTtb ajantauum B 3aBUCUMOCTW OT XapakTepa aBapun (Hanpumep, cTeneHy notepb um

MOBPEXAEHWIA), MPUOPUTETOB AESTENIbHOCTU OpraHn3aLmn 1 TPe6GoBaHNA MPUYACTHBLIX CTOPOH.

7.2.6 MNMocTaBWUKN

OpraHunsaumsa gomkHa obecneunBaTb YBEPEHHOCTb B TOM, YTO KPUTUYECKME MOCTaBLLMKU
CcnocobHbl obecneumBaTtb ycnyrm no nogaepxke MMKTOHB, Tpebyemble opraHu3auyuein. 3710
BK/IOYAET HasIMume y HUX COOCTBEHHbIX JOKYMEHTa/IbHO O(OPMAEHHbIX U MPOTECTUPOBAHHBIX
nnaHoB obecneyvyeHns HenpepbiBHOCTM 6usHeca M TMKTOHB ¢ BO3MOXHOCTBH MNOAAEPXKKM
OJHOBPEMEHHOIO MpuMBEAEHUS B [EWCTBME KWEeHTaMW M/1aHOB pearvpoBaHus Ha WHUUAEHTbI
W BOCCTaHoB/feHWe. OpraHu3auust [O/HKHa YCTaHOBWUTbL MNPOLECC OLEHKUM MOLLHOCTER W
BO3MOXHOCTEN MOCTaBLUMKOB, MPEXAEe 4YeM MpuB/eKaTb WX YCAyrn, a Takke OCYLLecTBAATb
MOCTOSHHbIA MOHWUTOPWMHI U NPOBEPKY BO3MOXHOCTElM MOCTaBLUMKOB MOC/Ee  3aK/IluveHust
poroBopa. [lonesHbiM CpeacTBOM oOnpefefieHnss BO3MOXHOCTEN NOCTaBLUMKOB SBASETCA WX
COOTBETCTBME  TPeOOBaAHMAM/XOPOLIMM  MPaKTUYEeCKMM  NpvemaMm K3  COOTBETCTBYHLLMX

cTaHOapToB, Hanpumep, MNPUHATUE Jlyylnx npakTuyeckmx npuemos u3 WNCO/M3K 24762
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NOCTaBLLUMKAMM,  OCYLLECTB/ISOWMMN  XOCTUHI/MEHeKMEHT  aslbTePHATUBHbIX  CPeAcTB

06paboTKM 1 NPeAOCTaB/SAOLMMMI YCYTK Mo BoccTaHoBNeHno VKT nocne 6eacTeus.

7.3 PearnpoBaHune Ha MHUNOEHTDI

B cnyvae nmw6oro uHumpgeHta WKT [O/MKHO OCYWeECTBAATLCA pearnpoBaHue Ha
WHUUAEHTbI C LeNbio:

a) NOATBEPXAEHWA XapakTepa W CTeneHn UHUMOEHTA;

b) B3STWA CUTyauuu NOA, KOHTPOSIb;

C) COEpPXMBaHWUA WHUMAOEHTA; U

d) B3aumopgencTBusa C NpUYacTHbIMK CTOPOHaMM.

PearnpoBaHne Ha VHUMAEHTbI AO/MKHO MHULMMPOBAaTb COOTBETCTBYKOLME OEACTBUS B
oTHoweHun TUKTOHB. 3T0 pearnpoBaHue [OMKHO ObiTb WHTETPUPOBAHO C  06LMM
pearmpoBaHmem Ha MHUMAEHTbI B MHB 1 MOoXeT noTpe6oBaTb NpUB/EYEHUS Tpynnbl ynpasieHns

WHUMAEHTaMU UK, B HEGOMbLUMX OpraHmM3aumsix, OTAEbHOro fimya, B YbM 06513aHHOCTU BXOAMT

ynpaesneHne ndunaeHtamm mn obecneyeHne HEeNpPepbLIBHOCTHN 6usHeca.

Bonee KpynHble opraHu3aLmi MoryT UCMosib30BaTb MHOTOYPOBHEBLIN NOAX0A U CO3AaBaTh
pasnuuHble Tpynnbl, NpeaHasHauYeHHble A8 BbINOSHEHUST pas3HbiX YHKUWA. B pamkax WKT ato
MOXET 6bITb OCHOBAHO HA TEXHWUYECKUX BOMNPOCAX WM BOMPOCaX, CBA3aHHbIX C YC/yraMu.

Jlvua, oTBevawlmMe 3a ynpaefieHne VMHUMAEHTaMU, JO/MKHbI UMETb MaHbl akTUBU3ALWN,

paboTbl, KoopANHaLMM N CBA3M OTHOCUTE/IbHO pearnpoBaHns Ha MHUWAEHTbI.

7.4 JokyMeHTbl nnaHa M’MKTOHB

7.4.1 O6was nHgopmaums

OpraHusauun [o/mKHa WUMETb OOKYMeHTbl (nnaHbl) A8 ynpasneHus npu BO3MOXHbIX
HapyLleHusix, 4Tobbl obecneuntb HemnpepbiBHOCTb yciyr VKT u BOCCTaHOB/EHME KPUTUYECKON
AeATensHOCTH.

MnaHbl opraHnsaLn No MeHeKMeHTY nHumaeHToB UKT, o6ecneyeHunio HenpepbIBHOCTU
6usHeca UM  TEXHWYECKOMY  BOCCT@HOB/IEHWIO  MOIYT  ObiTb  ObICTPO  aKTMBMPOBAHBI

nocnenoBartesibHO WM OgHOBPEMEHHO.
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OpraHusaumsi MOXeT paspaboTaTb CrneuuasbHble A0KYMEHTbl M/1aHOB BOCCTaHOB/IEHUS
nnu BosspalleHus ycnyr VKT B «HOpMasibHOe» COCTOsiHME (MNaHbl BOCCTAHOBMEHUs). OfHako
onpeaennTb, 4To Takoe «HOPMasibHOE» COCTOSIHME WHOrA@ MOXHO TOJ/IbKO Uepe3 HEeKoTopoe
BPEMSI Noc/ie VHUUAEHTA, NO3TOMY HEMEASIEHHAs peann3auusl NIaHOB BOCCTAHOB/IEHUS MOXET
6bITb HeAoMycTUMOli. B 3Toli CBSI3M opraHu3aumst Ao/mkHa 06ECNeUnTb YBEPEHHOCTL B TOM, UTO
MeXaHM3Mbl HEMpPepbIBHOCTM CMOCO6HbI K ONOMHUTEbHLIM AeACTBMAM Mo noafepxke B 6onee
06LLUVPHOM MNJlaHe HenpepbIBHOCTU 6U3Heca, NPeAoCTaBsAA BPeMs Ha npuBefeHue B AelicTeue

NnnaHoB BOCCTAHOB/IEHUA («BO3BpaLLeHNS B HOPMasIbHOE COCTOSIHUEY).

7.4.2 CopepxxaHve [OKYMEHTOB MiaHa BOCCTaHOB/IEHUS

Y He6GoOnbLIOW OpraHuM3auumM MOXeT OblTb €AWHCTBEHHbIE OOKYMEHT -  M/laH,
OXBaTbIBAOLLMIA BCE MEPONPUATUA MO BOocCcTaHoBneHwto yenyr VKT ans Bceli ee feATenbHOCTY.
Y oueHb 60/bLUOK OpraHM3aumMu MOXeT OblTb MHOrO [OKYMEHTOB [M/laHa BOCCTaHOB/IEHUS,
KaKAblil M3 KOTOPbIX AeTaslbHO onpeAensieT BOCCTaHOB/IEHNE KOHKPETHOro asieMeHTa ycnyr VKT,

MnaHbl pearnpoBaHnst K BoccTaHoBNeHUs WKT AO/MKHbl  ObiTb  JTAKOHUYHBIMU U
LOCTYMHbIMW AN18 UL, YbM 06S3aHHOCTM onpefenieHbl B MiaHax. [naHbl JO/MKHbI coaepXarb
crnefyowme anemMeHThbl:

a) HasHaueHuve u chepa feincTeus.

HasHaueHue 1 061acTb NMPUMEHEHUS] KAXKA0TO KOHKPETHOro M/iaHa A0/MKHbI 6biTh OnpeaesneHbl,
0[106p€eHbl BbICLUMM PYKOBOACTBOM M MOHSATHbI NNLAM, KOTOpble 6YAyT OCYLIEeCTBAATb MJiaH.
LoMmKHbI GbITb YETKO CthopMynMPOBaHbl flloOble B3aMMOCBS3U C APYTVIMU COOTBETCTBYIOLLMMU
niaHaMn WM AOKyMeHTaMu opraHusaummn, ocob6eHHo ¢ nnaHamMu oGecneyeHnsl HeNpPepbIBHOCTY
6u3Heca, AO0/MKHbI OblTb AaHbl YETKME CCbIIKM M onucaH crnoco6 MosiydeHust 3TUX MIaHoB U

JlOCTyna K HUM.

B Kaxgom nnaHe MeHeXMeHTa WHUMOEHTOB, pearnposaHus M BoccTaHoBieHusa VKT Ao/mKHbI

6bITb U3/TOXKEHbI NPUOPUTETHBIE LIENN C TOYKN 3PEHUS:
i) kpuTnueckux ycnyr VKT, nognexaimx BOCCTaHOB/IEHWIO;
") ;
iii) ypoBHeli BOCCTaHOB/IEHMS, HEOOXOANMbIX 4151 KaXKAOW KpuTudeckoid ycnyrm UKT; n
ivV) cuTyaumii, B KOTOPbIX MOXET ObITb aKTVBU3MPOBAH KaXKAblli MnaH.

B COOTBETCTBYHOLLMX C/iydyadX nMJlaHbl MOTyT TakKXKe codepxXaTb npoueaypbl v nepedHu

KOHTPO/IbHBIX BOMPOCOB, NOALEPXMBAIOLLME NPOLECC NPOBEPKM NOC/E UHLUMAEHT],;

b) ponu 1 0683aHHOCTN.
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LomKHbl YeTKO [JOKYMEHTMPOBATbCS pPoNM M 06513aHHOCTM WL, W rpynn, o61agatoLmx
MOSTHOMOUMSAMM (KaK C TOYKM 3PEHUS MPUHSATUA peLLeHuii, Tak U OCYLLECTB/IEHNS Pacx0foB) BO
BpeMSI UHUMAEHTA U NOC/E HEro;

C) akTuBM3auusa nnaHa.

MpumeyaHne - loTepsaHHOE Ha pearvpoBaHue BpemMs, HECOMHEHHO, Hesb3f BO3BpaTtuTb. pakTnyecku
Bcerga nydile nHuummposatb pearnposaHve VKT, a no3gHee CBEpHYTb ero, YeM ynycTuTb BO3MOXHOCTb cAepxaTb

NHUMNAOEHT Ha paHHeVI CTagum v npeaoTBpaTtnuTb ero paclpeHmne.

Mo aToli nNpuuMHe opraHu3auMyM LOJDKHbI WCMO/b30BaTb 3CKaauvio  MeHeKMeHTa
WHUMAEHTOB M obpallatbCa K NPOTOKO/IaM akTuBU3auuu, cogepxalimmcs B 6onee noapo6HbIX
nnaHax obecrneyeHus HenpepbIBHOCTN BU3Heca, AN TOro, 4Ytobbl CHOPMUPOBATL OCHOBY [A/1A
MeHeKMeHTa NOoTEeHLUMasIbHbIX HapyLUEHWA, CBA3aHHbIX ¢ ycayramu UKT.

MeTo4 akTMBM3auMu nnaHa pearmpoBaHus U BoccTaHoBreHns WKT gosmkeH 6bITb 4eTKo
OOKYMEHTUPOBaH. JTOT MpoUecC AO/DKEH MNpeaycMaTpmBaTb akTUBM3aUMIO COOTBETCTBYHOLLUX
NI1aHoOB WM 4YacTell NfaHOB B KpaTyaiiume Cpoku, M60 A0 NoTeHUMasibHO paspyLunTesibHOro
cobbITNSA, NMMO60 HEMe[ IEHHO NOC/1Ie Takoro cobbITUSA.

MnaH fo/MmKeH BKIHOYaTbL ACHOE U TOYHOE OnucaHue:

i) cnocob6a Mo6GMAM3aUMN HAa3HAYEHHOrO fivua 1nn rpynnbl;

i) NYHKTOB He3ame/MTeNbLHOro cbopa;

iil) nocnepytlowmx MecT cbopa rpynnbl M MNOAPOGHOCTEN O NKOOLIX a/bTEPHATUBHbBIX
MecTax cbopa (B 60fiee KpyrHbIX OpraHuMsaumax atm Mecta cbopa MOryT YrNoMUHATLCA Kak
KOMaHAHbIE LIEHTPbI); 1

iV) 06CTOATENLCTB, B KOTOPbIX OpraHu3auusa cuntaet pearmposaHme MKTOHB HeHyXHbIM
(Hanpumep, He3HauuTesibHble HEUCMNPaBHOCTU W MPOCTOW, KOTOpble, BO3MOXHO, 3aTparusaioTt
Kputndeckme ycnyrm VKT, HO MeHe[XMEHT KOTOPbIX OCYLLEeCTBASAETCS NOCpeacTBOM OObIYHOW
CNYXObl TEXHUYECKOW NOAAEPXKKN, a TakkKe MEXaHW3MOB W COMalleHnn 0 NOALEPKKE).

OpraHuzaums [o/bkHa AOKyMEHTaslbHO O0(hOpMWUTL 4YeTKuii MpoLecc OT3biBa pynmbl
pearvpoBaHus VKT nocne 3aBepLueHUs MHUMAEHTA U BO3BpaLLeHUS K 0ObIYHON AeATeNbHOCTY;

d) Bnageney 1 OTBETCTBEHHbLI 3a MOAAEPXKKY AOKYMEHTaLUW MaaHa pearmpoBaHus u
BoccTaHoB/eHna UKT.

PyKoBOACTBO [0O/IKHO Ha3HauMTb Bnagenbla AOKyMEHTaLMM MfaHa pearmpoBaHus U

BoccTaHoBneHnst VKT, oTBeyatoLero 3a perynsipHblii nepecMoTp 1 06HOBNEHWE AOKYMEHTALMN.
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CneflyeT NpUMeHsiTb CUCTEMY YrpaBfieHUs BEPCUSMM 1 OoMLMasIbHO YBEAOMISTL BCE
3aMHTEepPecoBaHHble CTOPOHbI 06 M3MEHEHUsIX, a Takke NnogaepxmBaTb (DOpMasibHble 3anucK o

pacnpocTpaHeHMN AOKYMEHTOB M/iaHa Mo 06ecnevyeHnto HENPEPbLIBHOCTY;
€) KOHTaKTHasi MHchopmauus.

MpuMmeuaHne - 3anucu O KOHTAKTax MOFyT cojepxaTb WHOpMauuWi AN CBA3U BO
BHepabouee Bpemsi. OfHaAKO B Tex c/ydyasix, KOrga njaaHbl YNOMWHAKT Takyld WHGOPMaLWio 4acTHOTO

xapaktepa, 0co60e BHUMaHWe JO/MKHO BbiTh YAENeHO CO6/1I04eHUI0 NPUBATHOCTU UHADOPMALLNK.

B COOTBETCTBYWOLUMX Crydasx KakAbli [OKYMEHT nMnaHa [O/KeH cofepxaTtb Wi
npefocTaB/IATb CCbIIKM Ha HEOOXOAUMYIK KOHTaKTHYK WHhopMauuio A58 BCEX OCHOBHbIX
NMPUYaCTHbIX CTOPOH.

7.4.3 [oKymeHTauusa nsaHa pearmpoBaHnsa U BocCcTaHoBMeHUA VKT

JokymeHTaLmsa nnaHa pearmposaHusa U BocctaHoBneHnsa VKT pomkHa:

a) ObITb rMOKOIA, BbINOSHUMOI N OTHOCSILLENCS K Aeny;

b) ObITb NIETKO YATAEMOI U MOHUMAEMOI; U

C) obecneumBaTb OCHOBY [ANS YMApaBfieHUs Cepbe3HbiMKM  npobaemamu, KoTopble
paccmaTpuBaloTCsl OpraHusauvein kak 3acnyxuawowme pearvpoBaHns [VMIKTOHB (06bl4HO

rnocne CyLWeCTBEHHOMO Pa3pyLUNTENILHOTO COBbITUS).

JlokyMeHTaLUua Ao/XHA onpeensTh 06LLy CTPYKTYPY, B paMKax KOTOPOil (hopMupytoTcs

naaHbl BOCCTAHOB/EHNS, OXBaTbIBas:
a) o6LLyto cTpaTerunto;
b) KpuTuyeckue ycnyru (c 3BB/3TB);
C) LLKasly BOCCTAHOB/IEHUS; 1
d) rpynnbl BOCCTAHOBAEHUS U UX 0OA3AHHOCTMU.

MnaHbl A0MXHbI ObITb TakK AOKYMEHTa/IbHO ODOPMIIEHbI, YTOObI KOMNETEHTHbIN NEepPCcoHas
MOr UCMONb30BaTb UX B CAiydyae UHUuAeHTa. OHM AO/MKHbI BKIHOYATb:

a) Lenu: KkpaTkoe onvcaHve Lesnei niaHos;

b) 06nacTb NPMMEHEHWS: OXBaTbIBas CO CCbIJIKO Ha pes3ynbTaTbl aHanM3a BAUSHWSA Ha

6u3HeC criegyoulee:

i) KPUTWYHOCTb YC/Iyr: OMuUCaHWe COOTBETCTBYIOLUMX YCAYr U OnpefesieHe ux

KPUTUYHOCTWU;
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i) TexHonormio: 0630p OCHOBHOW TEXHO/0rMK, NOAAEPXKMBAIOLLEN YCyrK, BKKOYas
ee pasmeLleHue:
iil) opraHm3aumio: 0630p opraHusaunini  (OTLENOB, BaKHEMWWX Nud, npoueayp),

ynpaBAnLWNX TEXHOOTNAMU: U

iv) IOKyMeHTauuio: 0630p OCHOBHOI AOKYMeHTaUuuu A/ TEXHOSorMK, BKIHYast

(BHeLwHKWe) naowaakun, rae oHa XpaHuTcs;

C) TpebGoBaHWs AOCTYMHOCTU: oOnpefdesnieHHble 6M3HecoM TPeGOoBaHWs B OTHOLUEHWUM

OOCTYNHOCTU YyCNyr N CBA3aHHbIX C HUMUN TEXHO/TOMIA;

d) TpeboaHus NHOPMaLIMOHHOIA 6e30nacHoCTu: TpeboBaHus obecneyeHuns
MH(OPMAaLUMOHHOM  6e30MacHOCTM  YCyr, CUCTEM W OaHHbIX, BK/IYas  TpeboBaHus

KOHd’JI/I,CI,EHLI.I/IaﬂbHOCTI/I, LEe/N0CTHOCTN U AOCTYNMHOCTMU;

€) npoueaypbl BOCCTAHOB/IEHWS TEXHOSIOMMM: OMMcaHve npoueayp, KOTOPbIM  HYXHO

cnepfoBath A/ BOCCTaHOBMeHUs1 ycnyr VKT, Bkouas creaytollee:

i) nepeyeHb MEPOMPUATUIA, HaNPUMEpP, TEXHWYecKass MOoAMAEpPXKKA HACTOMbHbIX

KOMMNbKTEPOB 1 BOCCTAaHOB/1IEHNE KOHTaKTHOIA |/|H¢)opmau,vu/|;

i) MmepeyeHb MeponpuATWIA aONs BO3BPAWEHUSA CeTeil, CUCTeM, NPUKIaAHbIX
nporpaMM, 6a3 AaHHbIX W T. . Ha COracOBaHHbIi YPOBEHb Ha a/lbTEPHATMBHO
n/owaake c yyetoM W3MEHMBLLENCS cpedpl (Hanpumep, 3TO MOXET BAMATb Ha

MPONYCKHY0 CNOCOGHOCTb NINHWIA CBA3MU, MEXCUCTEMHYIO KOMMYHUKALMIO U T. A.);

iil) NnepeyeHb MeponpusATUIA MO BOCCTAHOB/IEHMIO OCHOBHbIX (DYHKUMOHA/TbHbIX
BO3MOXHOCTEW, TakmMx Kak 6e30nacHOCTb, onpefeneHne [OCTYMNHbIX MapLupyToB
nepefauv AaHHbIX, perncrpauus;

iv) KOOpAMHaUMIO B pamKax MpuKIagHoOi nporpammbl MAM MeXAy NPUKNagHbIMU
nporpaMMamy, CUHXPOHM3AUMIO AaHHbIX W MOTEHUMaIbHbIE aBTOMaTU3MPOBAaHHbIE
npoueaypsbl AN 06paboTkn HakoNMBLLENCSA MHopMaLnK;

V) npouecchl, Heobxoaumble ANsA BoccTaHoBneHus ycnyr UKT u nepegayun ux
nosb3oBaTeNsAM 415 aKcnyaTaumm B peXxmme BOCCTaHOB/EHWS;

vi) npoueaypbl pe3epBHOro KornMpoBaHus; 1

vii)rae 1 Kak nwgum MOryT nosydvatb AOMNOSHWTENBHYH WHAIOPMaUuo, Hanpumep,
TeneoHbl «ropsaYein NUHWU», W NpeanpvHUMaeMble LWarn A8 BO3BpalleHus B
HOpPMaJIbHOE COCTOSIHUE;

f) npunoxeHus:
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i) WHBEHTapHas onuMcb WMHGOPMALMOHHBLIX CUCTEM, MNPUKIaAHbLIX nporpamMm n 6a3s
[JaHHbIX;

ii) 0630p ceTeBOW MH(ppPaCTPYKTYpbl N HAMMEHOBAHWIA CEPBEPOB;

iil) MHBEHTapHas onucb annapaTtHbiX CPeAcTB U CUCTEMHOr0 MNpPOrpamMMHOro
obecneyeHuns;n

ivV) AOroBOpbI U cornatleHns o6 ypoBHe YCyr,;

[) OCHOBHble nocTaBLykn VIKT:

i) MoCTaBLUMKM NpU 0OLIYHON AE10BOW AeATE/IbHOCTY; U

ii) MocTaBLUMKW YCNYr MO BOCCTAHOB/IEHMIO.

7.5 TMporpamma oGecrneyeHnsi OCBeAOM/IEHHOCTU, KOMMETEHTHOCTU 1
NpoeCCMOHa/IEHOM NOArOTOBKM

JomkHa ObITb  peasM3oBaHa CKOOPAMHMPOBAHHAA nporpamma  Ansa  obecrneyvyeHus
YBEPEHHOCTW B Ha/IM4UM MPOLLECCOB PEerynspHoii nogaepxkn ocsegomsaeHHoctn o N’MKTOHB B
uesoM, a Takke [ANnA OUEeHKM W MOBbIWEeHUA KOMMETEHTHOCTUM BCEro COOTBETCTBYIOLLEro

nepcoHana, UrparLLEero KYeEBYHO posib B ycnewHon peanm3aumm MTMKTOHB (cv. 7.2.1).

7.6 KOHTpO/b AOKyMeHTauuu

7.6.1 KoHTponb 3anucei, cBsa3aHHbIX ¢ TMKTOHB

JOmkHbl OblTb YCTAHOB/EHbI MEpbl WU CPeAcTBa KOHTPOAS W YNpaB/eHWs 3anucsamu,
cgsA3aHHbIMK ¢ TMIKTOHB, c¢ uenblo:

a) oGecrneyeHus yBEPEHHOCTW B TOM, UYTO OHM OCTalTCA YA060UMTAEMbIMU, JIETKO
MAEHTUULMPYEMBIMU U U3BNIEKAEMbIMUA; U

b) obecneyeHns UX XpaHeHUs1, 3almTbl 1N N3BNEYEHNS.
7.6.2 KoHTposib gokymeHTaunm MKTOHB

[o/mkHbl  BbITb  YCTAHOB/IEHbI Mepbl W CpPeAcTBa KOHTPONA U ynpaBneHusa ans
pokymeHtaumun M’MKTOHB g1 obecnevyeHns yBepeHHOCTU B TOM, YTO:

a) [OKyMeHTbl MPOBEPEHbI Ha COOTBETCTBME [0 UX BbINYyCKa;
b) No Mepe HEOBXOAVMOCTU [OKYMEHTbI MEPecMaTpuBalOTCsl, OGHOB/SIOTCA W BHOBb

yTBEPXAATCS;
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C) onpeaeneHbl W3MEHEHWS] W Tekyllee COCTOsiIHMe MEepPecMOTPEHHbIX  Bepcuii
[OKyMeHTauum;
d) cooTBeTCTByWOLME BEPCUMU TMPUMEHSIEMbIX [OKYMEHTOB [OCTYMHbl B  TOuYKax

NCNoJib30BaHUA,

e) OOKYMEHTbl N3 BHELWHUX WCTOYHUKOB I/I,El.eHTI/Iq:)I/ILI,VIpOBaHbI n nx pacnpocrtpaHeHune

KOHTPONMpYETCS; 1
f) npemoTBpalleHO HenpeAHAMEPEHHOE WCMOMb30BaHNWE YCTApEBLUMX AOKYMEHTOB U
OCYLLECTB/IEHA COOTBETCTBYIOLLAS MapPKMPOBKA TaKMX [OKYMEHTOB, €C/IM OHW COXPaHSATCA As

KaKnNX-imoo uenei.

8 MOHUTOPUHT U NpoBepKa

8.1 MNopaepxka NMMKTOHB

8.1.1 O6uwas nHhopmaums

N3meHeHns npuvHOCAT C coboii pUCK - He TOMbKO PUCK OTKasa, HO Takke pPUCK
AecTabunusaumm CyLecTBYOLWMX NOANTUK U cTpaTernin. Moatomy ctpaternm MMKTOHB AomkHbI

ObITb YCTOWUMBLIMM 1 aAaNTUPYEMbBIMU.

Mo6oe mnsmeHenme ycnyr UKT, kOTOpoe MOXET OKasblBaTb B/IUSIHME HA BO3MOXHOCTU
MMKTOHB, AO/MKHO peasM3oBbIBATLCA TO/bKO MOC/E OLEHKM M PacCMOTPEHUS MOCNeacTBuii
n3MeHeHus ansa obecneveHns HenpepbIBHOCTU Bu3Heca.

[ns obecneyeHns yBepeHHOCTU B TOM, 4To cTpaTtermm u nnaHbl FTMKTOHB octatotcs
aKTyasibHbIMW A1 OpraHn3aunm:

a) BbICLUEE PYKOBOACTBO [O/HKHO O6ecneumTb YBEPEHHOCTb B TOM, 4YTO cCTparterum
MKTOHB npogomkaloT nogfepxuBaTb TpeboBaHVA MeHeMKMEHTa HenpepbIBHOCTM 6usHeca

opraHvsaumu;

b) npouecc ynpaB/ieHNA USMEHEHNAMU O0JDKEH BKMKO4YaTb BCE CTOPOHbI, OTBETCTBEHHbLIE

3a ctparerum MMKTOHB, kak 3a ux njiaHMpoBaHve, Tak 1 3a UX peasim3aumio;

C) npouecc BHeAPeHUs HoBbIX ycnyr VKT fo/mkeH 6biTb 0406GPEH, YTOGbI YCTOWYMBOCTb
He 6blla CKOMMPOMETMpPOBAHA B pe3ysibTaTe AaXe CcaMblX MPOCTbIX MoZepHM3auuii mm

yCOBEPLUEHCTBOBAHMWIA;
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d) npu CcAUAHMSIX U NOINOLLEHMSIX A0/MKHA OCYLECTBMSATLCA OLEHKa YCTOWUMBOCTYU

LeAaTenbHoCTH; 1

e) BblIBOO, W3 aKchnyataumm komnoHeHta WKT cnepyer oTpasntb B CUCTEME
MeHemKMeHTa cBsizaHHoW ¢ TMKTOHB.

8.1.2 MOHUTOPUHT, OBHapYXXeHe 1 aHaIn3 yrpos

OpraHmsaumsa o/hkHa YCTaHOBUTL MPOLECC NOCTOSAHHOTO MOHUTOPUHIa U 0B6HapyXeHus
BO3HMKaloWmMx yrpo3 6esonacHocty WKT. Bkawovawowmii  cnegywowme cdepbl, HO  He
OrpaHnYMBaKOLLNACS UMW

a) coxpaHeHve nepcoHasa, HaBbIKOB W 3HAHMWIA;

b) ynpasfneHue o6bekTamy, cogepxawymu o6opypoBaHue WKT (Hanpumep, nytem
MOHUTOPMHIa KOIMYECTBa W XapakTepa WHUMAEHTOB/yA3BMMOCTEl 6E30MacHOCTU, CBA3AHHbIX C

MaLUNHHbLIM 3a/10M);
C) ynpasfeHue N3MEHEHVAMN noaaepxvearoLeii TEeXHo10rnu, annapaTypbl,
obopyaoBaHusa 1 ceTeit;
d) ynpaBneHue M3MeHeHUAMWU UHOPMALIMOHHbLIX NPUKIaAHBIX NporpaMM 1 6a3 faHHbIX;
€) ynpasfieHne pacnpegeneHnem UHaHCOBbIX UK BIOKETHBLIX CPEACTB; U

f) ynpasneHue a(pheKTMBHOCTBLIO BHELUHWX YCAYT 1 NOCTaBLKkamMu (nocTaskamu).

8.1.3 TeCTbl U TPEHNPOBKU
8.1.3.1 O6wasn nHdopmayms

OpraHusaumsi [o/hkHa MPOBOAMTbL TPEHVMPOBKM HE TOSIbKO B OTHOLUEHMM Mpouecca
BOCCTaHOB/eHus1 ycnyrn WKT, HO Takke €e 3/1EMEHTOB 3aliuTbl W YCTONYMBOCTW, UTOGbLI

onpeaennTb cneayLlee:

a) MoXeT N obecrneumBaTbCA 3alWMTa, nogdepxka U (AvM) BOCCTaHOBMEHWE YCNYyrv

He3aBUCMMO OT CepPbE3HOCTU NHUMAEHTA,

b) MOryT M MexaHusMbl MeHemkmeHTa TMKTOHB cBOAMTL K MUHUMYMY B/USHWE Ha

Ou3Hec; U

C) SIBNATCA N [AelCTBEHHbIMW NpPOLeAypbl BO3BPALLEHUS K O6bIYHOMY COCTOSIHUIO

6usHeca.
8.1.3.2 TecTbl N nporpaMmma TPEHNPOBOK

B 60MbUMHCTBE C/ly4aeB BCH COBOKYMHOCTb 3nemMeHToB M npoueccoB MKTOHB,

BK/IlOUas BoccTtaHoBneHne VKT, Henb3si NpoBepuTb OAHWM TECTOM W TPEHMPOBKOK. [MoaTomy
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MOXET 6bITb YMECTEH PEXMM MOC/eA0BaTe/IbHOr0 NPOBeAEeHUs] TPEHUPOBOK, HANPaB/EHHbIN Ha
co3fjaHne MoJfHOM MMUTALMM peasibHoro MHUuMAeHTa. MporpaMma [o/mkHa BK/IOYaTh pasHble
YPOBHM TPEHWPOBOK, OT O3HAKOMMWTESILHOrO [0 MNPOBEPKM CMOCOBHOCTU CUCTEMbI MALLMHHOTO
3a/la BOCCTaHaBNMBaTb (PYHKUMM, KaK MOKa3aHO Ha pUCYHKE 5, M A0/HKHA YuuThbiBaTb BCe

acnekTbl Lienoykn noctasku ycnyr UKT.

C tectamu u TPpeHNpPOoBKaM CBA3aHbl PUCKU, N Takne AEMCTBMH HE OOJ/DKHbI noaBeprarb
opraHusauunio HenpuemneMomMy YPOBHIO pucka. TecT U nporpaMma TPEHUPOBOK [OJHKHbI
onpenendTb, Kak pewaeTca BOnpoc pucka Ka)K,CI.OVI TPEHUNPOBKW. Cﬂe,quT nonyynTb 0,q06peH|/|e
nporpaMmbl  BbICLULMM pPyKOBOACTBOM W AOOKYMEHTa/IbHO OCbOpMI/ITb yeTKkoe 0O6bsACHEHUE

CBSI3aHHbIX C HE PUCKOB.

Lienn TecTtoB 1 NporpaMMbl TPEHUPOBOK A0/MKHbI GbITb MOIHOCTLIO COBMECTUMbI C Gonee
WMPOKUMU LENSMU U cdhepoli AelCTBUSE MeHeKMEHTA HEMPEPbLIBHOCTV 6GM3Heca U A0KHbI
[LONoNHATL Golee 06LLyH0 Nporpammy TPEHMPOBOK OpraHu3auvn. Kaxgbli TeCT M TPEHWUPOBKA
[O/KHbl OTBevaTb LenaM 6usHeca (Jaxe Korga HeT NpsIMOro BOBJIEYEHUS 6u3Heca) U
onpefeneHHbIM  TEXHUYECKUM  LefsM  TeCTOB  WAW  MOATBEPXKAEHWUS  NPaBUSIbHOCTU

onpepneneHHoro anemeHta crparernn MKTOHB.

OTgenbHast TPEHVPOBKA [/ KaXKAOro OTAE/IbHOTO 3/1eMEeHTa Ha KOMMOHEHTHOM YpPOBHE
[IONOHAET NOJSIHOTY CUCTEMbI TPEHMPOBOK M A0/KHA NOAAEPKMBATLCS KAk YacTb [AeNCTBYIOLWErO

TecTa 1 nporpaMMbl TPEHUPOBOK.

TecTbl U NporpamMMa TPEHUPOBOK [O/XHbI ONPeAensiTb YacToTy, 061acTb NPUMEHEHNS 1
BUA, KaXAol TPEHWpOBKW. Hwke npuBeAeHbl  BbICOKOYPOBHEBbIE MNpUMepbl  obnacTeit

NpUMeHeHUst TPEHNPOBOK:

a) BOCCTaHOBJ/IEHME [OaHHbIX: BOCCTaHOBJ/IEHMNE OTAEJ/IbHOIo CbaVIﬂa nnn 6asbl AaHHbIX

nocsne nopuu;
b) BOCCTaHOBJ/IEHWE OTAE/ILHOIO cepBepa (BK/IKUasH NOJHYI0 NEPEKOMIOHOBKY AaHHbIX);

C) BOCCTaHOB/1EHNE I'Ipl/lKl'I&,El.HOVI nporpamMmmsbl (OHO MOXEeT BK/K4YaTtb HECKOJ1IbKO

CEPBEPOB, ApYrve NPUKIagHbIe MPOrpamMmmMbl U MHGPACTPYKTYPY);

d) 06xoa oTkasa ycnyr, pasMeLeHHbIX Ha nnaTopme BbICOKOW AOCTYNHOCTW (Hanpumep,

Knactepusauus: UMmMTaums noTepn Kakoro-To afieMeHTa Knacrtepa - CM. npunoxexue B);

€) BOCCTaHOB/IEHME AAHHbIX C MarHWTHON fieHTbl (BOCCTAHOB/EHWE OTAesbHOro duaiina

nnun cepun dhaiisioB N3 BHELLIHETO XPaHUULLA MarHUTHbIX SIEHT);

f) TectupoBaHue cetu; n
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) TecTbl Ha OTKAa30yCTONYMBOCTb UHADPACTPYKTYPbI CBA3N.

TpeHVpoBKM JOMKHBI ObITb NOCNef0BaTe /IbHbIMU, YTOOb! BKIOUYATL YCUIEHHYIO NPOBEPKY
3aBUCMMOCTEl 1 B3aMMOCBS3€eli U COOTBETCTBYHOLLMX COOBLLLECTB KOHEYHbIX MOMb30BaTEeNEeN.

8.1.3.3 O6nactTb NpPUMEHEHUsSI TPEHUPOBOK

TPEHUPOBKM AO/DKHBI BbINONHATLCA 415!

a) dhopMMpOBaHNS YBEPEHHOCTU BCEI OpraHu3aumMmM B TOM, UTO cTpaTterns obecnevyeHusi
YCTONYMBOCTM U BOCCTAHOB/IEHUS COOTBETCTBYET TpeboBaHUAM OM3HeCa;

b) OeMOHCTpauuu TOro, 4TO Kputuueckne ycnyru WKT moryt noafepxuBarbca U
BOCCTaHaB/MBaTbCA B Npefjeniax CoriacoBaHHbIX YPOBHER ycnyr win ueneii BOCCTaHOB/IeHUS
He3aBWCVMO OT UHUMAEHTa;

C) AEeMOHCTpauuu TOro, YTO B Cryyae vHuuaeHTta kputudeckune ycnyrm VKT moryT 6biTb
BO3BpalLleHbl B COCTOSIHME, NpeALllecTBylollee TECTUPOBaHNIO B MECTe BOCCTaHOB/IEHWS;

d) npepoctaBneHuss  BO3MOXHOCTM  O3HAaKOMJIEHWS  MepcoHana C  NpoLeccoM
BOCCT@HOB/EHVS;

e) obyyeHuss nepcoHasia U obecneyeHus yBEPEHHOCTU B TOM, YTO MepcoHas obnagaer
afieKkBaTHbIMK 3HaHUAMY nnados v npoueayp MKTOHB;

f) nposepkn Toro, 4to MKTOHB ocTanacb CMHXPOHU3MPOBAHHOWN C WMHAPaCTPYKTYpoOi
VKT 1 06LLei nHdpacTpyKTypois;

0) onpeaeneHns NbbIX HeobXxoAuMbIX YycOBepLleHCTBOBaHui cTpaternn T[MIKTOHB,
apxXUTeKTYpbl UM NPOLECCOB BOCCTAHOB/IEHUS; 1

h) obecneyeHns cBuAaeTeNnbCTB AN1A Leneli ayamta U AeMOHCTpaLmMn crocobHOCTU yenyr
VKT opraHusaunn.

TpeHVpoBKN AO/KHbI NpUMeHATbLCA K cpege VKT B LesioM M KO BCEM KOMMOHEHTaM,
yyacTBYHOLIMM B LENoyke MpefocTaB/ieHns Ycnyr, OT MalUMHHOTO 3ana [0 HaCTOSIbHOro
KOMMbIOTEpa Nonb3oBarens Uy /l6oro Apyroro kaHana noctaskn YCyr.

8.1.3.4 3nemMeHTbl BOCCTaHOB/IEHUSA YCNyr

OpraHuszauma  Oo/HDKHa MPUMEHATbL BCe 3N1EMEHTbl BOCCTaHoBNeHus ycnyr WKT B
COOTBETCTBUMN C €e pasMepamy, a Takke CMNOXHOCTbIO U 06/1acTbi0 MPUMEHEHUA MeHeMKMeHTa
HenpepbIBHOCTU 6u3Heca. [puMeHeHMe He A0/HKHO CcocpefoTayvBaTtbCA TOMbKO Ha ycryrax
BOCCT@HOB/IEHNS U BO30OHOBMEHMS, a JO/MKHO Takke OXBaTblBaTb HaAEXHOCTb BO3MOXHOCTEW

obecneyeHus yCTOVIHI/IBOCTVI, MOHUTOPUHI CUCTEMbI U MEHE)KMEHT CUTHa10B TPEBOIN.
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[Ns OCTVXEHWS! BbICOKMX YPOBHEW YBEPEHHOCTU U YCTOMUMBOCTY OpraHu3aums Ao/mKHa
NPYMEHSTL TECTUPOBAHME OT YPOBHS KOMMOHEHTA [0 MOJSHOW (MCXofs U3 MecTa HaxoXaeHus)

CUCTEMBI.

Jkcnnyataymsa

Ycnyra VKT

YcToiunBocTh

MepeknwoyeHne

KoMnoHeHTa UKT

N CKOO3HbIX yCNyr
CHOBHbIMU ©

PucyHok 6 - lNocTynaTtenbLHOCTbL TECTUPOBAHUA 1 NpOrpamMmmM TPEHNPOBOK

TpEHVIDOBKaMI/I AOJDKHbI ObITb OXBaYeHbI cneaywuine aneMeHTbI:

a) MallvHHbIA 3an, Hanpumep, dm3nyeckas 6e30MacHOCTb; CUCTEMbl OGHapYXeHus
BO3ropaHns 1 MpoTeyek BOAbl;, MPOLECC 3Bakyauuu; OTOMMEHWe, BEHTUAAUMIO U”
KOHAMUVOHMPOBaHME BO3A4yXa; MOHWUTOPWHI OKpYyXalllel cpefbl; OeWCTBUS Npu TpeBore u
3/1EKTPONPOBOAKA;

b) MHpPacTpykTypa, BKI4YasA OOLLYH YCTOWYMBOCTb CBA3HOCTU Y3/10B CETU; CETEBOE
pasHoobpasue; ceTeBasd 6€30MacHOCTb, BK/OYaA 3alMTy OT BUPYCOB, a Takke npegynpexaeHve
N 0BGHapY>XEHNE BTOPXKEHMWIA;

C) annapaTHble CpeAcTBa, BK/Yas CepBepbl, TeeKOMMYHWKaLMOHHOEe 060opyAoBaHue,
[JVCKOBblE MACcCVBbl Y CMEHHbIE HOCUTENN AaHHbIX;

d) nporpammHoe obecrneyeHue;

€) [aHHblE;

f) ycnyru; n

[l) POsiM 1 pearnpoBaHne MoCTaBLUMKOB.
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8.1.3.5 [MnaHnpoBaHVe TPEHNPOBOK

[ns o6ecneyeHnsl yBEPEHHOCTM B TOM, UYTO TPEHMPOBKA HE BbI3blBAET UHLWMAEHTOB UMW He
noApbIBaeT BO3MOXHOCTM OOGC/YXMBAHWUSA, HEO6X0AMMO TLATe/lbHOe MNaHupoBaHne Ans
CBEAEHNA K MWHMMYMY puUCKA BO3HUKHOBEHUS WHUMAEHTOB KakK MNpsIMOro pesysbTarta
TPEHNPOBKM.

MeHeDKMEHT pucka [0/KeH COOTBETCTBOBATb YPOBHIO BbINOJIHAEMbIX TPEHWPOBOK (T. €.

3/IEMEHTAM BOCCTAHOB/EHUS YCYr). STO MOXET BK/IHOUATh!

a) obecneyeHne yBEPEHHOCTU B TOM, 4YTO HEMOCPEACTBEHHO nepef TPEHUPOBKOI Bce
[JaHHble MEIT pe3epBHbIE KOMUK;

b) BbINO/IHEHME TPEHUPOBOK B M30/IMPOBAHHON Cpeae; U

C) nNaHMpoBaHWe TPEHMPOBOK Ha Hepaboyee BpemMs WM  CMOKOMHbIE nepuoapbl

npon3BoACTBEHHOIO UVK/Ia C n3BEWEHNEM KOHEYHbIX nosnib3oBaresiei.

TPEeHVPOBKN  JOMKHbI  OblTb  PEAUCTUYHbIMK,  TWATENIbHO  CNAAHUMPOBAHHLIMU 1
COrnacoBaHHbIMK C NPUYACTHLIMU CTOPOHaMM, YTOObI PUCK HApYLLEHUS NPOLLECCoB 6u3Heca 6bi1
MVHUMa/TbHbIM. OfIHAKO OHW He A0J/DKHbI MPOBOAMTLCS BO BPEMS UHLUAEHTOB.

MacwTab U CNOXHOCTb TPEHWPOBOK AOJ/DKHbI COOTBETCTBOBATL LIe/IIM BOCCTAHOB/IEHUS
opraHusaumm.

Kaxxgas TpeHMpoBKa AO/MHKHA UMETb 3apaHee COorfacoBaHHbIi U 0f06PEHHbIV 3aKa34MKOM

TPEHUPOBKU «KPYr NOSIHOMOUUIA», KOTOPbIA MOXET BK/OUYATb C/eyioLLee:

a) onucaHue;

b) uenu;

c) obnacTtb NPUMEHEHMS;

d) npeanonoxexus;

€) orpaHuyeHus;

f) pucku;

0) KpuUTepuu ycnexa;

h) pecypchi;

i) ponu n 0b6a3aHHOCTY;

j) BbICOKOYpPOBHEBbIE rpadInK/CPOKY;
k) c6op AaHHbIX N0 TPEHUPOBKaM;

) perncTpaumio TPEHNPOBKU/MHUNAEHTA;
T) «pa3bop noneta»; un

n) AelicTBUS Noc/e TPeHMPOoBKM (NocnedytoLlas AesaTeNbHOCTb U OTUETHOCTD).
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MnaHupoBaHne TPEHWPOBKM [AO/MKHO MPefoCTaBUTb  OpraHu3auuyM  BO3MOXHOCTb

[OCTMXEHUA onpefesieHHbIX KpUTepues ycrnexa.
8.1.3.6 MeHe)KMEHT TPEHNPOBOK

JomkHa O6biTb paspaboTaHa uYeTkas CTPyKTypa YnpaBfieHUst TPEHWPOBKaMK C
pacnpegeneHvem poneli M 06s3aHHOCTEl Mexay COOTBETCTBYHOLWMMU nvuamn. CTpykTypa

ynpaefeHNs TPEHNPOBKAMMW MOXET BK/IHOUATh!

a) pykoBoguTens TPEHMPOBOK (yyacTBylwero B o06WeM ynpaBneHun TecToMm W
TPEHMPOBKOIA);

b) CBS3b BO BPEMS TPEHUPOBKY;

C) NOATBEPXAEHWE HaMUMA [OCTATOYHOrO KO/IMYECTBa COTPYAHWUKOB ANs Ge30MacHoro
NpoBeAEHN TPEHNPOBOK;

d) pgoctaTouyHoe KOAMYecTBO Habnwgartenein n (Mnm) NocpeaHuKoB, UTOObLI IMKCUPOBATb
XOf, TPEHUPOBOK M BECTU permcTpaumio npobnewm;

€) K/0YEBbIE KOHTPO/IbHbIE TOUYKM TPEHMPOBOK;

f) MpOTOKO/IbI MO OKOHYAHWUIO TPEHUPOBOK; W

[l) NPOTOKOJIbl TPEHUPOBOK MO aBapWiAHON OCTAHOBKE.
TpeHvpoBkamy HEOGXOAUMO YNpPaBsTh 4718 0GECNeUeHNs] YBEPEHHOCTU B TOM, UTO:

a) Uenu 1 KIYeBble KOHTPOJIbHbIE TOUKN BYAYT BbINOJIHEHDI;

b) BeCb Marepvan W MepPONpPUATUS TPEHWPOBOK WMEIT COOTBETCTBYIOLIME YPOBHU
KOHbmAeHUMaNbLHOCTY;

C) Niobble TEKYLLNE PUCKA OTCNEXNBAIOTCA U YMEHbLUAKOTCS;

d) nobble KOHTpoNepbl/Hab4aTENN UMEIKOT NOSTHOMOUUS;

€) Xopn TPEHNPOBOK OMKCUPYETCS COr/lacoBaHHbIM 06Pa3oMm; 1

f) nmocne TpeHMpOBKM NpPOBOAMTCA  «pa3bop  nofieTa»  BCEX YYACTHUKOB U
paccmMaTpuBaloTCs 3amMmedaHus U NpeasioKeHus.

8.1.3.7 MNpoBepka, OTYET N Nocneayrowas AedaTe/IbHOCTb

B KOHUE TPEHWPOBKM MOJIlyYEHHble [AaHHblE  [AO/DKHbl  OblTb MPOBEPEHbI U
He3aMea/IMTENbHO NPUHATBLI Mepbl. 3TO AO/HKHO BKOYATb:

a) cbop pe3ynbTaToB U BbIBOAOB:

b) aHa/M3 pe3y/nbTaToB W BbIBOAOB OTHOCUTE/IbHO LENeli TPEHWPOBKM U KPUTEPUEB
ycnexa,;

C) onpegeneHne NtobbiX PacxoXaeHW;

d) ycTaHoBfeHWe HanpaB/eHUsi AeCcTBUIA C ONpeaeneHHbIMU CPOKamu;
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€) COCTaB/ieHMe OTYyeTa O TPEHUPOBKE A/ (POPMAasIbHOTO PACCMOTPEHUSI 3aKa3uyMKOM
TPEHVPOBKY; 1

f) nocneaytouwme 06beANHEHHbIE AEACTBUS MO OTYETY O TPEHUPOBKE.

8.2 BHyTpeHHuln ayant TMKTOHB

MnaH BHyTpeHHero ayauta [UMKTOHB pomkeH onpefensats W AOKYMEHTUpPOBaTb
KpuTEepun, 06nacTb AelCcTBUSA, MeTO4 W 4acToTy ayAuTOB (Hanpvumep, NPOBOAVMbIA €XerogHo
BHYTpeHHW aygnt MTMIKTOHB). MnaH ayguTta fo/mkeH obecnednBaTb YBEPEHHOCTb B TOM, YTO
ONS NpoBefeHUs ayauTa Ha3Ha4yaloTCA TOMbKO KBaUIMULUMPOBAHHbLIE BHYTPEHHWE ayauTopbl.
Bblbop ayauTtopoB ¥ MpoBefeHve ayauta  [o/mkHbl  obecneymBaTb  OOBEKTUBHOCTb U
6GecnpucTpacTHOCTb npouecca ayauTa. AyauTopbl, NPoBoAsLIME BHYTpPeHHUd ayauT TMIKTOHB,
JO/MKHbI  ObITb KOMMETEHTHbIMWU B BbINO/IHEHUN BO3/IOKEHHON Ha HUX 3agadn. Hanpumep,
ayauTopbl AO/MKHbI MPOXOAWUTHL COOTBETCTBYKOLLEee obydyeHue A7 MpuobpeTeHus 3HaHWuiA W

HaBbIKOB, HEO6XO,CI,I/IMbIX On4 nposegeHna ayauta.

[onmkHa 6bITb yCTaHOBMeHa npoueaypa, o6ecneurBaiollas YyBEPEHHOCTb B UCMpPaBIeHUM

HeJOCTaTKOB, BbIAIB/IEHHLIX BO BpemMs BHyTpeHHuX ayantos MMKTOHB.

MnaH ayguTa [O/MKEH OXBaTblBaTb Takke BHELLHVWE CTOPOHbLI. Hanpumep, ayauTy AO/XKHbI
noaseprarbcs BUAbl  [eATesIbHOCTU MPUB/IEYEHHbIX  MOCTaBLUMKOB-NPON3BOAUTENEN,
peann3yemble Ha OCHOBE ayTCOPCWHra, A1 OnpefeneHus UX CrnocobHOCTM MoAdepXMBaTb
cTpatermn n nnaHbl TMKTOHB opraHv3auuy BO Bpemsi NOBCEAHEBHON AEATE/IbHOCTU, a Takke
npy pearmposaHun Ha 6eACcTBME Y BOCCTAHOB/IEHWUM MOCNE HErO.

BHyTpeHHWEe ayauTbl AO/DKHbI NPOBOAUTLCS B CAyvae CYLLECTBEHHbIX W3MEHEHU
Kputudecknx ycnyr UKT, TpeboBaHWin HenpepbIBHOCTU Bu3Heca (MMeloLmx OTHOLIEeHne K cchepe
peiicteusa MKTOHB) nnn Tpe6osaHuini TMKTOHB.

PesynbTatbl BHyTpeHHero ayauta MMKTOHB gosmkHbl 6bITh 3addUKCUPOBaHbl U f0BELEHbI
00 CBefeHuA 3auHTepecoBaHHbIX ul. PyKOBOACTBO [O/KHO paccMaTpuBaTb pesy/ibTaTbl

BHYTpeHHUX ayamTtoB TMIKTOHB 1 cocTosiHMe nocneyroLmx KOPPeKTUPYLLNX Mep.
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8.3 TlpoBogumas pyKoBOACTBOM MNpoOBepKa

8.3.1 O6uwasa nHhopmaums

Bbicluee pyKoBOACTBO [O/DKHO ob6ecrneumBaTb MPOBEPKY CUCTEMbI  MEHe[XMeHTa
MMKTOHB uepe3 3annaHWpoBaHHble WHTEpPBa/lbl BpeMeHW. BxoAHbIMM AaHHbIMW A1 3TOW
NPOBEPKM MOTYT ObITb AAHHbIE BHYTPEHHWUX WU BHELUHUX ayAuTOB WM caMOOLIeHKU. MpoBepka
[O/MKHa BK/OYaTb OLEHKY BO3MOXHOCTE COBEPLUEHCTBOBAHUS WM HEOOGXOAMMOCTU W3MEHEeHWI

MeHemkmeHTa MTMKTOHB, Bknoyas nonntuky u uenm MNKTOHB.

Kpome TOro, BbiCllee PYKOBOACTBO [O/IKHO €XEerogHo npoBepsTb YTBEpPXAeHHble
TpeboBaHua MMKTOHB, Bkntoyas onpegeneHns ycnyr WVIKT, AOKyMeHTanbHO OCOPMI/IEHHBIN
nepeveHb Kputmyeckmx ycnayr VIKT M puckn, CBA3aHHble C PaCXOXAEHUAMU, BbISB/IEHHbIMU
MeXay KpUTUYECKMMW BO3MOXHOCTAMM TOTOBHOCTM WIKT u TpeboBaHUSMU HenpepbIBHOCTU

6usHeca.

PesynbTatbl MpPOBEPKM AO/DKHbI  YETKO AOKYMEHTMPOBATbCS, a 3anncu  AODKHbI
noaaepXunBaTtbCs.

8.3.2 BxogHble paHHble 4118 NpoBepKn

BxogHble fgaHHble Ans  NPOoBOAMMON PYKOBOACTBOM MPOBEPKM [AO/DKHbI - BKIKOYATb
WHpopmMauuio o:

a) YPOBHSAX BHYTPEHHUX YCAyT;

b) CNOCOGHOCTU BHELLHEro NocTaBLUMKa YCNyr NoAAepXmnsaTe COOTBETCTBYIOLME YPOBHU
ycnyr;

C) pesynbTarax CoOTBETCTBYHOLLNX aynUTOB;

d) 3amevaHusAx n NpeasIOKEHNAX 3auHTEPECOBAaHHbLIX CTOPOH, B TOM YMC/IE HE3aBUCUMbIX
HabNAEHWIA;

€) COCTOSiHUM Npeaynpexaatolnx 1 KOPPEKTPYIOLWMX Mep;

f) ypoBHe ocTaTto4yHoro pucka v fonycTMOM PUCKE;

) nocnepywowmx AeiCcTBUAX, BbITEKAKOLWMX U3 Npeablaymx npoBOAMMbIX PYKOBOLCTBOM
NPOBEPOK 1 pekoMeHJaLunii;

h) ypokax, W3BMEeYEHHbIX W3 pPe3y/bTaToB TECTOB W TPEHMPOBOK, MHUMAEHTaxXx WU O
nporpamMmme 06y4YeHUss U NOBbILLIEHNS OCBEAOM/IEHHOCTU; U

i) HOBbIX COOTBETCTBYIOLLUX NPAKTUYECKMX NMPUEMAX U PYKOBOACTBAX.
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8.3.3 BbIXogHble AaHHble NMPOBEPKN

BbIxoAHbIE [AaHHblE MNPOBEPKM [OMKHbI ObiTb OAOGPEHbI BbICIUMM  PYKOBOLACTBOM U

OO/IKHBbI BKNHOYATDL:
a) u3MeHeHue cgoepbl AecTBUA cuctembl MmeHemxkmeHTa MMKTOHB;
b) noBblWeHne ahGeKTUBHOCTU cucTeMbl MeHegkmeHTa TMKTOHB;

C) nepecMoTpeHHble TpeboBaHuss [VIKTOHB, Bkaodas onpegenenuns ycnyr WKT,
[OKyMEHTasIbHO OOPM/IEHHbI nepeyveHb kpuTudeckux ycnyr WKT u pucku, cBsizaHHble C
pacxXoXAeHUsMWN, BbISIBIEHHbIMU  MEXY KPUTUYECKMMM BO3MOXHOCTSIMM TFOTOBHOCTM WKT 1

Tpe6oBaHNAMN HEMPEPLIBHOCTY GU3HECE;

d) HeoGxoaumylo moaudpmkaumio ctpaterum n npoueayp MKTOHB, 4Tobbl pearMpoBaTb
Ha BHYTPEHHME 1 (UM) BHELUHUE COObITMS, KOTOpPble MOTYT OKasblBaTb BAUSHWE Ha ycnyrn UKT,

BK/IOYAS N3MEHEHWS:
1) TpeboBaHwuii 613Heca,
2) TpeboBaHWil YyCTONYMBOCTU; U
3) ypoBHeii pucka v (Un) ypoBHE NPUHATUS PUCKE;
€) noTpebHOCTM B pecypcax; u

f) duHaHcoBble U GOLKETHLIE TPEOOBAHNS.

8.4 WN3mepeHue KputepuneB ahheKTUBHOCTU roTOoBHOCTU UKT

8.4.1 MOHWUTOPUHT N n3mMepeHve rotoBHocTn KT

OpraHusaumsi Ao/kHa MNPOBOAUTb  MOHWUTOPWHT U U3MEpeHue ToToBHOCTM  WKT
NoCPeACcTBOM peasm3alyn npouecca M3MepeHus onpeaenieHHbIX KpUTEpUEB 3(PEKTUBHOCTY

rotoBHocTu VKT (cm. 6.7).

8.4.2 KosinyectBeHHbIE N KaYeCTBEHHble KpUTepun adppeKTUBHOCTH

Kputepun addpektusHoct  ana  TUMKTOHB  MoryT  ObiTb  KauyeCTBEHHbIMW — WN
KO/INYECTBEHHbLIMMU.

KonunyectseHHble KPUTEPUM MOTYT BK/KOYATb:

a) 4YMCNO MHUMAEHTOB 3a AaHHbIi Nepuog BPEMEHM, KOTOpble He Obliv 0BHapyXeHbl [0
HapyleHns (3TO MOXET CNYXWUTb MokasaTesieM MNOSIHOTbl MEXaHU3MOB O6HapyXeHus W
npeaynpexaeHnsa o6 onacHocTu);

b) Bpemsi 0OOHapPYXeHNS NHUNOEHTOB;
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C) UYACMO WHUWAEHTOB, KOTOPOE He MOXeT ObiTb 3EKTMBHO CcAepXaHo Ans

YMEHbLUEHUA BINAHNUA,

d) AOCTYMHOCTb WCTOUHMKOB [aHHbIX, YKas3blBAOWWX HA MOSIB/IeHNE VHUMOEHTOB

nocpeacTBOM MOHUTOPUHIa TEHAEHUNN COObITUI; 1
€) BpeMsl NPOTMBOAENCTBUS U pearnpoBaHns Ha 06HAPYXXEHHbIE BO3HUKLUNE UHLUMAEHTBI.

Korma pna onpepeneHns adpcpektnBHocTM TUMKTOHB MCNOMb3ylOTCA  KavyeCTBEHHbIEe
KPUTEPUKN, OHU ABMIAKOTCA CYOBEKTUBHBbIMU, HO OObIYHO TPeOylT MeHblle pecypcoB nO/1A
npouecca U3mMepeHnii (UTo MOXET BbITb YMECTHbIM AJ/151 OpraHun3aumii He6oNbLIOTo UM CPeAHEro
pasmepa, orpaHuYeHHbIX B pecypcax). OHM MOryT BK/ouaTb ornpegenieHve 3geKTUBHOCTH
MpoOLECCOB, WCMNO/b3YEMbIX B M/AHNPOBaHUW, MNOArOTOBKE W BbINOIHEHUM AesATeNbHOCTEl
TMKTOHB, 1 nsmepaTbca nyTem:

a) aHKeTMpoBaHWUA C WUCMNOMIb30BAHMEM CTPYKTYPUPOBAHHBIX WAN HECTPYKTYPUPOBAHHbIX
aHKeT;

b) 3amevyaHuii 1 NpeasioKeHN OT YYaCTHUKOB U MPUYACTHBLIX CTOPOH;

C) NpOBefEHNs CEMUHAPOB MO 06MEHY OMNbITOM; Y

d) apyrux yskocneumaim3mpoBaHHbIX COBMECTHbIX COBELLaHMWIA.

9 CosepuieHcTBoBaHne N'MKTOHB

9.1 MNMoCTOAHHOE coBepuwieHCTBOBaHue

OpraHmsauma  [o/mkHa  MOCTOSAHHO — coBeplueHctBoBaTb [UMKTOHB  nocpeacTtsom
npUMeEHeHUs  npeaynpexaalowmx U KOPPEKTUPYLNX  Mep, KOTopble  COOTBETCTBYIOT
NnoTeHUMasIbHOMY BINAHWIO, ONpeAensaeMoMy aHa/IM30M B/IMAHUA Ha BU3HeC opraHusauun u ee

FTOTOBHOCTU PUCKOBAaTb.

9.2 Koppektupyroume mepsbl

OpraHusauus fo/mkHa NpUHUMaTbL Mepbl MO UCTPAaB/IEHUIO JTHOObLIX (DaKTUYECKMX OTKA30B
yenyr KT un anemeHtoB TUMKTOHB. [okymeHTasibHO OC)OpM/IEHHAsA npouenypa Ans

KOPPEKTVPYHOLLMX MepP AO/HKHA onpefensTb TpeboBaHus ans:
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a) uaeHTUrKauum oTKa3oB;
b) onpeneneHns NPUYMH OTKA30B;

C) OUEHMBaHMS NOTPEGHOCTV B AeNCTBUAX Ansi 06ecrneyeHus YBEPEHHOCTWM B TOM, UTO

HECOOTBETCTBUSI HE MOBTOPATCS;
d) onpepgeneHus n peanmsaumn HeO6XOAMMbIX KOPPEKTMPYOLWUX MEp;
€) dnKcMpoBaHMsS pe3ysbTaToB MNPUHATLIX MEpP; U

f) npoBepKky NPUHATLIX KOPPEKTUPYIOLLUX MEP.

9.3 [lpepoynpexparoume mepbl

OpraHusauus fo/mkHa onpefenntbe NoTeHUMasbHble cnabble mecta anemeHTos MMKTOHB
N YCTaHOBUTb JOKYMEHTa/IbHO ODOPMIIEHHYIO Npouenypy ANs:

a) ornpegeneHns NoTeHUMasbHbIX OTKA30B;

b) onpeaeneHns NpUYMH OTKa30B;

C) onpegeneHns u peasvsaumn HeobXxoaMMbIX NpeaynpexaalLnx mep; 1

d) dhmkcUpoBaHUS U NPOBEPKM PE3Y/bTATOB NPUHSTLIX Mep.
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MpunoxeHne A

(cnpaBo4Hoe)

TMKTOHB 1 KOHTPOJIbHbIE TOYKMN BO BpPeMs HapyLleHUA

PucyHok A.1 nnnoctpupyeT, kak afieMeHTbl TMKTOHB noggepXuBawT KAOUYeBble KOHTPOJIbHbIE
TOYKM BO BpPeMs Cepbe3HOro HapyweHus. Co6biITUS U KOHTPOJSIbHbIe TOYKM OTMEYEeHbl Mo
WKane, HaYyMHaKwLWencs ¢ MOMeHTa BO3HUKHOBEHWUS aBapuinHOro co6biTUS MU CO6bLITUSA, HapyllaLero
ycnyrn UKT. Mpumepom aBapuilHOro CueHapus ABNSeTCA ataka BTOPXEHWS U3 cneuunann3vpoBaHHOW

cuctembl (06bIYHO HA3bIBAEMOW «XaKepPCTBOM») B KpUTUUYECKYO cuctemy WKT opraHusauyuu.

PucyHok A.1 - TUKTOHB ” KOHTPO/IbHblE TOYKN BO BPEMSA HapylleHus

3ajaHHaa Touyka BoccTaHoBneHus (3TB

npomMexyTka BpemMeHU Mexay nocnegHMM HafeXHbIM pe3epBHbIM KonnpoBaHMeM W BO3HUKHOBEHUEM
HapyweHunsa. 3ajaHHas Toyka BOCCTaHOB/IEHUS 3aBUCUT OT I/ICI'IOﬂbByEMOI7I cTpaTernmn BOoCCTaHOBMEeHUA

ycnyrn WKT, oco6eHHO OT nnaHa pe3epBupoBaHUs.

Hauanom oTcuyeTa BpeMeHU sBAsSeTCA BTOPXEHWe Xakepa B KpuTuueckyw cuctemy WKT u
HapyweHue ycnyru. [MepBoii KOHTPONbHOIW TOYKOW NOCne BO3HWKHOBEHWS HapyweHus ycnyr WKT

SABNSeTCA HEeNnocpeacTBeHHOe ObHapyXeHue MHuMgeHTa 6e30nacHOCTU (T. €. COObITUE BTOPXEHUS) Mau
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KOCBEHHOe o6HapyXeHue notepu (MNN yXyAlWeHNs) yCayru, 40 U3BelWweHnsa 0 KOTOPOM NPOXOAUT Kakoe-To
BpeMs; Hanpumep, B HEKOTOPbIX CryyasX W3BELEHWE MOXeT OCYLWEeCcTBAATbLCA Yepe3 3BOHOK
nonb3oBaTens B CAYX6y TEXHNYECKOW NognepxKu.

Moka HapyweHue ycnyr UKT paccnepgyetcs, aHanusupyeTcsi, 0 HeM coobuiaeTca M npuHUmaeTcs
peweHune aktnsusnposatb N'MKTOHB. moxeT npoiitm gononHutenbHoe Bpemsa. OT Hayasna HapyleHus
ycnyr KT fo npuHATMS peweHus 06 aktususauum T’MKTOHB MoXeT nNpoliTh HECKO/IbKO YacoB, C y4eToM
BPEMEHN Ha WHPOPMMUPOBAHWE W Ha MNPUHATME pelleHus. B HekoTopbIX cuTyauumax pelweHune o6
aKkTuBmM3aumm MoxeT TpeboBaTb TWaTe/bHOrO pacCMOTPEHUs, Hanpumep, Korga ycfayra He MOSTHOCTbIO
yTpayeHa WM KaxeTcs, YTO CYyL,eCTBYT Cepbe3Hble NMpefnoCbl/IKN CKOPOro BOCCTAHOB/IEHWA YCAYIW,

notomy 4to aktusmsauusa MMKTOHB yacTo oka3biBaeT BMSHUE Ha OObIYHbIe onepauun 6usHeca.

Mocne akTMBM3auuM MOXET HauyuHaTbCA BOccTaHoOBneHue ycnyr WKT. OHO  MoxeT
noapasfenATbCs Ha BOCCTAHOB/IEHWE WHGpPaCTpPyKTypbl (ceTb, annapaTHble cpeacTBa, onepauvoHHas
cuctema, nporpaMMHble CpeAcTBa pPe3epBHOTO KOMMPOBAHWMA U T. 4.) U BOCCTAHOBJIEHUE NPUKNALHbLIX
nporpamm (6asbl gaHHbIX, NpUKNagHble 3ajayn, Npouecchbl NakeTHOW o6paboTku, uHTepdelcbl u T. 4.).

(QononHnTeNnbHy nHopMaumio cm. B MCO/M3IK 24762).

Korpa ycnyra WKT BoccTtaHoBfeHa, u nepcoHanom WKT npoBefeHO TecTUpoBaHWe CUCTEMBI,
ycnyra moxeT 6biTb NpefocTaB/eHa Ha TeCTUPOBaHUA NPUEMIEMOCTU AN NOMb30BaTeNs, Npexae 4Yem
6yfeT nepepgaHa nepcoHany ANA WCNONb30BaHWA B onepaumsax no obecnevyeHW HENPepbIBHOCTH

6un3Heca.

C Toukm 3peHMa obecnevyeHUss HenpepbiBHOCTM 6Gu3Heca, CcywecTByeT 3ajaHHoe BpewMms
BOoCcCTaHoBNeHWs (3BB) Ha npoaykT, ycnyry nnu Bug AesaTeNbHOCTU, HA4YMHAsA C MOMEHTa BO3HUKHOBEHUSA
HapyweHua u [0 MOMEHTa BOCCTAHOB/EHWSA MNPOAYKTa, YCAyrM unu BuAaa [AeATeNbHOCTU, HO AN
obecneyeHnsa Takoil BO3MOXHOCTM MOXeT noTpeboBaTtbecs psag ycnyr UKT, n kaxgaa ns atux ycnyr UKT
MOXeT cofepXaTb HECKOJIbKO CUCTEM UM npuknagHbix nporpamm WKT. Kaxgas v3 aTux cocTaBnamowmnx
cucteM unu  npuknagHelx nporpamm  WKT 6ypeT wmMeTb CBOe COGCTBEHHOe 3ajaHHOe Bpems
BOCCTAHOB/IEHUA, KakK COCTaBHas 4acTb 06ULero 3afaHHOro BPEMEeHW BOCCTAHOBNEHWUS «CKBO3HOW»
ycnyrn MKTO, koTopoe AO/MKHO ObiTb MeHblle, 4eM 3afaHHOe BpeMs BOCCTAHOB/IEHWS HENpPepbIBHOCTM
6u3Heca, yuuTbiBalliee BpemMs OOHapyXeHWs U MNPUHATUA PpeleHMs W BpemMs npoBefeHus
NoNb30BaTENbCKON MPOBEPKM MNPUMeEHeHWss (ecnu TONbKO MPOAYKT, ycnyra wWAn [eAaTenNbHOCTb Mo
obecneyeHnto HenpepbIBHOCTM BM3Heca MoOryT nogaepxusatbca 6e3 VKT B TedyeHne kakoro-to nepuopa,
HanpumMmep, UCMONb3ya PyYHble Npoueaypsbl).

BocctaHoBneHHble ycnyrn KT 06bIYHO hYHKLMOHMPYIOT B TEYEHMNE KaKOro-TO Nepuoja BpeEMEHMU,
nogaepxunsas feAaTeNbHOCTb N0 06ecneyeHno HenpepbIBHOCTM GM3Heca, U. eCnn 3TO NPOAO/IKUTENbHbIN

nepuof, TO BOCCTAHOB/EHHble ycnyru WKT MoryT noTpe6oBaTb pacwupeHnss Ans  NOAAEPXKKM

1 Ycnyra, B npefocTaB/ieHUy KOTOPO (OT WUCTOUHMKA [0 Nosyyatens) NpUHUMAlOT ydacTue HEeCKOSIbKO
NPOMEXYTOUHbIX KOMNOHEHTOB VKT (MprMeuyaHue pefaktopa).
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yBennymearouerocs obbema AeATeNnbHOCTN, BO3MOXHO A0 MOMEHTa MNOJIHOTO BOCCTaHOBNEHUA
npoaykTta, ycnyrn nnm peatTenbHoOCTU A0 06bIYHbIX 06BEMOB 0I'I€p&LLI/II7I.

Bnocnegcteun B OI'Ipe,qu'IeHHbIVI MOMEHT BpeMeHU, BOCCTaHOB/EHUNE 6y,qu BblIMOJ/IHEHO, WU
onepaunn no BOCCTaHOB/IEHUO nocne 6ED,CTBVIFI 6y,ﬂ,yT BO3BpaulleHbl K «0BObIYHbIM onepauynam.
Bo3BpalleHHble «06bIYHbIE» onepaunn MOryT CNnyxXuTb nméo NCXOO4HbIM COCTOAHUEM, nnéo cpe,qul Ao
HapyuweHusa, nn60 HOBbIM onepauMOHHbIM MeEXaHU3MOM (OCOGeHHO Korga HapyuweHue npu GEACTBMM
Bbl3Ba/io 4O0NroBpeMeHHoe N3MeHeHune 6V|3Heca).

XoTa nepcoHan VKT MmeeT BO3SMOXHOCTb TWaTesibHO NiaHnposaTb BOCCTAHOB/IEHUE, 4YTO6bI OHO
npoucxoanno BO BpemMda eCTeCTBEHHOro nepuoja HU3KOW aKTUBHOCTWU AeATesibHOCTN, TeM He mMeHee, 3TO

SIBNIAAETCS C/I0OXKHOA 3a,qaqe|7|, necxoaoa uUs nx BO3MOXHOCTEl.
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MpunoxeHne B

(cnpaBouHoe)

BcTpanBaeMble CUCTEMbI BbICOKOWM AOCTYNHOCTH

B MH(OpPMaLMOHHO-KOMMYHWKALWOHHbIX TEXHOMOIMAX «BblCOKAss [AOCTYMHOCTb» OTHOCUTCH K
cuctemam WM KOMMOHEHTaM, KOTOpble HeMnpepbiBHO (YHKUMOHUPYOT B TEUYEeHWe Xenaemoro
ONUTENbHOTO nepuoga BpeMeHu. [OoCTYNMHOCTb MOXEeT W3MepPATbCA N0 OTHOWeEHUWw K «100 %
paboToCnOCOGHOCTU» UMM «MOJTHOMY OTCYTCTBUIO OTKa3oB». CylecTBYeT LINPOKO pacnpoCTpPaHEeHHbIN,
HO TPYAHOAOCTMXMMbIA 3TasioH AOCTYMNHOCTM CUCTEM MWW MPOAYKTOB, M3BECTHbIA KaK «NATb AEBATOK»
(99.999 %) pocTynHOCTHU.

KomnbloTepHasi cuctema MaM CeTb COCTOUT M3 MHOTMX KOMMOHEHTOB, KaXAblii U3 KOTOPbIX AO/XEH
6bITb B HanuyuM M 6bITb (PYHKLUMOHANbHbIM, 4TOObI BCe B LEesoM 6bi0 paboToCnoCO6HbIM, WU. XOTSH
nnaHMpoBaHWe BbLICOKOW [AOCTYNHOCTM 4YacTo cocpegoTayMBaeTcss Ha pe3epBupoBaHuM, ob6paboTke
0TKasa, XpaHeHWW p[aHHbIX W [O0CTYyNe K HUM, ApYyrne KOMMNOHEHTbl MHQPaACcTPYKTypbl, Takue Kak
3HeprocHabXeHue n oxnaxaeHve, ABAATCA B PABHOW CTENEHU BaXHbIMU.

Hanpumep, 4OCTYNHOCTb 3HEProcHabXeHns MoxeT obecneuynBaTbCA C MOMOLLbIO TakMX Mep. Kak:

a) ucTo4YHWMKM GecnepeboitHoro nutaHua (MBM);

b) aBapwuiiHble reHepaTopbl; ”

c) pyb6nupoBaHWe MCTOYHWKOB 3HEProcHabXeHWss U3 3HEProCUCTEMBbI.

PesepBupoBaHMe W [JOCTYNHOCTb JaHHbIX MOTYyT OblTb AOCTUTHYTHI MNPU  MUCNOMb30BaHUMN
pa3Ho06pa3HbiX TEXHONIOTUIA XpaHEeHUs, Takux Kak M3bbiTOUHble guckoBble Maccusbl (RAID - redundant

array of disks), ceTb xpaHeHunsa gaHHbIX (SAN - storage area network) u 1. 4.

[ocTynHOCTb MpuKNagHbIX Nporpamm Toxe Tpe6yeT pacCMOTPeHUs W 4yacTo AocTuraetcs
nocpeAcTBOM KnacTepusauum.

Takue TeXHONOTMU MOTYT OblTb peanbHO 3P (PEKTUBHBIMU B 06ECNEYUYEHNN BbICOKOW AOCTYNHOCTH
TONLKO NpWM OAHOBPEMEHHOW peanusauunm 6o0see 4YeM B O4HOM MecTe. Hanpumep, MPOCTO Hanuyue
«0TKa30yCTONUMBOro» cepBepa Ha TOil Xe njowajke, YTO U OCHOBHOW UM «pabouunil» cepBep, He
o6Gecneynt Heo6XOAMMOrO YpPOBHS YCTOWUYMBOCTW, ecnu nsouiagka O6yAeT 3aTpoHyTa Cepbe3HbIM
HapyweHuem. 3TO HapylweHWe oKaxeT BAUsiHMe Ha o6a cepsepa. UTo6bl MOrIM 6bITb AOCTUTHYThI
TpebGyeMble YpPOBHW [OCTYMHOCTW, «OTKa30yCTOMYMBLI» cepBep WAM Apyrue noAdepxusawlyune
TEXHOMOTUMN JOMKHbI pasMelLaTbCs Ha ApYroii naowagke.

Ona MHOrMX opraHusauuii pacxofbl W YCWUIUS, CBsi3aHHble C [JOCTUXEHWEM TakuxX YpPOBHEI

BbICOKOI AOCTYMHOCTW, MOTYT BbITsi4€Tb Nyratwuie, HO B NocaefHuWe rogbl HabnwLaeTca 3HAYNTENbHbIN
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POCT uncnonb3oBaHuA ycnyr TpeTbeVl CTOPOHbI, KOTOpasA MOXeT npennoXuTb HaBblkKM, pecypcCbl WU
yCTOI7IHMBbIe TEXHONOIMNM no ,D,OCTyI'IHOVI ueHe nytemMm npepgoctaB/ieHUA ynpaBadaeMbiX UNKU «06NaYHbIX»
ycnyr.

OpHako cnegyet NOMHUTb, YTO XOTA BbICOKada AOCTYNHOCTb ABNAETCA S(D(beKTVIBHbIM cpeancTteom
noBblWeHnA yCTOVILWIBOCTVI, BO3MOXHOCTb OTKa3oB BCe paBHO ocTaeTca. [loaTomy KpaVIHe BaXHO
Hannyme Xopowo pacnjaHNpoBaHHbIX U NPOTEeCTUpPOBaHHbLIX nNpoueccoB M npouegyp BOCCTaHOBJ/IeHUA

nocne 6encTeus.
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MpunoxeHne C

(cnpaBouHoe)

OLleHKa CLieHapueB 0TKa3oB

C.1 O6wasa nHchopmauus

CyuiecTByeT LeNblii psag BO3MOXHbIX METOAOB MeEHEeAXMeEHTa pucka, KOTopble MOryT nomMoyb B
oueHke rotoBHocTu WKT k obecneyeHutio HenpepbiBHOCTM 6Gu3Heca M paspaboTke COOTBETCTBYHOLLEN

CTPYKTYpbl 415 MOCTOSAHHOTO Pa3BUTUS U COBEPLUIEHCTBOBAHMUA ycTolumBocTU UKT.

CraHpgapt MNCO 31010:2009 «MeHeAXMeHT pucka. Metoabl oueHku pucka» (ISO/IEC 31010:2009
Risk management - Risk assessment techniques) npegHa3HavyeH AN1A OTPaXeHUSA COBPEMEHHbIX NyYLInNX
npakTuyeckmx NpuemMoB Bbibopa M MCNOMb30BaHWSA MeTOAO0B OULEHKM pucka. K aTomy ctangapTy cnegyeTt
obpawartbcA C Uenblo onpegeneHwsa Hanbonee COOTBETCTBYHOLWEro metroga ANS WCNONb30BaHUA B
opraHusauuu.

OueHka cueHapueB OTKa3oB fABNAETCA OLHUM W3 METOAOB, KOTOPbI MOXeT ObiTb NMone3eH Ans
nosbiweHnsa addektusHoctu FMKTOHB, n B 3TOM npunoxeHun npeacTasBneHa AONONHUTENbHAsA

I/IHCpOpMaLJ'I/Iﬂ 0 TOM, Kak OHa MOXeT 6bITb peannsoBaHa.

C.2 MeToauKa OLEeHKM

B nepuop mexay oueHKaMu MOTyT BO3HMKATb Npo6G/eMbl HEM3BECTHOrO pucka, Kak pesynbTar
U3MEHEHNA BO BHYTPEHHElW W BHELWHeW cpefe opraHusauuMu, KOTOpble MOFYT MpPensaTcTBOBaTb
obecneyeHUD HeNpepbIBHOCTM 6GU3Heca U ycToliunmBoCcTU. LLenblo OUEHKM CUueHapueB OTKAa30B siBASeTCA
onpegeneHue npuvemMaemMblX WHAMKATOPOB COOLITUIA UM obGecrneyeHUWe yBEPEHHOCTM B TOM, UYTO MNaHbl
TMKTOHB npepocTaBasloT BO3MOXHOCTb O06HapyXuBaTb Takme BO3HMKalLWMe acnekTbl pucka u CMOryT
NOATOTOBUTbL OpraHM3aLunio K 06ecneyeHud NPUHATASA COOTBETCTBYKLWNUX Mep npexae, 4em npowusoliget

OTKas.

Ona aToil uenu AOCTyneH pAfA cneunanbHbiX MeTOAWK, BKIKYas aHanu3 Buaa O0TKasoB U UX
BnusaHua (FMEA - Failure Mode Effect Analysis) n aHanu3 BAuaAHMSA oTka3a kKomnoHeHToB (CFIA -
Component Failure Impact Analysis). C AeMOHCTPALWOHHON UeNbld B 3TOM MNPUIOXKEHUN AeTabHO
npopabaTbiBaeTca Mmetoauka FMEA, B To Xe BpeMsa opraHusauuu crefyeT BblbupaTh METOAUKY, KOTOpas
COOTBETCTBYET ee Cpefie U CTPYKType.

AHanus Buaa 0TKasoB U Ux BauaHua (FMEA) - 3To npouecc onpejeneHna n aHanusa BO3MOXHbIX

BNAOB OTKa3oB CUCTeMbl C UeNbl UX KI'IaCCI/ICbI/IKaLl'VII/I no CcTeneHW Cepbe3HOCTU WUnNu onpeneneHuns
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B/IMAHNA OTKa30B Ha cucTemy. B KoHTekcTe HacToswero ctaHpgapta FMEA moxeT npumeHaTbca Ans
onpeAeneHns NHAMKATOPOB KPUTUYECKUX COObITUI, KOTOpble cneayeT noABepraTb MOHUTOPUHIY C Lefbio
o6HapyXeHNs cepbe3HbiX BWAOB OTkas3oB B cucteme WKT opraHusauyuun. lMpouecc, OCHOBAHHbIN Ha
nogxoge FMEA, MOXeT NPUMEHATBLCA K KaXAOMYy KPUTMUYECKOMY KOMNOHeHTYy ycnyr WKT, kak onucaHo B
6.3.2.

[na kax[oro KpUTUYECKOro KOMMNOHeHTa:

a) onpefensieTcss BO3MOXHbI BUA 0TKasa;

b) ycTaHaB/iuMBaeTCAa BO3MOXHOe BAuMsHue Ha ycnyry WKT, T.e. cepbe3HOCTb Kaxporo suja
oTKasa u nocnegcTBus, KOTopble OH 6yaeT UMeThb;

C) onpepenseTtca paHee UCNbiTbiBaeMas opraHusaynein yactota BO3HUKHOBEHMA BMAa oTkasa, a
Takxe npocToTa ero MOHUTOPUHIa n 06HapyXeHus;

d) onpepenalTCA WHAWKATOPbLI, KOTOpble OyAyT CcurHanusumposatTb WAW WHBOpmMuposatb 06
OTKa3e KOMMNOHEHTA;

e) onpegensalTcAa NpsMble U KOCBEHHble COOGbITMA, KOTOPble CBA3aHbl Mexay coboil u 6yayT
N3MEHATb COCTOAAHME KaXA0ro NHAMKaTopa;

f) onpepensawTcA cylwecTByluMe Mepbl WM CpeAcTBa KOHTPOAA U ynNpaBfieHWs, KoTopblie
npefoTBpalialT 0TKa3 KPUTUYECKMX KOMMOHEHTOB WM MOTYT 06HapyXuBaTb BO3HWKHOBEHUE TaKuUX
OTKa30B;

) onpefensalTCsa B3aWMOCBSA3aHHble UCTOYHWKM [AaHHbIX M BO3MOXHblE METOAbl MOHUTOPUHra
AN o6HapyXeHUs W3MEeHeHWi 3HauyeHWs WHAWKATOpa; WHAUKATOPbl COGLITMIA rpynnMpylTCa No

AOCTYNHOCTUM MEeTo40B N NPOCTOTE MOHUTOPUHTA; 1

h) onpegensdeTcd BO3MOXHOCTb NPUMEHEeHUA COOTBETCTBYHLWUX Mep U cpencCtB KOHTpPOA U

ynpaBfeHusa ANa CHWKEHUA WKW YCTPaHeHUA pucka, 4To6bl NpeaoTBpaTUTbL €ro NOBTOPHOE NOSBMEHME.

C.3 Pesy/ibTar oOLeHKU

BbixogHble paHHble FMEA BKkAw4YalT CMUCOK BO3MOXHbLIX BWAOB OTKa3oB U WX BAUAHUA,
B3aMMOCBfA3aHHble COObITUA W MOryT MWCNONb30BaTbCA A/ ONpefenieHns WHAUKATOPOB COObITHNA,
Tpeoby WX MOHUTOPUHIA.

Buabl oTka3os, onpeAeneHHble ¢ noMmoubio npouecca FMEA, MoryT 6bITb paccTaB/ieHbl COr/lacHO
npuoputeTamMm B COOTBETCTBUM C OLEHEHHOW CEepPbe3HOCTbK, YacTOTOW BO3HWMKHOBEHUS U NPOCTOTOM
MOHUTOPWHIA N 0O6HapPYXeHns.

FMEA Takxe [OKYMeHTMpyeT TekyliMe 3HaHWA M Mepbl B OTHOWEHWU PUCKOB OTKa30B ANs
MCNoNb30BaHUA B MNpouecce MOCTOAHHOTO coBeplweHcTBoBaHuAa. Ecnu FMEA ucnonb3yetcsa Ha 3Tane

npoekTupoBaHuns, 4YTO6bLlI N3bEXATH 6yﬂ,yLU,VIX O0TKa3oB, TO OH MOXeET ucnosib3oBatbCA AN1A ynpaBneHna o
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M BO BpeMsa Tekyuliero pyHKUMOHMpOBaHMA npouecca. B ngeane FMEA HaunHaeTcs Ha caMOM paHHEM
(koHUEenTyanbHOM) 3Tane NPOeKTUPOBAHUS U NPOAO/KAETCA B TEUEHUE XU3HEHHOrO LKUKNa NnpoaykTa unmu

ycnyru.
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MpunoxeHne D

(cnpaBo4Hoe)

Pa3paboTka KputepmeB 3hpekTUBHOCTH

Mockonbky addektusHocTb [UMKTOHB pasnuMyaeTca B pasHbIX oOpraHu3aumsax, Kaxgas
opraHusaumnsa gosmxHa paspaboTtatb co6CcTBeHHble kKpuTepun addektusHoctTn TMKTOHB n nogaepxusatb
MX Kak 4acTb npouecca NOCTOAHHOIO COBEPLIEHCTBOBAHUSA.

OCHOBHO/ noAxod COCTOMT B MCNONb30BaHUM  W3BECTHbIX CLUEHapuMeB WHLWAEHTOB U
B3aMMOCBSA3aHHbIX COObITUIA, YTOObI YCTAHOBUTL 6a30BbIl YPOBEHb pearnpoBaHusa 4Na KaXxhon kateropun

WHLUWAEHTOB M CBA3AHHbIX C HUMW COGbLITUIA cneayloLmMm ob6pasom:

a) ycTaHoB/eHuMe B pamkax npoueccoB MHB n CMWB M3BECTHbIX WMHUMAEHTOB U WUHAUKATOPOB
Cco6bITUI B KaYeCcTBe BXOAHbIX AaHHbIX A1 NOCAeAylU X 3Tanos;

b) yCTaHOB/IEHWE COBOKYMHOCTU W3BECTHbIX WHUWAEHTOB (Hanpumep, ataka B3jsioma napons,
0TKa3 cepBepa U3-3a HeJocTaTKa MecTa Ha XXeCTKOM AUCKe);

c) onpegeneHue cob6bITUIA, BeAYWMX K 3TUM UHLNAEHTAM (HanpuMmep, HeyjayHasa nonbiTka Bxo4a
B CUCTEMY, UCNOJIb30BAHNE XECTKOro Aucka);

d) onpepeneHne COOTBETCTBYHLULETO BPEMeEHM OOGHapyxXeHus (Hanpumep, NOPOroBoe 3HauvyeHue
Ans co6bITWIA, O KOTOPbLIX A0MKHbI ObITh YyBEAOMAEHbI/MpesynpexaeHbl cuctemMal/agMuHUcTpaTop);

e) onpejeneHne COOTBETCTBYHOLLEro BPEMEHU pearnposaHusa (Hanpumep, nepuoj BpemMeHu Ans
NPUHATUS aMUHUCTPATOPOM Mep C Uenbio NpegoTBpal,eHns peanmsaynn NHUMAEHTA);

f) pacnpepeneHue cob6bITMA No rpynnam, ucxoasa u3 Tpebyemoro BpeMeHW pearMpoBaHus wu
BNAOB Mep pearnpoBaHusi; cobbITUS MOryT pacnpefenAaTbcsi Mo rpynnam yrpos, rpynnam npuknagHblix
nporpaMmm, rpynnaMm mep pearmpoBaHus u (Mnu) rpynnaM BPEMeEHW pearmpoBaHus;

) yTouHeHue martpuy, " 3HaYeHul nocpeacTBOM TecTupoBaHusa cueHapues n
YYEeHUR/TPEHNPOBOK;

h) npoBepgeHue TecTupoBaHUS A8 ONpefeneHUs TOro, SABASAKNTCA NM Mepbl pearnpoBaHus
OCYLLEeCTBMMbIMM, a LLen AOCTMXKUMBIMK;

I) YTOYHEHNe rpynn oXxXunaaemoro BpeMeHW pearmpoBaHMsa Ha co6biTe u oXungaemblx mMep
pearnposaHua Ha cobbITuA (Hanpmmep, NOUCK anbTepHaTUBHOINoO MetoAaa MOHUTOPWUHTra, OGHapy)KeHI/lFl n

nencTBuin);

j) coBepweHcTBOBaHMe NyTeM c6opa MH(OPMALMM O HOBbIX UHLMAEHTAX W CLleHapusix oTkasa u

noBTOpEeHUE npouecca.
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MpunoxeHne OA

(cnpaBo4HOE)

CBefeHVs 0 COOTBETCTBUU CCbINTIOYHbIX MeXAYHapoHbIX CTaHO4APTOB

CCbI/IOYHBbIM HaLMOHa/IbHbLIM CTaHAapTam Poccuiickoit deaepauyn

Ta6nuya OA.1

O603Ha4YeHne CCbIIOYHOTO CreneHb O603HayYeHNe U HaMMeHoBaHue
MeXAyHapo4Horo ctaHjapta COOTBeTCTBUS COOTBETCTBYHOLLEI0 HalUMOHaIbHOTO cTaHaapTa
MCO/M3K 27001:2005 oT FOCT P MCO/M3K 27001—2006 «MHopmaunoHHas

TexHonorus. MeToAbl 1 cpeAcTsa o6ecneveHunss 6e3onacHoCTU.
CuncteMbl MeHeMKMEHTA MHPOPMaLMOHHOW 6e3onacHoOCTH.
TpeboBaHua»

MNCO/M3K 24762:2008 MOD FOCT P 53131—2008 «3awuTa nipopmaumun. Pekomerngaunv no
ycnyram BOCCTaHOBJIEHUA MOC/Ie Ype3BblYaliHbIX CUTYaUMi yHKLMWIA
1 MexaHu3MoB 6e30MacHoCTU»

MCO/M3K TO 18044:2004 HoT FOCT P MICO/M3K TO 18044— 2007 «W/HhopmMaumoHHas
TexHonorns. Metoabl 1 cpefcTBa obecneyeHns 6e3onacHoOCTy.
MeHemKMeHT MHOopMaLOHHOW 6e30nMacHOCT»

MNCO/M3K 27000 — *

MCO/M3K 27002:2005 0T FOCT P MICO/M3K 27002—2011 «WHopmaunoHHas
TexHosnorus. Metoabl 1 cpefcTBa obecneyeHns 6e3onacHocTu. Ceoa
HOPM ¥ MpaBu/ MeHeXXMeHTa UHhOPMaLMOHHOW 6e30nacHOCTH»

MCO/M3K 27005:2008 0T FOCT P MCO/M3K 27005—2010 «MHopmaymoHHas
TexHonorus. MeTogbl U cpeacTsa obecneveHns 6e3onacHoCTy.
MeHemKMEHT pucka MHOPMaLMOHHOW 6e30nacHOCTU»

MCO/M3K 18043:2006 — ¥

* COOTBETCTBYIOLWMIA HALMOHASTbHbIA CTaHAAPT OTCYTCTBYET. [l0 ero yTBepXAeHNss pekoMeHayeTcs
1cnonbL30BaTh NEPeBO/ Ha PYCCKUI A3bIK AAHHOTO MeXAyHapoaHoro cTaHgapTa. Mepesog faHHOro
MeXAYHapoAHOro cTaHAapTa Haxoautes B ®efiepasibHOM MHOPMaLMOHHOM (hOoHAE TEXHUYECKUX PErflaMeHToB 1

CTaHOapTOoB.

MpumeuaHne - BHacTosAWwel Tabnmue NCNOb30BaHbI CefytoLie YCI0BHble 0603HaYeHNA CTeneHn
COOTBETCTBUA CTaHAapToB:
- IOT — nAaeHTuYHbIe CTaHAapThl;

- MOD — MoauuLuMpoBaHHble CTaHAAPTHI.
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