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BeepeHve

Mepep oTpacnblo 34paBooOXpaHeHns CTOUT NpobiemMa CoKpalleHnsi pacxooB C NOMOLLbIO nepexosa oT
6YMaXKHOro JOKYMEHTMPOBaHMNSA NPOLECCOB K3/IEKTPOHHOMY JOKYMEHTO060pOTYy. B HOBBIX MOAeNAX oka3aHus
MeAWLMHCKOV NoMoLLM 0co60 NoAvYepKkMBaeTcs Heo6X0AMMOCTb COBMECTHOIO UCMO/Ib30BaHUSI CBEAEHUIA O
naumeHTe pacluMpsalLWUMCa KpYrom MeguLuHCKUX CneLmannucToB, BbIXOAALEro 3a pamku TpaguLMOHHbIX
OopraHun3aunoHHbIX 6apbepos.

MepcoHanbHas MeanuuHCKas MHopMaLya 06bIYHO NepesaeTcs C MOMOLLbIO0 31eKTPOHHOM NoYThl, yaa-
NeHHoro gocTyna k 6a3e AaHHbIX, 3/1eKTPOHHOr0 06MeHa AaHHbIMU U ApYruX npunoxennii. Cpeaa WHTepHeT
npefocTaBnseT BbICOKO3I((EKTUBHbIE U AOCTYMHbIE CpeAcTBa 06MeHa UHgopmaLmeli, ogHaKo oHa He 6e30-
nacHa, v npu ee Ncnosib30BaHUN HEOBX0AUMO NPUHMMATb AOMONHNUTENbHbIE Mepbl 06ecneyeHunss KoHnaeH-
LMasibHOCTN U HEMPUKOCHOBEHHOCTU NINYHON MHDOPMaLMN. YCUIMBAIOTCA Takne yrpo3bl 6€30MnacHoOCTy, Kak
CNnyyaliHblii U NpegHaMepeHHbli HeCaHKLMOHUMPOBAHHbIA AOCTYN K MeAULMHCKON nHdopmaumu. MNoatomy
cucTemMe 34paBOOXpPaHEHMs HeobXoAMMO VMMeTb HafdeXxHble cpeAcTBa 3aluTbl, MUHUMUIMPYIOLME PUCK
HeCcaHKLMOHNPOBAHHOrO AOCTyna.

KaknM xe 06pa3om oTpac/b 34paBoOXpPaHEHNSA MOXET 06ecneynTb COOTBETCTBYHOLLYI0 3hheKTUBHYIO U
B TO Xe BpeMs 3KOHOMUUHYIO 3aliuTy nepefayn faHHbIX Yepes ceTb VIHTepHeT? PelleHne aToli npobremsl
MOXeT ObITb 06ecrneyeHo C MOMOLLbI TEXHONOTNU LU POBbLIX CEPTUDNKATOB U MHAPPACTPYKTYPbI C OTKPbLITHIM
Kno4yom (NOK).

[lna npaBuNbHOrO NpMMEHEeHWUs LMAdpPOBbIX cepTUUKATOB TpebyeTcsa coyeTaHWe TEeXHOMOrMYecKuX,
MeTOANYECKUX N afMUHUCTPATUBHBIX MPOLECCoB, 06ecneynBaloLmnx 3awmTy nepegadn KoHUaeHUNaIbHbIX
JaHHbIX B He3aluLLeHHOM cpee € NOMOLLbI0 «NPOBAHNA C OTKPLITHIM K/IHOHUOM» U NOATBEPXKAEHNE NAEH-
TUYHOCTU NiMLA UK 06 BEKTA C MOMOLLbIO cepTudukaTos. B cdrepe 34paBooXpaHeHns B 3TO coHeTaHne BXoAAT
cpefcTBa ayTeHTUdMKaumMn, WNGPOBAHNSA U 3/1EKTPOHHON LMcpoBOi nognucu, npegHasHavyeHHble Ans
BbINOSIHEHNS afMWHUCTPATUBHbBIX U KNUHWYECKMX TpeboBaHWil KOHUAEHUMaNbHOCTM JOCTyna W 3aluTbl
nepefaym MeAnLMHCKUX JOKYMEHTOB UHANBUAYANbHOIO yyeTa. MHOrve 13 aTux Tpe6oBaHunin MoryT 6bITb Y0B-
NeTBOPEHbl C MOMOLbI CAYX0, WUCMONb3yWMUX UudpoBble cepTudukaTel (BKOYaa LWudposaHue,
LLeNI0CTHOCTb MHAYOPMALLMW N 3NEKTPOHHBIE nognucu). Oco60 adhheKTUBHO NCNONb30BaHUE LIUPOBLIX CEPTH-
dukaToB B pamMkax ouumasibHOro ctaHgapTa 3awmTel nHdopmauun. MHorve opraHmsauuy Bo BCEM MUpe
Hayanu ncnosb3osaTh LU poBble cepTudmnkaTbl NOJO06HLIM 06pa3om.

Ecnn o6meH uHdopmaumeid JOMKEH OCYLLeCTBAATLCA MexXAy MeAWLMHCKUM NpuKNafHbiM nporpam-
MHbIM 06ecrneyeHneM pasHbIX OpraHn3aunii, B TOM YMC/ie OTHOCALMUXCA K pa3HbiM Be4oMCTBaM (Hanpumep,
Mexay MHPOopMaLMOHHBIMU cucTeMammn 60MbHULbI U MOSIMKIVHUKN, OKa3blBaOLWMX MEAULMHCKYIO MOMOLLb
OAHOMY ¥ TOMY Xe MauneHTy), To MHTeponepabeibHOCTb TEXHONOMMIA LMGPOBbLIX CEPTUNKATOB 1 COMYTCTBY-
IOLLMX MONUTKK, PErNTAMEHTOB M MPakTUYeCKUX NpMemMoB npuobpeTaeT NPUHLMNNAIbHOE 3HaYeHne.

[ns obecneyeHunsa nHteponepabesibHOCTU Pas/INYHbIX CUCTEM, UCMOMb3YOLWMX LU POBLIE CepTUdUKa-
Tbl. HEO6XO4MMO CO3/aTb CUCTEMY [JOBEPUTE/TbHBIX OTHOLLEHWIA, C MOMOLLbIO KOTOPOI CTOPOHbI, OTBETCTBEH-
Hble 3a 06ecneyeHre Npas IMYHOCTUN Ha 3aLUUTy NepCoHabHOW MHhopMaL MM, MOryT nofaraTbCa Ha NONTUKN
1 NpakT1yeckue npuemMbl U. B JONOJTHEHWE, HA [,eICTBUTENbHOCTb LNMMPOBLIX CepTUUKATOB, BblgaHHbIX 4pY-
TMMW YNOTHOMOYEHHbIMY OpraHn3auusiMu.

Bo MHorux ctpaHax cuctema LmudposbIxX cepTumrkaTos ncnosnb3yerca Ana obecnevyeHns 6e3onacHoro
o6meHa uHdopmaumeii B npefenax HauMoHanbHbIX rpaHny,. Ecnun paspaboTka cTaH4apToB TakKe orpaHnyeHa
3TUMM Npegenamu, To 3TO NPUBOAUT K HECOBMECTUMOCTU MOSIMTUK U PernamMeHToB LEeHTPOB cepTudukaumum
(LC) n ueHTpos pernctpayuu (LP) pasHbix CTpaH.

TexHonormsa unposbix cepTMdMKaTOB NPOAOMKAET pa3BMBaTLCA B ONPefesieHHbIX HanpaBieHusx, He
crneynduyHbIX 418 3apaBooxpaHeHns. HenpepbiBHO NPOBOANTCA BaxkHas pabota no craHjaptusauum v B
HEeKOTOpPbIX C/lyYasx no NpaBoBOMy o6ecneyeHnto ux npumeHeHmns. MNocTaBWwukn MeanLunHCKUX YCIyr BO MHO-
rMX CTpaHax yxe Ucnosb3ylT WA NAaHMpyoT UCnob3oBaTh Ludposbie cepTudukatbl. Cepus cTaHAapToB
MNCO 17090 npusBaHa y40BNeTBOPUTbL NOTPEOGHOCTL B YyNPaBAeHUN AaHHbIM MHTEHCUBHbBIM MeXAyHapoAHbIM
npoLLeccom.

Cepus ctaHgaptoB MCO 17090 conepxuT obLme TeXHUYeCckMe, aKCnayaTaunoHHble 1 MeToaunyeckne
TpeboBaHWs, KOTOPble JO/MKHbI ObiTb YA0BNETBOPEHbI A1 06eCnevYeHns NCnob30BaHnsA LG poBbIX cepTu-
dvKaToB B LieNnax 3almTbl 06MeHa MeAnLMHCKOV nHdhopMaLmeli B npesenax 04HOro AoMeHa, Mexay AoMeHa-
MV 1 3a npejenamu rpaHuL, 0gHol pucankumnm. OCHOBHON LieNblo Cepun ABASETCSA CO3faHne OCHOBbI AN
rno6anbHoli MHTeponepabensHocTn. CTaHAapThbl AaHHOW Cepun nsHavyasnbHO NpefHasHayeHbl 415 NoAAEePXKN
TpaHcrpaHn4yHoro o6meHa flaHHbIMY Ha OCHOBE LNPOBLIX CEPTUDMUKATOB, O HAKO OHUN TaKKe MOTyT CNYXUTb
PYyKOBOACTBOM MO MCMO/Mb30BaHNIO LUGPOBbLIX CEPTUDMNKATOB B 34paBOOXPAHEHUN HA HALMOHANbHOM WAn
pervoHanbHOM YpoBHSX. VIHTepHET Bce Wwupe UCnonb3yeTcsa Kak cpefcTBo nepefayn MefguuuHCKUX faHHbIX

Vv
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MeX Ay opraHn3aumamMmn 34paBooxXpaHeHnsa U ABIAETCA eANHCTBEHHbLIM peasibHbIM BapuMaHToOM [/18 TpaHcrpa-
HWYHOTO 06MeHa AiaHHbIMU B 3TOW cdhepe.

Cepusa ctaHgaptoB NCO 17090 fgomkHa paccMaTpmBaTbCa Kak efMHOe Lenoe, NockosbKy Kaxaaa us
Tpex ero yacTtei BHOCUT CBOI BKNag B onpeaeneHme Toro, kak L poble cepTudmkaTsl MOTyT UCNO/b30BaThb-
ca ansa obecneyeHus cepsucoB 6e€30MacHOCTU B OTpac/u 3[4paBoOXpPaHeHUs, BKIOYasA ayTeHTUdUKauuio,
KOH(UAEHLUMNANBHOCTb, LLe/TOCTHOCTb AaHHbIX U TEXHUYECKUE BO3MOXHOCTN NOAAEPXKKN KayecTBa 3/1eKTpo-
HHOW UmndhpoBoii nognucu.

MNCO 17090-1 onpepfenseT OCHOBHblE MPUHLUUMbI NPUMEHeHUs LUQpPOBLIX cepTndukaTtoB B cdepe
3,paBOOXPaHEHUS U CTPYKTYpY TpeboBaHuUii K MHTeponepabenbHOCTN, HEOBXOANMON NS CO3/aHMSA CUCTEMBI
3aLlMLLEeHHOro 06MeHa MeAVLMHCKOW MHchopMmaLMei Ha OCHOBE NMPUMEHeHNs LM POBbIX CEPTUINKATOB.

NCO 17090-2 onpepensieT cneyndunyeckne ansa cpepbl 34paBooxXpaHeHns npoduam U posbix cep-
TUCHMKATOB. OCHOBAHHbIX HA MeXayHapoaHoM cTaHgapTe X.509 v ero npodune, onpegeneHHom B cneundurka-
uun IETF/RFC 3280 gns pa3HbIX TUMOB CepTUdINKATOB.

B HacTosiwem ctaHgapte — NCO 17090-3 paccmatpuBaloTca Npo6seMbl ynpaBieHus, CBsi3aHHble C
BHEJpPEHMEeM 1 akcnayaTaumeid LmdpoBbiX cepTudnkaTos B chepe 34paBooxpaHeHuns. B Hem onpepeneHsbl
CTpyKTypa nonutukno ceptudukaram (MNC) n MMHUMasbHble Tpe60BaHUS K HUM, a Take CTPYKTypa ConyTCTBY-
IOLLMX OTHETOB MO NPaKTUYECKOMY MPUMEHEHMIO cepTudmnkaummn. Hactosawmii ctaHgapT 6a3vnpyeTca Ha MHdop-
MaUMOHHbIX pekomeHgauuax cneundmkaumm IETF/RFC 3647 un onpegenseT MpUHUWNBLI  NOJUTUK
6€30MacHOCTV MeANLMHCKON MHhopMaLL MK NpK ee TpaHCrpaHWYHOW nepeaaye. B HeM Takxe onpefeneH MUH-
MasibHO HE06X0ANMbIVi ypOBEHb 6€30MacHOCTV NPUMEHUTENBHO K acnektam, cneuuduyHbiM ANs 3gpaBooxpa-
HeHwus.

KommeHTapuu no cofepxaHunio HacToALLEro cTaHAapTa, a Takke KOMMeHTapuu, NnpeasioXeHnsa n nHdop-
maums No NPUMEHEHMNIO HACTOSALLLEro CTaHAapTa MOryT HanpasnaTbes B cekpetapuat MCO/TK 215 no agpecy
adickerson@himss.org. nm6o B cekpetapuat Pr4. wnu pykosogutenio P4 Poccy ®peiisepy no agpecy
w4consec@ medis.or.jp.
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HAUVWOHANBbHBIN CTAHAOAPT POCCUNCKOMWN PELEPALNMN

WHdopmaTnsaumnsa 340poBbs
NHPPACTPYKTYPA C OTKPbITbIM KN1KOYOM
YacTtb 3
YnpaBneHue nonutukamu LeHTpa ceptudunkaumm

Health Informatics. Public key infrastructure.
Part 3. Policy management of certificate authority

fataBBepgeHns — 2011 —08— 01

1 O6nacTb NpUMeHeHNA

B HacTosiLLeM cTaHaapTe NprBeeHbl METOAMYECKNE YKa3aHUsi No BONpocam ynpasieHusi ceptudukara-
MW, BO3HMKAIOLLUM NPU UCNOb30BaHUM LIMPOBbLIX CEPTUMKATOB BCdepe 34paBooxpaHeHuns. B Hem onpege-
NeHbl CTPYKTYpa U MUHUMasIbHblE TPEBOBaHNS K MONUTMKAM MO cepTudmkaTaMm, a Takke CTPYKTypa pernameHTa
LeHTpa cepTudukaLmm.

Kpome Toro, HacTosAwuiA cTaHAapT ycTaHaBvBaeT NpaBuia, Heo6xoaMmble A1 3aLuTbl UHopMaLmn B
chepe 34paBOOXPaHEHUS NMPU MEXAYHAPOAHOM B3aMMOAENCTBUM, U onpeaensieT He06X0AMMbIA MUHUMATb-
HbIi ypOBEeHb 6€30MacCHOCTM NPUMEHUTENLHO K acnekTam, crneuuduyHbiM Ans 34paBooXpaHeHus.

2 HopmaTtuBHbIE CCbIIKU

B HacToALeM cTaHAapTe NCNO/b30BaHbl CCbINIKM Ha cneaylolime mexayHapogHbsle cTaHfapTel. Ecnu B
CCbl/IKe yKa3aHa farta usgaHus, To AO/HKHO NCNob30BaTbCA TOMLKO LUTUpyemoe n3gaHune. Ecnm gata B ccbin-
Ke He yka3aHa, TO JO/KHO NCNOJ1b30BaTbCA NocnegHee n3laHne AoKyMmeHTa (BKIoYas BCe Nonpasku).

NCO 17090-1:2008 WHdopmaTusauma 340poBbsa. VIHpacTpykTypa € OTKpbITbIM Kaovom. YacTb 1.
O6Lme BonNpochl npuMeHeHus undposbix ceptudpmnkatos (1S 017090-1:2008, Health informatics — Public key
infrastructure — Part 1: Overview of digital certificate services)

NCO 17090-2:2008 WHcopmaTusauma 340poBbs. VIHpacTpykTypa € OTKPbITbIM KIo4om. Yactb 2.
Mpogunb ceptucpukatos (ISO 17090-2:2008, Health informatics — Public key infrastructure — Part 2:
Certificate profile)

NCO/M3K 27002 WHdopmauroHHas TexHonorns. MeTtoabsl o6ecneveHus 6esonacHocT. CBoA npasusi
no ynpaeneHu 3awutoii  uHopmauum (ISO/IEC 27002, Information technology — Security
techniques — Code of practice for information security management)

IETF/RFC 3647 Monutuka no ceptudpmnkatam X.509 nHpacTpyKTypbl C OTKPbITbIM K/IHOYOM U OCHOBbI
npaxkTuyeckoro npumeHeHus ceptudukauun B WHTepHeT (IETF/RFC 3647, Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework)

IETF/RFC 4211 &dopmart coobuieHus ¢ 3anpocom ceptudukata X.509 nHdpacTpykTypbl C OTKPbITbIM
Kno4vom B MHTepHeT (IETF/RFC 4211, Internet X.509 Public Key Infrastructure Certificate Request Message
Format)

N3paHne opuymnansHoe
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3 TepMuHbI 1 onpepeneHns
B HacToAWeM cTaHAapTe UCNOo/b30BaHbl TEPMUHBI M ONpeaesieHns, yctaHoBneHHble B MCO 17090-1.

4 CokpalleHus

B HacTosLWwem cTaHAapTe UCMONb30BaHbl CliefytoLie COKpaLLeHUs:

LIA — ueHTp npncBoeHus atpmbyTos {attribute authority — AA);

LIC — ueHTp cepTudukauum (certificate authority — CA);

NMC — nonutuka no ceptudmkaTam (certificate policy — CP).

PLIC — pernameHT LeHTpa cepTtudmkauum (certification practice statement — CPS);
COC — cnucok 0To3BaHHbIX cepTudukartos (certificate revocation list — CRL):
OWN— o6bekTHbIN ngeHTudukaTop (object identifier — OID);

OlNCC — onepaTuBHbIi NpoTokoN cTaTyca cepTudpmkarta (online certificate status protocol — OCSP);
COK— cepTtudumkaT oTKpbITOro kntoya (public key certificate — PKC);

MOK — uHbpacTpykTypa c oTKpbITbIM Kntouom (public key infrastructure — PKI);
LIP — ueHTp peructpauuu (registration authority — RA);

OTC — poBepeHHas TpeTbs cTopoHa (trusted third party — TTP).

5 TpeboBaHMA K ynpas/ieHNIO NONTUKAMW MO LNMGPOBLIM cepTudmkaTam
B c(pepe 34paBOOXpaHeHUs

5.1 O6wwne cBegeHUs

YT06bI NpYMeHeHne UnpoBbIX cepTudukaToB B chepe 34paBooOXpaHeHns cnocobcTBoBano adhdek-
TUBHOW 3aWuTe nepegayn nepcoHanbHol MeANLMHCKOR MHdopMaLmMmn, OHO JO/MKHO 06ecneyunBaTthb peLleHne
cnepyloLmx 3agau:

- HafexHas u 6e3onacHas NPMBA3KA YHUKAIbHbIX M OT/IMYUTENbHbIX UIMEH KULaM, OpraHn3auusm, npu-
NIOXEHWAM 1 yCTPOWCTBaM, y4yacTBYHOLWMUM B 31EKTPOHHOM O06MeHe NepcoHasibHOV MeAULMHCKON nHdopma-
uvei;

- HagexHasa n 6e3onacHas NpuBs3ka NpodIeccroHanbHbIX poneli B 34paBooOXpaHeHny K nnuam, opraHu-
3aUVAM Y NPUIOXKEHNAM, Y4acTBYIOLL MM B 3/1EKTPOHHOM 06MeHe nepcoHanbHol MeANLMHCKOR nHdopmaumed,
B TOI Mepe, B KOTOPOW faHHble posin MOryT GbiTb UCMO/b30BaHbl B KAYECTBE OCHOBbI POJIEBONO YNpaB/ieHus
[OCTYNOM K MeAMLMUHCKON MHhopMaLmu;

- (tbakynbTaTMBHO) HadexHasa n 6e3onacHasn NpuBsA3ka aTpmbyToB K nLam, opraHusaunam, npunoxe-
HVAM 1 YCTPOICTBaM, YHacTBYIOLMM B 3/IEKTPOHHOM 06MeHe NepcoHaibHOW MeAnLMHCKOW nHdopMaLmneid, B
TOW mepe, B KOTOPOI flaHHble aTpnbyTbl MOTyT coAeiicTBoBaThL 6e30NacHOMy 06MeHy MeANLMHCKOW nHchopma-
unei.

BbllleyKka3aHHble 3aa4m AO/MKHbI peLlaTbesi cnocobamu, o6ecneymBaroL MMy oBEPUTESbHbIE OTHOLLE-
HUS BCEX YY4ACTHUKOB, NONaratoLwmnxcs Ha LenoCTHOCTb U KOH(MAEeHUManbHOCTb NepesaBaeMoii nepcoHanb-
HOW MeAVLMHCKOV MHbopMaLMK, 3aLMLLEHHON C NOMOLLbIO LIUdIPOBbIX CEPTUINKATOB.

C 3TOli Uenblo KaxAablil LeHTp cepTudmkauny, Bbinyckawwmnii uudgposble cepTudmkatbl gns cdepsbl
34paBO0OXpPaHeHNs, LO/HKEH f,eiCTBOBAaTbL BCOOTBETCTBUM C YHETKMM HABO0POM NY6/IMYHO YCTaHOBEHHbIX NOMN-
TUK. CMOCOBCTBYIOLWMNX PELUEHNIO BblLLeyKa3aHHbIX 3ajau.

5.2 Heo6x04MMOCTb BbICOKOW CTeNeHn rapaHTUm NpaBuU/IbHOro YHKLNOHNPOBaHMNSA

CepBucbl  6es3onacHocTu, Tpebyemble AN MeAWUMHCKAX  MPUIOXKEHWA, onpegeneHbl B
MCO 17090-1:2008. pasgen 6. lns kax[oro M3 aTux cepBucoB 6e3onacHocTy (ayTeHTudwmkauus, uenoc-
THOCTb, KOHPUAEHLMANBHOCTb, 31EKTPOHHAA Uudposas Noanuch, aBTopmnsanmns, KOHTPOsb AOCTyna) Heo6xo-
AVMa BbIiCOKas CTeNeHb rapaHTUM NPaBuIbHOTO PYHKLMOHMPOBaHHNS.

5.3 Heo6x0A4MMOCTb BbICOKOV CTENEHWN AOCTYNHOCTN MHAPACTPYKTYpPbI

MeZanuMHCK1e yCnyru okasblBaloTCA KPYr/10CyTOUYHO, U BO3MOXHOCTb No/lyyaTb 1 0T3biBaTb cepTuduka-
Tbl. NPOBEPATb VX [EACTBUTENILHOCTb HW B KOEM C/lydae He fo/mKHA 6bITb OrpaHmyeHa 06bl4HbIMU paboyrmm
yacamu, 4TO NMPUHATO B 6OMBLINHCTBE OTpacnei. B oTiMume OT 3N1E€KTPOHHOW TOProBAN 3[paBoOXpaHeHune
npeabsABaAseT BbICOKMe TpeboBaHNSA AOCTYNMHOCTM K MPUMEHEHUIO LMdPOBbIX cepTudmrkaros, obecneumsato-
L MX 6e30MacHbIi 06MeH NnepcoHanbHol MegnLNHCKON MHopmaLmei.
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5.4 Heo6x0AMMOCTb BbICOKOV CTeneHn AoBepus

B oT/IMuMe OT 3NEKTPOHHOI TOoproenu (rae NocTaBLLMK U NOKynaTe/lb 4acTo SABNSTCSA e JUHCTBEHHLIMU
yyacTHUKaMM 3/IEKTPOHHOTO 06MeHa MHgopmaumelt 1 caMu oTBeYatoT 3a ee 6€30MacHOCTb U LLENIOCTHOCTb)
MeANLMHCKUM NPUTIOXKEHUAM, XPaHSILLMM M NepearoLum nepcoHanbHyo MeANLMHCKY0 MHGOpMaLMio, MOXET
KOCBEHHbIM 06pa3oM TpeboBaTbCs AOBEpUE NaLMEHTOB, Yblo MHhopMaLuio OHKM o6pabaTbiBalOT, a Takke
[loBepue LIMPOKOI 06LEeCTBEHHOCTU. BpsAa M NOCTaBLUUKLA MEAULMHCKUX YCAYT WU NaLWeHTbl Cornacarcs
MCNONb30BaTh 3/IEKTPOHHBIN 06MEH NepcoHasibHOM MeAUUMHCKOW UHopMauneli, ecnv Takoil 06MeH npea-
cTaBnsieTcsl UM He6e3onacHbIM.

5.5 Heo6xoAMMOCTb COBMECTUMOCTM CO CTaHAapTaMmun VIHTepHeT

MockonbKy Lesibio HACTOSALLErO CTaHAapTa ABAAETCS onpefesieHe OCHOBHbIX 3/IEMEHTOB NPYMEHeHUs
LMdpoBbIX cepTUnKaToB B chepe 3apaBooxpaHeHmns ana obecneyeHns 6esonacHoi TpaHCrpaHUyHoOM nepe-
Jaun MeULMHCKON MHgopmaLmn, To HacToALWNI CTaH4apT, HACKO/IbKO BO3MOXHO, OCHOBaH Ha cTaHgapTax
MHTepHeT, o6ecneynBatoLwmx 3tpheKTUBHbIN BbIXOA 3a FPaHULbl CTPaH U TEPPUTOPUIA.

5.6 Heo6x04UMOCTb YNPOLLEHWSI OLLEHKM U CPaBHEHWS MOSIUTUK MO cepTUdnkKaTam

Cnoco6bbl NpuMeHeHns LngIPOBLIX cepTnduKaToB, CNOCO6CTBYOW e 6e30NacHOMY TpaHCTpaHUYHOMY
06MeHy NepcoHasibHON MeANLNHCKON MHhopmaumein, paccmoTpeHbl B MICO 17090-1:2008. nogpasgen 9.2. Mx
peanusauns (Hanpumep, NnepekpecTHoe NpUsHaHne 1 Kpocc-cepTudmnkaLms) CyLecTBEHHO ynpoLaeTcs, ecnv
NoINTUKM NO cepTuchnkaTam, NpMMEHsiEMbIE B 34paBOOXPaHEHUN, ONMUCaHbl B eANHOM hopMaTe, N03BOSA0-
Lwem 6e3 Tpyga nepexoanTb C OAHONM NMOMTUKN Ha APYTYIO.

Kpome Toro, nonuTukmn no ceptudmkatam B cchepe 3gpaBooxpaHeHns co3faloT OCHOBY A8 akkpeauTa-
Luun LeHTpoB cepTudmkaumu. (LIC akkpeauTyeTcsi Ha COOTBETCTBME OAHON UM HECKOJIbKMM NOINTMKAM NO cep-
TUchuKaTam. KOTopble OH nNpejnonaraeT peann3oBaTb.) OnpefenexHe KpUTEPMEB akkpeanTaLmn BbIXOANT 3a
pamKu HacToslLLero ctTaHgapTa, 04HaKo B Lie/IOM MpOoLecc akkpeanTaLmmn LeHTPoB cepTudmkaunm ans cgepbl
3 paBOOXPaHEHMS YCKOPSIETCA 32 CYET COMNIAcCOBAHHOCTU €ro (DOPMbI 1 COOTBETCTBUSI MUHUMAaSIbHO COBOKYM-
HOCTV CTaHAAPTOB, YNOMSIHYThIX B HACTOSILLEM CTaHAapTe.

6 CTpykTypa NosIMTUK No cepTudmkaTtam 1 per1aMeHToB LieHTPOB
cepTudgmkaumn B chepe 3apaBoOOXpaHEHNS

6.1 O6wue TpeboBaHUA KIMC

BbigaB cepTudomkat. LiC rapaHTupyeT foBePSAIOLL, el CTOPOHE, YTO KOHKPETHbIV OTKPbITHINA K04 CBSI3aH C
KOHKPETHbIM fiepxaTtenem ceptudurkara. PasHble cepTudurkaThl Bblat0TCA BCOOTBETCTBUM C pa3HbIMU NpaBn-
namu 1 npouegypaMu 1 MoryT npefHasHavaTbCs AN pasHbiX MPUIOXKEHWUI Uan Lenei.

LIC oTBevaeT 3a BCe acnekTbl BblAaun cepTudnkaTa n ynpasneHns ceptudrkaTtom, BkaoYas KOHTPOb
npouecca perucTpauum, npoBepky UHdopmaLun, cogepxallelica B ceptudmkaTe, U3roToBneHne, BbiNyck,
0T3bIB, NPUOCTAHOBKY AeiicTBNA 1 o6HOBNeHne cepTudukata. LIC HeceT OTBETCTBEHHOCTb 3a TO, YTO BCe
acnekTbl ero ycnyr v AeiiCTBUlA OCYLLECTBAAIOTCSA B COOTBETCTBAM C TpebOBaHUAMU, NpeacTaBNeHnAMU U
rapaHTuamu gaHHow MC n PLIC gaHHoro LIC.

LIC. BblgatoLmii undpoBble cepTUdnkaThbl 415 NPUMEHEHNs B cdhepe 34paBooOXpaHeHns, A0HKEH UMETb
NOIUTUKM U NpoLeypbl, COOTBETCTBYIOLLME NPefoCcTaBNAeMbIM yeayram. OTU NOAUTUKM U NpoLeAypbl AOKHbI
obecneunBaTh:

- perucTpauuio noTeHuManbHbIX gepxateneli cepTnunkaTos 40 Bblgayn cepTudurkaTos, BKIOYas, Kor-
[a 3T0 BO3MOXHO, YKa3aHue ponun fepxarens ceptudukara B cootseTctsum ¢ M C 017090-2.2008, pasgen 6;

- ayTeHTUMUKaLMIO MAEHTUYHOCTM NOTeHUManbHbIX gepxaTteneli cepTuduvkara O Bblgaun cepTu-
ukaTta;

- obecneyeHne KOHPUAEHUNANLHOCTM M0G0 NepCoHaIbHON NHhopMaLuK 0 IMLAax, KOTOPbIM BblAaT-
ca cepTudmkatobl:

- nepepauvy cepTuduKaToB fepxartenam cepTunkaTos 1 perncTpanmio cepTumnKaTos B peecTpax;

- npvem uHdopmaLm 0 BO3MOXHO KOMNPOMeTaL N CEKPETHOTO K/oua;

- pacnpocTpaHeHune CN1CKOB 0TO3BaHHbIX cepTumkaToB (NEPUOANYHOCTb, CNOCO6 1 MECTo UX ony6u-
KOBaHuS);

- Apyrvue npo6nembl ynpaBaeHus kalyamu, BKIoYas pasmep kiova, NnpoLecc reHepawmm knoya, Cpok
CNyXObl KNoYa, 3aMeHy kiva uT. 4.,
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- Kpocc-cepTudmkaumio ¢ gpyrumm LIC:

- KOHTPO/b M ayauT 6e30nacHoCTu.

YT06bI BLINOHATH BhilenepeyncieHHble YyHKUNK, kaxablid LC. Bxoasawmii B coctaB MHPACTPYKTYpPbI,
[OJ/KEH NpefocTaBUTbL HEKOTOPbIE OCHOBHbIE CEPBUCHI CBOUM AepxXaTesiiM cepTUdunkaTos v f0BEPSAIOLLUM
cTopoHaM. laHHble cepsucel LIC nepeuncnsoTca B MC.

Lindpposbie cepTudukaTsl cogepxar 0AnNH UM HECKObKO 3aperncTpupoBaHHbIX 06 bEKTHLIX NAEHTUN-
KaTopos, naeHTudunuupyowmx MNMC. B COOTBETCTBUM C KOTOPOI BbINYLEH AaHHbIA cepTudmnkar. O6bekTHble
nAeHTUMKaTOPLl MOTYT UCNOJb30BaTLCA ANA NPUHATUA pelleHns, npefHasHavyeH N cepTudmnkaT AN KoH-
KpeTHoli uenwu. Mpouecc pernctpauymn OWJ, cooTBeTcTBYeT npouedypam, YCTaHOB/IEHHbIM CTaHAapTamu
MNCO/M3K n MC3. CtopoHa, pernctpupytowas OW/. takke ny6nukyet MNC Ana 03HakoMAeHUs gepxarenei
cepTnnKaToB 1 A0BEPSIOLLNX CTOPOH.

Bcnepctsue BaxHocTu MC BycTaHoBNeHUn goBepunsa kK COK kpaliHe Heo6xoaumo, 4To6b! MC 6blna NoHSA-
Ta 1 MPUHATA BO BHYMAaHWe He TO/IbKO JepxaTensaMu cepTutnKaTos, HO 1 BCEMU JOBEPSAIOLLUMMN CTOPOHAMMU.
MoaTomy gepxaTenn cepTudrkaTos 1 A0BEPSAIOLLNE CTOPOHbI AO/MKHbI UMETb ObICTPbIVE M HAAEXHbIA OCTYN K
MC, BCOOTBETCTBMM C KOTOPOW ObIN1 BbINYLLEH AaHHbI cepTudmkar.

K nto6oii MNC. onpegeneHHoi B COOTBETCTBUN C HACTOALLMM CTaHAAPTOM, NPeAbABASIOTCS creaytLume
TpeboBaHus.

a) Kaxablii LupoBoii cepTUdMKaT, BbIMyLLEHHbI B COOTBETCTBUM C HACTOALLMM CTaHAAPTOM, AO/IKEH
cogepxaTtb Mo KpaiHei Mepe oAVH 3aperncTpyupoBsarHblit OV, ngeHtudnumpyownii NC. B COOTBETCTBUN C
KOTOPOI4 BbINYLLEH AaHHbIV cepTudukart;

b) cTpykTypa NC gonxHa cooTBeTcTBOBaThH cneyudukaunmn IETF/RFC 3647,

c) MC pgomkHa 6bITb AOCTYMHA AepXaTensaM cepTUUKATOB 1 JOBEPSIOLLNM CTOPOHAM.

XoT1a fokyMeHTbI NC 1 PLIC ABNAKOTCA OCHOBHbLIMU 418 ONUCaHUA NynpasneHnsa noanTukamu nnpasunia-
MV cepTudmKaLmmn, MHOTMe fepxaTtenu undgposbix cepTudrkaTos, 0CO6EHHO NOTPe6buTenn, HaxoaaT aTh Nog-
po6Hble AOKYMEHTbI TPYAHBIMU AN NOHUMaHUS. Takum gepxaTensam cepTudunkaTos U 4pyruM AOBEPSIOLLNM
CTOPOHaM MOXeT MOMOYb BO3MOXHOCTb JOCTYNa K CXXaToMy onucaHuio anemeHTos MC. TpebyoLnx BHUMaHUA
N 06bACHEeHNA, N ANA 3TOV Lenu B pasgene 8 npegctasneHa Mogenb oulmansHoro otyeta 06 NOK.

6.2 O6wue TpebosaHua k PLIC

PLIC npeactaBnsieT coboii nogpo6bHoe onucaHue Takmx Aetasei, kak TouHas peanunsauus npeanoxeHuni
CEepBUCOB U feTasibHble MpoLeaypbl YNPaBAeHUS XU3HEHHbIM LUKIOM CEPTUNKATOB, U 0ObIYHO SIBNSiETCA
6onee geTanbHbIM JOKYMeHTOM, 4yem INC.

Knw6omy PLIC. onpeageneHHOMyY B COOTBETCTBMM C HACTOALLMM CTaHAAPTOM, NpeAbABASATCA Cneayio-
e TpeboBaHus;

a) PLIC gomxeH cooTBeTcTBOBaTH cneyundurkaunm IETF/RFC 3647,

b) LIC c ogHum PLIC moxeT nogaepxmBaTb HECKO/IbKO NOMUTUK NO cepTudhmkaTam (MCnonb3yemblix Ans
pasHbIX NPUKNaAHbIX Liesieit M/unun pasHbiMU rpynnamMy 4OBEPSOLUX CTOPOH);

C) HEecKoJIbKO LeHTPOB cepTudmkauny c HemaeHTuuHbiMn PLIC moryT nogaepxumeatb ogHy U Ty xe MMC;

d) LC moxeT He genatb cBoli PLIC fgocTynHbIM gepxatensMm cepTurkaToB Wiv 4OBEPSIOLLNM CTOPO-
HaM UM MoXeT obecnevynTb UM AOCTYN TOJIbKO K OTAE/IbHbIM HaCcTAM CBOEro PLl'C.

6.3 B3aumocsasb mexay NC u PLC

MC ycTtaHaBnmMBaeT, Kakue rapaHTUnM MOryT 6biTb AaHbl 419 cepTudukaTta (BKIoYas orpaHnyeHns Ha
ncnonb3oBaHune ceptTudmrkarta vorpaHnyeHns oteeTcTeeHHocTu). PLIC yTBepxaaeT, kakum o6pasom LIC obec-
neynBaeT 3TV rapaHTum. MC MOXeT NPUMEHATLCA HE TOJIbKO B paMKax O HO opraHv3aLuu, HO 1 LUMpe, B TO Bpe-
M kak PLIC oTHOCUTCA ToNbKO KogHoMY LIC. NC cnyxuT B KayecTse hyHAaMeHTa, Ha KOTOPOM OCHOBbIBAlOTCSA
o6Lwue cTaHfapTbl MHTeponepabenbHOCTY 1 06LLKe KpuTepun rapaHTumn B MacluTabax otpacim (Min. BO3MOX-
Ho. B 6onee rnobanbHOM maclitabe). MogpobHbin PLIC cam no cebe HO co3paeT NoAXoAsALed OCHOBbI A5
UHTeponepabenbHOCTU LEHTPOB cepTudmKaLumn, o6CnyxmeatoLwmx pasHble opraHnsaLmn.

6.4 O6nactb NpMMeHeHUs

HacTtoswuii ctaHgapT NPYMEHNM K MONUTKKaM No cepTudnkaTam 1 pernameHTamM LeHTpoB cepTuduka-
LUun. mcnonb3yembiM AnA Ueneil Bbinycka cepTudmkatoB B cthepe 34paBoOXpaHeHUss B COOTBETCTBUM C
MNCO 17090-2:2008. pa3gen 5.

4



FOCT P NCO 17090-3—2010

7 MuHVMManbHble TpeboBaHUSA K NOINTMKE MO cepTudmkaTam B cgoepe
3/1paBOOXPaHeHMS

7.1 O6wwme TpeboBaHNA

UTo6bl COOTBETCTBOBATL HACTOSILLEMY CTaHAAPTY, MNC A0/KHA yA0BNETBOPSATL YKa3aHHbIM HUXe Tpe6o-
BaHUAM.

B gaHHOM pasgene uncna B Kpyr/blx CKO6Kax nof 3aronoBkaMm 0603Ha4YaloT HOMep COOTBETCTBYIOLLLETO
pasgena cneuyudmkaunu IETF/RFC 3647.

7.2 OTBeTCTBEHHOCTb 3a NMy6/IMKaLMIo U XpaHeHWe

7.2.1 XpaHunuuwa

(2.1)

MHdopMaLms o gepxatensx ceptudumkaTos, noMelwaemas B xpaHunuwa LIP nnun LC. gomkHa:

- NOAAEPXMBATLCA akTyaslbHON N CBOEBPEMEHHON (M3MEHEHMUS A0/MKHbI BHOCUTLCA €XeLHEBHO Wiu
yaule, B 3aBUCMMOCTMN OT 06CTOATENLCTB);

- ynpaBnaTbes BcooTBeTcTBUN ¢ ICO/M3K 27002 (MM €ro 3KBUBANIEHTOM) UK CYTBEPXAEHHBIMU KPU-
TepUAMU akkpeguTauuy Uamv NMLeH3NpoBaHus.

7.2.2 Ny6nukauna nHopmauum o ceptudmnkaumm

(2.2)

Mo6oin LIC. Bbinyckatowumii LndypoBblie cepTudmnkaThbl 4189 MCNOIb30BaHNS B chepe 34paBooXpaHeHus,
[OMKeH caenaTb AOCTYNHLIMY ANS CBOUX AepxXaTeneli cepTunKaToB 1 LOBEPSIOLLNX CTOPOH CBELEHNS:

- 06 agpece URL goctynHoro Be6-calita, KOHTpOAMpyemoro HenocpeacTeeHHo LIC unm no ero nopyde-
HUIO 1 CoAepXalLlero onMcaHuns ero noMTUK No cepTudnkaTam;

- 0 KaxAaom cepTudmkare, BbIMyLLEHHOM UM 06HOB/IEHHOM B COOTBETCTBMM C AaHHOW NONNTUKON;

- 0TeKylleMm cTaTyce Kaxaoro ceptudmkara, BbiNyLEHHOro B COOTBETCTBMN CAAHHON NONTUKON;

- O KpUTepuax akkpeamuTalm nnn NMLeH3NpoBaHuns, B COOTBETCTBUY C KOTOpbIMU ddyHKUMOHMpYeT LIC. a
TakKke CBefleHNs 0 TOM. Ha KaKyto 4acTb BEJOMCTBa, B KOTOPOM (hyHKLMoHUpyeT LIC. pacnpocTpaHsaeTca faH-
Hasa akkpeauTauma wiv nnLeH3npoBaHmne.

OneKkTpoHHas konus fokymeHTa MC, 3aBepeHHas 3NeKkTPOHHO LthpoBO NOANNUCHI0 YyNOSTHOMOYEHHOTO
npeacTtasutens LC, gomkHa 6bITb 4OCTYNHA.

- Ha Beb-caiTe, JOCTYMHOM BCEM 4OBEPSAIOLLMM CTOPOHAM, UK

- Yepes 3anpoc no 3/1eKTPOHHOM nouTe.

MockonbKy PLIC nogpo6HO onuckiBaeT peann3aLunio cepemcoB, npegoctasnsemblx LIC. a Takke npoue-
[ypbl YNPaBeHNsA XNU3HEHHbIM LUKIOM Ktoueld n sensetca 6onee nogpo6HbIM AOKYMeHTOM, YeMm MC. To B
uenax obecneyermns 6esonacHoctn LIC ata nHdopmauus MoxeT 6bITb NPU3HaHA KOH(MAEHLMANbHO.

7.2.3 YactoTa ny6namkauymi

(2.3)

LIC nomkeH ny6aunkosatb MHMOPMALMIO NPU KaXA0M ee U3MEHEHUN.

7.2.4 KOHTpOJ/Ib AOCTYNa K XpaHuauwam

(2.4)

My6nukyemble cBeAeHUs, Hanpumep, NOAUTUKK, NpaBuna, CepTudrKaTbl 1 TEKYLL K cTaTyc cepTudmka-
TOB. AO/MKHbI ObITb AOCTYMHbI TO/TbKO A5 YTEHUS.

7.3 WNpeHTudmkauuns n ayTeHTUdrKaumns

7.3.1 HavanbHasa perncrpaums

7.3.1.1 Tunbl nageHTUMKaTopoB

(3.1.1)

NpeHTudmkaTopbl Cy6bEKTOB, MCNOJIb3yeMble B cepTudukaTax, BbiMyLLEHHbIX B COOTBETCTBUMN C AAHHON
NoJINTUKOIA, fOMKHBI COOTBETCTBOBaTL ICO 17090-2.

7.3.1.2 Heo6Xx0ANMMOCTb CMbIC/IOBbIX MAEHTUPNKATOPOB

(3.1.2)

[nsa achhekTMBHOIo NCMOb30BaHUA cCepTUIUKATOB TpebyeTcs, YTOObI OTINYMTEIbHbIE NAEHTUdMKaTo-
pbl. NPUCYTCTBYIOLLME B CepTUdMKaTe, MOrIM O6bITb MOHATBI U MCNO/Ib30BaHbI JOBEPSAIOLL e CTOPOHON. aeHTu-
dukaTopbl. MCnonb3yemble B cepTudmkaTax, JO/MKHbI OAHO3HAYHO yCTaHaBNMBaTb JIMYHOCTb Aepxartens
ceptudprkaTa, KOTOPOMY OHM NPUCBOEHBI. CM. Takxke 7.3.1.3.

NpeHTudmkatopsl fepxarteneil cepTudvkaTos, ABAALWMXCA KBANNMULMPOBAHHBIMU MEANLIMHCKUMMN
paboTHMkamu, BcrnoMoraTesibHbIMU MeULMHCKUMU paboTHUKamu, cybcmampyemMbiMmn noctaslunkamm meam-
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MWHCKUX YCNyr, paboTHUKaMn NoAAepXnBaioLwmnx opraHusaLmii, a Takke nauveHtamu/noTpebutensimm megu-
LIMHCKOM NOMOLLU, fL0/MKHBI COOTBETCTBOBATb MOMIOXKEHUAM NyHKTa 7.3.2.

7.3.1.3 AHOHMMHOCTb WM UCNONb30BaHME NCEBAOHNMOB

(3.1.3)

Tpeb6oBaHMe CMbIC/I0BOI 3HAYMMOCTU MAEeHTUdMKaTOpPOoB (CM. 7.3.1.2) He NpensTcTByeT MCNo/b30Ba-
HUI0 NCEeBAOHNMOB B CepTumnkaTax, BbiNyLEeHHbIX 415 NauneHTos' noTpebutenei.

7.3.1.4 TMpaBwna nHTepnpeTauuy pasnuyHbix Popm naeHTndnKkaTopos

(3.1.4)

MC pomkHa copepxaTb npoueaypy, NpUMeHsemyto npu paspeLlueHny Crnopos no NoBoAy NPYCBOEHUA
NAEHTUUKATOPOB, 1 cornalleHmne, UCnosb3yemMoe A1 nHTepnpeTalmm ux opm B TeX C/yyasx, Korga BO3Hu-
KatoT Cropbl MO NOBOAY NPUCBOEHUSA NAEHTUMKATOPOB.

7.3.1.5 YHUKanbHOCTb MAEHTUUKATOPOB

(3.1.5)

UT0o6bl pasnunyartb gepxateneii ceptudmkaros gaHHoro LIC, oTanunTenbHblli ngeHTudmkarop cy6bek-
Ta, yKasaHHblli B cepTuchmkate, AOMKEH OblTb HEBYCMbIC/IEHHBIM W YHUKA/IbHBIM.

B cnyyae Heo6xoAMMOCTKM 418 06ecneyeHns YHUKanbHOCTN 0603HauYeHns cybbekTa B COCTaB ero oT/m-
YNTENBHOIO NAeHTUKaTopa MOXET ObiTb BKIIOYEH aTPMOYT TUNa «MOPSAKOBbI HOMepP» (B COOTBETCTBUM C
IETF/RFC 3280). Mo BO3MOXHOCTM pekoMeHAyeTcs, YTo6bl Takoli NOPSIAKOBLIA HOMEpP UMeN onpeaesieHHbIl
CMbICA (HanpymMep, HOMep NLEH3UN KBaTM(ULMPOBAHHOTO MeANLMHCKOro paboTHuka). Cm. 7.3.1.2.

7.3.1.6 PacnosHaBaHve, ayTeHTU(UKALNSA U POJib TOBAPHbIX 3HAKOB

(3.1.6)

LIC He fo/mKeH co3HaTeNbHO BbiNyCKaTb CEPTUIMKATLI, COAepXKalle TOBapHbIe 3HaKW, He MpuHaanexa-
Lwne cyobekTy ceptudomkarta.

7.3.2 HavasibHas npoBepkKa NAeHTUYHOCTU

7.3.2.1 Cnocob gokasatenbcTsa 061agaHns ceKpeTHbIM KH0HOM

3.2.1)

B Tex cnyuvasx, koraa LIC He reHepupyeT napy K1to4ei, Aepxarenam kioyeid Heobxoanmo NnogTeepamnTb,
4TO OHY ABNAKTCA 06N1afaTeNAMU CBOMX CEKPETHbIX KtoUel (Hanpumep, nogadyeii 3anpoca Ha noAnnChL cCepTu-
dvkata — 3MC). OT gepxartenei cepTUUKaTOB MOXET Taloko NOTpeboBaTbCA NEPUOMNYECKM NOANUCHIBATD
3anpockl NoA/IMHHOCTK, Hanpasnsemsle LIC.

7.3.2.2 AyTeHTudMKaLmsa nAEHTUYHOCTU OpraHu3aLmii

(3.2.2)

OpraHusauun 34paBoOXpaHeHns, NoAAepxuBaloLme opraHusaummn, nuua, AeicTBylowme OT UMeHU
opraHv3auuii unu npuMeHsoLme ceptTudukaTsl N8 UAEHTUGMKALUKN YCTPONCTB, A0/KHbI NpeacTaBuTb B LIP
[OKYMEHTbI, CBUAETENbCTBYIOLLME 06 UX CYLLLECTBOBAHMMN U POV B CUCTEME 3[4paBOOXPAHEHNS, a Takke CooT-
BeTCTBylOLLVE TPe6OBaHUSAM, yCTAHOB/IEHHBIM B UX CTPAHe, PervoHe Uan MHOW aAMUHUCTPaTUBHOW eavHuLe.
LIC, P w. rae ato Heobxoaumo. LIA fO/MKHBI MPOBEPUTL NPeLCTaB/IeHHYI0 MHOPMaLMIo, a TakxKe ayTeHTunY-
HOCTb 3anpaluunBatoLLero npeAcTaBuTeNs U ero NoJIHOMOYMSA Ha NpaBo AelicTBOBaTbL OT MMEHMW OpraHm3aLnuu.

7.3.2.3 AyTeHTuukauns naeHTUYHOCTU PU3NYECKNX NUL,

(3.2.3)

Mepen BbINycKOM cepTudUkaTa U3MYecKne nuua, BKIYas KBa/IMMULUPOBAHHBLIX MeAULIMHCKUX
paboTHUKOB, BCMOMOraTesibHbIX MeAULUMHCKNX PaboTHWMKOB, CyO6CUAMPYEMbIX MOCTABLUMKOB MeULMHCKUX
ycnyr, paboTHNKOB NOAAEPXMBAIOLLMX OPraHn3aLmii, a Takke nauveHTos/noTpebutenein MeanLMHCKOR NoMo-
LK1, [OMKHBI NOATBEPANTL CBOK NAEHTMYHOCTL B LIP. HacToAwwmi ctaHgapT pekoMeHayeT Mcnonb3oBaTh A1
NoATBEPXAEHUS NAEHTUYHOCTY Ty Xe npoLueaypy, KoTopas Heobxoauma 415 NonyyYeHus nacnopra, 1M60 NHy
aHasIorMyHyto npoueaypy.

Ana ayTeHTudmKaumm cBoein NNLEH3NN Ha NPaBo MeAWNLMHCKOW AeATe/IbHOCTU, PO/N U MeANLMHCKON
cneunanbHOCTU (€CNKU TakoBas MMeeTcsl) KBanuuunpoBaHHble MeguLMHCKME paboTHUKN [O/KHbI NpejcTa-
BUTbL B LIP foKka3aTenbLCTBO CBOUX NMPOheccroHasIbHbIX Npas, BblaHHOe OpraHoM yrnpas/ieHus 3paBooxpaHe-
HVEeM WM OpraHoM akKpeamTauum B pamkax CBOMX MOTHOMOUUIA.

[na noaTBepxaeHNs CBoel 3aHATOCTU U PONN B CUCTEME 34paBOOXPaHeHNs BCNoMoraTe ibHble Mean-
LiMHCKMe paboTHUKM [OMKHBI NPefcTaBuThb B LIP foka3aTtensCcTBO Cy6CHMANPOBaHNSA MW 3aHATOCTU OT CBOUX
Cy6CcManpyoLWmMx MeaMLMHCKUX YUYpeXAeHuid unum cybcnanpyowmnx (KOHTPOAMPYOLWMUX) MeAULMUHCKMX
paboTHUKOB.

[ns noateepxaeHus cBoeli AeATeNbHOCTU WM PonuM B CUCTEME 34paBooXpaHeHus cybcuanpyemble
nocTaBLLMK/ MeSULMHCKUX YCYT A0/DKHbI NpefcTaBuTb B LIP foka3aTenbCTBO Cy6CcnMampoBaHus oT CBOUX Cy6-
CUANPYIOLMX  MEAUUMHCKAX  YUYPeXAEeHUd wunm  cybcnanpyowmnx  (KOHTPONMUPYIOLWMX)  MeAULMHCKMNX
paboTHUKOB.
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[na nogTeepXAeHNs CBOE 3aHATOCTY 1 POW B CUCTEME 34paBoOXpPaHeHns paboTHUKN NOLLepXMBato-
LMX OpraHu3auuii 4o/MKHbI NpeAcTaBuThb B LIP goka3aTenbCTBO 3aHATOCTY OT CBOMX NOAAEPXUBAIOLLNX Opra-
HM3aLmii 30paBoOXpaHeHuns.

7.3.2.4 HenpoBepeHHas MHhopMauns o NOANUCUNKE

(3.2.4)

HenpoeepeHHas nHopmaums o NognNncUrKe Ao/xHa 6bITb ONpeAesieHa BCOOTBETCTBUM CO cneuundmnka-
uvein IETF/RFC 3647, nyHkT 3.2.4.

7.3.2.5 TlpoBepka NoSIHOMOUNIA

(3.2.5)

MpoBepka NOTHOMO4MIA foMkHa 6bITb ONpeeneHa BCOOTBETCTBUM co cneymndmkauveli IETF/RFC 3647,
NyHKT 3.2.5.

7.3.2.6 KpuTepuu B3aumogeincTeus

(3.2.6)

KpnTepun B3avMOAeicTBMA [AO/MKHbI OblTb OMpefeneHbl B COOTBETCTBMM CO chneuudmkaumvei
IETF/RFC 3647, nyHkT 3.2.6 1 NCO 17090-2.

7.3.3 VaeHTudukaumnsa n ayTeHTUUKaLna 3anpocoB Ha 3aMeHy K/ltouei

7.3.3.1 WNpeHTudmkaumsa n ayTeHTudmkaLmsa npym o6b6I4HO 3aMeHe Koyei

(3.3.1)

7.3.3.1.1 OG6bluHasa 3ameHa kntoyeli LIC

O6bluHaA 3aMeHa Kueid 1M NoBTOPHbIV BbiMyCK cepTudinkaTos LIC [O/KHBI OCYLLECTBAATLCA Ha
OCHOBE UCXOAHOI fOKyMEHTaLnu, NCMOSIb30BaHHOM NpY CO34aHNMN UCXOLHO 3anucu.

7.3.3.1.2 OG6blyHasa 3ameHa kntodeli LIP

O6bluHasA 3aMeHa KoYeli v NOBTOPHBINA BbINYCK CepTUMKaToB LIP A0/1KHBI OCYLLECTBAATLCA HA OCHO-
BE UCXOAHOW [OKYMEHTAL MU, NCNOMb30BaHHON NpY CO3AaHUN NCXOAHOM 3anucu.

7.3.3.1.3 OOG6bl4yHasA 3amMeHa k/o4eli gepxarensa cepTudukara

O6bluHanA 3aMeHa K4en gepxartens ceptuukaTta go/HkHa OCyLWecTBAATLCA NOCPeACTBOM obpalie-
HMA K UCXOAHOW AOKYMEeHTauuu Uam 3anucsiM, MCNosib30BaHHbIM MpU CO34aHUN UCXOAHON 3anucuy, BkIYas
TeKyLUniA 4eNCTBYIOLW NI K/THOY C HEUCTEKLLUM CPOKOM.

Ecnv ncxogHasa fokyMeHTaumns yrpadyeHa unv YHMYToXxeHa, To MOXeT 6biTb MCMO/Ib30BaHa 3aMeHsoLLas
JoKyMeHTauums.

7.3.3.2 3ameHa koueii nocne oT3biBa

(3.3.2)

7.3.3.2.1 3ameHa kntoueli LIC nocne oT3biBa

3ameHa ktoveli nocne oT3biBa cepTudnkaTa TpebyeT NOBTOPHOTO NpefCcTaBNeHNs NCXOAHON MHpopma-
Lym, KoTopas ncnonb3oBanach Npy nepBoHavanbHol akkpegutauuy LIC.

7.3.3.2.2 3ameHa knwouyeli LIP nocne oT3biBa

3ameHa ktoveli nocne oT3biBa cepTudnkaTa TpebyeT NOBTOPHOTO NpefCcTaBNeHNs NCXOAHON MHpopMma-
LyK, KoTopas NCnonb3oBasiacb NPy NepBoHavanbHOW akkpegmTaumm LIP.

7.3.3.2.3 3ameHa koueil gepxartens cepTudmkara nocse oT3biBa

3ameHa knwouel gepxatens ceptudukata TpebyeT nMbo npeacTaBfeHUs UCXOAHOW fOKYMeHTaLmu,
MCMNONb30BaHHOW NPV CO34aHUN NCXOAHOM 3anucuy, N0 obpalLeHns K NCNoib30BaHHbIM UCXOAHbIM 3anUCSM.
Ecnu ncxogHan fokyMeHTauus yTpadeHa win yHUUTOXeHa, TO MOXeT ObiTb NCMONb30BaHa 3aMeHsolas ee
JOoKyMeHTauums.

7.3.4 WpeHTudpukauma n ayTeHTUMKaLNA Npy 3anpoce Ha oT3bIB cepTudurkara

(3.4)

7341 UC

Koraa aaHHbivi LIC B coOTBETCTBUM C NOIMTKKON NO cepTudnkaTam B chepe 34paBoOXpaHeHns oTnpas-
nset gpyromy LIC 3anpoc Ha 0T3bIB cepTudmKaTa, OH JOSIKEH:

- UaeHTUUUMpoBaThb cepTUdUKaT;

- yKasaTtb NpuvYnHbI 0T3bIBa CepTUMKATAa,;

- mognucatb 3anpoc CBOMM CEKPETHbIM K/1040M, 3awimdpoBaTb coobLieHune nnocnats ero B LIC cooTse-
TCTBYIOLLEro oMeHa.

7.3.4.2 UP

Korga LIP otnpaBnseT B LIC 3anpoc Ha 0T3bIB cepTudmkara, BbiMyL,eHHOTO B COOTBETCTBUN C MONUTUKOM
no undpoBbIM cepTUdMNKaTam B chepe 34paBOOXPaHEHNS, OH [OJ/IKEH:

- naeHTudurumnposaTh cepTUdUKaT, NogNexallnin 0T3biBY;

- yKasaTtb NpuvYKnHbI 0T3bIBA CepTUdIMNKaTA;
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- mognucartb 3anpoc CBOMM CEKPETHbIM K/H0HOM, 3allindpoBartb coobuieHve nnocnartb ero B LIC cooTse-
TCTBYIOLLEro flOMeHa.

7.3.4.3 [epxaTenb ceptudukara

Korga gepxatenb undpoBoro ceptudpmkara, BbinyLw,EeHHOro B COOTBETCTBUM C MOANTUKOM MO LUGPOBbLIM
cepTudukaTtam B cthepe 34paBOOXpaHeHus, oTnpasnseT B LIC 3anpoc Ha 0T3blB 3TOr0 cepTudukaTa, OH
[OMKeH:

- UaeHTUULMPOBaTbL NpUHaANexXaLLnii eMy cepTudukar, nogsexatiunii oT3biBy;

- yKasaTb NPUYMHbI, N0 KOTOPLIM CEPTUAIMKAT AO/HKEH ObITb OTO3BaH;

- 3alMWEeHHbIM CNoco6oM nepeaatb 3anpoc Ha oT3biB B LIC COOTBETCTBYHOLLErO AOMEHA.

Ecnn HocuTeNb CEKPETHOrO KtoYa yTepsH Unn yKpageH (M NoaToMy Aiepxartesb cepTudukata He MoxeT
WHULMMpPOBAaTb Nodauvy 3anpoca, CKpenIeHHOro 3/1EKTPOHHOI LM poBoit NOANMCHI0), TO 3aNpocC Ha OT3bIB 4,0/1-
XXEH CONPOBOXAAaTbCs CBUAETENBCTBOM UAEHTUYHOCTU, IKBMBA/TEHTHBIM TOMY, KOTOpPOE ObI/10 NepBOHaYabHO
npefcTaBneHo AN NoyvyeHus ceptudpmkara.

7.4 JKcnnyataunoHHble Tpe6oBaHUsS KXU3HEeHHOMY LUKy cepTudmkarta

7.4.1 NMony4yeHwne cepTudmkata

7.4.1.1 Kro moxeT o6palyaTbCcs 3a NoslyyeHmem cepTudukaTa

(4.1.1)

Kputepuu, onpegenstouyme, KTo MOXeT obpallaTbecs 3a nosyyeHvem ceptudmkara, omkHbl 6biTb onpe-
AeneHbl B COOTBETCTBUU co cneuundmkauneli IETF/RFC 3647. nyHkT 4.1.1.

7.4.1.2 Tpouecc npuM3HaHus npasa Ha nonyyeHne cepTudmkaTa u 0TBETCTBEHHOCTb

4.1.2)

LIC moxeT genernposatb QPYHKUMN NAEHTUDUKALUN 1 ayTeHTUUKaL MK, 3a KOTopble OH HeceT oTBe-
TCTBEHHOCTb. LIP. OCHOBHOI pyHKUMeEN, BbINONHAEMOi LIP opraHusauuy 3qpaBooxpaHeHuns, SBNseTca npo-
BEepka UAEHTUYHOCTW M POSIM B CUCTEME 34paBOOXpaHeHus gepxatensa ceptudmkata npu ero nepBUYHON
peructpauuun. P gonxeH npuaepxmnsaTbCcs TOM Xe COBOKYNHOCTY NpasBua 1 cnocobos ayTeHTudmkaumm, Koto-
pyto ucnonb3yeT gaHHbiii LIC. LIP MoxeT 6bITb akkpeiuToBaH CaMOCTOATENbHO, BHE 3aBWCMMOCTW OT
KOHKpeTHoro LIC.

YT06blI MOA/IMHHOCTL W LLeNTIOCTHOCTL CepTudmKaTa U COAEPXALLMXCA B HEM OTKPbITbIX Ktouel 6binn
rapaHTUpoBaHsbl, AepxaTenu cepTudmnKaTos AOHKHbI NONyYaTb CepTUdUNKaThl OT HaAEXHOro MCToYHUKa. lMoc-
Konbky LIP BbinonHseT dpyHkuum ayteHTudomkaumm ans LIC. oH gomkeH obnagatb 4OBEPUEM B YacTy OCyLle-
cTBeHna nonutukn LIC no ayTeHTudhmkauunm pepxaTens cepTudmkara W HanpasfeHUs npaBubHOM
nHdopmaumm ogepxarene ceptudukara 8 LIC. AHanornyro LIP gonmxeH o6nagatb foBeprieM B YacTy TOUHO
1 CBOEBPEMEHHOI nogaun 3anpoca Ha 0T3bIB cepTudmnkaTa B LIC.

PekomeHayeTcs, 4TO6bI LEeHTPbI perncTpaymn NHAVBUAYanbHO OTYATLIBAINCH 3a AECTBUSA, BbINONHAE-
Mble OT uMmeHu LIC. LIP gonxkeH:

- rapaHTupoBaTb, YTO €ro CeKpeTHbIl KoY NCMONb3yeTCA TONbKO 415 NOAMMUCK 3anNpOCOB Ha Bblgady n
0T3bIB CEPTUMKATOB U 418 APYTUX ayTEHTUPNLMPOBAHHLIX 06MEHOB UHdOpPMaLmeli C gepxaTensamm cepTu-
hukaToB. ecnm L|P BbInoNHSAET cBOM 0653aHHOCTN B UHTEPAKTUBHOM PeXUMe:

- nogreepamnTh B LIC. uTo LIP ayTeHTMdUUMPOBa MAEHTUYHOCTL AepxaTens ceptudukara,;

- 6e3onacHo nepefasaTb ¥ XpaHUTb MHOPMALLMIO O 3asiBKe Ha NoJlyYeHne ceptudpnkara n perucrpauu-
OHHble 3anuncu;

- WHMUMMPOBATH 3aNpoc Ha 0T3bIB cepTudmkaTta (npyu Heo6XxoAMMOCTH) B COOTBETCTBUN C 7.3.4.2.

B cnyyae npumeHeHust LugpoBbIX CEPTUIMKATOB BCdiepe 34paBo0XpaHeHuns gepxartesb cepTugukara
JOMKEH Npu nojave 3asBKM Ha NoslyyeHue cepTudukaTa rapaHTMpoBaTb TOYHOCTb NPeACTaBIEHHON UM
nHdopmaLmn, a Nnpun nonyyverun ceptudpmkaTta nogTBEPANTD, YTO BCA MHhOpMaL s, cofepXallasacs B cepTu-
dvkaTe, ABNAETCA UCTUHHOWA.

7.4.2 O6paboTKa 3asiBKM Ha MnosiyvyeHue ceptudumkara

7.4.2.1 BbInonHeHne QyHKLUA ngeHTndunkaLmm n ayTeHTudmkaumm

4.2.1)

KpvTepun BbINONHEHWA DYHKLMIA naeHTUdMKaLMmn 1 ayTeHTuukaunm 4OmKHbl 6biTb YKasaHbl B COOT-
BeTCTBUM co cneumndmkauneii IETF/RFC 3647. nyHkT 4.2.1.

7.4.2.2 YTBEpXAEHME UM OTKNIOHEHNE 3aABOK Ha NoslyvyeHune cepTudmkaTon

4.2.2)

Kputepun yTBepXxaeHus nnv oTKOHEHNS 3as9BOK HA MONyYeHne cepTUrKaTos f0/KHbI ObITb yka3aHbl B
cooTBeTCTBMM co cneuuncukauueii IETF/RFC 3647. nyHKT 4.2.2.

7.4.2.3 Cpoko6paboTKu 3asBOK Ha NonyyeHne cepTudmnkaTos

(4.2.3)
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PekomeHayeTcs, 4To6bl LIC 06b5BN1SN MakcManbHbIli CPOK, B TEHEHME KOTOPOro AepxaTenb cepTudu-
KaTta o/mKeH 3aBepLUnTbL NPOoLEeCcC akTuBaLuy K1toya nocse MHALMMpoBaHus npoLecca Bbinycka cepTudukara.

7.4.3 Bbinyck cepTudukata

7.4.3.1 [evictBua LIC B npouecce Bbinycka cepTudmkaTa

(4.3.1)

Mpoueaypbl 3aMeHbI k1lo4va B cepTudmkare Ao/MKHbI ObITb ONpeaenieHbl B COOTBETCTBUM CO crneuundmnka-
uueii IETF/RFC 3647, nogpasgend.7.

7.4.3.2 YBefoMneHue 0 BbiNycke cepTudiukara, Hanpasnsemoe LC gepxarenam ceptudukara

(4.3.2)

LIC, BbinyckatoLmit cepTudmkaT, AO/HKEeH YBEAOMUTb KaXAO0r0 Aepxarens ceptudnkara o Bbinycke cep-
TuthukaTa, cogepxallero yHuKaabHblli ngeHTudukaTop AaHHoro gepxarens ceptudmkara.

7.4.4 NMpuHATHe cepTudmkarta

7.4.4.1 [elicTBUSA, NOATBEPXAAOLLNE NPUHATUE cepTudnkaTa

(4.4.1)

[epxatenb cepTudmkara, npegHasHa4eHHoro 4719 NpuMeHeHus B cdoepe 34paBoOXpaHeHus, fO/DKEH:

- 03HakomuTbCA ¢ MNC nnm ¢ fokyMmeHToM 1o VIOK, B KOTOPOM MPOCTbLIM A3bIKOM HYETKO yCTaHaB/MBaOTCA
065a3aHHOCTN epxartens cepTudukara:

- (hopmanbHO NpU3HaThL 3TM 0693aHHOCTY, NOANMCAB CorflalleHne gepxarensa ceptudukara.

7.4.4.2 TMy6nukauus ceptudmkaTa B LIC

(4.4.2)

Cwm. 7.2.2.

7.4.4.3 YBepomneHue o Bbinycke ceptugukara, Hanpasnsemoe LIC gpyrum cyobekram

(4-4.3)

Kputepun yBegomneHuns o Bbinycke ceptudmkaTa, Hanpasnsemoro LUC apyrum cy6bektam, AO/MKHbI
ObITb YKa3aHbl B COOTBETCTBUM cO cneuundukaumein IETF/RFC 3647. nyHkT 4.4.3.

7.4.5 Mapa knto4vei n ncnosb3oBaHue cepTudumkaTa

7.4.5.1 CekpeTHblli K04 fepxaTens cepTugukaTa n ucnonb3oBaHve ceptudurkara

(45.1)

Jepxartenb cepTudnkara, npefHa3HavYeHHOro A1 NPUMEHEHUS B cdhepe 34paBoOXpaHeHus, LO/KEH:

- 3almwaTh CBOU CEKPETHbIE K/TH0UM U KTH0YEBbIe HOCUTENN (eC/IN TaKOBblE UMEIDTCS) U NPUHMMATL BCe
Mepbl AN1A NPefoTBPaLLEHNA UX YTEPU, PACKPbITUA, U3MEHEHUS UN HECAHKLMOHUPOBAHHOIO UCMO/Ib30BaHUS;

- npunaraTb BCe yCUIWA /15 NPeAoTBpaLLEeHNA yTePU, PACKPbITUA NN HECAHKLMOHNPOBAHHOIO UCMOSIb-
30BaHUsi CBOEro CEKPETHOTO Kova:

- HemefneHHo yBegomnaTe LIC n/unn LIP o nio6oii peanbHoi unm nofo3pesaemoli ytepe, packpbitu
UNW Apyroii KoMnpoMeTaLuy CBOEro CEKPEeTHOTO KtoYa;

- yBegomnaTb LIP n/vnmn LIC o Nlo6om n3meHeHnn nHdopmauun, cogepxalleiicsa B ceptudmkaTe, aTak-
Xe 06 N3IMEeHEeHWN posn UK cTaTyca B opraHn3aLmmn 34paBooxXpaHeHns;

- MCNofb30BaTh flapbl kNtoYeli B cootTBeTcTBUM € MNC.

PekomeHayeTcs, 4To6bI fiepxartens ceptTudunkara, npegHasHauyeHHOro AN NpuMeHeHns B cdpepe 3gpa-
BOOXPaHEHUsI. Takke NOATBEPAWS NPOXOXAEeHWe 00yyeHus Nno MHopmaLuoHHOW 6e30nacHoCTM, COOT-
BEeTCTBYHOLWEro hyHKUMAM 06paboTkn MefMLMHCKON uHdopmauun, Ana KoTopbiX 6yAeT Mcnosib3oBaTbes
[aHHbI cepTudumkar.

7.4.5.2 OTKpbITbIN KNHOY LOBEPSIOLLEN CTOPOHbI U UCMOJIb30BaHNe cepTudmkaTa

(4.5.2)

[loBepsiollas cTOpoHa MMeeT NpaBo A0BEPATb cepTudumkaTy, npegHasHauyeHHOMY 415 NPUMEHEHNS B
chepe 34paBoOXPaHEHNs, TOMIbKO NPY CneayoLnX yCioBuUsX:

- Lefb NpUMeHeHns cepTudnkaTa cOoTBETCTBYET faHHON NONNTUKe;

- fosepue sBnseTcs 060CHOBAHHLIM N [OOPOCOBECTHLIM B CBETE BCEX OOGCTOATENLCTB, U3BECTHbIX
foBepstoLLeli CTOPOHe Ha AaHHbIA MOMEHT;

- [OBepsioLLas CTOpoHa yA0CTOBepWIach B TEKYLLEN AeliCTBUTENBHOCTY cepTudkaTta, NpoBepuB, YTO
[AaHHbI cepTudmkaT He 6bis1 0TO3BaH UV MPUOCTAHOBIIEH:

- [0BepsAloLwas CTopoHa yAoCcToBepuIach B TeKyLL el 4eiCTBUTENIbHOCTYN 3/IEKTPOHHbIX LU POBbLIX NOA-
nucei, ecnu TakoBble NPYMEHS/INCH:!

- NpV3HaHbl MeLLMeCs OrPaHNYeHNs Ha OTBETCTBEHHOCTb U rapaHTuiiHble 06A3aTenbeTBa.

7.4.6 NMpopgneHve aencTeusa ceptudumkara

(4.6)

Beinyckatowuii LIC gomxeH rapaHTupoBaTtb, YTO BCe MpoueAypbl NPOASieHNsa AeicTBUa cepTudmkara
COOTBETCTBYIOT pe/IeBaHTHbIM MOI0XKEHNSAM AaHHOW TMC.



FOCT P NCO 17090-3—2010

7.4.6.1 TpuyvHbI NPOANEHNs AecTBNA cepTudurkara

(4.6.1)

MpryYnHbI NpoAeHNs fencTBus cepTudmkaTa AO/MKHbI ObiTb yka3aHbl BCOOTBETCTBMM CO cneyundmkaym-
el IETF/RFC 3647. nyHkT 4.6.1.

7.4.6.2 KTo MOXET nofaTk 3anpoc Ha npoAa/ieHne AeiicTBusa cepTudmkaTta

(4.6.2)

Kputepuu, onpegensiouine, KTo MOXeT NoAaTth 3anpoc Ha NpoAsieHne aeinctens ceptudmkara, 4OMKHbI
6bITb ONpeaeneHsbl BCOOTBETCTBMM CO crneuudmkanmen IETF/RFC 3647, nyHKT 4.6.2.

7.4.6.3 O6paboTka 3anpocoB Ha NpoA/ieHne AeincTBUS cepTudmkara

(4.6.3)

Kputepun o6paboTkn 3anpocoB Ha NpoA/ieHne aeincTBusa cepTudmkara fo/mMkHbl 6biTb onpegeneHs! B
cooTBeTCTBMM co cneumdmkauveii IETF/RFC 3647, nyHkT 4.6.3.

7.4.6.4 YBepomneHue fepxartens ceptudukaTa o NpoaneHun fencTeus ceptugukaTa

(4.6.4)

LIC. BbinycKatoLWwmii ceptudpumkar, 4O/MKEH YBEAOMUTb KaXA0r0o Aepxarens ceptudmkara o npogieHum
fAelicTBuA cepTudmnkaTa, Cogepxallero yHukanbHbli naeHTUUKaTop 4aHHoro gepxarens ceptudukara.

7.4.6.5 [elicTBuUSA, NOATBEPXAAOLINE NPUHATME MPOAIEHHOTO cepTudmkara

(4.6.5)

[JeiicTBua, nogTeepxaaloLme npuHATAE NpoAaeHHorocepTudmkaTa. fo/MKHbl CooTBeTCTBOBaTh 7.4.4.1.

7.4.6.6 TMy6nukaumsa npoaneHHoro ceptudmkara s LIC

(4.6.6)

Cwm. 7.2.2.

7.4.6.7 YBefomneHune o NpoA/eHnn AelicTena ceptudmkata, Hanpasnsemoe LIC apyrum cybbektam

(4.6.7)

Cm. 7.4.4.3.

7.4.7 3ameHa kfto4va B cepTudukarte

4.7)

Mpouenypbl 3aMeHbI Ktoya B cepTudpmnkaTe J0o/HKHbI COOTBETCTBOBATL 7.3.3.

7.4.8 N3meHeHne cepTudukaTa

7.4.8.1 MNpUunHbLI U3MEHEHUSA cepTudukaTa

(4.8.1)

Boinyckatowmnii LIC fomkeH usmeHaTb cepTudmkar B CAeyLwmx cayyasx:

- ecnn Kakan-nmbo nHopmMauums, cogepxallancs B ceptudukare, 6onee He COOTBETCTBYET AeCTBM-
TesibHOCTH;

- eC/IM N3MEHMNOCh MeCTO paboTbl AepxaTens cepTudmkara, HanpuMmep, KBannULMpPoBaHHbIi Meau-
LIMHCKMI pabOoTHMK YBOIUAICA U3 KOHKPETHOW opraHusaunm,;

- Hes3aBMCUMO OT NPUYMHBI, EC/IN NOJTyYeHa 3asaBka fepxaTtens ceptudmkara uim cnoHcopa cyocnanpy-
€MOro nocrasLiuKa MegnuLUHCKUX YCNyT.

[Lepxatenu ceptudukata, LeHTPbI perncTpalumn n CnoHcopbl 0683aHbl MHopmuposaTh LIC 0 TOM. 4To
MM CTas10 M3BECTHO O HETOUYHOCTU MHGhOpMaLMK, coaepxalleiica B cepTudukare.

7.4.8.2 KTo MOXeT nogaTthb 3anpoc Ha usmeHeHue ceptudukata

(4.8.2)

N3meHeHne cepTudnkaTa MOXeT ObITb 3aNPOLLEHO OAHUM NN HECKO/TbKMMU U3 CNeAYIoLLnX Cy6beKTOB:

- Aepxartenem ceptudukaTa, Ha Ybe UMSA Obl1 BbIMYLLEH AaHHBIA cepTudmKaT;

- (hU3NYECKUM WU IOPUANYECKNM IMLLOM, KOTOPOE nojasio 3asBKy Ha BblNyCK JaHHOTO cepTudmkara,
NAEHTUULMPYIOLLErO YCTPOCTBO UM NPUIOXKEHMNE:

- PerucTpupyoLwLnum N IMLEH3NpYoLLMM OpraHom 34paBooXpaHeHuns, KOTOPoOMy NoABefOMCTBEH fAep-
Xartenb cepTudmkata. ABAAOLWMIACA KBaNNPULNPOBAHHBIM MEANLMHCKAM PabOTHUKOM;

- CMOHCOPOM cy6CcuaMpyeMoro nocTasLyuka MeguLUHCKUX yCnyr,

- nepcoHasiom LIC. BbINyCTMBLLETO CEPTUDMKAT;

- nepcoHanom LP. accouymmnposaHHoro ¢ LIC, BbinyCTUBLUNM cepTudmnkar.

7.4.8.3 O6paboTka 3anpocoB Ha U3MeHeHne cepTudmkaTa

(4.8.3)

Kputepumn 06paboTkn 3anpocoB Ha N3MeHeHne cepTudmkata Ao/HkHbI OblTb YKa3aHbl B COOTBETCTBUU CO
cneyundpmkauneli IETF/RFC 3647, nyHKT 4.8.3.

7.4.8.4 YsepomneHue fepxartens ceptudpnkara o BblNMycke N3MEHEHHOro cepTudmkara

(4.8.4)

10
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YBefomneHne fepxatens ceptudukaTa o Bbinycke N3MeHEHHOro ceptudunkaTa o/HKHO OCYLLLEeCTBASATb-
€A BCOOTBETCTBUM C 7.4.3.2.

7.4.8.5 [elicTBYA, NOATBEPXAAOLLNE MPUHSATUE U3MEHEHHOTO cepTudikarTa

(4.8.5)

[JeicTBus, noaTBEpPXAAtOLLME NPUHATUE U3MEHEHHOTO CepTudmKaTa, AO/KHbI OCYLLECTBNATLCS B COOT-
BeTcTBUN C 7.4.4.1.

7.4.8.6 TMy6nvkauunsa nameHeHHoro ceptudukaTa B LIC

(4.8.6)

Kputepun nybnvkaunv nsmeHeHHoro ceptudukata B LiC fo/mKHbI cOOTBETCTBOBATL 7.4.4.2.

7.4.8.7 YBefoMmneHue 0 BbiNMyCcke N3MeHeHHOro ceptudmkaTa, Hanpasnsemoe LIC apyrum cybbekram

(4.8.7)

YBefomeHne o Bbifycke M3MEHEHHOTO cepTudukaTa, Hanpasnsemoe LIC gpyrum cy6bekTam, fOMKHO
Nnpon3BOANTLCA B COOTBETCTBUN C 7.4.4.3.

7.4.9 OT3bIB U NPUOCTAHOBKa cepTudunkaTa

(4.9)

LleHTpb! peructpauum MoryT 6bITb Nosie3Hbl NPy 06paboTke 3anpocoB Ha 0T3bIB cepTudnKaToB. B Heko-
TOPbIX peasm3aunax LM poBbIX CepTUgrKaToB, NpefHasHayeHHbIX A1 NPUMeHeHNs B cdepe 3paBooxpaHe-
HUA. LEHTPbI perncTpauymm MoryT UHULMMPOBaTb UK ayTeHTULMpoBaTh 3anpochkl Ha OT3bIB CEPTUNKATOB.
Mo BO3MOXHOCTMN OHU AO/DKHBI NepenpaBnATb ayTeHTUMULMPOBAaHHbIE 3anpockl cooTBeTcTByOWeMy LIC. LIP
MOXeT cam MHVULMNPOBAaTb 3anpoc Ha 0T3bIB (HanpuMep, ecsin KBannuLMpPoBaHHbIA MeAULMHCKNIA paboTHUK
BPEMEHHO OTCTPaHeH oT paboTbl 3a HenpaBu/bHble AeliCTBUSA, a LIP ABnseTcs perncTpypyowmm WinamueHsm-
pyloL MM OpraHoM 3gpaBooxpaHeHnst). B niob6om cnyyae 06a3aHHOCTbIO LIP aBnsieTcsa ayTeHTUdmkalms cooob-
weHna. Ecnn LP. npumMeHss Te xe KpuTepuu, KoTopble ucnonb3osan 6bl LIC. ybegutcs, uto coobleHne
noAnvHHoe, To LIP gomkeH 3alnieHHbIM cnocobom nocnats B LIC cooblieHmne, cogepxatlyee nHcopmauuto,
NAEHTUDULMPYIOLLYI0 CepTUMNKAT, N. BOSMOXHO, MPUYNHY OT3biBa AAHHOTO cepTudmkara.

PekomeHayeTcs, uTobbl B cepTudpmnkate Oblv onpegeneHsbl agpeca mMecT paccblikm COC B cooTBe-
TCTBMU € M C 017090-2:2008, NyHKT 7.2.8.

7.4.9.1 TIpnymnHbI OT3bIBA

(4.9.1)

LIC, BbINyCTUBLUWIA CePTUAIMKAT, AO/IKEH 0TO3BATb €r0 B C/IeAyHOLWMX Cayyasx.

- Mpu HecnocobHOCTK AepxaTtensa cepTudurkara, HaHMMaTens (B ciyyae BCNomMoraTesibHoro MmeanLmH-
CKOro paboTHMKa N paboTHUKA NOAAEPXUBAIOLLE opraHn3aLunm) nnm cnoHcopa (B cnyyae cyocnanpyemoro
nocTasLLVKa MegULMHCKMX YCNYT) BbINONHATL 0683aTeN1bCTBa, COOTBETCTBYIOLLME AaHHOWN NOnTHKe, Mtobomy
npumexsemomy PLIC nnm nio6omy MHOMY COrnalleHunto, npasuy Wy 3akoHy, NpUMeHssieMoMy kcepTudmkaTy un
AelicTBYOLEMY Ha AaHHbIA MOMEHT;

- MpW 3HaHUM NN 060CHOBAHHOM NPEANOOXEeHUM hakTa KOMNPoOMeTaL M CEKPETHOTO KNYa;

- ecnu nHdopmaums, cogepxalliancs B ceptudukaTe, nepectana 6bITb UCTUHHONM;

- ecnv n3MeHunachb BeAJOMCTBEHHAs NPUHAANEXHOCTb AepXaTens cepTudmkara, Hanpumep, ksanndu-
LMPOBaHHbI/i MEAULMHCKMIA paboTHVK yBONNIICA U3 KOHKPETHOW opraHusauuu,

- ecnu LIC ycTtaHoBuMA, 4TO NpoLieaypa Bbinycka ceptTudnkara He COOTBETCTBOBAsIA TEKYLLEl NONNTHKe
n/vwnn nlo6omy npumerumomy PLIC;

- Non60oi NpuunHe, N3N0XEHHO B 3anpoce fepxaTtens cepTudmkara uim cnoHcopa cybcuampyemoro
rnocTasLuKa Me4ULUHCKUX YCNyT.

[JepxaTtenu ceptudukata, LLEHTPbl perncTpalmm 1 cnoHcopbl 0683aHbl MHhopmuposath LIC. ecnn um
CTasio U3BECTHO O HETOYHOCTU MHDOpPMAaLLMK, coAepXallelica B cepTudmkare.

7.4.9.2 KTo MOXeT nogartb 3anpoc Ha 0T3bIB cepTudukarta

(4.9.2)

OT3bIB cepTUdUKaTa MOXeT OblTb 3aNPOLIEH OHUM UM HECKONIbKUMU CNeayoLWmMMu cybbekTamu:

- Aepxartenem ceptudukara, 18 KOTOPOro 6b11 BbINYLLEH AaHHbIA cepTuduKaT;

- (bmanueckmm nnn LPUANYECKNM NNLLOM, KOTOPOE NofaBasno 3asBKy Ha BbIMyCK faHHOTro cepTudukara,
NAEHTUULMPYIOLWLErO YCTPOUCTBO MW NPUTOXEHNE;

- CMOHCOPOM Cy6CUAMPYEMOro NocTaBsLLMKa MeAULNHCKAX YCYT;

- nepcoHanom LIC. BbinycTuBLLEro cepTudumkart;

- nepcoHanom LP. accouummpoBaHHoro c LIC. BbinyCTUBLLMM cepTudmkart.

7.4.9.3 MMpouenypa 06paboTkn 3anpoca Ha 0T3blB cepTudmKaTa

(4.9.3)
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Monyumns 3anpoc Ha 0T3bIB cepTudukaTa B COOTBETCTBUM C 7.3.4. LIC fo/KeH:

- YA0CTOBEPUTBLCS, YTO CyOBEKT, 3anpalunBatoLLuii 0T3bIB, ABNSETCA AepXaTenem ceptudmkara, yka-
3aHHbIM B OT3bIBAEMOM CepTudukare;

- ecnv cybbekT, 3anpallmBaloLLnii OT3bIB, A4ENCTBYET B KAYECTBE areHTa gepxatens ceptucukara, To
y6eanTbea, YTO AaHHbIN Cy6BbEKT MMeeT AoCTaTOUHbIe MOSIHOMOYMNS Ha 3anpocC OT3bIBa:

- NPOBEPUTHL NPUYKNHBI OT3bIBA 1 0TO3BaTb CEPTUMMKAT, €CNN NOATBEPANTCH UX UCTUHHOCTb.

7.4.3.4 JIbroTHbI CPOK OT3bIBA CEpTUdMKaTA

(4.9.4)

Noboe pelictBne, NpeanpMHMMaemMoe B pesynbTaTe 3anpoca Ha 0T3biB cepTudmkata, fO/HKHO ObiTh
HayaTto cpasy rnocse ero nosiyYeHus.

7.9.4.5 CpokobpaboTku B L|C 3anpoca Ha 0T3bIB

(4.9.5)

OT3blIB cepTudukaTa Ao/HkeH 6bITb MHMLMUPOBaH LIC cpa3y nocne nonyvyeHuns sanpoca.

7.4.9.6 TpeboBaHMsA NPOBEPKM OT3bIBA AOBEPSOLMMN CTOPOHAMMN

(4.9.6)

[oBepstoLime CTOpoHbI J0/KHbLI npoBepaTe COC nepef Havya/loM WCMOMb30BaHUA OTKPbLITOrO K/loya
apyroro cy6bekta. O6HoBneHne COC [0/1XKHO NPOBEPATHLCA N0 MeHbLUel Mepe OANH pa3 BAEHb.

7.4.3.7 YacTtota ny6nukauum COC

(4.9.7)

M3BelleHne 06 oT3bIBE CepTUDMKATOB AOMKHO Ny6INKOBATLCA CBOEBPEMEHHO (B ieHb 0T3bIBA) U KOP-
pekTupoBaTtbCs Npu 06bIX n3MeHeHuax B COC.

7.4.9.8 MakcumansHasa 3agepxka COC

(4.9.8)

KpnTepun makcumasnbHoi 3agepxkn COC fo/kHbI O6biTb yka3aHbl B COOTBETCTBUM CO creundmkalmeri
IETF/RFC 3647. nyHKT4.9.8.

7.4.9.9 [locTynHOCTb ONepaTuBHON NPOBEPKU OT3biBa/cTaTyca cepTudumkara

(4.9.9)

LIC pomkeH obecneunTb AOBEPAIOLLMM CTOPOHAM JOCTYN K CBOeN cnyxbe npoBepku oT3biBa/cTaryca
cepTudmkarta (Hanpumep, ¢ ncnosb3osaHnem COC nnm OMNCC) B paboumne Yacbl 3TVX CTOPOH.

7.4.9.10 TpeboBaHUs K ONepaTUBHOW NPOBEpPKE 0T3biBa cepTudmrkara

(4.9.10)

OnepaTtuBHas npoBepka 0T3biBa (Hanpumep, ¢ nomoLybto OMNCC) TpebyeT, 4TobbI AEepxaTenn cepTudm-
KaTa ycTaHOBW/M 6e3onacHoe coefMHeHNe C CEpBEPOM ONepaTMBHOW NPOBEpkKM cTaTyca cepTudmkara, cno-
cobHbIM OTBeuyaTb Ha 3anpocbl. Ecnu atum cepsepom naBnsetca LC, To Torga 6yaet nposepATbcs
ayTeHTuyHocTb LIC. BmecTo LIC moryT Takke UCMonb30BaTbCsA WHble KOHTPOMMPYIOLIME OopraHusauun uau
BHELLHWe KaTasioru.

7.4.9.11 [pyrve pgocTynHble hopmbl n3BeLLeHuii 06 0T3biBE cepTndmnKaTos

(4.9.11)

LIC. BbinyckatoLwuii cepTudvkaTbl, AO/HKEH YBEAOMIATbL BCeX fepxartenei cepTudukaTos 06 0T3biBe
cepTudmkarta, CoaepXaLlero yHUKanbHbli nAEHTUgMKATOP AAaHHOTO AepXaTtens cepTudmkara (B ciyyae cep-
TUhnKaToB yCTPOCTBA MK MPUIOXEHNSA YBELOMEHNE A0/DKHO ObITh HANPaB/ieHo U3nYecKoMy UIu lpUan-
YeCcKoMy N1Ly, OTBETCTBEHHOMY 3a UX MPUMEHeHMe).

7.4.9.12 CneuuanbHble TpeboBaHMS B CBA3U C KOMMpoOMETaLMen knova

(4.9.12)

B cnyuyae komnpomeTauuu csoero knya LC gomkeH HeMe1eHHO YBeAOMUTb 06 3TOM LLeHTPbI cepTu-
huKaumMmn. KOTOpbIM OH BbIMYCTWU/ KPOCC-CEPTUDMKATBI UK cepTUmKatbl NOAUYNHEHHBIX LLEHTPOB cepTUdu-
Kauuu.

7.4.9.13 TIpuynHbI NPUOCTAHOBKN feicTBUS cepTudmkaTa

(4.9.13)

B cooTtBeTCcTBUM C MNC, NnpegHasHavyeHHoN ans cepbl 3apaBooxpaHeHus. LIC MOXeT NpuocTaHoBUTL
AeiicTBue cepTudmkaTa no cnegyoLwmm npuyvHam:

- MpoBefeHune paccrefj0BaHNA B CBA3N C NOA03PEHNEM O KOMIMPOMETAaLMMN CEKPETHBIX KNoYei:

- HesaBepLleHHOe yToUYHeHne nHhopmMaLun, cogepxalleiics B ceptudmkare:

- 3anpocepxartens cepTudmkara Ha NPUOCTaHOBKY AeiicTBUS cepTudmkaTa,;

- Apyrve npuyuHbl, onpejesieHHble B MECTHOM JOMeHe LMdPOBbIX CepTUNKATOB, NPUMEHSAEMbIX B
chepe 34paBoOXpaHeHNs.

7.4.9.14 KTO MOXET nofaTh 3anpoc Ha NPUOCTAHOBKY AeCTBMA cepTudmkaTa

(4.9.14)
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Ecnu LIC nogaepxuBaeT NpyoCTaHOBKY AieicTBUA cepTudmkaTa, TO OHa MOXeT ObIThb 3anpoLleHa OAHUM
W HECKONTbKUMU CeAYILWUMU CyObekTaMu:

- pAepxarenem ceptudmkata, Ha Ybe UMSA Obl BbIMYLLLEH AAHHbI cepTUduKar;

- (YU3MYECKUM NN IOPUANYECKUM NINLLOM, KOTOPOE Nogasaso 3asBKy Ha BblMyCcK AaHHOro ceptudukara,
NAEHTUULMPYIOLWLEro yCTPOKWCTBO MU MPUTOXEHWE;

- CMOHCOPOM Cy6CMANPYEMOro NocTasLnKa MeANLUHCKUX YCNYT;

- nepcoHasiom LIC. BbINycTUBLLETO CepTUmKar;

- nepcoHanom LIP. accounmposaHHoro ¢ LIC, BbinycTuMBLIUM cepTUdmkar;

- [oBepsioLLeli CTOPOHOIA.

7.4.9.15 Tpoueaypbl NPMOCTAHOBKM AeNCTBNSA cepTudmkaTta

(4.9.15)

LIC, monyumBLUMIA 3anpoc Ha NPWOCTAHOBKY AeicTBuSA cepTudmkata B COOTBETCTBUM C 7.4.9.13 n
7.4.9.14, nOMKEH:

- YAOCTOBEPUTb MAEHTUYHOCTb CyObekTa, 3anpalunsaroLLero NprocTaHoBKY, EC/IN OH ABASETCA Aepxa-
Tenem ceptudurkaTa nav CnoHCoOpPoM cybcnanpyemoro noctasLmka MeauLUHCKUX YCyr;

- y[OCTOBEPUTb MAEHTUYHOCTb CyObeKTa, 3anpallnBaloLLero NpMoCcTaHoOBKY, eCIN OH ABNAETCA (U3N-
YeCKUM UIN I pUANYECKNM INLIOM, KOTOPOE NoAaBasio 3asiBKy Ha BbIMyCK JaHHOT0 cepTudmkaTa, naeHTUdnLm-
PYIOLLETFO YCTPOCTBO UMW NPUNOXEHNE:!

- BTOM Cy4yae, Korga cyobekT, 3anpaluvBaloLmii NpMocTaHoBKY, BbICTYNaeT B kauecTBe CnoHcopa Aep-
xartens ceptudukaTta, NPoOBEPUTL €ro NMOJIHOMOYMNA Ha nofady Takoro 3anpoca;

- NPOBEPUTb NPUYMHBI NPUOCTAHOBKM N NPUOCTAHOBUTL AeiicTBNe cepTudhukaTa, ecnm noATBEPANTCS UX
WUCTUHHOCTb.

7.4.9.16 OrpaHuyeHue cpoka NpMoCcTaHOBKM

(4.9.16)

CpoK NpuocTaHoBKM AelcTBUA cepTudmkata fo/mkeH 6bITb OrpaHnyeH BpemeHeM TpebyemMoro paccre-
[oBaHus (Hanpumep, 4719 NPOBepPKU MHdopmauun). PekomeHayeTcs, 4ToObl CPOK NPUOCTAHOBKM AeicTBUA
cepTudmkaTa He npeBbIan fecATn pabounx gHew.

7.4.9.17 YBeaom/ieHMe 0 NpUOCTaHOBKE AENCTBMA cepTudmkara

(4.9.17)

LIC. BbinycKatoLwmin cepTudankaTbl, JO/MKEH YBEAOMUTb BCEX AepxaTteneii ceptudmkara o npyocTaHoBke
JelicTBus ceptudmkara, cogepxallero oTanunTenbHoe Ma AaHHOro gepxaTtens ceptudukaTta (B cnyvae
CepTMrKaToB YCTPOWCTBA MM NPUNOXKEHNA yBEAOMIEHNE LO/MKHO ObiTb HanpaBieHo hr3nyeckomy nam
ropuanYecKomy nuLy, OTBETCTBEHHOMY 3a WX MPUMEHEHNE).

7.4.10 Cnyx6bbl cTaTyca cepTudmkaTon

7.4.10.1 3kcnnyaTauMoHHble XapakTepUCTUKK

(4.10.1)

KpnTepum akcnnyaTauMoHHbIX XapakTepuCcTUK AO/KHbI ObITb yCTAHOB/IEHbI BCOOTBETCTBUM CO cneuundu-
kauuelt IETF/RFC 3647, nyHkT 4.10.1.

7.4.10.2 [OCTYMNHOCTb CNYX6bl

LIC gomkeH ob6ecneunTb 4OBEPSAIOL MM CTOPOHAM JOCTYN KCBOEN CNyx6e npoBepku cTatyca cepTudmnka-
Ta B paboune yacbl ITUX CTOPOH.

7.4.10.3 JkcnnyaTauuoHHbIe CBOWCTBa

(4.10.3)

KpnTepun akcnnyaTaunoHHbIX CBOMCTB A0/KHbI 6bITb YCTAaHOB/IEHbI BCOOTBETCTBUM CO cneundukaumei
IETF/RFC 3647, nogpasaen 4.10.3.

7.4.11 3aBeplueHune Nognunucku

(4.11)

KpnTepun Ansa 3aBepLueHnsa NOANNCKV AO/KHbI 6bITb OnpefenieHbl B COOTBETCTBUM CO cneundukaumei
IETF/RFC 3647, nogpasgen 4.11.

7.4.12 BpemMeHHOe [eNnOoHNPOBaHMe CEKPETHOro K/toya y TpeTbero nua

(4.12)

CekpeTHble K/T4U, UCNoJIb3yeMble A8 ayTEHTUUKALUM UK 3NEKTPOHHOW LM poBoiA Noagnucy, He Ao-
XHbl €NOHNPOBATLCA Y TPETLUX /UL, 38 UCKTIOUYEHUEM ClyHaes, Korfa 3To TpebyeTcs No 3aKoHy.

7.5 ®du3nyeckue cpencrtea KOHTPONA
(5)
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7.5.1 O6uwwme cBegeHus

dun3nueckne nnpoueaypHble cpeacTsa KOHTPONSA 6e3onacHoCTH, aTakke cpefcTBa KOHTPOISA nepcoHa-
na pomkHel cootBeTcTBoBaTh MCO/M3K 27002 (Mn ero 3KBUBAsIEHTY) /MO0 YTBEPXKAEHHbIM KpPUTEPUAM
akkpeauTauuu Wi NMUEH3NPoBaHus.

7.5.2 ®dusunyeckue cpeacrea KOHTPONs

(6.1

dur3nyeckme cpeacTBa KOHTPOAS 4O/MKHbI COOTBEeTCTBOBaTbL MICO/M3K 27002 (Mnn ero aKBMBaNEHTY).

7.5.3 TpouenypHble cpefcTBa KOHTPONA

(5.2)

MpoueaypHbie cpeacTBa KOHTPOS [O/MKHbI cooTBETCTBOBaTL MICO/M3K 27002 (MNK €ro aKBUBASIEHTY).

7.5.4 CpopacTBa KOHTPO/IA NepcoHana

(5-3)

CpepcTtBa KOHTPOSi NepcoHana Ao/kHbl cooTBeTcTBOBaTh MCO/M3IK 27002 (MM €ro SKBUBAIEHTY).

7.5.5 Mpouenypbl BeAeHUA XypHana ayamta 6e30nacHoCcTun

(5.4)

Mpoueaypbl BegeHs xypHana ayauta 6e30nacHoOCTU A0/XHbI cooTBETCTBOBaTbL MICO/M3K 27002.

7.5.6 ApxwuB 3anuceii

7.5.6.1 OO6wue cBefeHus

(5.5)

3anucuy Jo/mkHbl apxuBnpoBaTbes B cooTBeTcTBUM ¢ MCO/M3K 27002 1 ¢ HaUMOHaIbHbIMU 3aKOHamu,
HOpMamMu 1 npaeuammn No COXPaHHOCTN apxmBoB. MeAnumuHCKas nHopMaumsa ABAseTCs NOBTOPHO UCMONb3Y-
eMOli 1 MOXET CyLLLeCTBOBaTb CTO/bKO Xe (M Aaxe A0/bLe), CKOMIbKO U Yen0BEK, K KOTOPOMY OHa OTHOCUTCSI.
370 co3gaeT 0cobyto NOTPebHOCTL BA0/ITOBPEMEHHOM XPaHEHUN 3annceil, 3aBepeHHbIX 31eKTPOHHON Lndpo-
BOI NOANUCHIO, NPV 3TOM BaXHYI0 PO/b UrpaloT TEXHOIOMMK, o6ecneyvnBalroLine XxpaHeHe MeTOK BpEMEHU 1
HEBO3MOXHOCTb OTKa3a OT aBTOPCTBA B TeYEHUE A/IMTENbHOIO CPOKa.

7.5.6.2 Tunbl apXxMBNPOBaHHbIX 3anuceii

(5.5.1)

B 6yayLiem BaXHO 3HaTb, KaK Uin noyemy ceptudpmkar 6bi1 co3gaH. LieHTpbl pernctpauum Bcdepe 3gpa-
BOOXPaHEHWS UIN NX LLeHTPbI CepTudmrKaLum AO/KHbI apXMBUPOBAaTh Takme cobbITUSA, Kak 3anpochl Ha co3ja-
HWe UKN 0T3bIB CEPTUUKATOB.

7.5.6.3 CpokxpaHeHus apxmBa

(5.5.2)

KpnTepuu ansa cpoka xpaHeHns apxmsa A0/HKHbI 6bITh ONpeaeeHbl B COOTBETCTBUM €O cneumndmkaumei
IETF/RFC 3647, nyHKT 5.5.2. Kak 0OTMe4YeHO Bbllwle, MeauumHCcKaa nHopmaumnsa aBnseTcs noBTOPHO NCNOb3Y-
MOl 1 MOXeT CyLLLeCTBOBaTb CTO/IbKO Xe (M faxe A0/IbLUe), CKOMIbKO 1N YeNI0BEK, K KOTOPOMY OHa OTHOCUTCS.
370 co3faeT 0co6y NOTPEOHOCTL B LO/ITOBPEMEHHOM XPaHEHUW 3NEKTPOHHbIX LtPOBbIX Noanucei.

7.5.7 3ameHa knwoueri

(5.6)

YT106bI gepxatenu ceptucmkaTa moriv 6€3601e3HEHHO NepexonTb OT OAHOMO OTKPbLITOTO K/oYa KApy-
romy. yrnosiHOMOYeHHOEe /UL No cepTudmKaLmm AoMKHO BbINYCTUTL HOBbIN cepTudmkaT 3a 30 AHel A0 fatbl
3aMeHbl 1 YeTKO NpouHgopMUpoBaTh Aepxarteneli cepTudukara o gate, HaumHas ¢ KOTOPOI OHU JOKHbI
6yZyT NCNOb30BaTh HOBbIV cepTudmkar.

7.5.8 YcTpaHeHue nocneacTBuii KOMANpomeTaumn n asapuii

(5.7

Mpoueaypbl ayauta 6€30nacHOCTM A0MKHbI cooTBeTcTBOBaTh MCO/M3IK 27002.

7.5.9 3aBeplweHue geatenbHocTun LIC

(5.8)

Ecnu LIC npekpalyaet paboTy, TO OH J0/HKEH YBEJOMUTbL 06 3TOM CBOMX Aiepxatesneli cepTudunkaTos cpa-
3y nocne 3aBepLleHns AeaTesIbHOCTW, NOArOTOBUTL 3aknounTensbHyo nybankauymo COC 1 obecneuntb Npo-
[OJ/IKeHVe XxpaHeHus knoyeid n nichopmavum LC. OH Takke [0/HKEH YBEJOMUTb BCE LLeHTPbl cepTudmnkaunm, ¢
KOTOPbIMU UMEIOTCA KPOCC-CePTUDUKATBI.

Mpu nepepaye geatensHocTn ogHoro LIC apyromy LIC, pa6oTatoLemy Ha 6051ee HA3KOM YpOBHE rapaH-
TWiA. cepTudhmnkaThl, BoinyeHHble LC. ubs AeaTenbHOCTb NnepefaeTcs, A0/MKHbI ObiTb 0TO3BaHbI Yepe3 COC.
nognucaxHbIi AaHHbiM LIC fo nepegaumn gen.

Mpwu nukengauun LIC 40/KHbI 6bITb MPUHATLI Mepbl MO 06ecneyeHmnio 6e30nacHOro apxmBrMpoBaHUS Um
YHUUTOXEHUs 3anucei gaHHoro LIC.
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7.6 TexHuMYecKkue cpefcTBa KOHTPOJISt 6E30MACHOCTU

Q)

7.6.1 TeHepauusa nycTaHoBKa Napbl kitouyel

7.6.1.1 T'eHepauus napbl kKo4ei

(6.1.1)

OTKPbITbIV 1 CEKPETHBIN KoUun gepxarens ceptudmkata foMHKHbI 6bITb CreHepupoBaHbl O4HUM U3 cre-
OYI0LWNX CyObEKTOB:

- UG

- [LOBEPEHHOW TpeTbeli CTOPOHOI, HadHauvyeHHoli LIC;

- fepxartenem cepTudukaTa c MOMOLLbI0 (OYHKLMMN YNpaBAeHUs KaoYamy Uan npunoXeHus, cornaco-
BaHHoro c LIC.

Ecnu napa knoyeli co3gaHa TpeTbeil CTOPOHOW, TO /19 Hee [A0/MKHO ObiTb 0683aTesIbHbIM NPUMEHEeHNe
Mep rno obecneyeHunto 6esonacHocTy (HanpumMep, annapaTHbIX XeTOHOB), NpeAoTBpaLLaloLLnX nogaesnky nap
K/TtoYe 1 KOMMpoOMeTaLMI0 CTeHePUPOBaHHbIX CEKPETHBIX K/OYel.

Fonepaums Knoyel f0/KHa OCyLLecTBAATLCA 6€30nacHbIM Cnoco6oMm.

7.6.1.2 [ocTaBKa CekpeTHOro KitovagepxaTento ceptudukara

6.12)

Ecnun cekpeTHbI Aelndpyowmii koY co3faH He byaylumm gepxaTtenemM ceptudmkaTa, TO OH AO/IKEH
6bITb fOCTABMEH fepxaTento cepTudmkara c NOMOLL b0 OH-TaliHOBOM TPaH3aKLuu B COOTBETCTBMM CO CNeLu-
dukauunen IETF/RFC 4211 nn60o MHbIM cnoCO60M C paBHOLEHHON CTeneHbio 3awunTbl. LIC nnbo cy6bekT gose-
PEHHOW TpeTbei CTOPOHbI, FeHepPUPYIOLLMIA KuK, o/mMKeH 061afaTb BO3MOXHOCTbIO Aoka3aTebCcTBa Toro,
YTO Y HEro He 0CTas10Cb KONUIA CEKPETHOTO K/toua nocne nepegayn opurnHana CeEKPeTHOro Kya, 3a UCKve-
HVMEeM cnyyaeB, Korja Takue KOMMu XpaHAaTcs B LeNsax aBapuiiHOro BOCCTAHOB/IEHUS K/Il0Ya B COOTBETCTBUM
c7.62.5.

7.6.1.3 [ocTaBka OTKpPbITOrO K/4a n3gatesto ceptugukara

(6.1.3)

Ecnn oTKpbITIA wndpyowmin knoy He reHepmpyetca LIC. TO OH Ao/mkeH OblTb JOCTaBleH emy C
NMOMOLLbI0 OH-NAaRHOBOW TpaH3akUuy B COOTBETCTBUM cO cneuyundmkaumeii IETF/RFC 4211 nm60 MHbIM cnoco-
60M C paBHOLLEHHO CTENEHbIO 3aLUUTbI.

7.6.1.4 [ocTaBKa OTKpbITOro ktoya LIC gosepsatowmm ctopoHam

(6.1.4)

MockonbKy AaHHbI OTKPbITbIA KIHOY CBA3@H C CepTudUKaToM 3/1eKTPOoHHON undposoit nognucu LIC,
[oBepstoL e CTOPOHbI AO/IKHbI UMETb BO3MOXHOCTb MOJTy4YUTh €ro € MOMOLL b0 A0CTYMNa K XpaHu/uLy cepTu-
omkaTtoB.

7.6.1.5 Pa3mepsbl Kato4ei

(6.1.5)

MuHMManbHbIA pasmep kloYa 3aBUCUT OT UCMOJIb3yeMOoro anroputMa. MNpu ncnosib3oBaHnm anroputma
RSA MyHUManbHbIi pasmep knoya ans ceptucnkatos LIC gomxkeH paBHATbCA 2048 6utam. Mpu ncnonb3osa-
HWN APYTVX @/ITOPUTMOB MUHUMaSIbHBI pa3mep knva ansa ceptudpnkatos LC fomxeH obecneynsaTb paBHO-
LeHHy0 3awuty. [pn ucnosb3oBaHun anroputma RSA WM ero TExXHONONMYecKoro 3KBUBasIEHTA
MUHUMasIbHbIV pasMep Kava aAns ceptudmkaros, He npuHaanexawmx LIC. nomkeH paBHATbeA 1024 6utam.
Mpn ncnonb30BaHUM APYTUX aITOPUTMOB MUHUMaIbHbIN pasmep kioya A5 cepTudnkaTos, He NpuHaanexas-
wmx LIC. nomkeH obecneynBaTb paBHOLEHHYIO 3aLUUTY.

7.6.1.6 TeHepauums napameTpoB OTKPbLITOrO K/14a 1 KOHTPOJSIb KayecTsa

(6.1.6)

MapameTpbl OTKPLITOrO Kto4a A0MKHbI reHepupoBaTbes LIC nnbo foBepeHHol TpeTbei CTOPOHOA.

KoHTponb kavecTBa napameTpoB OnepauyioHHON CUCTEMbI BO3/1araeTCcs Ha ayAMTOPCKYOpraHu3aumio.

7.6.1.7 Llenun ncnonb3oBaHUA Kio4Ya B COOTBETCTBUM C MOJSIEM UCNOJIb30BaHUA KoYva, onpeaeneHHbiM
B X.509 v3

(6.1.7)

Knoun ayTeHTudmKaLmm 1 3N1eKTPOHHON LMcPoBOA NOAMUCKH AO/MKHbI UCMOMNb30BATLCA TOMbKO ANA
uenei nageHtudvkaumn n/unn obecneyeHnss HeBO3MOXHOCTM OTkasa. [nea WwndpoBaHnsa Ao/HKHA NCNOSb30-
BaTbCs OTAENbHAA napa Koyeil.

7.6.2 3awmTa CeKpeTHOro Kar4va

6.2)

7.6.2.1 O6wume cBefeHus

HacTosawwuii ctaHAapT pekomeHAyeT, YTo6bl CyLecTBOBav ABO Napbl KYei: ogHa napa — A0S Wnd-
poBaHus. npu aTom LIC MoXxeT co3gaBaTb pe3epBHYH0 KOMWI0 CEKPETHOTO K/o4a, a BTopasi napa knwyeli — ans
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ayTeHTMrKaunM Wiv 3N1eKTPOHHOW L1dPOBOIA NOAMMUCK, NPU 3TOM CEKPETHbIA K04 HW MPU Kaknx 06CTos-
TeNbCTBaxX He MOXeT 6bITb AENOHNPOBAH.

7.6.2.2 CTtaHgapTbl U cpeacTBa KOHTPONA KpunTorpaduyeckoro moayns

(6.2.1)

Kntoun anekTpoHHol uudposoi noagnucy LIC o/mkHbI COOTBETCTBOBATL YPOBHIO 2. OnpeaeneHHoMy B
[12] (nn6o ero akBuBaneHTy). Ecnm LIC megumumHcKoro yupexaeHus (HanpvMop. He6onblwoi 601bHULbI) He
BbIMyCKaeT MepeKkpecTHble cepTudurkaTbl, TO COOTBETCTBUE YPOBHIO 2 SABMAETCA [OCTATOYHbIM, MOKa 3TO
ponyckaeTtcsa MNC. Ana obecneyeHns foBepuTE/bHbIX OTHOLLEHWIA Mexay opraHm3aumamm LIC gomkeH coor-
BETCTBOBAaTb YPOBHIO 3 U/ BbiLLE.

Lpyrue cepTuchmkaTbl LO/MKHLI COOTBETCTBOBATL YPOBHIO 1, onpegeneHHomy B (12]. nnu Bbiwe (1160 ero
3KBUBANEHTY).

TexHuyeckne cpefcTBa KOHTPONSA  KpUnTorpaduuyeckoro MoAyns  [OO/KHbI  COOTBETCTBOBATb
MCO/M3K 27002 (nnb0o ero aKBMBA/IEHTY) WM YTBEPXKAEHHbIM KPUTEPUSIM akkpeguTauum Uan nuueH3npo-
BaHus.

7.6.2.3 KOHTpPO/Ib CEKPETHOrO K/toYa HECKONbKMMU iuamu (M U3 T)

(6.2.2)

Ecnu gepxatenem ceptudurkara asnseTca MeuLMHCKOe yupexaeHve unmn nogaepxusatoLlas opraHu-
3aLus, TO CEKPETHBbIN KoY MOXET 6bITb pa3fenieH Ha HeCKOTbKO YacTell, KOHTPOIMPYEMbIX Pa3HbIMU MOAbMU.

7.6.2.4 [lenoHnpoBaHWe CEKPETHOrO KIva

(6.2.3)

CekpeTHbIe K/I04K, UCNo/b3yeMble AN ayTEHTUUKALMN NN 3NEKTPOHHOR LMdPOBO NoANUCH, He [,0/1-
XHbI EMNOHNPOBATLCA, 3a UCK/TIYEHNEM C/lyYaeB, KorAa aTo TpebyeTcs No 3akoHy.

7.6.2.5 Pe3epBHOe KOMMpPOBaHME CEKPETHOro KYa

(6.2.4)

PekomeHayeTcs, UTO6bI AepxaTtesib cepTudmkara npy BO3MOXHOCTU co3aBasl pe3epBHble KONun cek-
PeTHbIX K/TtoYeid, Hanpumep, Korga cCeKpPeTHbIN KoY 3anMcaH B NPOrpamMMHOM XETOHE.

Pe3epBHble KOMWMU CEKPeTHbIX KNuYen ANns ayTeHTudukauum 1 31eKTPOHHOW uudposoi nognucu
[OMKHbI CO34aBaTbCs UCKNOUYUTENBHO NOA KOHTPONEM AepxaTens ceptTudukaTa. Pe3epBHble KOnuu knoyei
JO/MKHBI XPaHUTLCA NO MECTOHaXOXAEHWIo fepxaTtens ceptudukara (Ha pabouem mecrte, BOTAeNe UK opra-
Hu3auum).

[Jepxartens cepTudmnkarta moxeT paspewntb LIC co3faBaTth M XpaHUTb PE3EPBHYIO KOMWI0 ero CEKPeTHO-
ro gewmncppytouiero kaoya. Takoe pe3epBHOE KONMPOBaHWe JO0/HKHO OCYLLEeCTBAATLCA C MOMOLLbIO cepTudun-
LMpoBaHHOro npouecca. Pe3epBHble KONMM CEKPETHbIX K/THYei A0/MKHbI CO34aBaTbCA C YPOBHEM 3alUuUThbl He
HVXe TOro, YTo TpebyeTcs A1 OCHOBHO Konuu.

LIC He fo/MXeH pacKpbiBaTb CEKPETHbIE AellndpytoLme KnioUm Kakoii-nmbo TpeTbeil cTopoHe 6e3 npea-
BapuTENbHOro cornacus gepxarens ceptudumkara, ecnm ToNbKO 3TO He TpebyeTca No 3akoHy. TeM He MeHee
LIC moxeT npegnaratb yCyru no pesepBHOMY KONMMPOBaHMIO CEKPETHLIX KNo4el 4N uenein BoOCCTaHOBeHUs
3aWNPOBaHHbIX faHHbIX. MOCKObKY KBaNMGULUPOBaHHbIA MeAULMHCKUA paboTHUK NN paboTHKK BCMIOMO-
raTefibHOW opraHunsauunm nosnyyaeT cepTudnkar A5 BbINOHEHNA CBOUX 06A3aHHOCTEN, NOPYYEeHHbIX HaHNMa-
Tenem, LIC MOXeT B LenAx BOCCTAHOB/IEHUA [aHHbIX PACKPbITb CEKpeTHble Aelwundpyowme KIoun
HaHUMaTesnto AaHHOro paboTHMKa, ecnu NogobHbIe AelicTBUA Gbl/IM COrnacoBaHbl 40 BbiMycka cepTudmkaTa.

7.6.2.6 ApXuB CEKpPETHbIX KNtoyel

(6.2.5)

Ecnu ccornacus gepxatens ceptudmkata LIC co3gan pe3epBHY0 KOMWI0 CEKPETHOTO K/TI0Ya, TO AaHHbI
K/TH0Y SO/KEH XPaHWTLCS B TEYEHWE CPOKA He MEHbLLET0, YeM CPOK, YCTAHOB/IEHHbIV AN XpaHEHUA MeANLH-
CKMX KapT NayMeHToB Be4OMCTBOM, 06CyXMBaeMbIM AaHHbIM LIC.

7.6.27 Tlepepava CeKpeTHOrO KoYa B Kpuntorpaduyeckuit Mogynb 1 obpaTHo

(6.2.6)

Ecnu cekpeTHbI AeindpyoLwuii koY reHepmpyeTcs He B Kpuntorpaduyeckom Moy e cyobekTa, To OH
[0J/KeH 6bITb NepefaH B AaHHbIA MOAY b BCOOTBETCTBUM co cneyngukaymeit IETF/RFC 4211 nm60 UHbIM cno-
Cc060M C paBHOLLEHHO CTENEHbIO 3aLLUThI.

7.6.2.8 XpaHeHue CeKpeTHOro K/o4a B kpuntorpaduyeckom mogysne

(6.2.7)

Ecnu cekpeTHbI AelndpyoLLnii KoY reHepupyeTcs He B KpunTorpaduyeckom Mogyse cyobekTa, To OH
0O0/MKEH ObITb MepefaH B AaHHbI MOA4YNb BCOOTBETCTBUM co cneumdukaunein IETF/RFC 4211 nn60 nHbIM cno-
C060M C paBHOLLEHHO CTENEHbIO 3aLLNThI.

7.6.2.2 Cnocob akTuBaLun CEKPETHOrOo K/ova

(6.2.8)
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Ans undposbIX cepTUduKaTos, BbiNyLEHHbIX B cooTBeTCTBMU € MC ana cdepbl 34paBoOXpaHeHus,
TO/bKO filepxXaTesnb cepTudmkaTa MoOXeT akTUBUPOBATb CEKPETHbIN K/THOY.

Mepep akTnBauWei CeKpeTHOro kya gepxartenb cepTudukara JO/mKeH ObiTb ayTeHTuduumnposaH
Kpuntorpaduyeckum Mogynem nan NpuaoxeHneM, alluLiatoLMm CEKpeTHbIV Koy, Takas ayTeHTudmkaums
MOXeT OCyLLeCTBNATLCA B)OPMe BBOZA Napons, MaeHTUdrKaumoHHo dpasbl. MAH-koga nunv 6uomeTpuyec-
KX flaHHbIX. [leakTUBMPOBaHHbIE CEKPETHbBIE K/TH0UM AO/MKHBI XPaHUTLCA TOJIbKO B 3allMdPOBaHHOM Buae-

7.6.2.10 Cnocob geakTuBaLMm CEKPETHOTO K/louva

(6.2.9)

Mpy feakTuBaLUM KIYe OHY AOMXHbI BbITh YAaneHbl U3 naMATn 40 ee nepepacnpeseneHus. inckosoe
NPOCTPaHCTBO, B KOTOPOM XPaHWU/IUCH K/THOUU, AO/DKHO BbITh NepesanucaHo npexaie, YeM oHo 6yaeT Bo3BpalLle-
HO onepauunoHHol cucTeme. Kpuntorpaduyecknin Mogy b AOKEH aBTOMAaTUYeCK/ AeakTBUpoBaTb CekpeT-
HbI KNIOY NOC/e 3apaHee 3aaHHOoro nepmoja HeakTUBHOCTMW.

7.6.2.11 Cnocob yHNUYTOXEHUA CEKPETHOTO K/ToYva

(6.2.10)

Mo oKoHYaHMM NCNONbL30BAHNA CEKPETHOTO K/Tlo4a BCe KONUW CEKPETHOTO K/Tloua B NaMATH KOMMbloTepa 1
COBMECTHO UCNOMb3YEMOM ANCKOBOM NPOCTPAHCTBE J0/KHbI OblTb HAAEXHO YHUUTOXEHbI NyTEM MHOroKpaT-
Ho nepe3anwucy. MNpoueaypbl YHUUTOXEHNSA CEKPETHOrO K/tova A0/MKHbI 6bITh NpuBeaeHsb! B PLIC nnu B ny6-
NINYHOLOCTYMHOM [OKYMEHTE.

7.6.2.12 PaHxupoBaHue KkpunTorpadmnyeckoro Moay s

(6.2.11)

Kntoun anekTpoHHol umdposoii nognucu LIC AomxHbI COOTBETCTBOBATL YPOBHIO 2. OnpefeneHHOMY
B [12) (W1 ero aKBMBaNEHTY).

[pyrue ceptudunkaTbl A4O/HKHbI COOTBETCTBOBATb YPOBHIO 1, onpegeneHHomy 8 [12J (unu ero sksmBa-
NEHTy).

7.6.3 [pyruve acnekrtbl yrnpaB/fieHUs Karo4amu

(6.3)

7.6.3.1 ApXwuB OTKPbITbIX KTtoYel

(6.3.1)

CepTudmkaTbl OTKPbITbIX K/OYENR N CNNCKU 0TO3BaHHbIX cCepTdmkKaToB A0/MKHbI apxuBupoBaTbea ATC,
4yTo6bLI 06ECNeunTb NPOBEpPKY nognucy B 6yayuiem. LIC gomkeH rapaHtupoBatb, 4to COK n COC apxuBupy-
toTcs.

7.6.3.2 Cpoku feiicTBus cepTudmkaTa u MCcnosib30BaHus napbl Kyei

(6.3.2)

Mpu Bbifaye cepTndnKaToB KBaMMOULNPOBAHHBIM MeAULMHCKUM paboTHukam LIC gomkeH npocneanTs,
4YTOObLI CPOK AelcTBUA cepTudmkara He NpeBblllas Cpoka AeicTBua npodheccmoHansHol nuueHsun. Ans
BbIMOMHEHNA aToro Tpe6osaHnsa LIC fo/mkeH yCTaHOBUTbL CPOK AeicTBUA cepTudmkara, He NpeBblLLatoLLnii
cpoka fieficTBMA NnpodeccMoHanbHoW NnLeH3nn, 1Mo Ao/HKHLIM 06pa3oM NOATBEPAUTL NPOASEHNE CpoKa
felicTBMs NpoheccnoHanbHON NMUeH3un, 60 0To3BaTb CepTUdMKAT UM NPUOCTAHOBUTL €ro AeiicTeue,
ec/niv npoeccroHanbHas MLEeH3nsa He 6bla npofsieHa.

CpoK f,eficTBUA OTKPbITbIX U CEKPETHBIX KNtoYel, He npuHagnexaluux LIC. He Jo/mKeH npeBbluaTh Tpex
neT, nocne 4yero He06X04UMO BbINYCTUTbL HOBYIO Napy kitoyeii. CepTudukaTbl aTpubyToB MOryT UMeTb 6bonee
KOPOTKMI CPOK fleiCTBMSA, 3aBUCALLNIA OT NOTPEBHOCTY.

Mcnonb3oBaHve OTKPbITbIX M CEKPETHbIX Kntoyeit LIC He Ao/mMKHO ANnnTbCA 6onee AecaTu NeT. nocne vyero
[o/MKHa 6bITb BbiMyLLEHA HOBas Napa Koyeil.

7.6.3.3 OrpaHunyeHunsa Ha ucrnonb3oBaHne cekpeTHoro knwya LC

LIC fomkeH rapaHTVpoBaTh, YTO €ro CeKpeTHbIl KoY, NpefHa3HavYeHHbIl A8 NoANUCK cepTndunkaTos,
ncnonb3yeTcs ToNbKO A5 nognucu ceptudukatos n COC. LIC fonxeH rapaHTUpoBaTh, UTO CEKPETHbIE KUK,
BbINyLLIEHHbIE /15 er0 COTPYAHNKOB AN focTyna u paboTbl ¢ npunoxeHusmu LIC. ncnonb3yroTcs ToNbKo Ans
3TUX Uene.

7.6.4 [aHHble aKkTuBauumn

(6.4)

[aHHble akTMBaLum AOKHBI ObITb YHUKANLHLIMU, HEMpPeAcKasyeMbIMU U AO/KHbI NepefaBaTbes flepxa-
Teno cepTudmkaTa 6esonacHbIM CNOCO60M.

7.6.5 CpepacTtsBa KOHTPO/A 3alMThl KOMMbIOTEPA

(6.5)
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CpeacTBa KOHTPO/IA 3aUThl KOMMNbIOTEPA A0/KHBbI cooTBEeTCTBOBaTH MCO/M3K 27002 (Mnv ero akBuBa-
NEeHTYy) NM60 YyTBEPXAEHHBIM KPUTEPUAM akkpeauTauun unu MLEH3MPOBaHNSA, a Takke cregyolmnM [OKy-
MeHTaMm:

- IETF/RFC 3647, nyHKT 6.5.1 — Ocobble TeXHn4Yeckne TpeboBaHNs 3aLnTbl KOMNbIOTEPOB:

- IETF/RFC 3647. nyHKT 6.5.2 — PaHxupoBaHue 3alUuTbl KOMMbloTepa.

7.6.6 TexHuueckue cpefcTBa KOHTPO/IA XU3HEHHOTO LUnKIa

(6.6)

TexHnyeckme cpeacTBa KOHTPO/IA XU3HEHHOTO LKA A0/MKHbI cooTBeTCcTBOBaTbL MCO/M3K 27002 (Mnn
€ro aKBMBasIeHTY) MM60 YTBEPXAEHHBIM KPUTEPUSAM akkpeauTauun Unn NMUEH3NPoBaHnA, a Takke cneayio-
MM AOKYMEHTaM:

- IETF/RFC 3647.nyHKT 6.6.1— CpefcTBa KOHTPONA paspaboTKn CUCTEMBI:

- IETF/RFC 3647, nyHKT 6.6.2 — CpefAcTBa KOHTpO/s ynpaBneHns 6e30nacHoCcTbio;

- IETF/RFC 3647, nyHKT 6.6.3 — CpegacTBa KOHTpo/s 6€30NacHOCTY XU3HEHHOTO LMKa.

7.6.7 CpepcTBa KOHTPOA 3alUTbl CETU

6.7

CpefcTBa KOHTPOAS 3aWuThl CeTH AO/MKHbI cooTBeTCTBOBaTb MCO/MIK 27002 (Mnn ero sKBUBaNEHTY)
Nn60 yTBEPXKAEHHBIM KPUTEPUAM akkpeAnTaLumn an NULLEH3NPOBAHUSA.

7.6.8 MeTK/ BpeMeHU

(6.8)

KpuTepun npuMeHeHuss MeTOK BPEMEHMW A0/KHbl 6biTb YKasaHbl B COOTBETCTBUM CO cneuudumkaumei
IETF/RFC 3647, nogpa3gzen 6.8.

7.7 MNpodunu ceptudpukara, COC n Orcc

Mpocounu ceptudpukata. COC 1 OMNCC (Mpu UX HaNU4MKM) OXKHbLI cooTBeTcTBOBaThL MICO 17090-2.

7.8 AyauT cOOTBETCTBUA

7.8.1 O6wwne cBegeHusn

(8)

AyanT COOTBETCTBUA ABNAETCA CYLLECTBEHHON COCTaB/ALLEN MHOTMX Modenei nHTeponepabenbHoC-
TV undpoBsbix cepTudmkatos (cm., Hanpumep. MCO 17090-1:2008, nyHKT 9.2.4).

7.8.2 MNepunognyHocTb ayauTta cootsetcTteus LIC

(8.1)

LIC. Bbinyckawowuii ceptudurkatsl BcooTseTcTBUM C MC AN chepbl 34paBoOXpaHEHNS, LO/TKEH yOoeaunTb
No6YyI0 A0BEPSIOLLYI0 CTOPOHY, YTO OHW MOSIHOCTbLID COOTBETCTBYIOT TPE6OBAHWAM AaHHON NONNTUKK. AyauT
cootBeTCcTBMUA LIC fO/MKEH OCYLWECTBAATLCA KBANNMULVPOBAHHOW HE3aBUCKMO TpeTbeli CTOPOHOI C Nepuo-
ANYHOCTbBIO HE pexe 0HOro pasa B rog.

7.8.3 NAaBHTUYHOCTbL/KBanudukaumsa ayautopa

(8.2)

AyaunTop foMmKeH nMeTb KBanudmkalmio aygutopa no MHopMaLoHHbIM CUCTEMaM, NOATBEPXKAEHHYI0
COOTBETCTBYHOLNM MpodheccMoHasibHbIM opraHom (Hanpumop. akkpeguTtaumsa no MCO 9000). AyauTtop Aon-
XeHobnagatb 60/1bLWLMM ONLITOM B 06/1aCTU LMGIPOBLIX cepTudmkatos. Ecnv cywectByeT hopMaribHblil opraH
akkpeguTauuu, To ayantop A0/KEH COOTBETCTBOBATL €ro Tpeb6oBaHNAaM.

7.8.4 B3aMmOCBS3b ayauTopa C NpoOBepPSeMO CTOPOHOW

(8.3)

AyanTop f0/MKeH 6bITb MOMHOCTLI0 HE3ABUCKM OT NMPOBEPSAEMOV CTOPOHbI Y NPUHAaANeXaTb K opraHm3a-
Lum, HesaBncrmoi ot LC. Ayantop He AO/IKeH UMeTb (hHAHCOBBI MHTEpeC B NPOBEPSAEMOI CTOPOHE.

7.8.5 Bonpocsl, 3aTparnBaemMble ayauTomM

(8.4)

AyanTy [OMKHBI NOANEeXaTb Takme cobbITUS, Kak perncTpauns gepxareneii ceptucukaTos, perucrpa-
umsa ceptTudnkatos, Ny6aMKaLuus oT4ETOB O CKOMMPOMETUPOBAHHbIX K/loUax W 0T3blB CepTUdIMKATOB. AyanT
06bI4HO OxBaTbIBaeT nx cooTseTcTBMe MNC 1 PLIC.

UT06bI rapaHTMpoBaTh foBepue K LIP 1 npefoctasuTb nHOpMaLMIo nuam, ocyLLecTBAAIOWUM BHYT-
PEHHWI ayauT, AeliCcTBMA Kaxaoro LIP fomkHbl pernctpuposBaTbes. AyAUTOPCKUE 3anncy 1 XXypHasbl ayanta
[OMKHbI CO3A4aBaTbCs 415 COOLITUIA B COOTBETCTBUU C PEIEBAHTHON MOMNTUKONA.

7.8.6 [eiicTBMA, NnpeAnpuHMMaemMble B pe3yibTaTe BbISB/IEHNA HE[0CTaTKOB

(8.5)

7.8.6.1 O6uwue ceegeHns
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Ecnu B npouecce ayanTta BbisiBIEeHb! HapyLeHus, To LIC fo/mkeH npeAnpuHATL AeiCTBUS NO MX yCTpaHe-
Huto. Ecnun LIC He yaaeTca NpuHATL HE06X0AUMbIE Mepbl MO YCTPAHEHUIO HApYLLUEHUS, TO OpraH ynpas/eHus
LIC MmoxeT npefnpuHATL cneayiowne geicTens:

- OTMeTUTb HefocTaTku, Ho paspelwmnTs LIC npogomxmTs paboTy A0 cneaylolero ayaura, uim

- paspewntb LC npoaonxuTb paboTy B TeueHne He 6onee 30 gHel ANs peweHuns Nobbix Npobaem Ao
0T3bIBa cepTudmkara, nnm

- 0To03BaTb ceptudumkat LIC.

No6oe pelleHne OTHOCUTENbHO TOTO, Kakoe M3 ykasaHHbIX AelCTBUIA cnefyeT NpeAnpuHaATb, JO/MKHO
OCHOBbIBATbLCS HA CePbEe3HOCTM BbIAAB/IEHHbIX HeJocTaTKoB. OfHako paboTa LIC He MoXeT 6bITb OCTaHOB/EHA,
MOCKO/IbKY 3TO MOXET HapyLLIUTb paboTy CYLLEeCTBYIOLLUX CYXO.

7.8.6.2 KaTeropusi KpUTUYECKOIo HapyLleHns

Hecnoco6HocTh LIC cooTBeTCTBOBaTH OCHOBHbLIM pa3genam PLIC. ycTaHOB/NEHHasi OpraHoOM akkpeaunTta-
uun LIC (ecnu gaHHasa akkpeguTauma cylwecTsyeT B BEJOMCTBE, KOTopoe o6cnyxusaetca LIC). fomkHa knac-
cMmumpoBaTbCa Kak KpUTUYeckoe HapylleHve. Hanpumep, BbisiBneHne akrta, 4to LIC 3akoHOMUT Ha
JoporocTosiwmx npoueaypax 1 370 NPMBOAUT K KOMNpOMeTaLuy BbiNyCcKaeMblX CeEpTUUKATOB, [O/HKHO Kiac-
CUULNPOBATLCA KaK KpUTUYECKOE HapyLleHune.

Ecnwn LIC 6bi1 akkpeanToBaH Be4OMCTBOM, TO PEKOMEHYeTCS HEMe//IEHHO 0TO3BaTh AaHHYI0 akKpeam-
Tauuio.

7.8.6.3 KaTeropus cyL,eCTBEHHOr0 HapyLleHns

Hecnoco6HocTe LIC cooTBeTcTBOBaTb BaHbIM 3sieMeHTam PLIC. cuMTarwmmMmcs yacTblo npouecca
obecneyeHns rapaHTuid, 4o/HKHA KnaccudnumpoBaTbCs Kak CyLLleCTBEHHOe HapyLleHne. Hanpumep, ycTaHoB-
nenune dakta, uto LIC He obecneunBaeT 4OCTATOYHON HENPEPbLIBHOCTY paboThbl, 40/HKHO KnaccuuumposaTb-
CAl KaKk Cepbe3Hoe HapyLleHue.

Ecnuny LIC BbiiBNEHbI AONOMHNTENbHbIE HAPYLLIEHNA 3TOW Xe kaTteropun unu LIC He yaaeTcs pewwnTb Npo-
6/1eMy HECOOTBETCTBUS B TEYEHUE HECKOJIbKUX AiHEN, TO HAapyLLUEeHNEe MOXET ObITb NPU3HAHO KPUTUYECKUM.

7.8.6.4 Karteropus 4acTHOro HapyLleHus

Mo6oe HecooTBeTCTBME NONOXeHMAM PLIC. cunTalowmmMcsa YacTblo npolecca obecnevyeHns rapaHTui,
KOTOpOe BpAA NN nepepacTeT B KATErOpuIo CyLLECTBEHHOMO HapPYLLEHUS, HO MOXEeT NOB/UATb Ha LieNIOCTHOCTb
adencteuid LC. fomkHO knaccumumpoBaTbCa kak YaCTHOe HapylueHve. Hanpumep, yctapesLuve noanTukn 1
npoueaypbl obecneyeHms 6e30nNacHOCTUN JOMKHbI KnaccnuumpoBaTbCs Kak YaCTHOE HapyLueHue.

Ecnny LIC BbISIBNOHbI ONOMHUTENbHbIE HAPYLLIEHNA 3TOW Xe kaTteropun unu LIC He yaaeTcs pewwnTb Npo-
6n1emMy HecooTBeTCTBUA B TeveHune 30 fHeld, TO HapyLleHne MOXeT 6biTb MPU3HAHO CYLLECTBEHHBIM.

7.8.6.5 KaTteropus He3HauMTes/IbHOro HapyLLeHns

HapyLueHuns cooTBETCTBUSA, KOTOPbIE BPAL, X NepepacTyT B KATErOPUI0 YaCTHOTO HapyLLUEeHUs, HO MOTyT
CHM3NTL 06LLee NpeacTaB/ieHMe 0 LeNoCTHOCTY aelicTBuid LIC, AOMKHBI KnaccuuumpoBaTtbCs Kak He3Haun-
TesibHble HapyLlleHus. Hanpumep, agMUHUCTPATUBHbIE HapyLleHus (Hanofobne HeCBOEBPEMEHHOIO BbICTaB-
NIeHUNs CHETOB) AO/MKHBI KNAacCUtULMPOBATLCA Kak He3HaUUTEIbHbIE HApYLUEHNS.

Ecnny LIC BbIsiBNEHbI ONOMIHUTE/IbHbIE HAPYLLEHWSA 3TOM Xe kaTeropun unu LiC He yaaeTcs pewnTb Npo-
6/1eMy HeCOOTBETCTBMA [0 CeAyloLeil ayiMTOPCKON NPOBEPKU, TO HapyLUEeHWe MOXET 6biTb MPU3HAHO Yac-
THbIM.

7.8.7 Paccblnka pe3ynibTaTtoB ayauTa

(8.6)

Ecnv ayantopom 6binv BbisBNEHbI HApyLLeHns y kakoro-nn6o LIC nnan LIP. To 06 3ToM HeMea1eHHO 0n-
XHbI ObITb YBEJOM/IEHBI flepXaTesin CepTUPUKaATOB 1 A0BEPAIOLLNE CTOPOHBI.

7.9 KOpuanyeckue v apyrue acnektbl 4esaTe/IbHOCTU

0)

7.9.1 Onnata

9.1)

Onnartafo/kHa 6bITb ONpeaeneHa BCOOTBETCTBUM co cneymndmrkaumein IETF/RFC 3647. nogpa3saen9.l.

7.9.2 ®unHaHCOBasA OTBETCTBEHHOCTb

9.2)

®rHaHCcOoBasi OTBETCTBEHHOCTb A0/MKHA ObiTb OnpegeneHa B COOTBETCTBMM CO cneumdmkaumeit
IETF/RFC 3647, nogpasaen 9.2.

7.9.3 KoHthnaeHuanbHOCTb A,e/10BOM MHpopmaumnmn

(9-3)

KoHdhmaeHumaneHoCTb Ae10BOI MHOpMaLMK AO/MKHA OblTb ONpefeneHa B COOTBETCTBUM CO cneuundu-
Kaumei IETF/RFC 3647, nogpasaen 9.3.
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7.9.4 3awuTa nepcoHanbHO nHdopmMaumn

9.4)

7.9.4.1 TnaH 3awmnTbl NepcoHasIbHOK UHGOPMaL MK

(9.4.1)

KpuTepun ans nnaHa 3awutbl NepcoHasIbHOM MHADOPMAaLLMKN AOMKHbI 6bITh ONpeAeneHbl BCOOTBETCTBUN
co cneuundmkauneli IETF/RFC 3647. nyHkT 9.4.1.

7.9.4.2 ViHchopmauumsa, cuntarowasca nepcoHanbHol

(9.4.2)

Cnegytwouwias nHdopmayms Ao/HKHA paccMaTpuBaTbCa kak nepcoHanbHas 1 3almiiartbes Kak KoHthuaeH-
LunanbHas:

- NMYHbIE AaHHble fepxaTtenei cepTunKaToB U perncTpaTopos, cobpaHHble AN Lenei ngeHtuduka-
LUK. HO He BK/TOYEHHbIe B cepTudmnkar (Hanpumep, ngeHtudurkauma dusnyeckoro nuua, daktsl 6uorpadgum,
JOMalLHWA agpec, KOHTakTHaa nHopmaums); ¢ cornacus gepxartens cepTudvkara 4acTb ero nepcoHanbHol
nHdopmaL v MoXeT ObITb ONy6IMKOBaHAa B kKaTasore gepxarenei ceptudukaTos:

- CeKpeTHble K/oYN.

LIC pomkeH coxpaHsTb KOH(pMAEHLManbHOCTb MHAOPMaL K O NPUYMHaX, Bbi3BaBLUMX OT3bIB MW NPU-
OCTaHOBKY flelicTBUSI cepTuchukaTa Nt60oro gepxarens ceptudurkara.

7.9.4.3 VHdopmMauus, He cunTarLLasncs nepcoHanbHoi

(9.4.3)

Cnegywouwas nHopmaumsa He Ao/HKHa paccmaTpuBaTbCs Kak nepcoHanbHasa uamn KoHuaeHumanbHas:

- OTKPbITbIV K/HOY;

- ponb KBaMMULMPOBAHHOTO MEAULNHCKOro paboTHMKa unm paboTHVKa NOALEePXMBAIOLLETO YUpex-
feHus;

- MefuuMHCKas cneunasbHoCTb.

7.9.4.4 0O653aHHOCTb 3aLuLLaTh KOH(UAEHLMATBHY0 NHOpMaLLMio

(9.4.4)

KoHthunaeHuranbHas nHdopmaLms Ao/MHKHA packpbiBaTbCA TOMLKO B Clyyae ABHOro cornacus gepxarte-
nsa cepTudpmkata NMb0o B COOTBETCTBMM C 3aKOHOAATENLCTBOM CTpaHbl, B koTopoli paboTaeT LIC nnm LIP.

7.9.4.5 YBefomneHune 1 coriacme Ha ucnosb3oBaHne nepcoHasnbHol nHhopmMaLmm

(9.4.5)

YBegomeHne 1 cornacus Ha UCMoNb30BaHNe NepcoHanbHoli MHopMaLuy AO/MKHbI 6bITb OnpeseneHbl
B COOTBETCTBUYM cO cneundukauunein IETF/RFC 3647, nyHkT 9.4.5.

7.9.4.6 PackpblTie KOH(bUAEHLNANnbHOW nHhopmaLMn B COOTBETCTBUM C CyAe6HbIM UK agMUHNUCTPa-
TUBHbIM peLleHnem

(9.4.6)

KoHthunaeHuranbHas nHopmalus omKHa packpbiBaTbCA TO/ILKO NMPU NPeAbABEHUN OpAepa UHCTaH-
LN, HaAeTeHHOM 3TUM NPaBOM MO 3aKOHOA4ATENbCTBY CTPaHbl, B KOTOpoi paboTtaeT LIC nam LP.

7.9.4.7 Opyrne obcToAaTensbCcTBa pasrnaweHns vHdopMalmm — packpbiTe Mo 3anpocy Aepxarens
cepTudukaTa

(9.4.7)

KoHthuaeHumranbHas nHopmMauns Ao/xHa 6bITb packpbiTa CTOPOHaM, yKa3aHHbIM epxartesieM cepTu-
oukarta B 3anpoce, nepegaHHOM Mo ayTeHTUULMPYEMOI 3/IEKTPOHHOM nouTte (cogepXallem 3N1eKTPOHHYI0
uncpoByto NoaNnch gepxatensa cepTudukara) NMMbo npeacTaBeHHOM B MUCbMEHHOW dhopme ¢ NoAnuchbio
fepxartens ceptudumkara.

KoHthnageHunanbHas nHopmaumsa fo/MKHa packpbiBaTbCa 6€3 NMMCbMEHHOT0 3asiBNeHWsA gepxartens
cepTudhmkaTa TONbKO NPV NpefbABAeHWM opAepa WHCTaHUWMKU, HafefleHHOW 3TMM NpaBoM NO 3akoHoAda-
TeNnbCTBY CTPaHsbI, B KOTOpoi pabotaet LIC nan LIP.

7.9.5 MpaBa MHTeNNeKTyaslbHOM CO6CTBEHHOCTH

(9.5)

MpaBa MHTeNNEKTYaNIbHON COBCTBEHHOCTY LO/MKHbI ObITb ONpeeneHbl B COOTBETCTBUM CO cneunduka-
uueii IETF/RFC 3647, nogpa3gen 9.5.

7.9.6 TMpeTeH3un nrapaHTum

(9.6)

7.9.6.1 O6wWuMe cBegeHus

Pamku 0TBETCTBEHHOCTY B CUTYaUUaX, NEPeYnCIeHHbIX B 7.3.6.2, ABNSAIOTCA YacTblo 06LLeil NONNTUKK, B
COOTBETCTBUM C KOTOPOW LEHTPbl cepTudmkalmmn AeiCcTBYIOT B AOMeHax cdepbl 34paBOOXpaHeHUss CBOWX
CTpaH. 3TN [JOMEHbI, B CBOIO 04epeb, ABMSAITCA NPejMEeTOM rocyJapCTBEHHOIO peryimposaHmnsa nu mexayHa-
POAHbIX cornawenunii. MpeabaBaseMble Tpeb60BaHMS BbITEKAOT U3 pamMoK 0TBeTCTBEHHOCTU LIC u LIP. Mpw
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Hanuuun LA ero pamkm 0OTBETCTBEHHOCTU MOTYT ObITb OTHECEHbI K BbllLieyKa3aHHbIM 1160 onpeesieHbl BABHOM
thopme.

7.9.6.2 TpeTeH3umn u rapaHtum LIC

(9.6.1)

Korpa LIC. BbinyckatoLwwmii cepTudmkatbl, ny6mkyeT ceptudukaTt, TO TeM caMbiM OH Y10CTOBEPSET, YTO
cepTudmkaT BbINyLLEH A1 HEKOTOPOTo AepxaTtesia cepTudukaTa n uHdpopmaums, ykasaHHas B ceptudumkare,
nposepeHa B cooTBeTcTBUM € MNC gaHHoro LIC. Ny6nvkauusa ceptTudukara B XxpaHuauie, K KoTopomy nmeet
[OCTyn fepxartens cepTudmkaTa, 4O/MKHA ABNATLCA yBeAOMIEHNEM O TaKoi NpoBepke.

LIC pomkeH npefocTaBuTb KaxAoMy AepxaTtenio ceptTudmnkara ysefomeHne 0 ero npasax v 06s3aH-
HOCTAX B cooTBeTCTBMM C [1C. laHHOEe yBef0MIEHNE MOXET NpMHMMaTh OpMy AOrOBOpa C AepXaTtenem cep-
TuchnkaTa 1 JO/HKHO CoiepXaTb onucaHve paspeLleHHoro UCnonb3oBaHUsa CepTUUKATOB, BbiMyLEHHbIX B
cooTeeTcTBMU € [NC. 06513aHHOCTN fepxaTtens cepTudukara B YacTu 3awuTbl KIOYEN, a Takke npoueaypsbl
o6MeHa uHdopmauueit Mexay aepxartenem ceptudumkata u LIC nnm LP. Bknoyas o6MeH nHopmaulmein 06
N3MEeHeHUsX B NPefoCcTaBfeHnn yCayr nam o cyuecteytouleli nonutuke. LIC aomkeH ysefoMuTb fepxatenei
cepTMrKaToB O AelCTBMAX, NPeAnpPUHUMAEMbIX NpY NOLO3PEHUN KOMNPOMETaLUY Koya, Npy NpoaieHun
AeicTBuA cepTudmkara uav 3ameHe kiua, Npu oTMeHe yciyru vnpu paspeLleHny cnopos.

OTBeTCcTBEHHOCTL LIC. BbiNyCKaloLWwero undposbie cepTudnkatbl 418 NPUMeHeHns B cdepe 34paBoox-
paHeHus1, He A0/MKHA OrpaHNYnBaTbLCA TOIbKO OAHUMMN NEPEYNCIEHHBIMU HMXKe hakTopamu:

a) LICponmkeH HeCTM OTBETCTBEHHOCTb 3a KOMMPOMETALMI0 CEKPETHONO K/toYa B npoLecce pacnpocrpa-
HEHWSA KoYei:

b) LIC fomkeH oTBeyaThb 3a HeNpaBoOMepHOEe YCTaHOB/IEHNE CBSA3W OTAE/IbHON IMYHOCTH C 3NEKTPOHHOI
LnpoBOI NOANMCHIO U APYroi cepTudrKaLMoHHON nHdopmaLmneli, ecnmn ToONbKO He MOXeT OblTb AOKa3aHo,
4yTO CO60AannCh BCe AOKYMEHTUPOBaHHbIE Mpasuia v npoueaypbl naeHTndukaymm nayteHtudrkauny. ax-
Has 0TBETCTBEHHOCTb pacnpocTpaHseTcs Hacnyyaun, korga LiC 3Han nnmnogospesan N0 Ao/KeH bl 3HaTb
1AM nofo3pesaTh, YTO flaHHAsA CBSA3b MOXeET ObITb HENPaBOMEPHOIA;

¢) LIC gonkeH HecTn OTBETCTBEHHOCTb 3a TO. YTO cepTUdInKaTbl He OblsIM 0TO3BaHbI, XOTSA 3TO TpeboBa-
loCb NpasuiamMm oT3blBa:

d) LUC fonxeH HecT OTBETCTBEHHOCTb 3a TO, 4TO cepTUdmkat Obi/1 0TO3BaH N0 NPUYNHE, KoTopas He
yKasaHa B npasuiax oT3blBa.

7.9.6.3 TlpeTeH3umn 1 rapaHTum LIP

(9.6.2)

OTBeTCTBEHHOCTb LIP. perucTpupytoLiero noTeHuanbHbix gepxareneii ceptudumkatos B chepe 3apa-
BOOXpaHeHUs, He 0/TXHa OrpaHnyYnBaTbLCA TOSIbKO OAHUMU MEePEeUnC/IEHHbIMU HXKE (hakTopamMu:

a) LP ponxeHoTeevatb 3a HenpaBoOMeEpPHOE yCTaHOB/IEHUE CBA3MN OTAE/IbHON JIMYHOCTU C 3/1EKTPOHHOW
LUMPOBOI MOANMCHIO U APYToi cepTUMKaLMOHHON nHopmaLmeli, ecnm ToNbKO HEe MOXET OblTb A0Ka3aHo,
410 cObIIAaNNCH BCe ;OKYMEHTMPOBAaHHbIE Npasuia v npoueaypbl naeHTndmnkauun nayteHTudmkauymn. lam-
Has OTBETCTBEHHOCTb pacnpocTpaHaeTcs Ha cnyyau, korga LIP 3Han nnn nogo3pesan imbo Ao/MKeH 6bi 3HaTb
1nn nofo3pesaTtb, YTO AaHHasA CBA3b MOXET GbITb HeNpPaBOMEpPHOIA;

b) LIP AO/IXEH HECTN OTBETCTBEHHOCTb 3a TO. YTO CepTudmKaTbl He Obl 0TO3BaHbI, XOTA 3T0 TpeboBa-
nocb npasuaaMuy oT3blBa.

c) LP pomkeH HeCTV OTBETCTBEHHOCTb 3a TO. YTO cepTUdIUKaT Bbla1 0TO3BAH MO NPUYMHE, KOTOpas Heyka-
3aHa B npasu/iax oT3bIBa.

7.9.6.4 TlpeTeH3un 1 rapaHTuu fepxaTtens ceptudukata

(9.6.3)

[Jepxatens ceptudmnkarta 8 NOK cchepbl 34paBooXpaHeHNs JOSIKEH:

- Npu nogadye 3asiBKM Ha NojlyyeHve cepTudukaTa rapaHTMpoBaTb TOYHOCTb NPEACTaBEHHON WM
MHbopMaL MK, a nNpu nonyvyeHnn ceptTudukaTa nogTBEPAUTL, UTO BCA MHDOPMaLMA, cofepxallascs B CepTu-
hukaTe. ABNSAETCA UCTUHHOMN:

- 3almwaTh CBOV CEKPETHbIE K/TH0UM U K/TIoYeBble HOCUTENN (eC/IM TAKOBblE UMEIOTCA) U NPUHUMATD BCe
BO3MOXHble Mepbl A1 NPefoTBpaLleHns X yTepu, pacKkpbiTUs, U3MEHEHUA WU HeCaHKLWOHWPOBAHHOTO
1cnosb30BaHus;

- npunaratb Bce ycunus gnsa npefoTspalleHuns yTepu, packpbiTUa UM HECaHKLMOHMPOBAHHOIO UCMNOJS1b-
30BaHUsi CBOEro CEKPEeTHOro Kitova:

- HemefaneHHoyBeaoMuTb LIC n/vunu LIP o nto6oii peanbHoO nnv nogo3peBaemMoit ytepe, packpbitum unm
[Apyroi kKoMnpomeTawuyn CBOEero CEeKPeTHOro KTYa;

- yBegomnate UP n/wnn LIC o nio6om nsmeHeHnn nigopmauum, cogepxatieiica B ceptudukare, ponu
UK cTatyca B opraHusauum 34paBooOXpaHeHns;
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- 03HakomuTbCA ¢ MNC nnm c gokymeHTom o NOK. B KOTOPOM MPOCTLIM A3bIKOM YETKO yCTaHaBN1BatOTCA
0653aHHOCTYM fiepxaTens ceptudukara:

- 1Cnonb30BaTb Napbl kKN4yei B cooTseTcTemm ¢ MNC;

- hopmanbHO NpM3HaTh CBOM 0653aHHOCTM NyTEM NOANUCU COrnalleHus gepxatens ceptudukara.

PekomeHayeTcs, 4TO6bI filepkartesnb cepTudurkara, OTHOCALLErOCs K cdhepe 34paBoOXpaHeHns, TaKkke
noaTBEpPAMA NPoxoxaeHve o06yyeHns no MHOPMaLMOHHOW 6e30nacHOCTW, COOTBETCTBYOLLEro YHKLMAM
MeMLUMHCKOM nHhopmaLuuu, A58 KOTopbIX 6yAeT NCNob30BaTbCs faHHbI cepTudmkar.

7.9 6.5 MNpeTeH3un nrapaHTM OBEPSIOLLEN CTOPOHbI

(9.6.4)

[JoBepsiouas ctopoHa B IOK chepbl 34paBooXpaHeHnss UMeeT nNpaso A0BEPATL cepTudukaTy, BblgaH-
HOMY A1 MPUMEHEHUA B 34 paBOOXPaHEHNI, TOTbKO NPK CAeayoLnX YyCNOBUAX:

- uenb npumeHeHns ceptucmkaTta cootseTcTByeT lNC;

- fosepue ABnseTca 060CHOBaHHLIM M AOOPOCOBECTHLIM B CBETE BCEX OOGCTOATE/NLCTB, U3BECTHbIX
foBepsitoLLei CTOPOHE Ha AaHHbI MOMEHT:

- [oBepsiolLan CTOpoHa yA0CTOBEpUIach B TekyLell feiCTBUTENbLHOCTM cepTudmkara, NpoBEPUB, UTO
[AaHHbI cepTudmkaT He 6bl1 0TO3BaH MW NPUOCTAHOBIIEH;

- JoBepsoLLan CTOpoHa y40CTOBepUNach B TEKyLLEeN 4eCTBUTE/IbHOCTY 3/1EKTPOHHbIX LIMGIPOBLIX NOA-
nuceii, ecnu TakoBble NPUMEHSI/IUCH;

- MPU3HaHblI UMEIOLLMECS OTpaHNYeHUst Ha OTBETCTBEHHOCTb U rapaHTuiiHble 0653aTenbLCTBa.

7.9.7 OTKa3 OT rapaHTUHbIX 06A3aTeNIbCTB

9.7)

OTKa3 OT rapaHTUiiHbIX 06513aTeNbCTB A0/KEH ObITh ONpedenieH B COOTBETCTBUMN CO cneundmkaumei
IETF/RFC 3647, nogpasgen 9.7.

7.9.8 OrpaHu4yeHne OTBETCTBEHHOCTU

(98)

7.9.8.1 OrpaHuyeHne oTBeTCTBEHHOCTM LIC

OTBeTCTBEHHOCTbL 3a XanaTHocTb LIC, Bbinyckawowero Ludposble cepTudukatbl 418 NpUMEHEHNs B
cdhepe 34paBoOXpaHeHNs, MOXeT BbITb OrpaHuyeHa cregyrwmnv obpasom:

a) LIC moxeT He npuHMMaTh Ha cebs1 OTBETCTBEHHOCTb 3@ MOTEPIO CEKPETHbLIX K/tOUEl Aepxarenem cep-
TMhukaTa:

b) LIC MOXeT He npuHUMaTh Ha cebs OTBETCTBEHHOCTb 3a K/1I04YM, TEHepUpyeMble fepxaTenem cepTu-
ukata, ec/im ToNIbKO OHU He BblNn co3AaHbl B MOSTHOM COOTBETCTBUK € nosioxeHusamu MC B chepe 3apaBo-
oxpaHeHus;

¢) LIC moxeTHe npuH1MaTh Hace6s 0OTBETCTBEHHOCTb 3a KOMNPOMETAaLMIO CEKPETHBIX K/THOYel, KoTopble
OH BbIMyCKaeT, eCNU TOJIbKO He By eT floKa3aHo, YTO KoUK 6biiv ckomnpoMeTuposaHs! B LIC n6o npu reHepa-
uumn Kkiovelr He cobnoganncb AOKYMEHTUPOBaHHbIE NMOMNTUKMA U NPOLeAypbl, BCNEACTBME Yero CeKpeTHbIi
K104 Okasasica 6osee BOCNPUMMUMBBLIM K KOMIPOMeTaumn nnv 6bii 4eicTBUTEIbHO PaCKPbIT:

d) LIC mMoxeT He nMpuHMMaTh Ha cebs OTBETCTBEHHOCTb 3a NoAggenaHHble LMdpoBbie Noanucu, ecnu
TOJIbKO NoAfesika He npousoLuna n3-3a Heco61t04eHnsa yCTaHOBNEHHbIX NONUTKK 1 npasun MNC B cdepe 3apa-
BooxpaHeHus nnu cam LIC Ho gonycTun noanesnky;

e) LIC MoxeT orpaHniYnTb CBOK OTBETCTBEHHOCTb MPAMbIMU Y6bITKAMW, MOHECEHHbIMY fOBepstoLL et
CTOPOHO 1 BbI3BAHHBIMU HECMOCOOHOCTHIO LIC COOTBETCTBOBATL NOMIOXEHNAM faHHO NONTUKM.

7.3.8.2 OrpaHunyeHus oTBETCTBEHHOCTM LIP

OTBeTCTBEHHOCTb LIP, peructpupytouiero noteHuuanbHbIX gepxaTeneil ceptndukaToB ansa cdepsbl
3[paBoOOXpPaHeHNs, MOXeT 6bITb OrpaHnyeHa yCTaHOBIEHNEM HEHaA1exXallero NCnosiHeHns o6a3aHHoCTen oT
nmeHn LIP.

7.9.8.3 OrpaHunyeHuss OTBETCTBEHHOCTY AepxaTenei cepTudunkaTos

OTBETCTBEHHOCTb flepxaTeneil cepTumnkatos B cihepe 34paBoOXpaHeHNs [O/KHA OblTb OrpaHuyeHa
yCTaHOB/IEHNEM HEeHa1exallero UCNoHeHNa 06513aHHOCTEN OT UMEeHN AepxaTtens cepTudumkara.

7.9.9 Bo3melleHVe yObITKOB

9.9)

Bo3melleHne ybbITKOB (eC/iM TakoBO€e NpefyCMOTPEHO) lO/TKHO ObITb OnpeAeneHo B COOTBETCTBUU CO
cneuundpmkauneli IETF/RFC 3647. nogpasgen 9.9.

7.9.10 Cpoku 1 npekpallieHne nosIHOMOYNi

(9.10)

Cpoku 1 npekpalieHne nosiHOMO4YMin Ao/KHbI 6biTb ONpeAeneHbl B COOTBETCTBUM CO crneundmkaymei
IETF/RFC 3647, nogpasgen 9.10.
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7.9.11 WNHameuayasnbHble yBefOM/IEHUS 1 0OOMeH NHdopMaLmeli ¢ yyacTHUKaMum

(9.11)

NHavBnayanbHble yBeAoMIeHUA 1 06MeH nHdopMaumein ¢ ydacTHUKaMmn JO/MKHbI ObiTb onpeseneHbl B
cooTBeTCTBUYM co cneundukauveli IETF/RFC 3647. nogpasgen 9.11.

7.9.12 TonpaBku

(9-12)

7.9.12.1 Tlpoueaypa BHeCeHUA NONpPaBokK

(9.12.1)

MNC n PLIC. a Takxe Mo6ble X N3MEeHEHN AO0/KHbI OblTb YTBEPXAEHbI pyKoBOAALWMM opraHom LIC.

7.9.12.2 MexaHu3M ¥ CpoK yBeoM/1eHMUA

(9.12.2)

[10 BHECEHUS NI0OBLIX N3MEHEHNI B KOHKpETHYH0 NC pykoBoaAwwmii opraH LIC okeH yBe4OMUTL BCE LEH-
Tpbl cepTuduKaLumn, nmetoLL e NpsamMble Kpocc-cepTudunkaTbl ¢ gaHHbIM LIC. 1 3anpocuTb Y HUX 3aMevaHus.

7.9.12.3 O6cTOATENBCTBA, NPY KOTOPBIX AO/MKEH ObITh M3MeHeH OU [,

(9.12.3)

O6CTOATENbCTBA, NPU KOTOPbIX JO/MKEH ObiTb M3MeHeH OWJ. AO/MKHbI 6bITb OnpegenieHbl B COOTBe-
TCTBUM cO cneundpmnkaumeii IETF/RFC 3647, nyHkT 9.12.3.

7.9.13 Tlpoueanypbl paspeleHns cnopos

(9.13)

Mpoueaypbl paspeLleHns CnopoB AO/MKHbI ObiTb ONpefesieHbl B COOTBETCTBUM CO cneuudmkaumei
IETF/RFC 3647. nogpasgen 9.13.

7.9.14 lMpaBOBble HOPMbI

(9.14)

MpumeHeHne LMPOBLIX CEPTUDUKATOB B 3[4paBOOXPaHEHN J0/TXHO COOTBETCTBOBATL HALMOHA/IbHbIM
N MeXAyHapoAHbIM topugnyeckum tpebosaHusam cornacHo WCO/M3K 27002 (nm ero sKBUBANeHTY) wnn
YTBEPXAEHHBIM KOUTEPUAM akKpeauTauum nan MMLEeH3NpoBaHus.

7.9.15 CooTBeTCTBME NPUMEHAEMbIM NPaBOBbIM HOPMaMm

(9-15)

CooTBeTCTBME NMPUMEHSAEMbIM NPaBOBbLIM HOPMaM 0/IHKHO 6bITb ONpeAesieHo CornacHo cneumdukaumm
IETF/RFC 3647, nogpasgen 9.15.

7.9.16 TMpo4ne NonoxeHus

(9.16)

7.9.16.1 TonHbIli 06bEM cornalleHuns

(9.16.1)

MonHbI 06beM cornaweHns Ao/KeH OblTb onpefesieH B COOTBETCTBUMM CO chneuudmkaumei
IETF/RFC 3647, nyHkT 9.16.1.

7.9.16.2 TllepeycTynka npas

(9.16.2)

Ecnun nponcxogut cnusiHne LUC nnun LUP ¢ gpyroii opraHusauveii, To HoBas opraHusauns cTaHoBUTCSH
OTBETCTBEHHOI 3@ BbINO/IHEHNE NCXOAHOrO COrlalleHus.

7.9.16.3 YacTumyHoe HapylleHue

(9.16.3)

MNC B chepe 34paBoOOXpaHEHNS A0/KHA OroBapvBaTh, YTO NpU 06HapYXeHnn hakTa owrnboYHOCTH Um
He060CHOBaHHOCTY O HOTO U3 pa3fAenoB NONUTUKN ee ApYyrue pasfenbl AO/MKHbI 0OcTaBaTbCA AECTBYIOLMMM
[10 Tex nop, Noka flaHHasa nonnTrnka He 6yaeT n3MeHeHa.

7.9.16.4 TlpaBonpuMeHeHune

(9.16.4)

MpaBonprvMeHeHne A0KHO 6bITb ONpesesieHo B COOTBETCTBMM cO cneundukaumnein IETF/RFC 3647,
NYHKT 9.16.4.

8 Mogenb othmnumnanbHoro otyeta 06 VIOK

8.1 BBegeHune
Mogenb ochmumnanbHoro otyeta 06 MIOK paspaboTtaHa gnsa ncnonb3oaHusa LIC B kayecTBe BCnomora-
Te/IbHOro JOKyMeHTa, onpegenstollero afiemeHTsbl MC n/unu PLIC, KoTopble TpebytT 0CO60ro BHUMAaHNUS 1

packpbITus nx cywHocTn. OduymanbHbliii otyeT 06 MOK moxeT nomoub LIC pearnpoBaTth Ha obsA3aTesibHble
TpeboBaHNs 1 BOMPOCHI AOBEPAIOLWMX CTOPOH. XOTA AoKyMeHTbl MC 1 PLIC cywecTBeHHbI A8 ONncaHusa 1
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pyKkoBOACTBA NOMTMKAMMN 1 Npasuaammn ceptudurkalum, MHorne gepxartenu unudposbix CepTudrKaTos, 0Co-
6€eHHO NOTpebuTenn, HaxXoAAT AaHHbIE JOKYMEHTbI TPYAHBIMU 4715 NOHUMaHUS.

MoaTomy pekomeHAyeTCs NCNOob30BaTh 0huumanbHbli oTyeT 06 NOK.

Mprmep CTPYKTYpbl odhuLmansHoro otyeTta 06 MIOK. nepeuncnsiowmii MHchopmawmio, Kotopas Lo/mkHa
6bITb packpbiTa, NpeacTasneH BTabnmue 1

8.2 CTpykKTypa odumumanbHoOro otyeta 06 MIOK
CTpyKTypa ochuumnansHoro otyeta 06 NOK gonxHa cogepxatb pasfesbl 4715 KaXaoro onpegeneHHoro
TMna JOKyMeHTOB. Kaxiblii pasgen otyeta COAEpXMT onucaTesibHyH 4YacTb, KOTOpas MOXeT cogepxXaTb
rMNepccebl/ikKK Ha cooTBeTCTBYOWMe pasgesns! MNMC nnmn PLIC.

Ta6nuuya

Tun JoKyMeHTa

KoHTakTHaa nHdopmauusa LIC
WHopmauns n pernctpauns
nc

YpoBeHb rapaHTuii ceptuduka-
Ta. npoueaypbl NPOBEPKU W WUC-
nonb3oBaHue

Mpeaens gosepus

O6A3aHHOCTU aepxaTens cep-
Tudunkata

0653aHHOCTU fosepsiowen
CTOPOHbI
OrpaHuyeHHas rapaHTus u

orpaHnyeHne OTBETCTBEHHOCTHU

MpumeHsemble
PLIC. cepTudukart

cornaweHus.

Monutuka 3awuTbl KOHPUAEH-
uuanbHoW nHopmayun

MonuTnka KomneHcauum y6biT-
KOB

MpuMeHsieMble NPaBoOBbIE HOP-
Mbl. NpeTeHsuW U paspelweHune
cnopos
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1 — Mogens ohpuynansHoro otyeta 06 MOK

Onucaxve AokymMeHTa

Mms. mecTopacnofioxeHne n He-
ob6xofuMan KOHTakTHas MHgopmauns

3apernctpupoBaHHblii OUJ MC

OnncaHne ypoBHA rapaHTuii cep-
Tnudpukata. BbinyueHHoro LC. cooTBe-
TCTBylOUWME NpoueAypbl NPOBEPKU U
no6ble orpaHu4yeHna Ha Ucnosb3oBa-
Hue cepTudukaTa

Mpeaensl [JOBEPUsi, €C/M OHU CY-
wecTByT

OnucaHne o6sA3aHHOCTel gepxa-
Tensa ceptudukaTta

B kakoii mepe posepsiowas cTo-
poHa o6A3aHa NpoBepATb cTaTyC cep-
Tuukata U «pasyMHO [OBEpPATb»
ceptudukarty

AHHOTaLUKU rapaHTun, 0TKasoB OT
OTBETCTBEHHOCTM, OrpaHnyeHuii oTee-
TCTBEHHOCTU W N06bIX NPUMEHUMBbIX
nporpaMm rapaHTuii U cTpaxoBaHus

NpeHTUMKaLMsS U CCbINKM  Ha
npuMmeHsemsble cornawenuns. PLUC. NC
n Apyrue conyTcTByOLWMNE [OKYMEHTbI

OnucaHne U CCbINIKN Ha NPUMeHs-
eMble 3akKOHbl W NONNTUKY 3alnTbl

KOHthuaeHUanbHoW nHopmaymm

OnucaHue U ccbiika Ha MPUMeHs-
emMylo NoMINTUKY KoMneHcauum yo6biT-
KOB

MonoxeHne o BbIGOpPE NPaBOBbIX
HOpPM, npouegypbl yperyimpoBaHus
npeTeHsnii U MexaHU3IMOB paspeLle-
HWsi cnopoB

TpebosaHus MNC

OTcyTCcTBYIOT

3apeructpupoBaHHblit OUNA MC
Ny6nukauuna NC n PUC (cm. 7.2)

No6ble OrpaHNYeHuss Ha UCMNOMb30-
BaHue cepTuukaTa

NoGble OrpaHNyYeHust Ha NCNo/b30-
BaHWe cepTudukata (Hanpumep, cep-
Tuunkat mMoxeT 1cnonbL30BaTbCs
TONbKO [ANA 3/1eKTPOHHOW LudpoBoi
noAnucK, orpaHnyeHna Ncnonb3oBaHus
cepTuchukata A8 NOAAEPXKA HEBO3-
MOXHOCTU OTKa3a oT aBTOpPCTBa)

O6sA3aHHOCTN fepxaTtens
dukata. onpegeneHHble B
TCTBUM C 7.9.6.2

cepTu-
cooTBe-

O653aHHOCTM foBepsolWw el cTopo-
Hbl

OrpaHunyeHus OTBETCTBEHHOCTMK

(cm. 7.9.8)

MpumeHeHne yTouyHeHHOW NC

Tpeb6yeTcsa, 4TO6bI NPU AAaHHOW no-
nutuke LIC cooTBeTcTBOBaANM TpeboBa-
HUAM 3akoHogaTenbcTBa  AaHHOW
CTpaHbl MO 3awuTe KOoHGUAeHLUanb-
HOW nHhopmayumn

OTcyTCTBYIOT

Mpouenypsbl
TEH3Uit 1 cnopos

yperynuposanus npe-



OkoHuyaHue Tabnuub/ 1
Tun gokymeHTa

Ayawnt LC

Kpocc-cepTudukayms

Nvyensnn UC un xpaHunuwa
[aHHbIX, XapakTepucTukn foBepus

OnucaHue JoKyMeHTa

Onucaxue npouecca ayanta u ay-
OUTOPCKOW hupMmbl

OnucaHune Kkpocc-cepTudukaymum n
naeHtndpukayun gpyrux LIC. umeto-
WKUX Kpocc-cepTUduKauuio ¢ AaHHbIM
Lc

MepeyeHb NO6bLIX rocyAapcTBeH-
HbIX NNLEH3WNA, cpefcTB 3awWnTbl UH-
hopmauun

FOCT P NCO 17090-3—2010

TpebosaHus MNC

Bbin nu cepTudunuymposaH LC Ha
cooTBeTcTBUE cBOeli MC

Monutnka ynpaBneHUs Kpocc-cep-
Tndpukaynei

OTcyTCcTBYIOT
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Mpunoxexnune JA
(cnpaBoyHOe)

CBef0HNS 0 COOTBETCTBMMU CCbIZTOYHBIX MEXAYHAPO4HbIX CTaH4apTOB
CCbIJTOYHBIM HauMoHanbHbIM cTaHgapTam Poccuiickoii ®egepaumnm

Tab6bnunua JA1

O603HaYeHNEe CCbITOYHOTO CreneHb O6o3Ha4YeHVe N HaMeHoBaHWe COOTBETCTBYIOLLEr0 HALVOHaIbHOTO
MexAyHapoHOro cTaHgapTa COOTBETCTBUSA cTaHgapTa
MCO 17090-1:2008 0T FOCT P NCOAC 17090-1—2009 «WHopmaTusauns 3p0-

poBbA. VIHhpacTpykTypa c OTKPbITbIM KAO4OM. YacTb 1. CTPYKTy-
pa n obwune ceefeHnax

MNCO 17090-2:2008 - .
NCO/M3K 27002 — .
IETF/RFC 3647 - .
IETF/RFC 4211 — .

* COOTBETCTBYIOLW NI HALMOHA/bHbIA CTAHA4APT OTCYTCTBYeT. [lo ero yTBepXAeHnsi PeKOMeHAYyeTCsl UCNOoNb30BaTh
nepeBof Ha PYCCKUii A3blK AAHHOTO MEXAYHAapOAHOro cTaHaapTa. MepeBoj AaHHOTO MeXAYHapOAHOro cTaHjapTa Ha-
xoauTcs B ®enepanbHOM UHOPMALMOHHOM (DOHAE TEXHUYECKUX PErNIaMeHTOB M CTAH4APTOB.

MpumeuyaHue — B HacTosweln Tabnmue UCNONb30BAHO CReAylolLee yC/0BHOe 0603HaYEHNE CTENEHN COOT-
BETCTBUA CTaHAAPTOB:
- IOT — UAEHTUYHbIE CTAHAAPTHI.
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