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MpegncnoBue

Lienn v npuHumMnbl cTaHgapTusaumm B Poccuiickoii ®egepauny yctaHoBeHbl ®efepanbHbiM 3aKOHOM OT
27 pnekabps 2002 1. Ne 184-93 «O TeXHUYECKOM pPerynimpoBaHun», a npasuia NnpUMMeHeHNs HaunoHabHbIX CTaH-
naptoB Poccuiickoli degepaunn — FOCT P 1.0—2004 «CTtaHgaptunsauunsa B Poccuiickoin degepaumnmn. OCHOBHblE
NOJIOXEHUSA»

CeepieHuns o cTaHgapTe

1NOANOTOBJ/IEH ®efepanbHbiM rocyapCTBEHHbIM yupexaeHnem «ocyaapCTBeHHbIi Hay4YHO-Uccne-
[0BaTeNbCKWIA NCMbITATE/bHbIA MHCTUTYT NPO61eM TEXHUYECKO 3aLnTbl MHopMauumn ®egepanbHoi ciyx6bl No
TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOsT0» (PrY «THUUN MT3N ®CTIK Poccun»), O6LLECTBOM C OTpaHUYEHHO
OTBETCTBEHHOCTbIO «HayuHo-nponssogcTBeHHas doupma «Kpuctann» (OO0 «HM®P «Kpuctanni») Ha ocHoBe c06-
CTBEHHOIO ayTEHTUYHOIO NepeBoa Ha PYCCKUA A3bIK MeXAYHApPO4HOro cTaHAapTa, yKasaHHoro B nyHkTe 4

2 BHECEH YnpaBneHuem TeXHU4eCKOro perynnmposaHusa u ctaHgaptusauun ®egepasbHOro areHTcTsa no
TeXHUYeCKOMy perympoBaHuio u MeTposiorum

3 YTBEP>KUEH VBBEJEH B ,CI,EI7ICTBI/IE Mpukaszom PefepasnibHOro areHTCTBa No TEXHUYECKOMY peryu-
poBaHuio n meTponorun ot 18 gekabpsa 2008 r. Ne 523-cT

4 HacToawwuii cTaHAapT ngeHTUuYeH mexayHapogHomy ctaHgapty MCO/M3K 18028-1:2006 «/HpopmaLu-
OHHaA TexHonorna. Metofbl U cpeAcTBa obecneyeHns 6esonacHocTn. CeTeBas 6e30NacHOCTb MH(DOPMALMOHHBIX
TexHonoruii. YacTb 1. MeHeAXMeHT ceTeBoi 6e3onacHocTu» (ISO/IEC 18028:2006 «Information technology —
Security techniques — IT network security — Part 1: Network security management»)

Mpn NpMMeHeHUN HacToALero cTaHjapTa peKOMeHAyeTCca NCNoMb30BaTb BMECTO CCbIIOUYHbIX MexAyHa-
pOAHbIX CTaHJapTOB COOTBETCTBYIOLLNE UM HaLMOHa/bHble cTaHAapTbl Poccuiickoil efepaunm, cBefeHns o Ko-
TOPbIX NPUBEAEHbI B AOMNOIHATEILHOM NpUIoXeHun A

5 BBEJJEH BIMEPBbIE

WHpopmayms 06 U3MEHEHUsIX K HACTOsILLEeMy CTaHAap Ty Ny6/Mkye TCS B eXerofHo n3gaBaeMoM UH-
¢hopmaLMoHHOM yKazaTesne «HaunoHanbHble CTaHaapThi. a TEKCT N3MEHEHUN 1 NONPaBoOK — B eXeMecsiy-
HO M3[aBaeMblX MHPOPMALMOHHBIX yKasaTensx «HauMoHanbHble cTaHgapThi». B cnydyae nepecMoTpa (3ame-
Hbl) UM 0T MEeHbl HACTOsILLLEero CTaHAapTa CooTBeTCTBYLLee yBejoMeHune 6yaeT ony6/MKOBaHO B exe-
MECSIUHO M34aBaeMOM MH(DOPMALMOHHOM YKasaTe e «HaunoHabHble CTaHgapThi». CooTBeTCTBYOWas
MHhopMaLMsl, YBEAOMIEHNE U T EKCT bl Pa3MeLLal0 T €S TakKxke B MH(DOPMaLMOHHOM CUCT eme 06LLero nosb3o-
BaHWs — Ha ohMLMabHOM caliTe ®efepasibHOro areHTCTBa N0 TeXHUYeCKOMY PeryMpoBaHuio v MeTposIo-
B ceTu HTepHeT

© CraHgapTuHdopm. 2011

HacTtosinii ctTaHAapT He MOXeT GblTb MOTHOCTBIO MM HACTUYHO BOCNPOU3BEAEH, TUPaXUPOBaH 1 pacnpo-
CTpaHeH B kayecTBe opuLManbLHOro n3gaHus 6e3 paspelleHns defepanbHoOro areHTcTBa no TeXHNYeckoMy pery-
NIVPOBAHWIO N METPO/IOTUK
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BeeneHve

WNHAYCTPUM TENNEKOMMYHUKALUA U MHPOPMALMOHHbLIX TEXHONOTMIA NWYT peHTabesbHble BCECTOPOHHME pe-
WweHus no obecneyeHuo 6esonacHocT. besonacHas ceTb A0/MKHA BbITh 3al/LLeHa OT 3/J0HaMePEHHbIX U He-
npegHaMepeHHbIX aTak 1 Ao/MKHa oTBeYaTb TpeboBaHAM 6u3Heca (4e/10BbIM TPe60BaHUAM) B OTHOLLIEHUN KOH-
huaeHunanbHOCTU. LLeNOCTHOCTU, fOCTYMHOCTU, HOOTKa3yeMOCTU. NOAOTYETHOCTU, ayTEHTUYHOCTU U JOCTOBEPHO-
CTn nHpopmaymm nycnyr. ObecneyeHvie 6€30MaCHOCTH CETU TaKXe BaXHO A48 NoAAepXaHUsA No40TYETHOCTH
nnn nHpopmauumn 06 Mcnonb3oBaHUM NpY HE06X0ANMOCTU. BO3MOXHOCTU 06ecneveHns 6e30nacHOCTN NPOAYK-
TOB Heo6xoAnMbI AnsA obuieil ceTeBol 6e30NacHOCTM (BKOUas NPUIOXKEHUSA U cepBuchl). OgHaKoO C pOCTOM
yncna KOMOGUHNPYeMmbIX B LieN1six o6ecnevyeHuns o6LWmnx pelleHnii NpoayKToB YHKLMOHabHasa COBMECTUMOCTb
(nnn ee otcyTcTBUE) ByaeT onpeaensaTh ycnex peweHns. Be3onacHocTb f0/MKHA 6bITb HE TONILKO O4HUM U3
CBOWCTB NPOAYKTa AN YCAYTN, HO A0/KHA 6bITh paspaboTaHa Takum 06pa3oM, YTo6bl CNOCO6CTBOBATL MHTErPU-
poBaHUi0 BO3MOXHOCTel 6e30nacHOCTU B 06LLee CKBO3HOE pelleHne no obecneyeHnto 6esonacHocTn. Takum
o6pasom, HasHayeHne MCO/M3K 18028 cocToumT B TOM. 4TO6bI NpeaocTaBUTbL N0AP06HOE PYKOBOACTBO N0 acnek-
Tam 6e30NacHOCTM ynpaB/eHUss n UCNOb30BaHMA ceTeil NMHCOPMALMOHHBIX CUCTEM W UX COeAUHEHW. lnua,
oTBevalwLlme B opraHu3auumn 3a obecneyeHune nHpopmaLMoHHol 6e3onacHOCTM B LLe/IOM 1 3a ceTeByt 6e3onac-
HOCTb B YaCTHOCTU, [O/IXHbI ObITb CNOCO6HBLI @aAanTMpoBaTh MaTepuan HacTosLWero ctaHgapTta A8 CBOUX KOHK-
peTHbIX NOTpe6HocTel. Ero OCHOBHbIE Lienu:

-BCO/M3K 18028-1 — onpegeneHne n onucaHve KOHUeNUmMiA, CBA3aHHbIX C CETEBOI 6e30MacHOCTbIO, U
npegcTasneHne pykoBoACcTBa N0 MEHEKMEHTY ceTeBOl 6e30NacHOCTbIO, BKIOYaA MeToAbl naeHTUmnkauum n
aHa/in3a CBfA3aHHbIX C CMCTEMaMU CBA3M (PAKTOPOB, KOTOPbIE CriefyeT NPUHUMATL B pacyeT AN1a YCTaHOB/IEHUA
TpeboBaHunii ceTeBoli 6€30N1aCHOCTU, BMECTE C 03HAKOM/IEHWEM C BO3MOXHbLIMU 06/1aCTAMU KOHTPOS 1 cneundu-
YyeckMMu TexHnyeckumu obnactamu (npeacrtaBneHHbIMU B nocnegytowmnx yactax MCO/M3IK 18028);

-BNCO/M3K 18028-2 — onpegeneHne cTaHfapTHON apxMTeKTypbl 6€30NacHOCTU, OnNuckiBatoLei nocne-
[oBaTesibHYI0 CTPYKTYPY NOAAEPXKN NIaHUPOBaHUS, MPOEKTUPOBAHUSA 1 peanmn3alnm ceTeBoil 6e3onacHoCcTu:

-BWNCO/M3K 18028-3 — onpegeneHne MeTog0B U cpeacTB obecneyeHnss 6e30nacHOCTU NHDOPMaLMOH-
HbIX MOTOKOB MeX/y CEeTAMU, UCNO/b3YIOLWNUMN LW03bl 6€30NacHOCTH;

-BMCO/M3K 18028-4 — onpepgeneHne MeTof0B 1 cpeacTB obecneyeHnsa 6e30nacHOCTU yaaneHHoro 40-
cTyna,;

- B NCO/M3K 18028-5 — onpegeneHne MeToAoB 1 cpeAcTB obecnevyeHns 6e30nacHOCT MeXCceTeBbIX
coefiMHeHni, yCTaHOB/IEHHbIX C UCNO/Ib30BaHNEM BUPTyasbHbIX YacTHbIX ceTelt (VPN).

MCO/M3K 18028-1 npeactaBnsieT MHTepec 415 BCEX NUL,. BNajewWwmx, ynpaBasowmx ceTamm uam uc-
NO/Ib3YHLMX UX. MTOMVMO PyKOBOAMTENEW N aAMUHNCTPATOPOB, UMEILWNX KOHKPeTHbIe 06593aHHOCTM No obecne-
YeHM0 MHPOPMAaLMOHHOW n/unun ceTeBoli 6€30NacHOCTM N PYHKLNOHUPOBAHNIO CETU U/IN Xe OTBeYaloLmx 3a
pa3paboTky obLei nporpammbl o6ecneyeHns 6e30nacHOCTN U NOANTUKN 6e30NacHOCTH opraHm3aunn. B ux uncno
BXOAAT NpeAcTaBUTENIN BbICLLIETO PYKOBOACTBA N APYr1ne pykoBOAUTENIN U NOb30BATENN, HE UMEloL e TEXHU-
4YecKoil NoAroTOBKMU.

MCO/M3K 18028-2 npeacTaBnseT MHTepec 414 NnepcoHasna, BOB/IEYEHHOIO B N/1aHNpoBaHue, NpoekTupo-
BaHWe 1 peann3aumnio acnekToB apxuTeKTypbl CeTeBoi 6e3onacHoCTu (Hanpumep, 415 CeTeBbIX MEHEAXEPOB,
aAMUHNCTPATOPOB, NHXEHEPOB N OTBETCTBEHHbIX 38 CeTEBYI0 6€30MacHOCTb).

MCO/M3K 18028-3 npeactaBnsieT MHTepec A1 NepcoHasna, BOB/EYEHHOT0 B AeTa/lbHOe NiaHnpoBaHue,
NpoeKTMpOBaHWe 1 peann3anmio Wn308 6e30nacHoCTy (HanpumMep, 415 CETEeBbIX MEHE)KEePOB, aAMUHNCTPATO-
POB. VHXEHEePOB U OTBETCTBEHHbIX 3a CeTeBY0 6€30NacHOCTb).

MCO/M3K 18028-4 npeactaBnseT MHTepec 414 NnepcoHasna, BOB/IEYEHHOTO B AeTa/lbHOe NiaHnpoBaHue,
npoekTupoBaHne n peannsaumnio 6e3onNacHOCTV ygasieHHoro goctyna (Hanpumep, 418 CETEBbIX MEHEXepOoB,
aAMUHNCTPATOPOB, NHXEHEPOB N OTBETCTBEHHbIX 3a CeTEBYI0 6€30MacHOCTb).

MCO/M3K 18028-5 npeactaBnseT MHTepec A48 NepcoHasna, BOBEYEHHOTo B AeTa/lbHOe NnaHnpoBaHue,
npoekTuposaHve n peanusauuio 6esonacHoctn VPN (Hanpumep, 419 ceTeBblIX MEHeKepoB, afMUHUCTPATOPOB,
NHXEHEePOB N OTBETCTBEHHbIX 38 CETEBY 6€30MacHOCTb).
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HALULMWOHANBbBHBLMN CTAHOLAPT POCCUMNCKOW OSOELEPALUM

MNHgopMaLMoHHaa TexHonorus
METOAbl U CPEACTBA OBECIIEYEHWA BE3OIMACHOCTN
CeTeBas 6€30MNacCHOCTb MH(OPMALUOHHbLIX TEXHOMOTUNA
YacTtb 1l

MeHepXMeHT ceTeBOli 6e30nacHOCTM

Information technology. Security techniques. IT network security.
Part 1. Network security management

farta BBefenna — 2009 — 10— 01

1 O6nacTb NPUMEHEHNS

HacToswuii ctaHgapT ycTaHaBnMBaeT NpaBu/ia No MEHEXXMEHTY ceTell M CUCTEM CBSI3W, BK/KOYAsH aCMNeKTbl
6€30NacHOCTU COeJMHEHNA CaMUX ceTel MH(DOPMAaLMOHHBIX CUCTEM U COeJMHEHNA YAaNeHHbIX NONb30BaTeneli ¢
HUMKU. OH NpefHa3HauyeH 415 Tex. KTo OTBevYaeT 3a MeHe)KMeHT MH(popMaLnoHHO 6e30MacHOCTH B LLeSIOM 1
ceTeBYl 6€30MacHOCTbL BYaCTHOCTU. HacToswuii ctaHAapT faeT onpejeneHme MeToA0B MaeHTUUKaLum n aHa-
Nn3a CBA3aHHbIX C CUCTEMaMK CBA3N (haKTOPOB, KOTOPble crefyeT NPUHUMATbL B pacyeT AN yCTaHOB/eHUA
Tpe6oBaHuii ceTeBoit 6e30nacHoOCTH, AaeT peKoMeHgauum, Kak nAeHTUULMPOBaTbL COOTBETCTBY W ME Chepbl
KOHTPONA 6€30MacHOCTK, CBA3aHHbIe C COeAMHEHNAMY CeTell CBA3M, a Takxke npeacTasnseT obuwmnii 0630p BO3-
MOXHbIX CDEP KOHTPOISA, BK/tOYASi T€ BOMPOChI TEXHUYECKOr0 MPOEKTUPOBAHUSA 1 peannsalmm, KoTopble noapo6-
HO paccmoTpeHbl B MICO/M3K 18028-2 — NCO/M3K 18028-5.

2 HopmaTtuBHble CCbIIKA

B HacToALleM cTaHAapTe NCNOMb30BaHbl HOPMATUBHbIE CChIJIKM Ha Ciefylollme cTaHfapThl:

NCO/M3K13335-1:2004 NHhopmMaLMoHHasa TexHonorns — MeTofbl 1 cpeacTBa o6ecneyeHns 6e3onacHo-
CTM — YnpasneHne 6e30NacHOCTbI0 UHPOPMALMOHHbIX U TENEKOMMYHUKALNOHHbBIX TeXHONOrMin — YacTtb 1: KoH-
uenuuv n MoAenu ynpasaeHnss 6e30NacHOCTbI0 MHPOPMALNOHHBIX U TeTEKOMMYHUKALNOHHbBIX TEXHOTOTUNIA
(ISO/IEC 13335-1:2004, Information technology — Security technigues — Management of information and
communications technology security — Part 1: Concepts and models for information and communications tech-
nology security management)

NCO/M3K 17799:2005 NHdopmaLumoHHas TexHonorua — MeTtoabl U cpeacTBa obecneveHns 6esonac-
HOCTU — CBOJA, NpaBu/ Mo MeHegXXMeHTY nHopmaLnoHHon 6e3onacHocTu (ISO/LEC 17799:2005. Information
technology — Security techniques — Code of practice for information socurity management)

NCO/M3K 18028-2:2006 HhopmMaLMoHHas TexHonorns — MeTofbl 1 cpeacTBa o6ecneyeHns 6e3onacHo-
cTn — CeTeBas 6e3onacHocTb UT — YacTb 2: Apxutektypa ceteBoilt 6e3onacHocTun (ISO/IEC 18028-2:2006,
Information technology — Security techniques — IT network security — Part 2: Network security architecture)

NCO/M3K 18028-3:2005 MHopmMaLmoHHas TexHonorns — MeTofbl 1 cpeacTBa o6ecneyeHns 6e3onacHo-
cTn — CeteBas 6e3onacHocTb T — YacTb 3: ObecneyeHne 6e30NacHOCTY COEANHEHWIA MEXAY CeTAMU C Npu-
MeHeHueM W308 6e3onacHocTn (ISO/IEC 18028-3:2005, Information technology — Security techniques — IT
network security — Part 3: Securing communications between networks using security gateways)

MCO/M3K 18028-4:2005 NHhopmaLumoHHas TexHonorns — MeToAbl U cpeacTBa obecneyeHms 6e3onacHo-
cTn — CeTeBasa 6e3onacHocTb UT — YacTb 4: ObecneveHue 6esonacHocTu yganeHHoro goctyna (ISO/IEC
18028-4:2005, Information technology — Security techniques — IT network security — Part4: Secunng remote
access)

M3gaHne ohuumnansHoe
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MCO/M3K 18028-5:2006 NH(opmauoHHasa TexHonorns — MeToabl U cpeacTBa obecneyeHns 6e3onacHo-
cTn — CeTeBas 6e3onacHocTb UT — YacTb 5: Ob6ecneyeHne 6€30NacHOCTU COEANHEHNIT MEXAY CETAMM C Npu-
MeHeHneM BUPTyanbHbIX YacTHbIX ceTei (ISO/1EC 18028-5:2006. Information technology — Security techniques
— IT network security — Part 5: Securing communications across networks using virtual private networks)

MCO/M3K 18043.2006 VHopmaLnoHHasa TexHonorna — MeToAbl U cpeacTBa obecneyeHns 6esonacHoc-
™M — BbI6Op, NpYMeHeHne 1 Ucnosib3oBaHne cucTeM o6HapyxeHus BTopxeHuii (ISO/IEC 18043:2006. Information
technology — Security techniques — Selection, deployment and operations of intrusion detection systems)

MCO/M3KT 018044:2004 NHbopmaLmnmoHHas TexHonorua — MeTtoabl U cpefcTtBa obecneveHus 6esonac-
HOCTN — MeHeaXMEeHT UHUUAEHTOB NHopMaLuoHHoi 6e3onacHocTn (ISO/IEC TR 18044:2004. Information
technology — Security techniques — Information security incident management)

NMpumeuyaHue — MNpu NONb30BAHUN HACTOSLMM CTAHAAPTOM LENeco06pasHo NPoBepUThL AEACTBIUE CCbI0Y-
HbIX CTAHAaPTOB B MH(DOPMALMOHHON cUCTeMe O06LLEero Nosb30oBaHUs — Ha ouumuanbHoM caiite ®efepanbHOro areHT-
CTBa N0 TEXHUYECKOMY PEry/IMpoBaHuio 1 METPOJIOrn B CETU MIHTEPHET UK MO EXEro4HO U34aBaeMOMy VH(OPMALMOH-
HOMY yKasaTtesio «HauuoHasnbHble CTaH4apTbi», KOTOPbIA ONy6/MKOBaH N0 COCTOSIHUIO HAa 1 iHBaps TekyLiero roaa, u no
COOTBETCTBYIOLMM EXEMECSAUHO U3LaBaAEMbIM UHDOPMALMOHHLIM yKazaTesisimM, ony6/IMKOBaHHbIM B Tekylem rogy. Ecm
CCbI/IOYHbI CTAHAAPT 3aMeHeH (M3MEHEH), TO NPU No/b30BaHWKM HACTOALWMM CTaHAapTOM crefyeT PyKOBOACTBOBATHCS
3aMeHsIIoW UM (M3MEHEHHbIM) CTaHAAPTOM. EC/M CCbIIOYHbIN CTaHAAapT OTMEHEH 6e3 3aMeHbl, TO MNOJIOKeHUe, B KOTO-
pOM faHa CCbl/ika Ha Hero, NPUMeHsIeTCs B YacTu, He 3aTparuBaioLLeil 3Ty CCblKy.

3 TepMuHbI 1 onpeaeneHns

B HacToswem cTaHfapTe NpUMeHeHbl TEPMUHBI U onpeAeneHus, npuBegeHHble B MCO/M3K 7498 (Bce
yactn). MCO/M3IK 17799 n MCO/M3IK 13335-1. a Takxe cnegyoline TepMnHbI C COOTBETCTBYOLW UMK onpegene-
HUAMUA:

3.1 curnan Tpesoru (alert): MomeHTanbHOe ONOBELLEHNE O TOM, YTO MH(DOPMALLMOHHAA cucTema u cetb
nofBeprawTca aTtake WM HaxXoA4sATCA B ONAaCHOCTWM BC/AEACTBUE HecYacTHOro cnydas, c608 MauM owmnbkm
yenoseka.

3.2 3noymblwneHHUK (attacker): lo6oe NnLo, HaMepPeHHO NCNOoJb3YoLee YA3BUMOCTN TEXHUYECKUX U
HeTexHU4Yeckux cpefcTB 6€30NacHOCTM B LLeNAx 3axBaTa Uan KomnpomeTaunm nHPOpPMaLMOHHbIX CUCTEM U ceTel
NN 3aTPyAHEHUS AoCTyna aBTOPM30BaHHbIX N0Nb30BaTeNnen Kk pecypcam MHGOpMaLnoHHO CUCTEMbI U CETEBLIM
pecypcam.

3.3 ayguTt (audit): opmumnanbHoe nccnegosaHue, nsyyeHme nam nposepka pakTmyecknux pesynbtaTos B
COMoCcTaBNEHNMN C OXMAaeMbIMU OTHOCUTENIBHO NpeAnonaraeMblX pe3ybTaToB B Le/IiX COOTBETCTBUA U UCNON-
HeHUsi Tpe60oBaHN HOPMATUBHbIX aKTOB.

3.4 npoToKkoNMpoBaHue AaHHbIX ayguTa (auditlogging): C60p AaHHbIX 0 COOLITUAX, CBA3AHHbIX C MHAOP-
MaLMOHHON 6e30NacHOCTbIO, B Lie1IIX NPOBEPKN, aHann3a v NOCTOSAHHOrO MOHUTOPUHTa.

3.5 MHCTpyMeHTanbHble cpeacTBa ayauTa (audittools): ABTOMaTU3MPOBaHHbIE MHCTPYMEHTa/IbHbIE Cpes-
cTBa. Momorawlne aHann3nposaTh CoOAepXaHne NPoTOKON0B ayauTa.

3.6 ynpaBsieHne HenpepbIBHOCTbIO 6Gu3Heca (genoBoi aeAaTenbHocTblo) (business continuity
management): Mpouecc, KoTopblii 0/MHKeH o6ecneynBaTb rapaHTUpPOBaHHOE BOCCTAHOB/IEHME onepauuii B cny-
Yyae BO3HWKHOBEHMWSA HEOXMNAAHHOTO NN HEMpPeayCMOTPEHHOTO MHLMAEHTA, CNOCOGHOro 0OKasaTb HeraTMBHOE BO3-
AelicTBMe Ha peanusaymnio BaxHehwmnx yHKLMii 6usHeca (4enoBbix YHKLMWIA) U NOAAEPXNBAIOLLUX UX /IEMEH-
TOB.

NMpumeuyaHune — [laHHbl1 NpoLecc fO/MKEH Takke ob6ecneynmBaTb BOCCTAHOB/IEHNE B TpeGyeMbIX nopsake
oYepenHOCTM U BPEMEHHbIX paMKax, a Takxe BO3BpaLleHne BNOCNeACTBUU BCeX PyHKUUIA Gu3Heca (Len0BbiX (hyHKLNIA)
1 NoAAepXMBaloLLMX NX 3/1IEMEHTOB 06PaTHO B HOPMasbHOe cocTosiHMe. OCHOBHbIE 3/1EMEHTbI 3TOr0 npoLiecca A0/MKHbI
obecneynBaTb, YTOObl HEO6XOAMMbIE MAAHbI U pecypcbl GblNN BBEAEHbI U NPOTECTUPOBAHbI U YTOGbLI OHM OXBaTblBaIN
MHpopmauuio, 6usHec-NpoLecchbl, MHHOPMALMOHHbIE CUCTEMbI U YCNYrW, nepeaady peyeBblX COOOLEHWIA W [aHHbIX,
nogeii n usnyeckne cpeacTaa.

3.7 CoTpl28-1: 3anaTteHTOBaHHbI anropuTM, NepBOHa4YasbHO UCMNO/b30BABLUNICSA MO YMOYaHUIO B
SIM-kapTax.

3.8 gemnnuTapusoBaHHas 3oHa. 1M3; akpaHnpoBaHHasa nogceTb (demilitarized zone; DMZ; screened
sub-net). MorpaHnyHbIii CErMEHT CeTH, BbINOTHALLWNIA (DYHKLUN «HERTPAsIbHON 30HbI» MEXAY BHELUHEW N BHYT-
peHHell ceTamu.

MpumeyaHune — OHa dopmmpyeT bydepHyto 30Hy 6e30macHOCTH.
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3.9 oTka3 B o6¢cnyxumBaHumm (denial of service: DoS): MpenaTcTBMe CaHKLMOHUPOBAHHOMY AOCTYMNY K pe-
cypcam cucTeMbl Uav 3ajepxka onepauunin n yHKUUA cucTemsl.

3.10 akcTpaHeT (extranet): PaclunpeHne ceTn MHTpaHeT opraHusaLmm, oCobeHHO Yepes NHPacTPYKTypy
061L,eJ0CTYNHOI ceTu, genatollee BO3MOXHbIM KONIJIEKTUBHOE NCMOMb30BaHWE PECYPCOB OpraHu3aumein n gpyru-
MW OpraHusaymamm u auuamm, ¢ KOTopbIMM OHa UMeeT Aesio, NPeAoCcTaB/IAsA OrpaHNYeHHbIi 4OCTYMN K CBOEl cetu
NHTpaHeT.

3.11 punbTpayus (filtering): Mpouecc npuema M OTKIOHEHNSI NOTOKOB @HHbIX B CETU B COOTBETCTBUU C
onpegeneHHbIMY KpUTEPUSMU.

3.12 mexceTeBoit akpaH (firewall): Bug 6apbepa 6e30nMacHOCTU, pasMeLLeHHOro Mexay pasinyHbiMu ce-
TEeBbIMU CpefjiaMu, COCTOSALLEro n3 cneunan3mpoBaHHOro ycTpoicTBa UM COBOKYNHOCTM HECKO/TIbKUX KOMMOHEH-
TOB U TEXHWYECKNX MPMEMOB, Yepe3 KOTOPbI J0/KEH MPOXOANTb BECb TPadMK N3 OAHOI ceTeBOW cpefbl B 4py-
ryt0 1 Ha060poT. MpK 3TOM MexceTeBO aKpaH NponyckaeT TO/IbKO aBTOPU30BaHHbIN Tpaduk, COOTBETCTBYIOLL WA
MEeCTHOI NONUTUKe 6e30MacHOCTH.

3.13 koHueHTpaTop (hub): CeTeBoe ycTpolicTBO, KOTOPOE DYHKLUNOHUPYET HA NEPBOM YPOBHE 3Ta/IOHHOWA
MoAeNn B3aumMoAeiCTBUS OTKPbITbIX CUCTEM.

n punmMmedaHne — CeTeBble KOHUEHTPAaTOpPbl HEJb3A CHYUTAaTb UHTENTEKTYa/iIbHbIMU yCTpOIZCTBaMM B 06u.|,enp|/|-
HATOM CMbICNe, OHW 06ecneynBaloT TO/IbKO TOYKMN CbVI3I/IL|eCKOFO coeanHeHuA Ana ceTeBblX CUCTEM U PeCcypcoB.

3.14 co6bITME NHGOpPMaLMOHHOW 6e3onacHocTu (information security event): UgeHTudnynposaHHoe
BO3HWKHOBEHME COCTOAHNS CUCTEMbI, CEpBUCA UIN CETU, YKa3biBaloLLero Ha BO3MOXHOE HapyLleHne NoUTUKK
MHOpMaLMOHHO 6e3onacHOCTH, Un c60ii cpeAcTB KOHTPOSA, UM PaHee HEU3BECTHYIO CuTyaluio, kotopas
MOXeT 6bITb 3HAUYMMOI AN 6e30NacHOCTU.

MpumeyaHne — Cm. NCO/M3K TO 18044.

3.15 nHumMaeHT nHopmMmaLmMoHHon 6e3onacHocTu (information security incident): EguHMYHOe cobbiTne
NN CepUS HeXeNaTe bHbIX NN HEOXUJaHHbIX COBbITUIA, CBA3AHHbIX C MHOPMAaLMOHHOM 6e30MacHOCTbI0, KOTO-
pble CO 3HAUYNTENIbHOW BEPOSITHOCTbLI CMOCOGHbLI HAHECTU yuep6 6Gu3Hec-onepaymaM (4en0BbIM onepaunsam) un
nocTaBUTb NOJ Yrpo3y MHPOPMaLMOHHY0 6€30NacHOCTb.

MpumeuvaHnne — Cm. MCO/M3IK TO 18044.

3.16 MeHeAXMEeHT UHUNAEHTOB MHOpMaUMnoOHHOW 6e3onacHocTu (information security incident
management). ®opMasibHbIi TpoLecc pearnpoBaHns Ha CoOOGbITUA N MHLMAEHTHI MHOPMaLMOHHOK 6e30nacHOCTU
1 OCYLLEeCTB/IEHNS NOCNeAYOLWNX AeACTBUA.

MpumeuyaHune — PekomeHgauuy No NpoLeccy MeHeAXMEHTa VHUWAEHTOB MH(hOpMaLMOHHOI 6e30nacHoCTu
npusegeHbl B NCO/M3K TO 18044.

3.17 NHTepHeT (internet): FNo6anbHas cucTeMa B3auMOCBA3aHHbIX ceTeli 06Lero nosb30BaHus.

3.18 nHTpaHeT (intranet): YacTHasn ceTb, pa3BepHyTas BHyTpY OpraHusaunm.

3.19 BTOpXeHue (intrusion): HecaHKLMOHNUPOBAHHbI OCTYN K CETU UNN NOACOEANHEHHOW K ceTu cucteme,
TO eCTb NpefHaMepeHHbIt AN CyYaiHblii HeCaHKLMOHMPOBAaHHbI OCTYN K MHpOPMaLMOHHOI cucteme, BK/IO-
Yyas 3/10HaMepPeHHYI0 AeATeIbHOCTb NPOTMB MH(OPMALMOHHOW CUCTEMBI Y HECAHKLMOHMPOBAHHOE NCNONb30Ba-
HWe pecypcoB B UHPOPMALMOHHON cucTeme.

3.20 o6HapyxeHue BTopxeHuii (intrusion detection). ®opmasnbHbIii NpoLecc 06HapYXeHNsA BTOPXEHWA,
06bIYHO BKNOYAKOLWNIA c60p cBeAeHNH 06 aHOMaIbHOM XapakTepe UCM0/b30BaHNs, a Takke 0 TOM. Kakas ya3Bu-
MOCTb 6blN1a UCNONb30BaHa U KakuM 06pa3oMm, Korga v Kak 3To Npoun3oLuno.

MpumeyvaHne — Cm. MCO/M3IK 18043.

3.21 cnctema o6HapyXeHunsa BTOpXeHWii (intrusion detection system — IDS): TexHuyeckasa cuctema,
ncnonb3yemas 4N uAeHTUumKaLmm Toro, 4To 6bl1a NpeanprUHATA NONbITKA BTOPXEHNS, YTO BTOPXEHNe Nponcxo-
OUT UV NPOU30LWNO, a Takxke A1 BO3MOXHOI0 pearnpoBaHus Ha BTOPXEHUSA B UHPOPMALNMOHHbIE CUCTEMbBI U
ceTu.

MpumeuyaHne — PekomeHgauun no Bbl6opy 1 ncnonb3osaxuio IDS npueegeHsl B MICO/M3K 18043.

3.22 cuctema npeaynpexaeHuns BTopxeHuii (intrusion prevention system — IPS): Pa3HOBUMAHOCTb CUC-
Tem 06HapyXXeHVs BTOPXEeHWA, cneuuanbHo NnpegHasHavyerHas gia obecneyeHns BO3MOXHOCTU akTUBHOTO pearu-
poBaHus.

MpumeyaHune-Cm. MCO/M3IK 18043.
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3.23 hbnyktyauusa cdassbl (jitter): OgHa u3 hopM MHENHOTO NCKAXEHUS, BbI3bIBAEMOr0 OTKIOHEHNEM Nepe-
[laBaemoro curHana ot Hecyll el YacToTbl.

3.24 BpoaoOHOCHOE NporpamMmHoe obecneyeHne (malware): BpejoHOCHOE NporpaMMHoe obecneyeHue,
HanpuMmep BUPYCbl NN «TPOSIHCKWIA KOHb», creumanbHo pa3paboTaHHoe A1 NOBPEXAEHNUS UK paspyLleHuns
CUCTEMBbI.

3.25 MHOTONPOTOKO/IbHAA KOMMYyTauna meTok-npu3Hakos (multiprotocol label switching — MPLS): Me-
TOA,. pa3paboTaHHbIli 415 UCNONb30BaHMA B MEXCETEBOW MapLUpyTM3aunu, BCOOTBETCTBUMN C KOTOPbIM MHANBUAY-
a/lbHbIM TpakTam nepefayun faHHbIX UK NOTOKAM AaHHbIX NPUCBAUBAKOT METKU M KOTOPbIA MCMNONb3YIOT AN
KOMMyTaLum coeiMHeHN Ha 60/1ee HU3KOM YPOBHE U B AONOJIHEHNE K 0ObIYHBIM MexaHUu3Mam NpoTOKO/I0B Map-
LIpYTU3ALUN.

MpumMmeuaHune — KoMMyTaLmMio C MOMOLLIO METOK MOXHO MCMO/b30BaTh Kak OfyH M3 METOA0B CO3AaHus
TyHHEnen.

3.26 ceTeBoe agmuHuctTpuposaHue (network administration): MoBceaHeBHbIE aKCNyaTauusa nynpasne-
HVe ceTeBbIMU MpoLieccamu 1 Nosib3oBaTeNsaMu.

3.27 coToBOli aHanuzaTtop (network analyzer): YcTpolicTBO, UCnonb3yemoe AN nepexBaTa M aHanusa
ceTeBOro Tpaduka.

3.28 ceTeBOi anemeHT (network element): MHchopmaumoHHas cuctema, kotopas NnogcoenHeHa K ceTu.

MpumeyaHune — MNogpobHoe onucaHne anemeHTa 6esonacHocT gaHo B ICO/M3OK 18028-2.

3.29 ceTeBoli MeHeAXMeHT (network management): Mpouecc nnaHuposaHus, paspaboTku, peanmsauum,
akcnayaTaunm, MOHUTOPUHIA U MOAAEPXKKN CETH.

3.30 ceTeBOV MOHUTOPUHT (network monitoring): Mpouecc NOCTOAHHOro HabnaeHns n aHanusa saduk-
CMPOBAaHHbIX JaHHbIX O CeTEBOW leATeNIbHOCTU 1 onepauunsax, BKIYas NpoTOKObl ayAuTa v CUrHasbl TPEBOru, n
B3aVMOCBSI3aHHbIli C 3TUM aHanus.

3.31 nonuTuka ceteBoli 6eszonacHocTu (network security policy): COBOKYNHOCTb NONOXEHWIA, NPaBu 1
npakTUYecKnx npMemoBs, ycTaHaBNBarLWmnX NoAX0 4 opraHn3aLlum K MCNob30BaHUI0 00 CeTEBbLIX PECYPCOB U
onpejenawoLlmnx, kak cnegyet obecneunsatb 3alUTy ee CeTeBOI MHPPACTPYKTYPbl 1 CEPBUCOB.

3.32 nopT (port): KOHeYHas Touka coeuHEeHNS.

MpumeyaHwue-B KoHTeKcTe VIHTEPHET-NPOTOKONA NOPT NpeAcTaBnseT cob60li KOHEUHYHO TOUKY JTOrMYECKOoro
kaHana TCP- nnn UDP-coegnHeHus. MpoTOKO/bI NPUIOXEHWA Ha ocHoBe TCP unm UDP 06bMHO MMEKT HasHauYeHHble
no ymMon4aHuio HoMepa nopTtos, Hanpumep nopt 80 ana HTTP npoTokona.

3.33 HEMPNKOCHOBEHHOCTb YaCTHOW XU3HK (privacy): MpaBo KaxAoro yesoBeka Ha KOHMUAeHLaNb-
HOCTbI'HEMPUKOCHOBEHHOCTb €ro/ee YacTHOI U CeMEeNHON XU3HU, XXUNunLLa n Nepenncku.

MpumMeyaHue — Bnactu He JOMXHbI HapyLIaTh HEMPYKOCHOBEHHOCTb YACTHO XM3HK. Takoe BMeLLaTebCTBO
NPOUCXOANT B COOTBETCTBUM C 3aKOHOM 1 SIB/ISIETCA HEOGXOAMMbIM B ieMOKpaTMieckom o6LLecTBe B MHTEpecax Hauuo-
HasTbHOM 1 06LLecTBEHHOI 6e30MacHOCTU UM 3KOHOMWYECKOT0 6/1aroCOCTOSHMA CTpaHbl, 415 NpejoTepalleHus 6ecrno-
PAAKOB UM NPECTYNNEHWIA, ANS 3aLWTbI 3[,0POBbSA UN MOPasIbHbIX YCTOEB WM 3aluThl NpaB U cBo6OA ApYruX Noaeit.

3.34 ypaneHHsblii gocTtyn (remote access): MNpouecc NonyyYeHnsa 4oCTyna K ceTeBbIM pecypcam 13 gpyroi
CeTu UIu c TepMUHana, He SIBNAOLLETOCA MOCTOAHHO COeANHEHHbBIM (hU3NYECKN NN TOTUYECKMN C CETbH, K KOTO-
poii OH Nnonyyaet gocTyn.

3.35 yganeHHbln nonb3oBaTenb (remote user): Monb3oBarenb, Haxoasawmiica Ha o6bekTe (naowagke,
hunmane), OTIMYHOM OT TOrO, HA KOTOPOM pasMeLLeHbl UCMOJb3yeMble CETeBble PeCypChl.

3.36 mapwpyTusartop (router). CeTeBoe yCTPOCTBO, UCNOMb3YyEMOE A/ OpraHu3aumnm U KOHTPOsISi MOTO-
KOB flaHHbIX MeXAY pa3InyHbIMU CEeTAMMU, KOTOPble MOTYT 6biTb OCHOBaHbI Ha Pa3HbIX CETEBbLIX MPOTOKONAX, MNy-
TeM Bbl6Opa TPaKkToB AN MapLLIPyTOB HA OCHOBE MEXaHU3MOB ¥ @aIfOPpUTMOB NPOTOKO/I0B MapLupyTusauumn. H-
hopmauma o MmappyTusaLmm HaxoAnTca B Tabmue mappyTtusayuu.

3.37 napameTp 6e3onacHocTu (security dimension): CoOBOKYyNnHOCTb Mep ¥ cpeacTB 6e30MacHoOCTu, uc-
nonb3yeMmMbIX MPU pacCMOTPEHUN KOHKPETHOr0 acnekTa ceTeBoi 6e3onacHoCTy.

MpumeuyaHune — MNMogpobHoe onucaHne napameTpos 6e3onacHocTy AaHo B ICO/M3K 18028-2.

3.38 pomeH 6e3onacHocTm (security domain): COBOKYNHOCTb aKTVUBOB M peCypCOB, NOAYMHEHHbIX e4NHO
nonmTnke 6e30nacHoCTy.

4
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3.39 wnt3 6e3onacHocTyu (security gateway): Touka COeAUHEHUS MEXAY CETAMU, MEXAY CerMeHTamMu
ceTeil unm Mexay nporpamMMHbIMU NPUNOXEHUAMMN B Pa3fIMyHbIX 06/1acTsX 6€30NacHOCTU, NpefHa3HavyeHHas
AN 3alLMTbl CETU B COOTBETCTBUY C €4MHOW NONNTUKOI 6e30nacHoCTH.

MpumeuvaHune — MNogpobHoe onvcaHune W3a 6e3onacHocTy gaHo B MICO.'M3K 18028-3.

3.40 ypoBHU 6e3onacHocTK (security layers): epapxus rpynn ceTeBoro o60pya0BaHusa 1 MOLLHOCTEN,
3awmuaemMbix napameTpamm 6e30nacHoCTU.

MpumeuyaHune — Mogpo6Hoe onucaHue ypoBHeii 6esonacHocTu gaHo B ICO/M3IK 18028-2.

3.41 nnockocTb 6e3onacHocTU (security plane): OnpefeneHHbll BUA CETEBOW AeATENbHOCTH, 3aliuuiae-
Mol napameTpamMmu 6e30NacHOCTU.

MpumeyaHune — MNogpobHoe onmucaHme nNaockocTn 6esonacHocTn gaHo B MCO/M3IK 18028-2.

3.42 cnaMuHr (spamming): Paccbinika 601bLWOro KoiMYecTBa HedaTpeboBaHHbIX COO6LWEHWNI, KOTOPbIE NO
nosly4yeHnn He61aroNnpPUATHO BAINSKOT HAAOCTYNHOCTb PECYPCOB MHDOPMALMOHHON CUCTEMBI.

3.43 cny g uHr (spoofing): Umutaums gpyroro nonb3oBaTesnisi UM CeTEBOro pecypca nocpescTBoM UCNO/b-
30BaHNs UX nAeHTUdrKaTopos (yyeTHas 3anuck. IP-agpec).

3.44 xommyTaTop (switch): YcTpoiicTBo, 06ecneyrBatolLee BO3MOXHOCTb COEAUHEHNSA CETEBbIX YCTPOCTB
nocpeAcTBOM BHYTPEHHUX MEXAHU3MOB KOMMYTaLUK.

NMpuMmeyaHune — BOTANYMB OT APYIUX COEAMHUTENBHBIX YCTPONCTB NIOKA/IbHOI CeTU (Hanpumep, KOHLeHTpa-
TOpOB) WUCMONb3yeMas B KOMMyTaTopax TEXHOOMMA yCTaHaBIMBAET COeUHEHUA HA OCHOBe «TOYKa-Touyka». ITo obec-
neunBaeT BO3MOXHOCTb TOro, 4ToGbl ceTeBOl Tpaduk Gbl1 BUAEH TOMBKO afpecoBaHHbIM CETEBbIM ycTpoicTBam,
1 fenaeT BO3MOXHbIM OJHOBPEMEHHOe CyLeCTBOBAHWE HEeCKOSIbKNX COefjMHEeHMWI . TeXHONorns KOMMYyTaLuu 06bIYHO
MOXeT 6bITb peann3oBaHa Ha BTOPOM WM TPeTbeM YPOBHE 3Ta/IOHHOI MOJenn B3aMMOAENCTBUA OTKPbITbIX CUCTEM.

3.45 TyHHenb (tunnel): TpakT nepegayun gaHHbIX MeXAy CeTEeBbIMU YCTPOCTBaMU, KOTOPLI ycTaHaBNUBa-
10T Yepes CYL,EeCTBYIOL Y0 CETEBYI MH(PACTPYKTYPY NYTEM MCNO/Ib30BAHMUA TaKNX TEXHUYECKUX MPUEMOB, Kak
NPOTOKO/IbHAA UHKANCYNSLMS, KOMMYTaL/s C NOMOLL b0 METOK-MPU3HAKOB, UW BUPTYyasibHas IUHUS.

3.46 BupTyanbHaa yacTHas ceTb (virtual private network): Jlornyeckas BbluMcnUTENbHAA CETb OTpaHun-
YEHHOr0 NoMb30BaHMsA, CO34aHHasn U3 CUCTEMHbIX PECYPCcOB (DM3NYECKOI CeTn, Hanpumep, NyTeM UCMNO/b30Ba-
HUA WU poBaHNUa UMW TYHHE bHbIX KAHAI0B BUPTYasibHOW ceTu Yyepes peasibHyto ceTb.

4 0O603Ha4vYeHNs1 N COoKpaLleHUs

NMpumeyaHune — Cnegyllme NnpuBoguMbie 0603HAYEHNSA U COKPALLEHNS WCMO/b30BaHbl BO BCEX YACTAX
NCO/M3K 18028.

3G — CwncTtema uncpoBoit MOBGUNLHON CBA3U TPETLETO NMOKOSIEHUS

ACL — CnucokynpaBiieHns 4OCTYNOM

ADSL — AcummeTpuyHas uudposas aboHeHTCKas MMHUA

ATM — ACWHXPOHHbI pexum nepegauu

CDPD — CoToBas ungposas nepegaya nakeTos AaHHbIX

CDMA — MHoOroctamyMoHHbI 4OCTYN C KOAOBLIM pasfeneHnem kaHanoB
CLID — WNpeHTndmnkaTop NMHUM BbI30BA

CLNP  — TpoTokon ceTeBOro o6¢cnyxmnBaHma 6e3 ycTaHOBEHUA COeANHEHUS
CRM — YnpaBneHne B3anMOCBA3AMU C KNUEHTaMN

DNS — Cnyxb6a goOMeHHbIX UMEH

DoS — OTKa3 B 06CcnyxunsaHum

EDGE — YnyuuweHHble CKOpOCTu nepefayu AaHHbIX AN pa3sutna GSM-ctaHgapTa
EDI — DNEKTPOHHbIN 06MEH faHHbIMU

EGPRS — YnyuuweHHbli 06LWKIA cepBUC NakeTHOW paguonepegayu

EIS — VHdopMaLmnoHHas cuctema npeanpuatns

FTP — [MpoTokon nepegayn aitnos

GPRS — O6wwii cepBuc NnakeTHo paguonepegayu

GSM — TInob6anbHasa cuctema MoO6UNbLHON CBA3MN

HIDS — CwncTtema o6HapyXeHusi BTOpXeHNn Ha 6a3e XocToB/cepBepPOB
HTTP — [llpoToKoN nepefayu runeprekcTa
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IDS — CucTtema o6HapyXXeHnsi BTOPXEHUN

IP — VIHTepHeT-npoToKON

ISP — WHTepHeT-npoBaiigep

MPLS — MHOronpoToko/ibHas KOMMyTauns MeTOK-NPU3HaKOB

MRP — MMnaHnpoBaHme NPon3BOACTBEHHbLIX PECYPCOB

NAT — TpaHcnsauma ceTeBblX aApecos

NIDS — Cunctema 06HapyXeHuns ceTeBbIX BTOPXEHWN

NTP — CUWHXpPOHM3MpPYOLWMiA ceTEBOWN NPOTOKO/

(e]e]:} — BHeMnonocHbI

PIN — JIn4HbIA NAeHTUMUKALNOHHBIN HOMep

PKI — VIHdpacTpyKTypa OTKpbITbIX Ktouei

PSTN — TenedoHHas kKoMMyTupyemMas ceTb 06L,Eero Nosib30BaHns

QoS — KayecTBo 06CnyxusaHus

RAJD — Martpuua He3aBUCUMbIX AUCKOBbIX HakoNuTenei ¢ M36bITOYHOCTbIO
RAS — CepBuc yganeHHoro goctyna

RTP — [1poTOKON peasibHOro BpeEMEHU

SDSL — CummeTpuuHas uudposas aboHeHTCKas MHUA

SecOPs — OnepauunoHHble npoueaypbl 6e3onacHoCTH

SIM — Mogaynb ngeHtTudumkaunmn aboHeHTa

SNMP — T1pocToilt NpOTOKON CETEBOrO YNpaBieHus

SSH — bes3onacHan o6onouka

TCP — TlpoTokon nepepayu AaHHbIX TPAHCMOPTHONO YPOBHSA C YCTAHOB/IEHNEM CeaHca CBA3N
TOMA — MHOrOCTaHLMOHHBIA [OCTYN C BpEMEHHbIM pa3fefieHnemM kaHanos
Telnet — [porpamma amynauun TepMmuHana ana paboTsl B IHTepHeTe Ha yAafleHHOM KoMMNbloTepe
TETRA — Ha3semHas TpaHKMHrosasa paguoctaHuus

TKIP — [MpOTOKOM LLENOCTHOCTN BPEMEHHOTO K/loua

UDP  — TllakeTHblli NPOTOKON Nepefayn faHHbIX TPAHCMOPTHOrO YPOBHSA
UMTS — YHuBepcanbHas cuctema Mo6UNbHO CBA3MN

USB — YHuBepcanbHada nocnegosaTtesnibHas WuHa

VolP — [MMepepaya ronoca no IP

VPN — BupTyanbHasa yacTHas ceTb

WAP — [poTOKON NpUAOXeEHNI ANa 6€ecnpoBOAHON CBA3U

WEP — TpoTokon wudpoBaHus ans 6ecnpoBOLHOI CBA3N

WLAN — BecnpoBojgHas fiokanbHasa ceTb

WORM — C ogHOKpaTHOW 3anncbio U MHOTOKPaTHbIM CYUTbIBAHUEM

rBc — [lnobanbHas ceTb

AM3 — [lemunnutapusoBaHHas 30Ha

BN — WcTouHnkK 6ecnepeboliHOro nuTaHma

nT — VIHhopmaLoHHas TexHonorus

KMK — Hocumblit (KapMaHHbIiA) TepcoHabHbI KOMMbITEP, «HANMALOHHUK»
nBC — JlokanbHasa ceTb

OoBY — OueHb BbICOKas yacTtoTa

MK — [epcoHanbHbI KOMNbIOTEP

5 CrpykTypa

Mcnonb3oBaHHbI B HacTosileM cTaHgapTe NoAxXo4 COCTOUT B TOM, YTOObI:

-CHayasna paccMoTpeTh B Lie/IOM BeCb MPOLecc ngeHTudrkaLum n aHanmnsa cBa3aHHbIX C CUCTEMaMu CBA3N
hakTopOoB, KOTOPbIE CleAyeT NPUHUMATL B pacyeT A/ yCTaHOB/eHUsi TpeGoBaHuii ceTeBoli 6€30NacHoOCTU.

-3aTeM 0603HaUYNTb NOTEHLMabHbIe 06/1aCTV KOHTPOJIA B OTHOLIEHUN 6e30MacHOCTU CBA3AHHbIX C Coeu-
HEHUsIMY ceTell CBA3M N COeAUHEHNAMU MeXAy HAMU. B npoLecce aToro onpeAensioT, rae MoryT 6biTb NCMOMb30-
BaHbl cOOTBEeTCTBYOLWME Tpeb6oBaHua n3 MCO/M3K 13335-1 n NCO/M3IK 17799. n ngeHtndunumnpyotT obnactu
TEXHUYECKOro NPOeKTUPOBAHUS U peann3alum co CCbisIkaMy Ha nNocieayloLlie YacTu HacTosILLero cTaHgapTa —

MNCO/M3K 18028-2 — NCO/M3IK 18028-5.
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[anee Heo6X04MMO ONMCaTb TPY NPOCTbIX KPUTEPUS, KOTOPbIE MOTYT MOMOUYb INLLAM, OTBEYAIOL UM 3a UH-
chopmaLmoHHyt0 6e30nacHOCTb, MAEHTUULNPOBATL NOTEHUNaNbHbIe 061acTV KOHTPO/IA. C MOMOLLbI0 3TUX KpUTe-
pueB naeHTULNPYIOT:

- pa3nuuHbie BUAbl CETEBbIX COEUHEHWIA:

- pasfinyHble ceTeBble XapakTepucTuKn U B3aMMOCBSi3aHHble fO0BEpPUTE/IbHbIE OTHOLLIEHUS:

- NoTeHuManbHble BUAbl pucka 6€30MacHOCTH, CBA3aHHOIO C CeTeBbIMU COeAMHEHNAMM (M UCNO/b30BaHNEM
ycnyr, npefocTaB/sieMblX Yepes 3TN COeJUHEHUS).

Pe3ynbTaTbl KOMGMHMPOBAHUS 3TUX KPUTEPMEB 3aTEM UCNONb3YIOT 4719 UAEHTUdMKALUN NOTEHLMANbHBIX
ob6nacTeli KOHTpONS. [lanee No TeKCTy HACTOSILLLEro cTaHAapTa cneayloT KpaTkme onucaHus noTeHumanbHbix obnia-
CTeil KOHTPONSA C yKazaHNeM NCTOYHUKOB, COAepXalLnX 4ONONHUTENbHYI0 MHhopmaumio.

B HacTosllwem cTaHfapTe paccCMOTpeHbI ciegylolme obnactu:

- apxuTeKTypa ceTeBoli 6€30nacHOCTM, OXBaTbliBaKOLaA:

- OpraHusauuto noKanbHoW ceTu;

-opraHu3auuio rnobanbHoON ceTn:

-6ecnpoBojHble ceTu;

- paguoceTu:

- opraHu3saymio LWMPOKONOIOCHO ceTu;

- Wto3bl 6e3onacHocTn (cM. Takke MCO/M3K 18028-3);

- cepBuCbl yaaneHHoro goctyna (cm. Takke MCO/M3K 18028-4);

- VPN (cm. Takxe MCO/M3K 18028-5);

- IP-koHBepreHyuio (AaHHble, ronoc, BUAeo0);

- paspelleHune gocTyna K ycnyram, npefoctaBnsieMblM CTOPOHHUMM (MO OTHOLLEHWIO K OpraHm3auunm)
ceTAMU:

- apXUTEKTYpy Be6-XOCTUHra,;

- 6e3onacHas CTpykTypa ynpaBieHus ycnyramu;

- MEHe[)XMeHT ceTeBoOli 6e30nacHOCTU:

- ynpaBneHne TEXHUYECKNUMU YA3BUMOCTAMMU;

- naeHTUMKaLma n ayTeHTudnkauns;

- NPOTOKO/IMPOBAaHMEe faHHbIX ayanuTa u MOHUTOPUHT CeTH;

- 06HapyxeHne BTOPXEHWI;

- 3aWmnTa oT BPEAOHOCHOIO KOAa;

- 06LWwan nHpacTpykTypa Kpuntorpadyeckmx ycnyr,

- ynpaB/ieHne HenpepbIBHOCTbIO 613Heca;

- peanusaums 1 @yHKLMOHMPOBaHNE cpeAcTB 6€30MacHOCTW, MOHUTOPUHT U aHanu3 peanmsauuu.

6 Uenb

Lienb HacTosiLLero cTaHaapTa 3ak/tyaeTcs B TOM, YTOObI NPeAoCcTaBuUTh:

- PYKOBOACTBO A1 UAEHTUMKAL MM U aHa/IM3a CBA3aHHbIX C CUCTEMaMK CBSA3M (hakTOpOB, KOTOPLIE Clieay-
eT NpMHMMaTb B pacyeT Npu ycTaHOBNeHUM TpeboBaHuii ceTeBoi 6e30nacHOCTH;

- 0603HaYeHNe NoTeHUManbHbLIX 061acTeil KOHTPONS, BKOYas Te, KOTOpble AeTaslbHO PACCMOTPEHbLI B
MCO/M3K 18028-2 — NCO/M3K 18028-5.

7 O630p

7.1 O6wune NoNoXeHUN

NHdopMaLMoHHble CMCTEMbI 60/bLLIMHCTBA FOCYAapCTBEHHbIX 1 KOMMEPYECKUX OpraHm3aLnii cBsasaHbl ce-
TAMU. NpUyeM mMaclTabbl BeleHUst 3/IeKTPOHHOro 6M3Heca Ha rnobanbHO OCHOBE BCE BPEMS YBE/IMUYNBAIOTCS.
3Tu ceTeBble COEANHEHNSI MOTYT GbiTb OPraHN30BaHbl B pamMmKax opraHm3auum, Mexay pasHbiMu opraHusanmsamm un
MeXAy opraHusauuei n WnpoKo 06LeCcTBEHHOCTbIO.

LelictButTenbHo, 6ypHoe pa3BuTUE TEXHOIOTUN 06LLeA0CTYNHbIX CETEN, BOCOGEHHOCTU VIHTepHeTa, npeso-
cTaB/isieT OTPOMHbIe BO3MOXHOCTU A1 BeAeHNA 6Uu3Heca 1 okasaHUs 3N1eKTPOHHbIX TOCYyAapCTBEHHbIX YCAYT.
3TN BO3MOXHOCTM NpoCTUpatoTCa OT npefocTaBneHus 6onee feweBoil MHhopMaLNOHHON CBA3M C UCNOb30Ba-
HueM IHTepHeTa B kKayecTBe rno6anbHOro cpefcTBa CBA3N 40 60/1ee CNOXHbIX YyCNyr VIHTepHeT-npoBaiifepos.
370 03HaYaeT NCMOJIb30BaHNE OTHOCUTE/IbHO felleBblX T0KaSbHbIX TOYEK NOAKIIOYEHUS Ha KaXKAOM KOHLLe Nn-
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HWUW CBSA3M A0 NOSIHOMACLITABHbIX CUCTEM 3/IEKTPOHHON TOProBAW U NPefoCTaB/ieHNe YCyr, UCTOMNb3YIoL X
CEpBUCHI 1 NPUSIOXKEHNSI, OCHOBAHHbIE HA IHTEpHEeT-TexHonorm. Kpome Toro, HOBbI€ TEXHONOTUY, BK/OYaloLme
06befMHEHNE [aHHbIX 1 r0N10Ca, PaCLUMPSAIOT BO3MOXHOCTU /1 NCNONb30BaHWUsA GU3HEC-Moaeneil, npegycmar-
pUBaOWMUX MOBUNLHYIO /WK yaaNeHHY0 pa6oTy COTPYAHUKOB. DTO NO3BOJISIET CyXal UM pa6oTaTtk Baanu ot
6a3bl 3HAYNTENLHYIO YaCTb BPEMEHW, NOAAEPXKNBAS KOHTAKT NyTEM UCMO/b30BaHUS CPEACTB yAaNeHHOro 4OCTy-
na. Takux, Kak MOeMHbl€e NOAKMUEHNs, UK BCE Yalle BCTpedatonxcs 6ecnpoBoAHbIX COeUHEHWI 418 ycTa-
HOBJ/IEHUSA CBA3W C KOPNOPATUBHOM CETbLIO M NOJIyYEHMs AOCTYNA K UHGOPMaLMKU U yCnyram Noaaepxku 6usHeca.

Takum o6pa3om, OAHOBPEMEHHO C A€/I0BLIMU NPEUMYLLECTBAMU 3Ta Cpeja Takxe co34aeT HOBbIE PUCKM
6e30nacHOCTU, TpebyloLMe OCYLLECTB/IEHUS MEHE)KMEHTA. B CBSA3M C TEM UYTO OopraHnM3aunun B 3HaYNTENbHOM
CTeneHu 3aBUCAT OT MHPOPMAL MU ANA BeAEHUS CBOE 1e/10BOVi AeATeNbHOCTH, yTpaTa KOH(MUAEHUNANbHOCTH,
LLe/I0CTHOCTK, 4OCTYNHOCTW, HEOTKA3yeMOCTH. NO4OTYETHOCTU, MOAIMHHOCTM 1 LOCTOBEPHOCTU MHIOPMALLN 1
yCNyr MOXET 0Ka3biBaTb He61aronpusaTHOe Bo3feiicTBMe Ha GU3Hec-onepayun. CnegoBartenibHo, cyliecTsyeT
BaXHelilwee Tpe6oBaHne o6ecneyermns 3aWmnTbl MHHOPMAL MK U OCYLLECTBEHUS MEHEKMEHTa 6€30MacHOCTM
MHOPMALMOHHBIX CUCTEM BHYTPY OpraHn3aLum.

MpyMep TUNOBOTO NOCTPOEHUS CETU, KOTOPOE UCMOMbL3YIOT B HACTOSALLEE BPEMS BO MHOTUX OpraHu3auusx,
npeacTaBfieH Ha pucyHke 1.

ppacTpykTypa’ 3KCTpaHeT
OTKPbITbIX
Knwuen y
BecnpoBogHas’
| JIBC S
BHyTpeHHue
L1103kl
MHTpaHeT Yganexnas nnowagka
WHTpaHeT
Mepepava
ronoca no IP
NHTepHeT-
W03kl
23»3 KN

PucyHok 1 — Tunosoe nocTpoeHue ceTeBOii cpeapbl

WNHTpaHeT — BHYTPEHHSS CeTb, UCNOMb3yeMas 1 nogaepxvBaemas opraHnsaumneii. O6bI4HO TONIbKO paboTa-
IolMe B opraHnsayuy nuua nMetoT NpsaMoi n3nyecknii fOCTYN K 3TON CeTun, a NOCKO/bKY CeTb pacnonoxeHa B
npesenax noMeLLeHnit, Haxo4sLLMXCA BO BNafAeHNN OpraHn3aLlmmn, MOXHO JIerko f,oCTUYb ONpee/IeHHOro ypoB-
HS1 (OM3NYEeCKOii 3awnTbl. B 60NbWMHCTBE Cly4aeB MHTPaHeT HEOAHOPOAEH B NaHe UCNOIb30BaHHbIX TEXHOS10-
il 1 Tpe6oBaHNn 6€30MacHOCTM: OM MOXET BK/Il0YaTb MHAPACTPYKTYpbl, TpebytoLime 601ee BbICOKOr0 YPOBHS
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3alunTbl, YeM NpefocTaBNAEMbIi UHTPAHETOM. YNpaBneHne Takumm nHpacTpykTypammn, Hanpumep BaxHenwmmm
yacTsiMu cpefbl MHPPACTPYKTYPbl OTKPbIThIX K/THOUEl, MOXET OCYLLeCTBAATLCA B BblA€/IEHHOM CErMeHTe UHTpa-
HeTa. C Apyroii CTOPOHbI, oNpeaesieHHble TEXHONOrMN MOoryT Tpe60oBaTb HEKOTOPOro N30/IMPOBaHMSA, NOTOMY YTO
OHMW BHOCSAIT AONONIHUTENbHbIE PUCKW, HANPUMEP MHPACTPYKTYpbl 6ecnpoBogHo /IBC. B o6enx cutyaumax gna
peanun3auun aToro CErMeHTUPOBAaHUA MOXHO UCMNO/b30BaTb BHYTPEHHWE LW/03bl 6e30NacHOCTy.

B Hawe BpeMsi noTpe6HOCTY GM3Heca 60/1bLIMHCTBA OpraHm3anmnii 4enarT He06X0AUMbIMU CBSI3b 1 0OMeEH
[aHHbIMW C BHEWHUMYW NapTHepamu 1 ApyruMun opraHmnsagmammu. Yacto cBA3b ¢ 60/bWNHCTBOM BaXHeLwmnx
napTHepoB No 6U3Hecy OCYyLLeCTBAAIOT CNOCOOOM, NPSMO PACLLUMPAIOLWMM UHTPAHET B CTOPOHY CETU OpraHu3aLlmu-
napTHepa; 4718 Taknx paclimpeHnii 06bIYHO UCNONb3YIOT TEPMUH «3KCTPaHeT». M0oCKobKy JoBepre K NoAK/MI0-
YEHHbIM OpraHm3aynsM-napTHepam B 60/bLIMHCTBE C/ly4aeB HUXeE, YeM B Npejenax camoli opraHusaymu, ons
yCTPaHeHNs PUCKOB, BHOCUMbIX 3TUMUN CO€MHEHNAMMN, NCNONb3YIOT LWN03bl 6€30NacHOCTU CETH IKCTPaHeT.

Kpome Toro, o6Le0CTynHbIe CETU, BOCHOBHOM VIHTEPHET, MCNONbL3YIOT CEerofHA Ana obecnevyeHuns cpecTs
CBA3M N 0O6MEeHa flaHHbIMU C NapTHeEPaMU 1 KIMeHTaMu (BKtoYas 06LeCcTBEHHOCTb) N0 ONTUMU3UPOBAHHOW CTO-
MMOCTY N 06ecneyeHns pasinyHbiX (HOPM pacliMpeHus ceTu NHTpaHeT. V3-3a HU3KOro ypoBHA f0Bepus B 06LLe-
[OCTYNHbIX CETAX, 0COO6EHHO B VIHTepHeTe, ANA COAeliCTBMA MeHe)KMEHTY COOTBETCTBYIOLLUX PUCKOB HEO6X0AN-
Mbl YCOBEPLUEHCTBOBAHHbIE LWJ/I03bl 6€30MacHOCTU. DTK W03kl 6€30MacHOCTH BKIOYAIOT cneundryeckme Kom-
NOHEHTbI ANA y4yeTa TpeboBaHUi pa3NnyHbIX (HOPM pacliMpeHns ceTn MHTPaHEeT, a Takxe ANA CBA3M ¢ napTHepa-
MU 1 KNneHTamu.

YaaneHHble nonib3oBaTenIn MoryT 6biTb NOACOE4UHEHbI NOCPEACTBOM TeXHONorMn VPN. KpoMme TOro, OHn
MOryT UCnofib3oBaTb 6eCcnpoBOAHbIE CPEACTBA CBA3MN, Takue, kak 06w ecTBeHHble Toukm goctyna kK WLAN ans
nonyyeHus goctyna Kk HTepHeTy. B KauecTBe afibTepHaTUBLI A/19 YCTAHOBIEHUA NPAMbIX KOMMYTUPYEMbIX CO-
efMHeHWl No TeneOHHOW NMHUK C CEPBEPOM YAa/leHHOro A0CTyna, KOTOPbIA YacTo pasmeuiaeTca BAM3 mex-
CeTeBOro aKkpaHa VIHTepHeT, yaasieHHble No/ib30BaTe/in MOryT UCMO0Jb30BaTh Te/IeDOHHYIO CeTb.

Ecnun opraHnsauns pewaet ucnonb3oBatb TexHonorun VolP gna peanunsaumm BHyTpeHHen TenedoHHO
ceTun, TO 06bIYHO TakKxXe NPUCYTCTBYIOT COOTBETCTBYIOLLME WN03bl 6e30NacHOCTY ANA TenedOoHHO ceTu.

XOTs TEXHO/IOTUN, UCMOJIb3yeMble B TAKOM TUMUYHOM CLieHapum opraHmsayuy cetu, BO MHOTUX OTHOLLEHUAX
npeaocTaBNAT paclUMpeHHbIe BO3MOXHOCTY 1 NpenmyLlLecTBa A5 6M3Heca, Hanpumep NyTeM CHUXEHUS unn
onTMMU3aLuy pacxofoB, OHN Takxe NPUBOAAT K 4,0BONIbHO C/IOXHbLIM BUAaM cpefbl U 06bIYHO BHOCAT HOBble
puckn MHhopMaLMoHHOI 6e3onacHocTu. CriefoBaTenbHO, AO/MKHA OCYLLEeCTBAATLCS Haexallas oLeHka puc-
KOB, BHOCUMbIX 3TUMU BUAAMU CPeAbl, @ OLLeHEHHbIE PUCKN AO/DKHbI YMEHbLaTbCA NyTeM peanunsalnm cooTeeT-
CTBYIOLLUX CPEACTB KOHTPONA 6€30NacHOCTK.

[pyrumu cnosamu, 61aronpuaTHble BO3MOXHOCTUN Bu3Heca, npegnaraeMble 3TUMU HOBbIMU BUAaMK cpe-
[bl. HE06X0AMMO COMOCTaBAATL C pUCKaMU, BO3HMKAKLW MY NMPU NCMONb30BaHNM HOBbIX TEXHOOTMIA. Hanpumep.
VHTEepHET MMeeT psifi TEXHUYECKUX CBOMCTB, KOTOPbIE MOTYT Bbl3blBaTb 6€CNOKOWCTBO CTOUKM 3peHns 6e3onacHo-
cTn. OH NepBOHaYasibHO NPOEKTMPOBASICA B pacyeTe Ha yCTaHOBNEHNe COeMHEHNS, a He NCXoAA N3 coobpaxe-
HWiA 6€30MacHOCTU, U MHOTME U3 06bIYHO MCNO/b3YyEeMbIX OCHOBHbIX MPOTOKO/IOB HE AB/SIOTCS B CBOEli OCHOBE
6e3onacHbIMU. MpeumyLLecTBo VIHTEPHETA COCTOUT B TOM. YTO 3TO O4EHb OTKpbITas cMCTeMa, NepBoHaYasbHO
pa3paboTaHHas Hay4YHo-uccneoBaTeNbCKUM CO06LLEeCTBOM BO UCNOHEHWE TpeboBaHWii NPOEKTOB NpaBuTeNb-
ctea CLUA. c wupokoit ny6nunkaumnen pesynbtatoB 1 CBOGOAHLIM pacnpocTpaHeHnemM nNporpamMHbIX CPeAcTB 1
cneuundrkaumnii. 3To cnoco6cTBOBAIO NOMYIAPHOCTU M 6bICTPOMY poCcTy MHTepHeTa. OfHaKo MUMEHHO 3T nony-
NAPHOCTb N OTKPLITOCTb CO34al0T 3HAUNTENbHYIO YA3BMMOCTb B N1aHe 6e3onacHocTu. B rnob6anbHoli cpege ectb
60/bLLOE KONNMYECTBO N0AEN, UMEKLMNX CNOCOOHOCTUN, 3HAHWNA N CKTOHHOCTb K MOYYEHMUI0 4O0CTYyNa K exalum
B €e OCHOBE MexaHu3maM 1 NpoTokosiaM 1 co3faHunio npo61eM 6e30NacHOCTU, MPOCTUPAIDLWUXCA OT HECAHKLMO-
HMPOBAHHOIO J0CTYNa 4,0 KPyNHOMAaCLITa6HOro oTkasa B 06C1yXNUBaHUN.

MoaBoAA UTOr, MOXHO CKa3aTb, YTO YCMeLHOoe NCMoIb30BaHNe KOMMepPYeCKUMU 1 rocyapcTBEHHbIMU opra-
HU3aunaMum BO3MOXHOCTENW, npefnaraeMblX COBPEMEHHbIMU CETAMMU, 3aBUCUT OT TOTO, B KAKOW CTENEHN BO3MOXHO
KOHTPOIMPOBATb PUCKN (DYHKLMOHNPOBAHUSA B OTKPLITOW Cpefie Y OCYLLeCTB/ISATb UX MEHEAXKMEHT.

B 7.2 KpaTKo N310XEHbl PpeKOMeHAYeMblii npouecc ngeHTudnKaLmm n aHanmsa CBA3aHHbIX C CUCTEMamMm
CBA3K (haKTOPOB, KOTOPbIE CnefyeT yunuTbiBaTb NPU YyCTAHOBNEHMN TpeboBaHNii ceTeBO 6e30nacHoOCTH, 1 yKasa-
HMA NOTeHUMabHbIX KOHTPOIMPYEMbIX o6nacTeii (cdep). MogpobHOe N3noXeHne 3TOro npouecca npejocrasre-
HO B nocsefyowmnx pasgenax.

7.2 Tpouecc ngeHtudmkaynm

Mpu paccMOTPeHMM BONpoca CeTeBbIX COeANHEHUN BCe NULa B OpraHn3anmnu, Ys 0693aHHOCTU CBSA3aHbI C
CoeUHEHUAMMN, AO/DKHbI OTYET/INBO CO3HaBaTb TpeboBaHUA U NHTepeckbl 6u3Heca. Kpome TOro, OHW A0/KHbI
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0CO3HaBaTb PUCKM 6€30MNacHOCTU 419 TaKNX CeTeBbIX COeMHEHWI 1 COOTBETCTBYOLWME cdhepbl KOHTpoNA. Tpe-
60BaHUs U UHTepechl GU3Heca, BEPOSTHO, ByAYyT BAMATL HA MHOTUE peLleHns n 4eiicTBusA, npegnpuHuMaemMble B
npouecce paccCMOTPEHNsi BONPOCa CeTeBbIX COeAUHEHN, NAEHTUMUKAL MM MOTEHUNAMbHbIX ChepP KOHTPONSA 1 B
KOHEYHOM cuyeTe BblbOpa, NPOEKTNPOBAHWSA, peannsauny u NoaAepXKn 3alnTHbIX Mep 6e3onacHocTu. MoaTomy
06 3aTUX TpeboBaHNAX U MHTepecax busHeca cneayeT NOMHUTL Ha MPOTAXEHWW BCero npouecca. Ana naeHtndum-
Kauuym cooTBETCTBYIOLNX TPE6OBaHMN 6€30NacHOCTU, CBSA3aHHbIX C CeTblo, U cdhep KOHTPOIS Heo6XoAUMO pe-
WwKnTh cnegytowme 3agadm (cm. Takxxe NCO/M3I3K 17799):

-nepecmoTpeTb 06w me TpeboBaHUA 6€30NacHOCTM 418 CETEBbIX COeANHEHWN, CDOPMYNMPOBaHHbIE B KOP-
nopaTuBHOI NONNTMKE MHEPOPMALIMOHHON 6e30onacHoCTy opraHusaumnmn” (cMm. pasgen 8):

- NPOBEPUTL CETEBbIE apPXUTEKTYPbI U NPUIOXKEHUSA, CBA3AHHbIE C CETEBLIMU COEMHEHNAMU, ANA o6ecneye-
HUSt HEO6XOAUMOI MOATOTOBKU peLlleHnss nocneayowmnx 3agad (cm. pasgen 9);

- ngeHTuduLMpoBaTh BUA (BUAbI) CETEBbIX COEANHEHNIA, nognexalynx paccMoTpeHuto (cMm. pasgen 10);

- NPOBEPUTL NPeA/IOXEHHbIE CeTEBbIE XapakTePUCTUKN (YeMy NpU HEO06XoAMMOCTM ByaeT cnoco6CTBOBATh
nmorLasca nHpopmaLuma 0 ceTeBbIX apXUTEKTYpax U NPUNOXEHNSAX) U COOTBETCTBYOLNE fOBEPUTENbHbBIE OTHO-
weHusa (cm. pasgen 11);

- e BO3MOXHO, onpefenunTb B3anMOCBsi3aHHble BUAbl PUCKOB 6€30NacHOCTN C NOMOLL b0 Pe3y/bTaToB
OL|eHKM PUCKOB M NPOBOAUMOW PYKOBOACTBOM MPOBEPKU, BK/OYAA paCCMOTPEHNeE LLeHHOCTUN A1a 6usHec-onepa-
Lu1ii tHpopmaumm, koTopas byaeT nepefaBaTbCcs Yepes CoeAUHEHNS, U 060 Apyroi nHchopmalmu, noTeHumanb-
HOAOCTYMHOI HECAHKLMOHUPOBAHHLIM 06Pa30M Yepe3 3T COeANHEHNS, a Takke pacCMOTpeHne 4pyrux npegoc-
TaBnaembix ycnyr2l(cm. pasgen 12);

- naeHTUULMpoBaTh chepbl KOHTPONSA, COOTBETCTBYIOLWNE BUAY (BUAaM) CETEBbIX COEAUHEHN, CETEBbLIM
XapakTepucTtmkam 1 B3auMOCBA3aHHbIM 0BEpUTENbHLIM OTHOLWEHUAM, @ Takxe Bugam onpefeneHHbiX PUCKOB
6€e30nNacHoOCTK, N NapasiefnbHO AOKYMEHTUPOBATbL U MPOBEPATL BApMaHTbl TEXHUYECKO apXUTeKTypbl 6e3onacHo-
CTK, 1 cornacosaTb NpeanoyTUTENbHbI BapnaHT3l(cM. pasgen 13);

- peanusoBaTth 1 BBECTU B fjelicTBMe Mepbl 6esonacHocTu (cMm. pasgen 14);

- OCYLecTBNATb NOCTOAHHbLIA MOHUTOPUWHT M NPOBEPKY peanusauun mep 6esonacHoctudl (cm. pasgen 15).

CnepyeT OTMETUTb, 4TO obLWMe pekoMeHAauun no onpefeneHnio mep 6e30MacHOCTU CoAepxaTca B
MCO/M3K 17799. HacToawumiA cTaHaapT ABASETCS AONO/IHEHWEM K 3TOMY CTaHAApTy B YacTu onpeesieHus cooT-
BETCTBYHOLMNX Chep KOHTPoAs 6e30MacHOCTU, CBA3AHHLIX C CETeBbIMW COEAVMHEHUSIMU, U K cTaHgapTam
MCO/M3K 18028-2 — MCO/M3K 18028-5.

Ha npnvBefeHHOM HVXe pUCYHKe 2 npefcTaB/ieH o6LWnii npouecc ngeHTudukaumnm n aHanmsa cB3aHHbIX €
cucTemamu cBA3v hakTopoB, KOTOpble caeAyeT yunTbiBaTh A1 yCTaHOBeHUsi TpeboBaHuWii ceTeBoit 6e3onacHo-
CTW. N 0603HaYeHMA NOTeHLManbHbIX chep KOHTponsA. Kaxablil aTan npouecca onvucaH 6onee nogpo6bHo B pasge-
nax. cnefyrouimx 3a pucyHkom 2.

11370 6yaeT BkIOYATL MO3MLMIO 3TOM NOMIMTUKA B OTHOLIEHUN: 1) perynsaTUBHbLIX U 3aKoHoAATeNbHbIX TpeboBaHuii
6e30MacHOCTH, CBA3AHHbLIX C CETEBbIMU COEAUHEHUAMU, KOTOPbIe OonpefesieHbl COOTBETCTBYOLUMU PETYNSTUBHLIMU
N 3aKoHoAAaTeNbHbIMK OpraHamu (BkMovas HaumoHasnbHble NpaBMTENbCTBEHHbIE OpraHbl); 2) knaccudukaumm gaH-
HbIX. KOTOpble BYAYT XpaHUTbLCA UK NepefaBaThCs B CETU.

213710 GyAeT BKAOUATh: 1) OLLEHKY PUCKOB, CBSI3aHHbIX C MOTEHLMANbHLIMU HAPYLIEHUAMU HEOGXOAUMBIX NPeAnu-
CaHW 1 3aKOHOB, OTHOCSILLMXCS K CETEBbIM COEMHEHMAM, KOTOPble onpeAefieHbl COOTBETCTBYOWMUMMN PErYNATUBHBIMU
NN 3aKoHOAAaTesIbHbIMU OpraHamu (BK/Yash HauuoHaslbHble NPaBUTENIbCTBEHHbIE OpraHbl); 2) MCMNOb30BaHUe ycTa-
HOBJ/IEHHbIX NOTEHLUMANbHbIX HEGNArONPUATHLIX BO3AelCTBUI HA GU3HEC, NOATBEPXAAMLWMX KNacCcUUKaLMI0 faHHbIX,
KOTOpble 6yAyT XpaHUTbCA MU NepefaBaTbCs B CETU.

3L 370T pasgen 6yaert BkAYaTb CpeAcTBa KOHTPO/A, HeobxoamMmble s co6M04EeHMA NpeanucaHnii 1 3aKOHOB,
CBSI3aHHbIX C CETEBbIMU COEAUHEHUAMU, KOTOPbIe onpefesieHbl COOTBETCTBYHOLUMU PEryNSiTUBHBIMU UK 3aKOHOAA-
TeNbHbIMW OpraHamu (Bk/oYas HauMoHasIbHble MPaBUTENIbCTBEHHbIE OpraHbl).

41 370T pasgen 6yaeTt BkAKUYATb MOHUTOPUHT U NPOBEPKY CPEeACTB KOHTPO/A, HE06XoAUMbIX A5 cobnoaeHns
npeanvcaHuii U 3aKOHOB, CBSI3aHHbIX C CETEBbIMU COEAMHEHUAMU, KOTOPble onpeaenieHbl COOTBETCTBYHOLWMUMUN peryns-
TUBHLIMW UM 3aKOHOAATENbHbIMU OpraHaMun (BK/IOYas HauWoHalbHble NPaBUTENbCTBEHHbIE OpraHbl).
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vinpeapnemm i MepeanoTp Kopnepenaro i
CmMoTpuTaKke  adpepblgalin wal nonvnam UHGOPMaLMoHHOe
KkevTepa/10

NCOM3K
17788, 6aoToHM KN (pagsan s)
Srotf, :

] Mporiepcsi CeTeBbIX
UCOrmak LIHATECTYP Vi MPW/IaMBHUI
27003 1 H10 *pn8)
MNOOM3K .

27004 ) y: WaenThwaymii seaa (BeOpe)
" y: OTebKooeTHeHMA
> y; napgaTtn)

*

MpoBepkaceTeBbIX
OpPAXTAPMCTX H/APEepPHIrenHuw
OTHOLWeEHN (peokn 11)

t MpoBepyM PMYTbTLL L
HBU N MEH MEHT»
| OnpepgenexHne pacTos oup CHE/DKme

| Baaonewoorn{pagen 12> pucka BatornkaLInm
_ (om. NCOMD3K17700

OuO»apucx* 4

1 nps4aonl2}
masHTUd nw *01 Vam-rTHdmrapiu
®BpCL 51 K OM/ITTCTEYLILIMC
KOHTPO/A: MOTEHUMa/TbHbIX Chhep
’ BbINpenu, faubIMnHpaBenua
B pﬁi”g:()"" VE"H l Y NpaBepce BapyaHToB
poeop apxuTekTyp 6MciacHacT,
Bbl6oprcpBAOTNANTBHAT>
BapuaHTe (po3gan 13)
1
PBeTmuwue v BeBn
B AelicTBMe cpoAeT» )eaHTpans MopTuM O >» NpoBepka
6BBaneotCTy (peuesn 14) n a Cnyu/lii Cymll, CTaiiuHsbl!
HLUAHaHWI TexHOMoM4M
t {BmMci) npuHsiTe
MenuTepierv nposepke peunLMiA No obecreveHo

peBnoalmH (paga 16) GavnacHocranTa.

PucyHok 2 — lpouecc MeHegXMeHTa B KOHTEKCTe ceTeBOI 6e3onacHocTn

Ha pucyHke 2 cniolHble YepHble IMHWN NPeACTaBNST OCHOBHOE HanpaB/ieHne npouecca, a NyHKTupHas
yepHas NMHUA — MecTo, F4e MoryT 6biTb onpeAeneHbl BUAbl pUCKOB 6€30MacHOCTM C MOMOLLbI0 pe3ynbTaToB
OLeHKM pUCKOB 6€30MacHOCTU Y MPOBOAUMOI PYKOBOACTBOM NPOBEPKMY.

Kpome 0CHOBHOTO HanpaBneHUs NpoLecca Ha HEKOTOPbIX 3Tanax BO3HMKaeT NOTPE6GHOCTbL NOBTOPHOTO BO3-
BpaLlleHus K pesynbTatam 6051ee paHHUX 3TanoB A/ o6ecnevyeHuns cornacoBaHHOCTH, B HACTHOCTU, K 3aTanam
«[MepecmMoTp KOpNnopaTUBHOM NOANTUKN MHDOPMALLMOHHON 6e3onacHOCTU» U «poBepka ceTeBbIX apXUTEKTYP 1
NPUIOXEHNI».

- nocne onpegeneHns BUA0B PUCKOB 6€30NacHOCTU MOXET BO3HUKHYTb MOTPE6GHOCTL NnepecmoTpa Koprnopa-
TUBHOM NONUTUKM UHDOPMALMOHHOW 6€30NacHOCTU BC/IeACTBME BO3ZHUKHOBEHMWSA HEKOTOPbIX (DaKTOB, KOTOPbIE He
0XBayeHbl Ha 3TOM YPOBHE NOJINTUKY;

- Npu onpegeneHny NoTeHUManbHbIX Chep KOHTPONS A0/MKHA GbiTb yUTeHa KopnopaTuBHas NosMTUKa uH-
chopMaLnOHHOK 6€30NacHOCTM, MOTOMY YTO OHA MOXEeT, HanpumMep, onpeaenaTb, YTO KOHKPEeTHas 3awuTHas mopa
[OJKHa 6bITb peanv3oBaHa BO BCeli OpraHn3aLuumn He3aBMCMMO OT PUCKOB;

- Npy NpOBEpKe BapMaHTOB apXMTeKTypbl 6€30NacHOCTN HEO6X0AMMO paccMaTpuBaTh CETEBbIE apXUTEKTY-
pbl M NPUIOXEHUA ANa o6ecnevyeHns Nx COBMeCTUMOCTH.
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8 PaccmoTpeHne TpeboBaHMii KOPNOPaTMBHOM NONTUKA MHGOPMAaLMOHHO
6e3onacHocCTn

KopnopartnBHas nonntmka MHQopMaLMoHHOK 6e30MacHOCTY opraHn3auny MoxeT BKoYaTb (DOPMYIVPOBKM
Heo6xo4MMOCTN o6ecneyeHns KOHPUAEHUNANbHOCTH, LeNIOCTHOCTH, AOCTYMHOCTU, HEOTKa3yeMoCTH. No40TYeT-
HOCTW. NOAJ/IMHHOCTMN U ,OCTOBEPHOCTH, & Takxe onpefeneHns Bua0B yrpo3 n Tpe6oBaHUs KOHTPOA, KOTopble
HenocpeACcTBEHHO CBSA3aHbl C CETEBLIMU COEANHEHUSAMMU.

Hanpumep, Takas nonuTnKa MOXeT yTBepXaaThb, 4To:

- rnaBHas 3ajaya — AOCTYNHOCTb ONpeAesieHHbIX BUA0B MH(OPMaLUN UK YCAYT;

- BCe COefJMHEHUSI Yepe3 KOMMYTUpPyeMble TMHNYN 3anpeLleHbl;

- BCE COe/JMHeHUs C VIHTepHeTOM crieflyeT OCyLeCcTB/ATb Yepes W03 6e30nacHoCTY;

-cnepyeT UCNOMb30BaTb ONpeAesneHHblid BUA Wo3a 6e30NacHoCTH;

- no6oe nnaTexHoe nopy4vyeHune (npegnucaHune) HegelicTBMTENbHO 6€3 LM POBOI nognucu.

Takune hopmMynnMpoBKu, onpegeneHna n tpebosaHusa, 6yayuvm npuMeHMMbIMUM B Macwtabax opraHusayum
1N cooblecTsa, cneayeT yuuTbiBaTb Npy onpegeneHny BUAOB pUckoB 6esonacHocTyu (cM. pasgen 12) n onpe-
AeneHnn noTeHumanbHbIX chep KOHTPONA AN5 CeTeBbIX COeAUHEHN (CcM. pasgen 13). Ecnu cylecTBytoT lo6ble
nofo6Hble Tpeb6oBaHNA 6€30MacCHOCTU, OHM JO/KHbI OblTb U3M10XEHBI B NpeABapMTeIbHOM (Y4EPHOBOM) CUCKe
noTeHuManbHbIX cpep KOHTPONS U NPU HEOGXOAMMOCTH OTPaXeHbl B BapnaHTax apxMTekTypbl 6e3onacHocTu. Pe-
KOMeHAauum no ctaTycy 4OKyMeHTaLny KOpnopaTuBHON NONTUKN MHpOPMaLMOHHOM 6e30MacHOCTY B YacTu nNoj-
Xxof4a opraHusauum Kk o6ecnevyeHnto MHHOpPMaLMOHHOM 6e30NacHOCTM U N0 ee COAEePXaHU 1 B3anMOCBSA3N C
OpYroi fokyMeHTauuen no 6e3onacHoCTy ycTaHOB/EHbI B cTaHgapTax MCO/M3K 13335-1 nMCO/M 3K 17799.

9 MNpoBepKa CeTEBbLIX apPXUTEKTYP U MPUIOXKEHWIA

9.1 O6wure nonoxeHns

Kak ynomumHanocb B HacTosLeM cTaHgapTe, CyLWecTBYOT 3Tanbl yTBEPXAEHUA NOTEHUNANbHBIX Mep 6e30-
NacHOCTW. TPeOBYIoLNXCS NS ceTu:

-onpepenexve suaa (BUA0B) UCNOMb3YEMbIX CETEBbIX COeUHEHWI;

- onpejeneHne ceTeBbIX XapakTepUCTUK 1 B3aMMOCBA3aHHbIX JOBEPUTE/bHbIX OTHOLIEHWIA:

- onpejeneHne puckos 6e3onacHoCTy;

- paspaboTka cnucka Heo6XxoAnMbIX chep KOHTPONAT* M COOTBETCTBYIOLLMX NPOEKTOB.

CnepoBartb 3TUM 3Tanam Bcerfja Heo6xo4MMO B KOHTEKCTE CeTEBOI apXMTEKTYPbI U MPUIOXKEHNIA, KOTOpble
yXe CyLecTBYIOT UM TONIbKO NAaHUPYOTCS.

COOTBETCTBEHHO A0/DKHbI 6bITb NO/TyYEHbI NOAPOOHOCTY O COOTBETCTBYIOLLEV CETEBON apxXUTEKType 1 npu-
NIOXEHUSAX. KOTOPbIE JO/KHBI 6bITb NPOBEPEHDI B Lie/IsiX 06ecneyeHns Heo6Xo4MMOro NOHNUMaHUsA NociefyLWwmx
aTanos npotecca.

B pe3ynbTate yaCHEeHUsA 3TUX aCNekTOB Ha CaMOi paHHel cTafum B NpoLecce yCTaHOB/IEHNSA COOTBETCTBY-
0L WX KPUTEPVEB oNpeaenieHns TpeboBaHmnii 6e3onacHoCTW, onpegeneHns cpep KOHTPONSA, MPOBEPKN BApMaHTOB
apxXmMTeKTypbl TEXHUYECKON 6€30MacHOCTU U MPUHATAS PeLlleHns O LesiecoobpasHOCTM OAHOM0 U3 HUX C TOUKM
3peHunsa aphekTMBHOCTM BYAYT CO3AaHbl YC/I0BUA ANA NPUHATUSA 60Nee paLnmoHanbHOro pelleHns no obecneye-
HUI0 6e30MacHoCTU.

PaccMoTpeHue apxUTeKTypHbIX acnekToB 6e30nacHOCTM CeTU 1 NPUIOXEeHNIA Ha camMoii paHHelt cTagum gact
BPeMSA 415 NPOBEPKN 3TUX apXMTEKTYP 1 BO3MOXHOW Moaudukauum, ecnn npuemaemoe pelleHme no obecneye-
HM0 6€30NacCHOCTN He MOXeT ObITb MPaKTUYECKN JOCTUTHYTO B TeKyLL el apxuTekType.

O6nacTtu, TpebytoL e pacCMOTPEHUSA, BKIOYAIOT:

- BUAbl ceTelk;

-ceTeBble NMPOTOKO/IbI;

- ceTeBble NPUIOXEHNS;

- TEXHONOINKN, UCNOMb30BaHHbIE ANA peann3auuun cete.

HekoTopble BONPOCHI ANA PpacCMOTPEHMUSA B KaXA0M U3 aTux chep obecyxaeHsl B 9.2—9.6. B pasgene 10
npeAcTasfieHbl peKOMeHAauny no ngeHTudrnkaLum BuAoB CeTeBbIX COeAUHEHN, a B pasfene 11 — pekomeHaa-
LM1 No onpefesieHnto CeTeBbIX XapakTePUCTUK 1 B3aUMOCBA3aHHbIX JOBEPUTENbHBIX OTHOLWEHWI. B pa3gene 12

* MogpasymMeBalTCa CPEPbl KOHTPONS, CBA3AHHbIE C WCNONb30BAHUEM KpuUNTOrpadun, Ansi 06ecneyeHns KoH-
hVAeHLManbHOCTU. LeNOCTHOCTU U ayTeHTUUKaymu.
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npegcTaBieHbl pekoMmeHauumn no ngeHtTudukaym puckos 6esonacHoctu. (O6Lwee pykoBOACTBO NO CETEBbLIM
apxuTeKkTypam 1 NpuIoXKeHnsaM MOXHO HaliTn B MCO/M3K 7498.)

9.2 Bugabl cetell

B 3aBMCUMOCTM OT OXBaTbiBAEMOW UMY 061aCTM CETU MOXHO KnaccuuumpoBaTh Kak:

-IBC. KOTOpble NCNONb3YIOT A/1 IOKA/IbHOITO COeAMHEHUNSA CUCTEM:

- 'BC. KkoTOpble NCNOMb3YIOT A1 COeAUHEHUA CUCTEM C OXBATOM BMIOTh O MUPOBOTO.

(HekoTopble NCTOYHMKMN TaKXe NCMOMb3YIT TEPMUH «pPernoHanbHasn BblYNCANTENbHAA CETb» ANA NOKA/IbHO
OrpaHW4yeHHO rnobanbHOl ceTu, Hanpumep B npegenax ropoga. OAHako B HACTosiLLee BPeMA A/15 Takux ceTeit
NCMOMb3YIOT T€ Xe TEXHONOIUKN, YTO U ANA rNobanbHbIX ceTell, N03TOMY CYL,eCTBEHHbIX Pa3NNUNn Mexay peru-
OHaNIbHOW 1 rno6anbHON ceTbio 60blUe He cylecTByeT. Kpome Toro, AN Leneil HacToslero ctaHgapTta nepco-
HafbHble ceTu 6yayT oTHeceHbl kJ/IBC.)

9.3 CeTeBble NPOTOKO/bI

Pa3nnyHble NPOTOKONbI UMEIT Pa3INyHble XapakTepucTuky 6e3onacHoCcTH 1 noanexart 0cobomMy paccMoT-
peHuo. Hanpumep:

- MPOTOKO/bI pas3fensiemMon cpefbl B OCHOBHOM MCNoNb3yloT B JIBC. 1 OHM 06ecneymBaldT MexaH3Mmbl
perynnpoBaHnsa NCNosb30BaHWA pa3fenseMoli cpefbl Mexay coeMHEeHHbIMU cucteMamu. Mpu ncnonbL3oBaHum
pasfensaemoil cpefbl BCA nHchopmauus B ceTu husmyeckm 4ocTynHa BCeM NOACOEANHEHHbIM CUCTEMaM.

- NPOTOKO/1bI MapLpyTM3aunumn NCnonb3yT 418 onpefeneHns MapLipyToB Yepes passinyHble y3/bl, No Ko-
TopbIM NepegatT uHgopmayuio B FBC. MHdopmaumna pusnyeckn focTynHa Ana BCeX CUCTEM BAOIb MapLupyTa,
1 MapLupyTusaumsa MoxeT 6blTb U3MEHeHa CaydaiHo Uin HaMepeHHo;

- NpoToKoNbl MPLS (MHOronpoTOKO/IbHOM KOMMYTaL N MeTOK-MPU3HAKOB), HA KOTOPbIX OCHOBaHbI pasHble
BUbl CeTell, NpefoCTaBNALWMNX YCAYTN CBSA3U, NO3BONAIOT MHOTMM YaCTHbIM CeTAM AennTb 6a30BYylo CeTb, npe-
[OCTaB/SAOLLLYI0 YCAYTX CBA3M, NPUYEM HU OAUH U3 YNEHOB KaKoi-1m60 YacTHOW ceTu He 3HaeT O CyllecTBOBa-
HUWN APYTUX YaCTHbIX CETEN, COBMECTHO UCMNONb3YOLWNX 3Ty 6a30BYy10 ceTb. [poTokoAbl MPLS B OCHOBHOM npu-
MeHsT B VPN. rae gna naeHtudukaumm n pasgeneHna tpaduka, npuHagniexauiero pasHbim VPN. ncnonb3sytor
meTkn-npusHakn (VPN. ocHoBaHHas Ha MPLS, He ocHOBaHa Ha MexaHuM3Max WndpoBaHnsa faHHbix). 3To faet
BO3MOXHOCTb KOPNOPaTUBHbLIM KIMeHTaM NepegasaTh CBOK BHYTPEHHIOW CeTb NpoBaigepy ycnyr u. Takum obpa-
30M. nsberatb HEO6XOAMMOCTH pa3BepTbiBaTb U OCYLECTBASATL yNpaB/ieHne co6CTBEHHON 6a30B0Ii CeTbi0 Ha
ocHoBe IP-agpecos. OCHOBHOE NPenuMyLecTBO COCTOUT B BO3MOXHOCTU COeJMHEHUA CETEBbIX YCNYT, TakuXx, Kak
nepegaya peun n AaHHbIX B CETU, C UCNO/Ib30BAHNEM MeXaHW3MOB KayecTBa 06CcnyxuBaHma ana obecnevyeHns
PYHKLMOHNPOBAHNSA B PEXUME peasibHOro BpeMeHM!.

MHorve NpoTOKO/bI, UCNONb3YEMbIE B CETAX, He ob6ecneymBaloT 6e3onacHocTbL. Hanpumep, 4Na nssneve-
HWA naposeii 3 ceTeBOro Tpadmka 3/10yMblLLINEHHUKN 06bIYHO UCMO/b3YIOT UHCTPYMEHTasIbHbIe cpeAcTBa. 3T0
JenaeT NpWUI0XeHWs, NocbinaLine HesawmngpoBaHHble Napoan Yepes o6 eA0CTyNHbIE CeTU, KpaiiHe yS3BUMbI-
M.

MHoOr1e npoTOKO/1bl MOTYT 6bITb MCNO/Ib30BaHbl COBMECTHO C pa3/IniHbIMU CpefaMun 1 TONoN0rMAMM CeTn, a
TakKxe nyTemM NnpYMeHeHa NPOBOAHbIX U 6€CNPOBOAHbLIX TEXHOOINIA. BO MHOTMX ClyYasix 3To oka3blBaeT [0no-
HUTENbHOE BIAHUE Ha XapaKTepucTukn 6e3onacHocTu.

9.4 CeTeBble NPUIOXEHUSA

Buabl NpUN0XEHNiA, NCNONb3yeMblX B CETU, AO/MKHbI 6bITb PACCMOTPEHbI B KOHTEKCTEe 6e3onacHocTu. OTn
BUAblI MOTYT BK/lOYaTb:

- MPUNOXEHNSA KTOHKOTO» KNNeHTa:

- HaCTOJ/IbHbIE MPUSTOXEHNS,

- NPUI0XEHUA HA OCHOBE 3IMY/IALNN TEPMUHANA;

- UHPACTPYKTYPbI U NPUIOXKEHNA 0BMeHa coobLLeHNAMMY;

- MPUIOXEHUSA «XPaHUTb M HANPaBUTb» UM OCHOBaHHbIE Ha Bydepunsauuu;

- NPUNOXEHNSA <KNINEHT-CEPBEP».

Cnegyoline npuMmepbl NoKasbiBaloT, Kak XapakTepUCTUKM NPUIOXEHUI BANAIOT Ha TpeboBaHus 6e3onacHo-
CTN CeTeBO cpeAbl, KOTOPYK OHU MOTYT UCNO/b30BaTh:

- NpUNoXeHnsa obmeHa coobleHnaAMK (Takme, Kak WM poBaHne N 3IEKTPOHHbIE LM poBblie noanucu ona
coobLeHnii) moryT o6ecneunBaTb afekBaTHbIli ypoBeHb 6e3onacHocTy 6e3 peanm3anum cneymanbHbix Mep 6e30-
NacHoCTKU B CeTH;

-4NA peanusayny COOTBETCTBYHOLWMNX (PYHKLNOHAbHbBIX BO3MOXHOCTEW MPUIOXKEHUSA «TOHKOTO» KMeHTa
MOryT TpeboBaTthb 3arpy3kun Mo6ubHOro koga. Tak kak KOH(PUAEHLMaNbHOCTb MOXEeT 6bITb MEHee BaXHOI npobie-
MOl B 3TOM KOHTEKCTe, YeM L,efIOCTHOCTb, A5 ob6ecneyeHns BbllleyKa3aHHOTo ceTb A0/XHa NpefocTaBnsaTh
COOTBETCTBYHOLLME MEXaHU3Mbl. B KauecTBe anbTepHaTVBbI NPU YC/I0BUMN BbINOHEHWUA 6onee cTpornx Tpebosa-
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HUI 3neKTpoHHas undposas nognucb MOBGUNBLHOrO KoAa 06ecneynT LeNoCTHOCTb U 4ONONHUTENbHYI0 ayTeHTU-
hmkaumio. Yacto aTo ocyllecTBAsseTCA B CaMOli CTPYKType NPUIoXEHWS, MO3TOMY He06X04MMOCTU NpejocTasrie-
HUA 3TUX YCNYT B CETU MOXET He BO3HUKHYTb:

- NPUAOXEHNS TUMNA «XPaHUTb M HANPaBUTb» WU OCHOBAaHHbIEe Ha 6ydhepursauumn npunoxeHns o6bI4HO Bpe-
MEHHO XpaHAT BaXHble AaHHble AN fanbHelileli 06paboTku B MPOMEXYTOUHbIX y3n1ax. Tpe6oBaHuUs LLenocTHOC-
TV U KOHUAEHUMANbHOCTU ANA 06ecneyeHmns 3alnTbl AaHHbIX BO BpeMs TpaH3uTa B CeTu noTpebytoT COOTBET-
CTBYHOLMX Mep 6e30nacHoCTh. OAHAKO N3-3a BPEMEHHOTO XpPaHEeHUA AaHHbIX HA NPOMEXYTOUYHbIX XOCTax 3TUX
Mep 6e30NacHOCTN MOXeT BbITb HeJoCTaTOYHO. Takum 06pa3om, MOryT 6bITb BOCTpebOBaHbI [OMNOMHUTENbHbIE
Mepbl 6e30NacHOCTH A5 3alUThbl faHHbIX, XPaHALWMNXCSA HA MPOMEXYTOUYHbIX XOCTax.

9.5 TexHonoruu, ncnonb3lyemble AN peanusaunun ceteli

CeTun MOryT 6bITb OPraHn30BaHbl pasIMyHbIMK cpeacTBamu. O6LLYI0 CTPYKTYPY 3TUX CPEACTB OnpefensoT
reorpadpuyeckne NpocTpaHCcTBa, OXBaTbiBAEMbIE CETbIO.

9.5.1 NlokanbHble ceTn

NBC npepcTasnseT coboli ceTb ANA COeAUHEHUS KOMMbIOTEPOB M CEPBEPOB HA HE6O/bLLIOM reorpaduyec-
KOM npocTpaHcTBe. PasMmepbl CeTU BapbUPYOTCSA OT HECKOJ/IbKMUX CBA3AHHbIX CUCTEM, Hanpumep opMuUpyoLLmx
[OMaLLHI0 CeTb, 10 HECKOMbKUX ThiCAY CUCTEM, HANPUMEpP B CETU YHUBEPCUTETCKOro ropoaka. ObbluHble pea-
nunsyemble YCNyrn BKAKOYAT KOMINEKTUBHOE NCNONb30BaHNE TaknX pecypcoB, Kak NpUHTepP, U COBMeCTHOe uc-
nosib3oBaHune haiinnos n npunoxexunit. Takxe JIBC 06bI4HO 06ecneynBaloT LLleHTpasin3oBaHHble ycayru Tuna 06-
MeHa CO0b6LLEHNAMMN NN 3NEKTPOHHOTO kaneHaaps. B HekoTopbix cnyvanx /IBC Takke NCNOMNb3YIOT 4718 3aMeHbl
TPaANLUMOHHON DYHKLMKN ApYTUX ceTel, Hanpumep, Korga NpoToKoNbl U cepBuckl VoIP npegocTtaBnaoTcs B kKave-
CTBe 3aMeHbl TeNletPOHHOI ceTn Ha ocHoBe othncHoil ATC. Hebonbline JIBC yalye Bcero peannsyoT C UCNOSb-
30BaHMeM TEXHO/I0TMK C pa3gensiemMoli NponyckHoOM cnocobHocTbio. Ethemet-npoTokon npefgcTtaBnseT co6oii cTaH-
AapTHY0 TEXHONOINI0, KoTopas 6blna pacwupeHa Ansa obecnevyeHns 60nee BbICOKOM NPONYCKHOV CNOCOBHOCTH,
a Takxe AN noAaepxkn 6ecnpoBoAHOl cpefbl. MOCKONbKY TEXHOMOMMY C pa3gensemMoii MponyCcKHOW cnoco6Ho-
CTbl0. M B HacTHOCTK Ethernet, umetoT orpaHnyeHuns B ceTax 6onbluero pasmepa, Bcpege JIBC Takxe UCnonb3y-
10T TUNWYHbIE TexHonorum MBC. HanpuMep MapLpyTU3npyemMblie NpoTokonbl. IBC MOryT UMeTb NPOBOAHYO UK
6ecnpoBO/HYIO OCHOBY.

9.5.1.1 MNMposogHas IBC

MpoBogHas /IBC 06bIYHO COCTOMUT M3 Y3/10B, COEAMHEHHbIX B CETb YUepe3 CeTEBOI KOMMYTaTOp UIWN KOHLEH-
TpaTop NOCpeACcTBOM CeTeBbIX kabeneit, KoTopble MOryT o6ecrneynBaTb BO3MOXHOCTY BbICOKOCKOPOCTHOI nepe-
Aaun gaHHbIX. LLnpoko n3secTHole TexHonorum JIBC sknwyvatT Ethernet (IEEE 802.3) n Token Ring (IEEE 802.5).

9.5.1.2 becnposogHas JIBC

BecnpoBogHas nokanbHasa ceTb (EBC) ncnonb3yeT pagMoBOJIHbI BbICOKO YacTOThl AN Nepejayun cete-
BblX NakeTOB N0 BO3AyXy. Ee yHnkanbHOCTb 3ak/ovaeTca B 6bicTpoTe opraHusaumm JIBC 6e3 Heob6xoanmMocTu
npoknagkvM npoeoAos. Lnpoko nssectHble TexHonorun 6BC BkntovaloT peanusauun IEEE 802.11 n Bluetooth.

9.5.2 TnobanbHble BbIYNCANTENbHbIE CETU

Fno6anbHble BblunCAUTENbHbIE ceTn (TBC) MCnonb3yoT 418 COeANHEHNS YAalleHHbIX NYHKTOB 1 nx JIBC.
BC moxeT 6bITb cO3aHa C MCNofb3oBaHneM kabenei n kaHanoB cBA3W NpoBaliigepa ycnyr uan. 4To Nponucxo-
AT 6onee yacTo, NyTeM apeHAbl YCNyru y npoaiigepa ceTeii cBA3u. TexHonornm MBC genawT BO3MOXHbIM
nepegavy u MmapLipyTnsauunto ceteBoro Tpaduka Ha 60nbLine paccTOsHUA 1 06bIYHO 06ecneynBalT LWMPOKNE
BO3MOXHOCTW MapLupyTM3aLmmn 4Na HanpaBneHns ceTeBbiX NakeToB B J/IBC Hy)XHOro nyHkTa HasdHavyeHuns. O6bI4HO
ANA cBA3M Mexay coboi JIBC ncnonb3yoT husnyeckyto o6l ef0CTynHY0 CeTeBY0 HhpacTpyKkTypy, Hanpumep
Bbl€NeHHbIe JIMHWN, CMYTHUKOBYIO CBSI3b UK BOJIOKOHHO-ONTUYeckne kabenun. TBC MoxeT 6bITb MPOBOAHON Un
6ecnpoBoAHON.

9.5.2.1 MNMposogHaa NBC

MpoBogHasa MBC 06bIYHO COCTOMT M3 YCTPOCTB MapLLpyTM3aLuu (HanpuMep, MapLLIpyTM3aTopoB), coeaun-
HEHHbIX C 06LLeA0CTYMHOW UK YACTHO CeTbio TeNIeKOMMYHMKALMOHHbIMY Kabensamu. LLINpoKo N3BeCTHbIE TEXHO-
nornn NpoBoAHON rnobanbHoM ceTn BkNoYaoT ATM. peTpaHcnaLMio KagpoB U NpoTokobl X.25.

3.5.2.2 becnposoaHas BC

BecnposogHasi [BC 06bI4HO MCNoNb3yeT paAnoBO/HbI A1 Nepefayn ceTeBbiX NakeToOB MO BO3AYXY Ha
60/bLUNE PacCTOAHNSA, KOTOPbIE MOTYT COCTaBNATb A0 AECATU KWNOMeTPOoB unn 6onee. LLIMPOKO N3BECTHbIE TEXHO-
norumn 6ecnpoBoHoii rno6anbHoii ceTn BknwoyarwT TDMA. CDMA. GSM n npoTtokon IEEE 802.16.

9.6 ipyrne coobpaxeHus

Mpu paccMOTpPeHUN ceTEBOWN apXMUTEKTYpPbl U NPUNOXEHWUI cnefyeT Takke 06paTuTb BHUMaHUe Ha cylie-
CTBYHOLWME BHYTPN OpraHn3auun ceTesble COefUHEHNSA, UCXOAALME N3 OpraHn3aLmm nnmn Bxogsaline B Hee. a
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TakXe Ha ceTb, C KOTOPOI NpefnonaraeTca oCyLWwecTBUTL coeanHeHne. CyllecTByoLLME COeMHEHNSA OpraHn3a-
LUy MOTYT OrpaHuyMBaTh UK He AOMNYCKaTb CO3JaHNe HOBbIX COeJMHEHWIA, HanpumMep, N3-3a 3aK/1I0YeHHbIX COo-
rnaweHunii UNn KOHTpakToB. CylecTBOBaHMe ApYTrMX COeANHEHUIA Y CeTH, K KOTOpoli TpebyeTca nogcoeauHeHve,
MOXEeT NPUBECTUN K NOABJIEHNIO AONONHUTE bHbIX YSI3BUMOCTEN W. ciefoBaTeibHO, 60/1ee BbICOKNX PUCKOB, 4TO
onpaBAbiBaeT NpuMeHeHue 60s1ee CTPOrMX U'UAN [ONOAHNTENbHbBIX Mep 6e30MacHOCTH.

10 VpgeHTndmkaumss BUOOB CETEBbLIX COeANHEHUN

CyuiecTByeT MHOr0 061X BUAOB CETEBbIX COEANHEHNIA, KOTOPbIE MOTYT 6bITb BOCTPE60BaHbI OpraHn3auu-
eli unu coobwecTBoM. HekoTopble N3 3TUX BUA0B COeANHEHUN MOXHO OCYLLEeCTBNATbL Yepes3 YacTHble ceTu (foc-
TYN K KOTOPbIM OFrpaHnyeH onpeaeneHHbIM CO06LLECTBOM), @ HEKOTOpPblE — Yepe3 06Lef0CTyNHble ceTu {focTyn
K KOTOPbIM NOTEHLMAIbHO BO3MOXEH /11060i opraHnsauuy nav nuuy). Kpome Toro, 3Tm BUAbl CETEBbIX COEANHEHW
MOXHO MCMNOMb30BaThANA Pa3/IMYHbIX YCAYr, HANPUMEp 3/1eKTPOHHOU NOYTbI UM 3NEKTPOHHOT0 06MeHa AaHHbI-
MU. TakxKe MOXHO UCNOoNb30BaTh CPeACcTBa VIHTepHeTa, MHTpPaHeTa UK 3KCTpaHeTa, KaXA0My U3 KOTOPbIX NpuUcy-
LM pa3finyHble MOAX0Abl, CBSiI3aHHble C 06ecneyeHnem 6e3onacHocTu. Kaxablii BUA coeAUHEHN A MOXeT uMeTb
pas3nunyHyto cTeneHb yA3BUMOCTHU U. CNefoBaTe lbHO, CBA3aHHbIe C Hell puckn 6e30nacHOCTM, NO3TOMY B KOHeY-
HOM UTOre A4NA KaXXA0ro Buaa MoxeT notpeboBaTbcsa pasnnyHbliit Habop mep 6e3onacHocTu (cM. MCO/M3K 17799).

MprBeaeHHas HUXe Tabamua 1 nokasbiBaeT 04WMH U3 CNOCOG0B Knaccudukaumm o6Wwnx BUAOB CeTeBbIX
coefMHeHni, KOTopble MOryT NnoTpeboBaTbCa ANS BeAeHUA 6Uu3Heca, C onucaTelbHbIM NPUMEPOM ANA KaxXA0ro
BMAA.

O6palas A0/HKHOE BHUMAHME Ha COOTBETCTBYHOLLME CeTeBble apXMTEKTYpPbl 1 NPUIoXeHna (cMm. pasgen 9).
cnepyet BbIGpaTb O4MH NN HECKONLKO BUAOB U3 NpeacTaBneHHbIX B Tabnuue 1 BkKayecTBe BUAOB, OTBEYALUNX
Tpeb6oBaHNsAM paccmMaTpMBaemMoro ceTeBOro coegnHeHus (CoeguHeHui).

CnepyeTt 0OTMETUTb, YTO ONUCAHHbIE B HACTOSALEM CTaHAapTe obLime BUAbl CeTeBbIX COeAUHEHUI CTPYKTY-
pupoBaHbl U KnaccuunLuMpoBaHbl CKOpee ¢ TOUKN 3peHns Gu3Heca, YHeM C TEXHUYECKOW TOUKM 3peHuns. ITO 03Ha-
YyaeT. 4YTO [Ba pas/INYHbIX BUAa CETEBbIX COeANHEHWI NHOrga MOTyT 6bITb peann3oBaHbl C UCNOMb30BaHNEM
CXO[HbIX TEXHNYECKNX CPEACTB M 4YTO B HEKOTOPBIX C/lyyasx Mepbl 6€30MaCHOCTN MOTYT 6bITb CXO4HbIMU, HO €CTb
napyrue cnyyau, B KOTOPbIX OHW ByayT pasIUYHbIMU.

Ta6nuua! — Buabl ceTeBbiX COEUHEHNIA
0O603HayeHne Bug cetesoro Mpumep onucaHusa
coeiHeHna
A CoefinHeHue B npe- CoefiHeHne MexAy pas/IUyHbIMU YacTAMU OAHOV 1 TOI Xe opraHusa-

[fenax efuHCTBEHHOro LMW B npejesiax 04HOro 1 TOro e KOHTPO/IMPYEeMOro MeCTOMNOIOXEHNS!, TO
KOHTPO/IMPYEMOTO Mec- eCTb eAMHCTBEHHOTO0 KOHTPOIMPYEMOr0 CTPOEHUS UAW MO aKN
TOMO/IOXEHNSA OpraHu-

3auun

B CoefnHeHne mex- CoefiHeHWe MexAay pernoHanbHbiMu oucamu (M/Mnn pernoHasnbHbl-
Ay pasHbiMu reorpadun- My opucamy € LLeHTpasbHOW NAoWaAKoin) B paMmkax efuHol opraHmsaumm
yeckn pasgeneHHbiMu yepes IBC. Mpu 3TOM BuAe CeTEBOro coefVHEHUs 60/bLINHCTBO, EC/IN He
4yacTMKU OfHOW W TO BCe MOMb30BaTENN, UMEIOT BO3MOXHOCTb NOAYy4YMTb AOCTYN K MHhopmaum-
Xe opraHusauuu OHHbIM CMCTEMaM Yepes ceTb, HO He Y BCex Nnosb3oBaTeneii B npegenax

opraHusaunv 6yaeT caHKLMOHVWpOBaHWe ANs A0CTyna KO BCEM MpUioxe-
HUAM UAn nHdopmaunm (To ecTb AOCTYN KaXAoro nonb3osartens éyget
OCYLLeCTB/IATLCA TO/ILKO B COOTBETCTBUM C MPeAoCTaBNeHHbIMU NpUBUIe-
mamu). OgHUM 13 BMAOB JOCTyNa M3 APYroi YacTu opraHusauuym mMoxeT
6bITb JOCTYN ANA Leneil yaaneHHoro TeXHNYeckoro obcnyxmsaHmsa. dTomy
BUAY Nofnb3oBaTesneil  coeAnHEHN i MOXeT npuceamBaTbCst 60/bLIe Npu-
BUIErNii gocTyna

C CoefjVHeHNs Mex- Mcnonb3oBaHne MO6WUAbHBIX TEPMUHANOB faHHbIX CayxXawumm (Ha-
Ly N/IOWAaAKOA opraHn- npumep. NpoAaBLOM, NPOBEPSIOLUM LOCTYMNHOCTbL TOBapa C n/owazaku
3aUMu U NepcoHanoM, KIWEHTa) UK YCTaHOB/IeHUe YAaleHHO CBSA3N C BbIYUC/IUTENbHBIMU CUC-
pa6oTaloLlm B4aNM OT  TEMaMU OpraHu3auvy CayxalwuMu, padoTalowmumm oMa W Ha Apyrux
opraHusauum yAaneHHbIX NowWagkax, He CBsi3aHHbIX CeTblo, NOALEPXKMBAEMON OpraHu-

3aumeii. Mpu 3TOM BUAE CETEBOIO COEAMHEHUS NO/b30BATE b ABTOPU3YET-
Csl Kak CUCTEeMHbIi nonb3oBaTenb B cBoeli /IBC

15



FOCT P NCO/M3K 18028-1— 2008

OkoHuyaHne Tabnuubl 1

16

O6o3HaueHune

Bug, cotosoro
coeayHeHns

CoeAnHEHNA Mex-
Ly pasHbIMW opraHu3a-
uMamu B npepenax
3aMKHYTOro coobue-
cTBa. Hanpumep, un3-3a
[L,OrOBOPHbIX MY APYTUX
opuagnyeckn obssa-
TesIbHbIX CUTYaL NI nnn
13-3a CXOAHbIX UHTEPEe-
coB 6usHeca, Hanpu-
Mep 6aHKOBCKMX yCayr
UK CTpaxoBaHus

CoepauHeHus c apy-
rTMMU opraHusaunamm

CoefunHeHuna ¢ 06-
WeAoCTYNHbIM AOMe-
HOM

CoefuHeHunsa c Te-
nedgoHHOli ceTblo 06-
Wero nosib30BaHus u3
IP-cpefbl

Mpumep onucaHus

CoefimHeHve mexay AByMA unu 6onee opraHnsauymsamMu, rae cylectsy-
eT NoTpebHOCTb Gr3Heca B 06/1erYeHnn 3/1eKTPOHHbIX TPaH3aKLMil Mexay
opraHusauusamu (HanpumMep, 3/eKTPOHHbIN NepeBoj nnatexeil B 6aHKOB-
CKOVi MHAycTpumn). STOT BMA CETEBOr0 COEAWHEHUS CXOLEH C OMUCAHHbIM
Bbile BUAOM B, 3a UCK/IOYEHMEM TOro, YTO CBSi3aHHblEe MeX Ay co6oii nno-
waakm npuHagnexart AByM unu 6onee opraHusalusam 1 4TO cOefUHeHne
He npejHa3HavyeHo AN5 NpeAocTaB/eHns AOCTyna K NOTHOMY CNekTpy npu-
NOXEHUA. UCNONb3yeMbIX KaXAol U3 opraHusaumnit-yyacTHuL,

3TO MOXET 6bITb 4OCTYN K yAaneHHbIM 6a3aM AaHHbIX, NogaepxuBae-
MbIM APYTMMW opraHusauusamu {Hanpumep, yepes nposaigepos ycnyr).
Mpn TakoM BUfe CETEBOr0 COEAUHEHUS BCEX Nosib3oBaTesnieil, BkIuas
nonb3oBaTeneli NogknouyaemMoii opraHuzauuu, WHAMBUAYANbHO 3apaHee
aBTOPM3YeT BHELIHSAA OpraHu3auus, K Ybeil MHhopMauuyu nNpeaocTaBnseT-
cs gocTyn. OfiHaKo, X0Tsi BCE NONb30BaTENN 3apaHee aBTOPU3YIOTCS, 34eCh
MOXeT He 6blTb MHOW NPOBEpPKM NOTEHUMaNbHbIX NOMb30BaTENEN, Kpome
NPOBEpPKM, CBA3AHHON C UX CNOCOBHOCTLI0 NAATUTL 3a NpeasiaraeMbie yc-
Nyri. 3TO MOXET 6bITb Takke AOCTYN K NPUIOXKEHNSIM B CUCTEMAX OpraHu-
3aLnu. XpaHAWMM Mam o6pabaTbiBaloWuM NHOPMAaLMI0 opraHu3aumu,
KOTOPbI/i MOXET GblTb NPefOCTaBMEH MOMb30BATENSIM U3 BHELHUX opra-
HU3auwnii. B aTux 06CTOATENbCTBAX BHELLHME NONb30BaTENU BYAYT U3BECT-
HbIMW 1 aBTOPM30BaHHbIMU. OAHUM U3 BUAOB JOCTYNa U3 Apyroii opraHu-
3aUnn MoXeT GbiTb AOCTYN ANS Lenei yaaneHHOro TexHMYeckoro o6ceny-
XUBaHWUA. DTOMY BUAY NONb30BATENEN W COEANHEHWIA MOXET GblTb Npu-
CBOEHO Gofbliue NpuBUNEruii goctyna

Monb3oBaTenn opraHu3auuyM MoryT MHULUKMPOBATL JOCTYN K 06LleAoc-
TYNHbIM 6a3amM faHHbIX, Be6-caiiTaM n'nnu cnyxbam 3N1eKTPOHHOW NoyThbI
(Hanpumep, yepes VIHTEpPHET), NPy 3TOM JOCTYN WHULMUMPYIOT ANS Takux
ueneii, Kak Nnovck nHcopMauun nam nepegaya uHopmaunm ot/k nuuam
v|'vnan nnowagkam, KoTopble He GblIM cneuuanbHO 3apaHee aBTOpuU3oBa-
Hbl opraHu3auuein. Mpu aTOM BMAEe COeMHeHWs Nonb3oBaTeNn opraHusa-
LUy MOTyT UCMO/b30BaTh 3TO CPEACTBO AN Leneli opraHmsayum {BO3Mox-
HO. flaxe 4YacTHbIX); O4HAKO KOHTPO/b OpraHu3auuu Haj nepegasaemoi
MHpopMaLveit MOXeT 6bITb NI HE3HAUYNTE IbHLIM, €CNIN BOOGLLE OH OY-
AeT umeTbCs. BHewHnMn nonb3oBaTensiMn MoOXeT 6biTb WHULMMPOBAH
AOCTYN K cpeAcTBam opraHusauuy (Hanpumep, yepes IHTepHeT). MNpu aTom
BU/Je CeTeBOro CoOeMHeHNsa [0CTyN UHANBMUAYANbHbLIX BHELIHUX NO/b30Ba-
Tenei 3apaHee He 6bin cneynasbHO CaHKLMOHUPOBAH opraHv3auuei

MoxeT 6blTb UHWLUUPOBAH AOCTYN K KOMMYTUpyemoli ceTu obuiero
nonb3oBaHus c TenedoHa B IP-ceTn. Takne coefVHEHUS ABNAOTCA HEKOH-
TPO/IMPYEMbIMU. Tak Kak 3BOHKU MOTYT MPUHUMATLCA U3 0601 ToUkn Mupa

11 MMpoBepka CeTeBbIX XapaKTePUCTMK U B3aMMOCBSI3aHHbIX AOBEPUTENbHbIX
OTHOLLUEHU

11.1 CeTeBble XapaKkTepucTukun
CeTeBble xapakTepUCTUKM CyLLeCTBYOLW e UK NpeanaraeMoii ceTm Heo6xo4MMo NpoBepsATb. OCo6eHHO
BaXHO MAEHTUPULNPOBATL, ABMSETCA NN CETb:

- 06LWef0CTYNHON CeTbo — CeTbl0, KOTOPas JOCTYyNHA KaXAoMy; Un
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- YaCTHOIi CeTblo, HaNpPUMep CeTbI0, COCTOALLENH U3 HAXOAALUXCA B COBCTBEHHOCTU UM BbIAEMEHHbIX /N-
HWii 1 NoaToMy cunTatowwelica 6onee 6e3onacHoil, yuem 06l eA0CTyNHAsA CeTb.

Takxe BaXHO 3HaTb BUJ NepeaBaemMblX CETbIO JaHHbIX, HanpuMep:

- CeTb NepeAaun AaHHbIX — ceTb, NepegaioLias rnaBHbIM 06pa3oM AaHHbIE U UCNOb3YHoLLas NPOTOKObI
nepefauu faHHbIX;

- ceTb Nepejauv ronoca — ceTb, NpejHasHauyeHHas Ana TenedoHa, Ho Takke NpUrogHas 4na nepegadu
LaHHbIX;

- ceTb, 06beANHSALLW asA Nepejady JaHHbIX, nepegady ronoca u (BO3MOXHO) nepegavy BULEOCUTHANOB.

Takxe 3Ha4unma creaytouias UHopmaLus:

- ABNSAETCA U CeTb NAKETHON CeTbI0 NN KOMMYTUPYEMOIi CeTbio;

- NoALEepX1BaeT /I OHa KauecTBO 06CNYXNBaHWSA, HaNpumep, B ceTu, paboTatLyeil Ha ocHoBe MPLS.

NMpumeyaHue — KauecTBo 06CNyXMBaHUA 03HAYAET NoAAEPXKAHNE CTABUNBHOCTY XapakTepucTuk. CeTeBble
YCNyTU NPUTOAHbI NPU 06eCcneyeHnn MUHUMAaIbHOTO YPOBHSA XapakTepucTuk ((hyHKLMOHMPOBaHWS). Hanpumep, B cryyas
HeazeKkBaTHOCTY NOMIOChI NPOMYCKaHUA NPy NPeAoCTaBEHNN YCYTY Nepefaun rosioca peds 6yAeT npepbiBaTbCa U UCKa-
XaTbcsi. KauecTBo 06C/YXMBaHNSI OTHOCUTCSI K CNOCOGHOCTU CETEBOI CUCTEMbI NOAAEPXKMBATD faHHYH YCNyry Ha Tpeby-
€MOM MWHUManbHOM ypoBHe (DYHKLMOHUPOBAHWUA WU BbllLE HErO.

Kpome Toro, cnefyet ycTaHOBUTb, ABNAETCA /1M COEAUHEHNE NOCTOAHHBIM UM OHO yCTaHaBAuBaeTCcs no
HEeo6Xxo4MMOCTH.

11.2 [oBepuTefnibHble OTHOLWEHNSA

Korga xapakTepucTuku cywecTByloL el nav npegnaraemoin cetm naeHTnuLMpoBaHbl U, KaKk MUHUMYM,
YyCTaHOBJ/IEHO, AB/SETCA NN CeTb 06LeA0CTYNHON Uan YacTHoi (cM. 11.1), 4oNKHbI 6bITb NAEHTUULMPOBAHbI
B3anMOCBSi3aHHble 0BEPUTE IbHbIE OTHOLIEHMS.

Bo-nepBbix, HEO6XOANMO ONpefennTb CTENEeHb OBEPUA NPUMEHUMOL cpefbl (Buaa cpefbl), CBA3aHHOW ¢
ceTeBbIM COeIHEHNEM (COeUHEHMAMN), NyTeM Bbibopa 13 NpeAcTaBNeHHOIo HUXe Cnucka:

- cpefa C HU3KOI CTeneHbIo OBepua, Takas, kak ceTb C HEM3BECTHbLIM KPYroM nosib3oBaTeneil;

- cpefia co cpefiHel cTeneHbI0 4OBEPUSA, Takas, Kak ceTb C U3BECTHLIM KPYroM nosb3oBaTeneii n B npege-
nax 3aMKHYTOro 6usHec-coobuiecTBa (M3 HECKOIbKMX OpraHnsauunii);

- cpeja C BbICOKOI CTeneHblo 4OBepUs, Takasi, kak cCeTb C M3BECTHbIM KPYroM nosib3oBaTtesieii ToNbKo B
npegenax opraHnsauum.

B0-BTOpPbIX, YTOObI YCTAHOBUTL OBEPUTE/IbHbIE OTHOLIEHWNS, COOTBETCTBYHOLLAA CTeNeHb ,0BEPUS cpeabl
(HU3Kasn, cpeAHNANA 1 BbicOKas) A0/HKHA 6bITb CBSI3aHa C NPMMEHUMOI CETEBOI XxapakTepucTukoi (obuwenoctynHas
UMW YacTHas ceTb) U BUAOM (BMAamMu) 3aeiiCTBOBAHHOIO CETEBOT0 coeanHeHus (0T A 4o G). 3To MOXeT 6bITb
BbIMOJ/THEHO C UCNOJIb30BAHMEM MaTpuWLbl, NOJ06HON Tabnuue 2.

Ta6nuya2 — aeHTudmnkaums 4OBEPUTENbHbIX OTHOLLIEHWIA

Buabl ceTeBbiX COeAUHEHU CTeneHb JOBepus cpepbl
(cm pasgen 10)
Huskas CpegHas Bbicokas

o O6uwepnocTynHas
| f
O =

YacTtHas

Ha ocHoBe Tabnuubl 2 o/MxHa 6bITb ONpeAesieHa cnpaBoyHas MHPopMaLMs Mo ON1CaHUAM XapaKTepUcTuK
N1 COOTBETCTBYIOLLMNX KATETOPUA fOBEPUTENbHBIX OTHOLEHNA. ONucaHns BCex BO3MOXHbIX KaTeropuii foBepu-
Te/NbHbIX OTHOLIEHWI NpeAcTaBeHbl B Tabnuue 3.
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Tab6nuuya3 — XapakTepucruka AoBEPUTE/IbHbIX OTHOLLEHWI

Kareropusa gosepuTesibHbIX OnucaHne
OTHOLLIEHWIA

Huskas/obuenocTynHas Huskan cTeneHb fOBepUs 1 NUCNOMb30BaHWe 06LWEeA0CTYNHOW ceTun
CpepHas/obuienocTynHas CpepHAs cTeneHb [JOBEPUA U UCNONb30BaHWE 06LWEeA0CTYNHOW ceTu
Bbicokas/obuefocTynHas Bbicokas cTeneHb AOBEPUSA M KCMOMb30BaHME 06LLeAO0CTYNHOW ceTn
Huskas/uacTHas Huskas cTeneHb [JOBEpPUA M UCMONb30BAHNE YACTHOW ceTn
CpepHas/yacTHas CpepHAs cTeneHb [OBEPUS W UCMO/b30BaHWE YacTHON ceTn
BbicokasaTuacrHas Bbicokasi CTENEHb AOBEPUS U UCMO/Ib30BaHME YACTHON ceTu

3Ta cnpaBoyHas UHoOpMaLuus fo0/HkHa 6bITb NCMONb30BaHa Npu paboTe ¢ pasgenom 12 onA noaTBepxae-
HUS BUAOB PUCKOB 6€30NacHOCTU U MAEHTU(MKALUN NOTEHLMANbHbIX Chep KOHTPONS.

BbinonHeHne 31Ol 3a4a4m MOXET Npu HE0BX0ANMMOCTH BbITb MOAAEPXKAHO AOCTYNHON NHhopMaLmeir, nve-
oL elics B ceTeBbIX apXUTEKTypax 1 MpUIoXeHuaxX (MoyyeHHo npyu ucnonb3oBaHum pasgena 9).

12 NpeHTudrKauns pucKoB MH(OPMaLMOHHOM 6e30MacHOCTM

Kak 6b1/10 0TMEeYeHO Bbllle, B HacToslee BpeMs 60/1bWMHCTBO OpraHn3aunii 3aBUCAT OT MCMOb30BaHUSA
MHOPMALMOHHBIX CUCTEM U ceTell ANa NOAAEPXKKN CBOUX BU3Hec-onepaumnin. Kpome Toro, BO MHOTMX cny4vasx
CyLeCcTBYeT YeTKO BblpaxeHHoe Tpe6oBaHue G13Heca B OTHOLEHUN NCMNO/Ib30BaHNSA CETEBbIX COEMHEHUI MeX-
Ay MHOPMaLMOHHBIMY CUCTEMaMW Ha KaXA0M niouiajke opraHnsanmm, a Takxe ¢ ApYyruMyn MecTonooKeHUSMU
KaK BHYTpW opraHusauuu, Tak v 3a eB npegenamu, Bkaovas coegnHeHuns c o6wef0CTynNHON ceTbio. pu ycTaHOB-
NIeHUN CoefIMHEHNA C APYroii ceTbio cnefyeT NPOsBAATb 3HAUNTESIbHYI0 OCTOPOXHOCTbL 415 06ecneyeHns Toro,
4yTOGbLI OpraHnsaunsa, kotopas NoAkN0YaeTCs, He NoABepranach AOMNO/HUTEbHLIM prckaM (BCneAcTBUE NOTEH-
LiManbHbIX Yrpo3, UCXOASLWMX OT YA3BUMOCTER). 3TN PUCKM MOTYT UCXOAUTL, HaNnpuMep, OT CaMOro coefuMHeHuns
UV OT CeTeBbIX COeANMHEHUI Ha APYTOM KOHLLe CeTw.

HekoTopble U3 3TUX PUCKOB MOTYT 6bITb CBA3aHbI C 06ecneyeHnem Co6110/JeHNS COOTBETCTBYIOLLEr0 3aK0-
HogaTenbCTBa U nonoxeHnin. Ocoboe BHMMaHue cnegyeT yaenaTb 3aKOHaM O HENPUKOCHOBEHHOCTUN YaCTHOW
XWU3HM 1 3alyMTe AaHHbIX. B HEKOTOPbIX CTpaHax MPUHATLI 3aKOHbl, ycTaHaB/AMBaloWMe 3alUTHbIe Mepbl A1A
cbopa, 06paboTku 1 Nepefayn NnepcoHasbHbIX AaHHbIX, TO €CTb JaHHbIX, KOTOPbIE MOTYT 6biTb CBA3aHbI C KOHK-
pPeTHbIM NLOM UAK AnLamMu. B 3aBUCMMOCTI OT COOTBETCTBYHOLLLETO HALMOHAIbHOTO 3aKOHOo4aTebCcTBa Takue
Mepbl 6€30MacHOCTU MOTyT HanaraTb cneundunyeckme 0693aHHOCTU Ha NnL,. cobupatoLnx, o6padaTbiBatoLLUX 1
pacnpocTpaHsoLWux NnepcoHanbHyo NHpopMaLuio Yyepes ceTu, a Takke MOTyT OFrpaHNyYnTb BO3MOXHOCTbL Nepefa-
4K 3TUX AaHHbIX B OMpejesieHHble CTpaHbl, co3jaBas 40N0/HUTe bHble NPo6aeMbl, CBA3aHHble ¢ 6e30nacHo-
cTblo. K MeHee o4eBUAHBIM NpUMepam nepefayn faHHbIX, NOAHaA30PHbIX TakoMy 3aKOHOAATENIbCTBY, OTHOCAT
HekoTopble annapaTHble cpegcTsa u IP-agpeca.

OTpaxeHHble B HACTOsILLEM pa3jesie BUAbl pucka cBA3aHbl C npobiemMmamu HeCaHKLVMOHUPOBAHHOIO fOCTY-
na K uHgopmaulmu, HecaHKLIMOHMPOBAHHO Nepefayun MHhopmaLmMmn, BHECEHUSI BPEOHOCHOTO NporpaMmHoro o6ec-
neyeHns. oTkasa OT NpMema UAn NCTOYHNKA MHhopMaL K, oTkasa B 06CNyXNBaHUN N HEJOCTYNHOCTU NHPopMa-
L1 unam ycnyr. Takum o6pasom, BuAbl puckoB 6€30nacHOCTH, C KOTOPbIMU MOXET CTanknuBaTbCs opraHusauyus,
CBSi3aHbl C yTpaToii:

- KOHPUAEHUMANBHOCTU MHPOpMaL UK 1 Koga (B CeTAX U cucTeMax, CoOeJUHEHHbIX C CETAMM);

- LeNI0OCTHOCTM UHbopmauun n koga (B CeTAX U cucTeMax, CoOeJUHEHHbIX C CETAMM);

- AOCTYNHOCTN UHGhOpPMAaLMU 1 CeTeBbIX YCNYT (M CUCTEM, COEMHEHHBIX C CETAMMU);

- HEOTKa3yeMOCTU CeTeBbIX TpaH3akuuii (0643aTeNnbCTB);

- MOA0TYETHOCTMN CeTeBbIX TPaH3aKLii;

-ayTeHTUYHOCTM MHhopMaLmn (a Takke ceTeBblX NONb3oBaTeneit n aAMUHUCTPATOPOB);

-A,0CTOBEPHOCTU UHChOpMaLUK 1 Kofa (B CETAX U CUCTEMAX, COEANHEHHbIX C CeTAMM);

- CNOCOBHOCTU KOHTPONINPOBaTb HECaHKLMOHNPOBAHHOE UCNO/Ib30BaHNe 1 aKCnayaTaLlmnio ceTeBbIX pecyp-
COB. BK/1I0Yas OCYLLeCTB/IEHNE 3TOr0 B KOHTEKCTe NOANTUKN 6e30NacHOCTU opraHu3aunm (Hanpumep, npogaxa
Mos10Cbl MPOMYCKaHWA WU NCNOJIb30BaHME NOIOCHI MPONYyCKaHWsa 418 CO6CTBEHHO BbITOAbI) M 0653aHHOCTel B
OTHOLLUEHMM 3aKoHOoAaTeNbCTBa (Hanpumep, XxpaHeHne feTckol nopHorpadgmm).
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He Bce BuAblI puckoB 6€30MaCHOCTN OTHOCAT K KaXXA0MY MECTOMOIOXKEHUIO UM K KaXA0 opraHusaymu.
OfHaKo fO/MKHbI 6bITb NAEHTUMNLNPOBaHbLI COOTBETCTBYHOLLME BUAbI PUCKOB 6€30NacHOCTM, C TeM YTOObI MOT/N
6bITb yCTAHOB/IEHbI NOTEHLMabHbIE cpepbl KOHTPO/A (M B KOHEYHOM cueTe BblibpaHbl, CIPOEKTUPOBaHbI, peasnu-
30BaHbl 1 NoAAepXaHbl Mepbl 6e30nNacHoCTH).

KoHuenTyanbHas Mogesnb ceTeBoil 6e30nacHOCTU, NokasbiBawwwas, rge MoryT BO3HVKaTb pasHble BUAbl
puckos 6e30MacHOCTH, NpeAcTaB/ieHa Ha pUCyHke 3.

PucyHok 3 — KoHuenTyanbHas mofenb cpep pucka ceTeBoi 6e3onacHocTn

[lomxHa 6bITb cO6paHa MHhopmauns o nocneacTBMAX 48 6u3Hec-onepaymii, CBA3aHHbIX C YNOMSHYTbIMU
BMAaMU pUCKOB 6€30NacHOCTU, NPM 3TOM HEO6XO0AUMO YUNTbIBATb KOH(UAEHUMANBHOCTb NN 3HAYUMOCTb UC-
nosb3yemoli nHchopmayum (BbipaxeHHas kak NnoTeHumansHoe HebnaronpuaTHoe Bo3aelicTBUe Ha 6U3HeC) 1 CBA-
3aHHble C HUMW NOTEHUMabHbIE YTPO3bl U YI3BUMOCTU. B CBA3M C 3TUM, €C/in CyLLecTByeT BepoATHOCTb 6onee
4YeM He3HauyuTesIbHOro He61aronpuATHOroO BO3AENCTBUA HAa GU3HEC-ONepaLun opraHusaunu, cnegyet o6patuTbes
KTabnuue 3.

Hy)XXHO NoAYepKHYTb, YTO NPY BbINOSIHEHUU 3TOW 3a4aun cnefyeT UCMONb30BaTb Pe3y/ibTaTbl OLeHKN pucka
6e30nacHOCTM 1 npoBepku (NpoBepok)0, NPOBEAEHHbIX BbICLLIMM PYKOBOACTBOM B OTHOLIEHWW CETEBOrO COeANHe-
HUS (CoeMHeHUN). DTN pe3ynbTaThl AafyT BO3MOXHOCTb COCPe0TOUNTLCS [0 TO cTeneHn nogpoGHoCTel, ¢
Kakoii 6bln1a npoBeAeHa Nposepka (MPoOBepKM), Ha NOTeHUMasbHbIX He61aronprATHbIX BO3AeCTBNAX Ha 6usHec,
CBSI3@HHbIX C NEPEYNC/IEHHbIMY BbILLE BUAAMU PUCKOB 6€30MacHOCTM, a Takxke Ha Buaax yrpos, ysi3BUMOCTEN 1,
cnefoBartesibHO, NpefCcTaBASALWMNX NPO6IEMY PUCKOB.

Mpu paccMoTpeHUn ceTeBbIX YSA3BUMOCTEN BO BPEMSA OLEHKM pucka 6€30MacHOCT U MPOBOAMMOI PYyKOBOA-
CTBOM NMPOBEPKN MOXET BO3HUKHYTb HEOBXOAUMOCTb OTAE/IbHOIO PACCMOTPEHUSA pAfa CeTeBbIX acnekTos. B npu-
BeJeHHol Huxe Tabnuue 4 nepedyncnerbl BUAbl ySI3BUMOCTEN, KOTOPbIE MOTYT GbITh UCNOJIb30BaHbI 4151 KAXA0r0
ceTeBOro acnekra.

11 PykoBOACTBO MO MOAXOAAM K OL,eHKe U MeHe)XMeHTy pucka 6e3onacHocTu npueegeHo B MICO/M3K 17799.
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Ta6nuuyad — Buabl NOTEHUMANbHBIX YA3BUMOCTEN

CeteBoii
acnekt

CeTeBble
nosb3osBarenu

CeTeBble KOHeu-
Hble CUCTEMBI

CeTeBble npuno-
XeHns

CeTeBble cepBu-
Chbl

CeTeBas WHdpa-
CTpyKTypa

Mcnonb3ys B kKa4ecTBe OCHOBHOIO OPUEHTMPA pe3ybTaThl OLEHKN pUCKa U MPOBOAUMOI

MpepbiBaHvie

Monb3oBaTenu
MOryT cTpagaTb OT
yTpatbl unu npe-
pbiBaHUsS ycnyr

KoHeuHble cu-
CTeMbl MOTyT CcTaTb
BPEMEHHO WU Ha-
[ONTO HeJoCcTyn-
HbIMU

MpunoxeHns
MOryT cTaTb Bpe-
MEHHO U Hagon-
r0 HEAOCTYMHbLIMU

CepBuUcbl Mo-
ryT ctaTb BpeMeH-
HO WAW HafonNro
HeLoCTYMHbIMU

CpegcTea Mo-
YT CTaTb BpeMeH-
HO MAW HajonNro
HeLOCTYMHbIMU

Buabl NOTEHLMAbHBLIX YA3BUMOCTENR CETEBO 6e30nacHoCTy

Mepexsar

TpaH3akuum
nonb3oBartenei wu/
unu cetesas aes-
TEeNbHOCTb MOTyT
6bITb NOJ, KOHTPO-
nem

HeynonHomo-
YeHHble nmya Mo-
ryT NpoyecTb AaH-
Hble Un KOA Ha KO-
HEeYHbIX cucTemax

LaHHble wnnu
KO MOTYT 6bITb ne-
pexBayeHbl BO Bpe-
Msi mepegauu wau
npoYnTaHbl Ha
cepBepax Heynosn-
HOMOUYEHHbIMW M-
uamu

AaHHble unnu
KoA MOryT 6bITb ne-
pexsayeHbl BO Bpe-
MA nepefayn mam
npoyunTaHsbl Ha
cepsepax Heynosn-
HOMOUYEHHbIMU Nn-
uamu

Mogudpukaums

Moapo6HOCTM
0 nosb3oBaTensax
W AaHHble Nofb-
3oBarteniein moryt
6bITb MOAU UL K-
poBaHbl Unn pas-
pyLUeHbl

[NaHHble nnu
KoL MOryT 6bITb
Moaunduumposa-
Hbl WK paspylue-
Hbl

[aHHble unn
Kof MoOryT ObiTb
Moaunduumposa-
Hbl UK paspylue-
Hbl

[aHHble unn
Kof4 MOryT 6biTb
moamduynposa-
Hbl U paspyLlue-
Hbl

BTopxeHve

Monb3oBartenu
MOTYT 6bITb UMUTH-
poBaHbl ANs nosny-
YEeHUs1 HECaHKLUMO-
HMPOBAHHOTO focC-
Tyna K cpeacteam

KoHeuHble cuc-
Tembl MOTYT 6bITb
UMUTUPOBAHbI NS
Nnosly4YeHuns HecaH-
KLMOHMPOBAHHOIO
pocTtyna K cpep-
cTeaM. HeynosnHo-
MOYeHHble nuua
MOTyT NOSTYYNTb [0-
CTYN KY4YeTHbIM 3a-
numcam cucTemsl 1
ncnosb3oBaTh UX B
uensx Havana
JanbHewnx arak

HeynonHomo-
YEeHHble nmua Mo-
ryT nonyy4uTb goc-
TYN K y4YeTHbIM 3a-
nucaM cucTembl 1
MNcnonb3oBaTh UX B
uensx Havyana
[anbHelWwmnx aTak

HeynonHomo-
YeHHble nuuya Mo-
ryT nony4nTh foc-
TYM K yY4eTHbIM 3a-
NUCAM CUCTEMbI 1
Mcnonb3oBaTtb UX B
uensx Hauana
fanbHewunx atak

HeynonHomo-
YeHHble nuya Mmo-
ryT COBepLUNTb NPOo-
HUKHOBEHVE B u-
3Myeckne cpepct-
Ba

O6maH

Monb3oBarenu
MOryT 6bITb UMUTH-
poBaHbl ANns npo-
BeAEeHNS MOLUEH-
HUYeCKUX TpaH-
3aKunii

KoHeuHble cu-
cTembl  MOryT
6bITb UMUTUpPOBA-
Hbl 4N5 npoBeje-
HUS  MOLUEHHK-
Yecknx TpaH3ak-
unii unu Havana
fanbHeiwnx atak

HeynonHomo-
YeHHble nnua Mo-
ryT NonyyYnTb Aoc-
Tyn K yY4eTHbIM 3a-
NUCAM CUCTEMbI 1
1Mcnosnb3oBaTh VX B
uenax Havana
[anbHenwmnx atak

CeTeBble cep-
BepbI 1 ycTpoiicTBa
MOryT 6bITb UMUTH-
poBaHbl A5t Nony-
YeHua HecaHk-
LLMOHNPOBAHHOTO
gocTtyna, nepe-
XxBaTa CeTeBOro
Tpadvka wam Ha-
pyLeHns ceTeBbIX
cepBucoB

BbICLUMM PYKOBOA-

CTBOM NPOBEPKU, HA OCHOBE pa3gena 11 cnegyeTonpefenvTb COOTBETCTBYIOLLME XapaKTePUCTUKN LOBEPUTENb-
HbIX OTHOLLEHWIT N NPpeACTaBUTbL B BEPXHEN CTpoke Tabnmubl 5. rae cosparolime npo6ieMy BO34eCTBMSA yKasaHbl
B NeBoii rpade Tabnnubl. 3aTemMm HE06X0ANMO OTMETUTL CChISIKM HA COOTBETCTBYOLNE NepeceyeHmns. 3TO CCbINKN
Ha noTeHLManbHble cdhepbl KOHTPOS, KOTOPbIe NpeAcTaBneHbl B pasgene 13.
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Ta6nuuyab — Bugbl puckoB 6e30MacHOCTH W CChINKU HA NOTEHLMasbHble cdiepbl KOHTPONA

BM,qu pVICKOB CcbUKN HA ,ﬂ.OBepVITeﬂbele OTHOLLIEHUS
Huiskas/ CpepHsisi/ Bbicokas/ Huzkas/ CpepHsisi/ Bbicokas/
obulenoctyn-  obLiefoctyn-  obLiefocTyn- yacTHas yacTHas yacTHas
HasA Has Has

13.2.1%» 13.2.1 13.2.1 13.2.1 13.2.1 132.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.35 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.36 13.3.6 13.4

von ¢MA23L(3F;’;bHOCTM 13.3.7 13.3.7 13.4 13.3.7 13.3.7 135
13.4 13.4 13.5 13.4 13.4 13.6.2
135 135 13.6.2 13.5 135 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.2
13.10.2 13.10.2 13.10.2 13.10.2 13.10.2 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5 —
13.2.1 13.2.1 13.2.1 132.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6

FloTeps LenocTHoCTH 13.3.5 1335 13.3.6 13.3.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
13.3.7 13.3.7 13.4 13.3.7 13.3.7 135
13.4 13.4 13.5 13.4 13.4 13.6.2
135 135 13.6.2 135 13.5 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.3
13.10.3 13.10.3 13.10.3 13.10.3 13.10.3 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5 _

>MpumeHeHne 13.2.1 3aBUCUT OT KOHKPETHOTO CeTeBOro cLeHapus.

2



FOCT P NCO/M3K 18028-1— 2008

OkoHuyaHne Tabnuubl 5

Buabl puckos CCbIIKU Ha [OBepUTE/IbHbIE OTHOLLEHWUSA
Huzkas/ CpepgHsis/ Bbicokas/ Huskas/ CpepHss/ Bbicokas/
o6buiesoctyn-  obweaoctyn-  o6LweaocTyn- yacTHas yacTHas yacTHas
Has Has Hast

13.2.1 13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.34
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.35 13.35 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4

Moteps 13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5

[0CTYNHOCTH

13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 13.6.2 13.5 13.5 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.11
13.11 13.11 13.11 13.11 13.11 —
13.2.1 13.2.1 13.2.1 13.21 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.34
13.3.4 13.34 13.3.4 13.3.4 13.34 13.3.6
13.35 13.3.5 13.3.6 13.35 13.35 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4

MoTeps 13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5

HEOTKa3yeMoCTH 13.4 13.4 13.5 13.4 13.4 13.6.2

13.5 13.5 13.6.2 13.5 135 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.4
13.10.4 13.10.4 13.10.4 13.10.4 13.10.4 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5 13.11
13.11 13.11 13.11 13.11 13.11 —

CnepyeT OTMeTWTb, 4TO Tabnnua 5 ABHO ykasbiBaeT Ha TO. YTO YeM 60siee JOBEPEHHBIM ABASETCS NO/b30-
BaTeslb. TeM 6osee He06X04UMbIMW CTAHOBSITCS Mepbl 6€30MacHOCTU. [1151 3TOT0 CYLLECTBYIOT iBE MPUUMHBI.

22



FOCT P NCO/M3K 18028-1— 2008

Bo-nepBblIX, Cyu,ecTByeT KOMnaekc Mep 6e3onacHocTu, onucaHHbix B MICO/M3K 17799 n noatomy He no-
BTOPALWMNXCA B JAHHOM [JOKYMEHTE, KOTOPbIe [0/XHbI 6bITb BbIOPaHbl 419 06ecrneyeHns 3awnTbl XOCTOB, BK/HO-
yas Mmepbl 6e30NacHOCTM ANA ngeHTUMKaALUN N ayTEHTUGMNKALWUN N N1OTUYECKOro ynpaBaeHus 4ocTynom. B cuty-
aLusax C HU3KOW CTENeHbI0 40BEPUA HAAEeXHOCTb Mep 6€30NacHOCTU ANA naeHTudnuKauum n ayteHtudmkaumm n
NIOrMYEeCcKoro ynpassieHns 4OCTYNOM A0/XHa ObiTh Bbllle, YeM B CUTyaLMsAX C BbICOKOW CTeneHbio foBepus. Ecnn
3TO HeNb3s 06ecneyunTb, AO0MKHbI 6bITb peann3oBaHbl COOTBETCTBYHOLLME [OMNOMHUTEbHbIE Mepbl 6@30NacHoCTHU.
KoHdurypauusa paspeweHnin (npusuaernin) B CUTyaymsax ¢ HU3KO cTeneHbio 40BepUs 40/HKHA NOMOYb obecne-
YnTb NpefocTaB/ieHne A0CTyNna TO/IbKO K TEM pecypcam, KOTopble CoriacoBaHbl C MOAesblo foBepusa n Tpebosa-
HUAMU Npegnonaraemoro gocryna.

Bo-BTOpbIX, 4OBEPEHHBLIM NOMb30BaTENAM 0ObIYHO NPEAOCTaBAAIT AOCTYN K 60/1ee BaXHOW/KPUTUYHON
MHpopMaLmn n/mnm PyHKLMOHaIbHBIM BO3MOXHOCTSAM. MOTPEBHOCTL B JONO/THUTE/IbHLIX Mepax 6e30nacHoCTu B
JaHHOM cnyyae — nokasaTeslb 3Ha4MMOCTU PecypCcoB, K KOTOPbIM NOMyYeH AO0CTYM, a He CTeNeHb A0Bepus K
nonb3oBaTensam.

13 VaeHTndmKauusi COOTBETCTBYHOLLMX MOTEHUMa/IbHbIX CJIEP KOHTPOSIA

13.1 O6wWwme NonoxeHnsa

Ha ocHoBe pe3y/ibTaToB OLEHKN pMUCKa Y NPOBOANMOM BbICLUMM PYKOBOLCTBOM MPOBEPKM, a TaKXe C MOMOo-
LLbIO CCbINIOK, NAEHTUULNPOBAHHbIX B pe3ybTaTe UCNOb30BaHNs pasgena 12. 40NXHbl 6bITb naeHTUUUnpo-
BaHbl 1 BblbpaHbl U3 pasgena 13 (atakxe n3 MCO/MIK 17799) noTeHumanbHble cepbl KOHTpons. B 13.2 pac-
CMOTPEHbI pPa3/iyHble acnekTbl apXMTEKTypbl CETEeBOW 6€30MacHOCTH 1 B3aMMOCBA3aHHble NoTeHuanbHble cde-
pbl KOHTPONSA, a 13.3— 13.11 3HAKOMAT C APYTMMMW B3aMMOCBA3aHHbIMW NOTEHLUNANbHBIMU chepamMu KOHTPONS.
KoHkpeTHOe pelueHune no o6ecneyeHnto 6e30NacHOCTA MOXET B AeliCTBMTENbHOCTM OXBaTbiBaTb P NOTEHUMANb-
HbIX chep KOHTPONA. NpeAcTaB/ieHHbIX B 13.2—13.11.

Cnepyet nogyepkHyTb, YTO cylecTByeT 6a30Bblii KOMMAEKC Mep 6€30NacHOCTU, UMEILLNX OTHOLWEHME K
MHOPMaLMOHHBIM CUCTEMAM HE3ABUCUMO OT HANNUYNA N0ObLIX CETEBbLIX COEAUHEHUI, KOTOpblEe ByAYT BblGpaHbl
nytem ucnonb3zosaHua MCO/M3IK 17799.

CnncoK naeHTUULMPOBaHHbIX NOTEHLMaNbHbIX Mep 6€30NacHOCTM f0/KeH 6bITh TWaTeIbHO NPOBEPEH B
KOHTEKCTe COOTBETCTBYIOLW X CETEBbIX apXUTEKTYP Y NPUNOXEHUA. CNUCOK A0/MKEH 6blTb CKOPPEKTUPOBAH MO
Mepe Heo6X0AMMOCTY 1 B NOC/eAyoLLEM UCMO/Ib30BAH B KAYECTBE OCHOBbLI A/19 peanu3auun HeobxoaMMbIX mep
6e3onacHocTu (CM. pasgen 14), a 3aTeM MOHUTOPUHIa U NpoBepku peanusayumn (pasgen 15).

13.2 ApxuTeKkTypa ceTeBOil 6e30nacHoOCTH

13.2.1 O6wwne NonoxeHms

[lokymeHT1poBaHne BO3MOXHbIX BApUaHTOB apXmMTeKkTypbl 6e30nacHOCTU npejcTaBnseT coboii cpeAcTso
ONA N3y4eHna pasnnyHbIX peleHnii n 0OCHOBY A1 aHann3a Komnpomuccos. OHO Takxe obneryaet paspeLleHne
npo6aem, CBA3aHHbIX C TEXHUYECKUMU OTPAHUYEHUAMU 1 4aCTO BO3HMUKAOLWMUM KOHM/TIUKTOM Mexy noTpebHoc-
TAMU 6U3Heca 1 noTpebHOCTAMM 6e30MacHOCTHU.

Mpw [OKyMeHTMPOBaHUY BapNaHTOB O/KHOE BHUMaHWe cnegyeTynenatb N06biM TpeboBaHUAM Kopnopa-
TWBHOI MONUTUKN MHOPMAaLMOHHOI 6e3onacHocTH (CM. pasgen 8). peneBaHTHOI CeTeBO apxuTekType u ceTe-
BbIM MPUNOXEHUAM (CM. pasgen 9). a Takxe nepeyHto NoTeHUnanbHbIX chep KOHTPONSA, NAEHTUDULMPOBAHHBIX
nyTeMm ucnonb3oBaHua pasgenos 12 n 13. Mpu BbINONHEHWUW 3TOTO cnefyeT NpUHUMAaTh B pacyeT nbble cyle-
CTBYIOLLME BapnaHTbl apxnTekTypbl 6e3onacHocTu. Korga sapuaHTtbl 6yAyT SOKYMeEHTanbHO 0DOPM/IEHbI U NMPOBe-
peHbl Kak YacTb NpoLecca NPOeKTMPOBaHUA TEXHUYECKOW apXUTeKTypbl, NpeanoyTuTebHas apxuTekTypa 6e3o-
nacHocTu fo/mkHa 6bITb cornacosaHa v npeacTtasneHa B JOKyMeHTe «Cneundukaunum KOHTPONSA NPoeKTUpoBaHuns
TeXHUYECKOIN apXmMTeKTypbl 6e30MacHOCTU» (KOTOPbI COBMECTUM C NPOEKTOM TEXHUYECKO apXUTeKTypbl 1 Ha060-
poT). 3aTem MOryT 6bITb NPOU3BEAEHbI U3MEHEHNA CEeTeBOV apXUTEKTypbl 6€30NacHOCTU 1 NPUIOXeHW (a5 obec-
neyeHNs COBMECTUMOCTU C NPeNOYTUTENIbHON apXNTEeKTYpOoli 6e30nacHOCTW) U/Mnv NepeyHa NoTeHunanbHbIX Mep
6e30nacHOCTU (Hanpumep, NOTOMY YTO JOCTUTHYTa JOTOBOPEHHOCTb, YTO apXuTekTypa 6e30nacHOCTN MOXET 6bITb
TeXHWYeckn peannsoBaHa TO/IbKO OonpefesieHHbIM CNoCcO60M, Hen36eXxHOo BAeKyLw M 3a CO60i anbTepHaTuBy
onpefeneHHol mepe 6e3onacHocTn).

CnegyeTt oTMeTUTb, 4To B MICO/M3K 18028-2 onncaHo «Yka3aHue no apxutektype 6e3onacHocTunI>», koTo-
poe 04YeHb NONEe3HO B KA4eCTBO 6A3NCHON TOUKM:

11B koHTekcTe MCO/M3K 18028-2 «YkKazaHue» B3ATO A5 0603HAYEHMS OAHOr0 U3 NPUMEPOB TOrO, Kak npeacTaB-
NSATb TEXHUYECKYI apXMTeKTypy 6€30NacHOCTU Ha OYeHb BbICOKOM YpOBHE. BO3MOXHbI Apyrue npumepsl.
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-4N5 onucaHusa nocnefoBaTenbHON CTPYKTYPbl NOAAEPXKMA MIAHUPOBAHUSA, NPOEKTUPOBaHUA 1 peanunsa-
Lnmn ceTeBolt 6e30MacHoOCTy:

-onpegeneHuns o6 KX CBA3aHHbIX C 6€30NacHOCTbIO 3/1eMEeHTOB apXUTeKTYpbl, KOTOpble B Cyyae Hajase-
Xaliero npuMeHeHns MoryT o6ecneumTb KOMNIEKCHYI0 CeTeBYlo 6€30MNacHoOCTb.

Ha ocHOoBe «YKa3aHus No apxuTtekType 6e30MacHOCTM» B HACTOsLWEeM CTaHAapTe NpecTaB/ieHbl OnucaHns
pasINyHbIX apXMTEKTYP TeXHNYecKoli 6e30nacHOCTH, HeO6XOAUMbIX 415 yueTa CEeroAHALIHNX TpeboBaHuii n Tpe-
60BaHuWii 6amxkaliwero yayuiero, Kotopble ganee passusatotcs B MICO/M3K 18028-3 — MCO/M3K 18028-5.

MpUHUMNbI, ONUCaHHbIE B «YKa3aHUW NO apxmTekType 6e30MacHOCTU», NPUMEHMMbI K II060MY BUAy coBpe-
MEHHOI ceTun, 6yAb 9TO CeTb Nepefayun faHHbIX, peyeBbiX CO0OLEeHNI NN KOHBEPreHTHas ceTb, 6ecnpoBoHas
ceTb WU pagnoceTb, U MOTYT BblTb MCMO/b30BaHbI HE3aBUCUMO OT TEXHOI0TUMN CETU UIN MECTONOIOXEHUSA B
CTeKke NPOTOKO/I0B. B HEM paccMOTpeHbl BOMPOChl 6€30NacHOCTH, CBA3aHHbIe C ynpaB/ieHneM, KOHTPOeM U uc-
nosib30BaHNeM ceTeBOW MHpPACTPYKTYpPbl, CEPBUCOB U MPUIOXKEHWNI, N NPeA0CTaBAAETCA BCECTOPOHHAS HUCXO-
Asillas KOMNaekcHas nepcnekTuBa ceTeBoil 6e30NacHOCTU. «YKasaHue No apxmTekType 6e30nacHoCTU» uMeeT
TPU apXUTEKTYPHbIX KOMMOHEHTA.

- 06bembl (pasmepbl) 6e3onacHOCTU {KOTOpPbie MOTYT GbITb TaKXe onpeAeneHbl Kak «rpynnbl mep 6e3onac-
HOCTW»);

- YPOBHM 6e3onacHocTn (KoTopble MOTYT 6bITb TakXe onpeAenieHbl Kak «31eMeHTbl ceTeBoi 6e3onac-
HOCTU»);

-o06nacTu (cpepbl) 6e3onacHOCTM (KOTOpble MOTyT BbITh TakKXe onpefeneHbl Kak «40MeHbl 6€30NacHOCTH »).

MeToabl (Hanpas/ieHNs) 6€30MacHOCTU — 3TO COBOKYNHOCTU 3alUTHLIX Mep 6e30MacHOCTU, NpejHasHa-
YeHHble /19 pacCCMOTPEHMS KOHKPETHOro acnekTa ceTeBoii 6e3onacHoCcTh. B «Yka3aHuu no apxuTekTtype 6e3onac-
HOCTU» onpejeneHbl BOCEMb Takmx COBOKYNHOCTE, KOTOPble PacnpoCTPaHATCA Ha NPUIOXEHUS 1 UHPopMa-
LIMI0 KOHEYHbIX Nosib3oBaTesiell, B TOM uucne:

- HEOTKa3yeMoCTb;

- KOH(OUAEHLMANbHOCTb AAHHbIX:

- Le/I0OCTHOCTb [laHHbIX;

-AOCTYMHOCTb.

[lna KoMNAeKCHOro pelleHns no obecneyeHmnto 6€30NacHOCTU MeToAbl (Hanpas/ieHns) 6€30NacHOCTM HYX-
HO NPUMEHUTb K epapxuu rpynn ceTeBoro o60pyAoBaHnsa 1 annapaTypbl, KOTOPble Ha3bIBAKOT YPOBHAMMK 6e3onac-
HOCTK:

- YpOBEeHb 6€30NacHOCTN NHPACTPYKTYPbI:

-ypoBeHb 6e30nacHOCTM CEPBUCOB (YCNyr);

- ypoBeHb 6€30NaCHOCTN NPUIOXEHWIA.

YpoBHM 6€30NacHOCTM BbICTPanBaloT O4MH HAA APYTUM AN 06ecnevyeHns CeTeBbIX PelleHunii, To eCTb ypo-
BeHb 6e30nacHOCTU UHPACTPYKTYPbI MHULUUPYET YPpOBEHbL 6€30NacHOCTM CEPBUCOB, @ yPOBEHbL 6€30MacHOCTU
CepBUCOB UHULMMPYET YPOBEHb 6€30MacHOCTN NPUMOXEHWIA, U ONpeAensioT, rAe NnyTeM npefocTaBneHns nocne-
foBaTesibHOV NepcnekTBbl ceTeBoli 6e30MacHOCTM HeobXo4MMO peann3oBaTb 6€30NacHOCTb Kak NPy MPUHATAK
pelleHuii, Tak U NPOAYKTOB HENOCPEACTBEHHO.

YpoBeHb 6e30nacHOCTU UHMPACTPYKTYPbI NpefcTaBieH ceTeBbIMU CpeACcTBaMM Nepefaym faHHbIX, a Tak-
Xe OTAEeNbHbIMN YacTAMM CeTH, 3allMLLLEeHHbIMY MeXaHN3MaMn, KOTopble peann3oBaHbl 4715 06bEMOB 6e30MacHo-
cTu. MNpumepbl KOMNOHEHTOB, NPUHAANEXALLNX K YPOBHIO 6€30NaCHOCTN MHPPACTPYKTYPbl. — OTAEe/bHble MapLu-
pyTn3aTopbl, KOMMYTATOPbI U CepBepbl, a Takxe INHUKN CBA3W MeXAy OTAe/IbHbIMW MapLlupyTusaTopamMu, KommyTa-
TOpamu u cepBepamum.

BesonacHocTb ycnyr, npefocTasfsieMblX NpoBaifepamu CBOMM KMeHTam, paccmaTpusBaloT Ha ypPoBHe
6e30MacHOCTM cepBUCOB (yCnyr). TN YCNyrn BapbupyroTcA 0T 6a30BOr0 TPAHCNOPTUPOBAHUSA U CBA3HOCTU [0
CpefCcTB NOAAepXKN CEPBMCOB, NOA06HLIX TEM. KOTOpPble HEOO6XOANMbBI 4719 NpeAocTaBeHus foctyna Kk IHTepHe-
Ty (Hanpumep, cepBuUChl ayTeHTUdMKaLUm, aBTopmsannm nydeTa, AMHaMmmyeckoi KoHUrypaumum xoctTos, UMeH
[JOMEHOB " T. fi.), CEPBUCOB C AOMNONHUTENbHLIMU BO3MOXHOCTAMM, Takux, Kak ycnyra 6ecniiatHoil nepepgaiu
rosoca, kKayecTBo obcnyxmsaHusa, VPN u 1. .

YpoBeHb 6€30NacHOCTU NPUIOXKEHU cOCpefoTOYEH Ha 6€30NacHOCTU CeTEeBbIX NPUIOXKEHNIA, K KOTOPbIM
MMeT fOoCTYN KIMeHTbl NpoBaiifepa ycnyr. 9T NpUoXeHus, 3anyckaemole B paboTy ceTeBbIMU CepBucamu,
BK/IOYaAlOT 6a30Bble NPUIOXEHNA Nepegayun taiinos (Hanpumep, npotokonsl FTP) n npocmoTpa Be6-cTpaHumy,
OCHOBHbIE NPUIOXEHUSA, Takne, Kak cnpaBoyHas cnyxba, ceTeBble ro/10COBble COO6LEHNSA U 3/1IEKTPOHHAs NouTa,
a TaKxke NpUIoXeHUst BbICOKOTO YPOBHS, Takne, KakyrnpasieHne B3auMOOTHOLEHUAMMU C KIMEHTaMU, 3/IeKTPOH-
Haa/MobunbHas TOPros/s, OHNaliHoBOe 06yyeHne, COTPY/AHNYECTBO C UCMO/Ib30BAHNEM BUAEOTEXHUKN, N T. 4.
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Mnockoctn 6e30nacHOCTN — 3TO ONpefe/ieHHble BUAbl CETEBON AeATENbHOCTY, 3alyuLiaemMble MexaHm3ma-
MW. KOTOPblEe peanin3oBaHbl /19 06beMoB 6€30MNaCHOCTU. «YKa3aHue No apxuTekType 6e30nacHOCTU» onpegenseTt
TPpW NNOCKOCTM 6e30nacHOCTW, NpeAcTaBAsAoLIMe BUAbI 3allMLLaeMoli 4esaTeIbHOCTH, KoTopas ocylecTeaseTcs
B CETU:

- N/IOCKOCTb CETEBOIO MEHE)KMeHTA:

- NJI0CKOCTb CETEBOr0 KOHTPO/IS U CUTHANU3aLun:

- NI0CKOCTb KOHEUYHbIX Nofib30BaTeNei.

B 3TUX N/1I0CKOCTAX paccmaTpuBaloTCA KOHKPETHble MoTPebHOCTN 6e30NacHOCTH, CBA3aHHbIe COOTBETCTBEH-
HO C MeponpuATUAMU CETEBOTO MEHEeJ)KMEeHTa, MeEPONPUATUSAMUN CETEBOTO KOHTPOA U CUTHANU3aLMmn 1 geatenb-
HOCTbIO KOHEUYHbIX NoNb3oBaTenein. Cetn fOMKHbI OblTb CIPOEKTUPOBaHbI TakuM 06pa3om, 4To6bl CO6LITUA B O4-
HO nockocTy 6e30MacHOCTM OCTaBaINCh, HACKOIbKO 3TO AONYCTUMO, N30/IMPOBaHHBIMUN OT APYrMX NI0CKOCTEN
6e30MacHoOCTH.

Mocnepytow e pasgensl 3HAKOMAT C Pa3IMUYHbIMU acnekTaMun peanbHbIX TEXHUYECKUX apXUTeKTyp 6e30-
NacHOCTU. OTHOCALUMUCS K pa3INyHbIM cchepam opraHmsauumn cetu.

Heo6x04MMO NOAYEPKHYTb, YTO apXNTeKTypa TeXHUYeCcKoi 6e3onacHoCTM A5 N1060ro npoekTa Ao/mKHa
6bITb NOMIHOCTLIO AOKYMEHTaIbHO ONMcaHa u cornacosaHa, npexge yem 6ynet okoH4YaTeibHO cpopMMpOBaH
cnucok Mmep 6e3onacHoCTN A4NS peanusaunu.

13.2.2 OpraHusauus nokanbHOW ceTn

13.2.2.1 O6wWme NonoXeHns

Mpwn ncnons3osaHun JIBC B npegenax hmsnyeckn 3awneHHbix obnacTei (y4acTkos), Hanpymep TObKO B
npefenax co6CTBEHHbIX MOMELLEHWI OpraHn3aLnmnmn, puckn, BEpoATHO, 6yAyT TakoBbl, HTO MOTPEO6YOTCA TONTLKO
6a30Bble TEXHMYECKMe 3alTHbie Mepbl. OHaKO B C/lyvyae UX UCNo/b30BaHNa B 60n1ee LWNPOoKoli cpee, a Takke
npu CNonb30BaHUM 6ecnpoBOAHbIX TeXHoorni (cm. 13.2.4) ogHa ToNbko husmyeckan 3awmrta Bpsag nm oyget
rapaHTupoBaTb NPUeMsIeMbIii ypoBeHb 6e3onacHocTn. Kpome Toro, TEXHOMOMMKN € pasgensieMoli NponyckHol cro-
COBGHOCTbI0. Hanbonee YacTo ucnonb3yemble BJ/IBC. fenaloT BO3MOXHbLIM JOCTYN KO BCEMY CeTeBOMY Tpaduky
C Nto60i cucteMbl, UCNONb3yloL el pa3gensieMyo NPonyCKHY CNOCOBHOCTb.

MK npeacTasnseT coboii yA3BMMy0 061acTb, Tak Kak ABNSeTCS N0Nb30BaTe/IbCKUM UHTepdelicoM. Ecnn
MK He 610kupyeTcs, CcylecTByeT BEPOSAITHOCTb YCTAHOBKM Nonb3oBaTesieM B /IBC HeCaHKLMOHNPOBAHHOIO Npo-
rpaMmHoro obecneyeHns. Cepsepsbl, UCNOMb3yeMble B KOPNOPATUBHON CeTU, Kak Te. KOTopble npegHa3HayeHbl
Ana NHTepHeTa, Tak U BHYTPEHHWE CepBepsbI, He NMetoL e HEMOCPEeACTBEHHOIO CoeiuHeHns ¢ NHTepHeToM, cny-
XaT NCTOYHUKOM MOTeHLManbHOro pucka 6e3onacHocTn. XoTa 60bWMHCTBO CNyX6 AT yTBep3aatoT. 4TO OHU
BHUMATE/IbHO OTHOCATCA K NPUMEHEHUIO NaTyeil N0 Mepe UX AOCTYNHOCTU, K 3TOMY PUCKY HY>XXHO OTHOCUTLCS
0YeHb Cepbes3Ho, Tak Kak fjaxe KpYMnHbIM OpraHu3aumnsam He yaasasiocb CBOEBPEMEHHO YCTAHOBUTL NaTyun Ha BCe
cepBepbl, YTO MPUBOANSIO K pa3pyLLUEeHNI0 «4epBsMU» BHYTPEHHEro ceTeBoro Tpaduka.

13.2.2.2 Puckn 6e3onacHocTun

B npoBoAHbIX JIBC pucku 6e3onacHocTu co3gatTcs y3namm, nu3nyeckm CoeiMHeHHbIMM € CeTblo. OCHOB-
Hble PUCKN 6€30NacHOCTU, CBA3AHHbIE C IOKa/IbHbIMW CETAMMU, Bbi3blBAKOTCSA:

- HeCaHKLMOHMPOBaHHbLIM AOCTYNOM U U3MEHEHUAMU, BHOCUMbIMY B MK. cepBepsbl 1 Apyrue coeuHeHHbIe C
NBC ycTpoiicTBa:

- cepBepamMu, Ha KOTOPbIX He YCTaHOBJ/IeHbl NaTun:

- HA3KUM KayeCcTBOM naponeit;

- XMweHneM annapaTHbIX CpefCTB;

- HapyLEeHNAMUN IHepProcHabXeHuns;

- UMNOPTOM BPEAOHOCHOIO NPOrPamMMHOro obecneyeHns NOCpPeACcTBOM 3NEKTPOHHOW NOYTLI U OCTYNOM K
Beb6-cTpaHuuam;

- Heyjauell pe3epBHOr0 KONMMPOBAaHUS TOKA/TbHbIX XXEeCTKUX JUCKOB;

- 0TKa30M annapaTtHbIX CPefCTB, Tak1X, Kak XecTkue AUCKN:

- HeCaHKLMOHMPOBaHHbIMY coenHeHuamu c JIBC (nantonbl):

- HECAHKLMOHNPOBaHHbLIM AOCTYMNOM K KOHLieHTpaTopam Wi KOMMYTaLMOHHbIM CTOliKaMm;

- NaponsiMy NO yMONYaHUIO Ha NopTax ynpas/ieHUsi KOHLEHTPaToOpoB U KOMMYTaTOPOB;

- He40CTaTOYHOM hU3NYECKOW 3aLUTON.

13.2.2.3 Mepbl 6e30nacHoCTH

MopaepxaHne 6esonacHocTu npocTpaHcTea J/IBC TpebyeT o6ecneyeHus 3alwmntbl KOMNoHeHToB J/IBC nnog-
COEeIMHEHHbIX YCTPOICTB. Takum 06pa3om, Mepamum 6e30nacHOCTM ANA 3awuTtbl cpegbl IBC MOryT 6biTb:

- hnsmyeckne mepbl 6€30NaCHOCTH U Mepbl 6€30NacHOCTU, CBA3aHHbIE C BANSHUEM OKpYXalolel cpebl:
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- UCMOJIb30BaHNE CUCTEM CTaslbHbIX TPOCOB A5 3alUTbl LLeHTPasibHbIX NPOLECCOPOB, MOHUTOPOB U
Knasuartyp OT XULLLEHUS;
- NCMONb30BaHNe 3aMKOB Ha yCTpoicTBax 415 NpefoTBPpaLLeHNs XML EeHNS Takux YacTeil, kak 3anomu-
HalolLne yCcTpoincTaa;
- UCnosib30BaHne Kamep criexeHus (HabnwaeHusa) 4NA npejoTBpalleHnsa HeCaHKLMOHUPOBAHHOTO Bbl-
Hoca 060pyAoBaHuUA C NoWagKu (M3 NOMeLLeHns);
- obecneyeHne xpaHeHUs KOHLEHTPaToOPOB 1 MapLupyTnsaTtopos JIBC B (hn3nyeckmn 3aliunLleHHbIX LKa-
hax B 6e30MnacHbIX NOMELLEHUAX CBA3W;
- ncnonb3zosaHue MBI c aBTOMaTUYeCKUM OTK/OYEHNEM A8 KPUTUYECKNX YCTPOCTB 1 nonb3oBaTe-
neti MK. ecnu oHW He XOTAT NOTEPATbL HAXOAALLYIOCA B NPOLLecce BbIMO/IHEHUs paboTy;
- annaparHble 1 NporpaMMHble Mepbl 6€30MacHoOCTH,;
- KOHUTyprUpoOBaHNe YyCTPOICTB C YacTHbIMM IP-agpecamu,
- cTporas nonnTuKa naponen;
- Tpe6oBaHMe NPOTOKONPOBAHNA Ha KaXA0ii paboueii CTaHLMK C MCNOIb30BAHUEM MO KpaiiHei mepe
napbl «MAeHTUNKaTop Nosb3oBaTeaynaposb»;
- ycTaHOBKa aHTUBMPYCHOrO NpOrpamMMHOro obecneyeHuss WU ero peryfisipHoe asTomaTuyeckoe
06HOB/EHME;
- peanu3auns 6e30nacHbIX yCTaHOBOK NPOTOKO/IMPOBAHUS;
- 6/10KMpOBKa AUCKOBOAA A8 XEeCTKUX AUCKOB, AUCKOBOAA AN KOMNAaKT-4UCKOB U MOPTOB YHUBEP-
casibHOV nocneoBaTe IbHON WHHbI;
- 3epka/ibHOe KonupoBaHWe HakonuTesnel cepsepa (Man peanusauma RAID) gnsa obecneuyeHus
N36bITOYHOCTY;
- yAjaneHune HeHYXHOro nNporpaMMHoro obecneyeHus;
-OpraHn3alnoHHbIe Mepbl 6e30nacHoCTy,;
- LOKYMEHTUpOBaHNe YyCTaHOBOK MPOrpamMMHOro obecneyeHns n 6e3onacHoCcTu 418 UCNO/Ib30BaHUSA B
6yayuiemM npum KOHUrypnpoBaHUM HOBbIX pabounx cTaHuunii;
- N1aHNpOBaHVe NePUOANYECKOTO CKauMBaHNA 1 YCTaHOBKW NaTyeii 419 onepayoHHO CUCTEMBI:
- cosfiaHne v noagepxka TekyLw X UCKOB aBapuMinHOro BOCCTaHOB/IEHNSA U XpPaHEHWEe X B KOHTPOUPY-
eMOoM MecTe;
- peanusauuns NpoTokosna ana UKCUpoBaHma NPobieM TEXHUYECKOTro 06CyXNBAHUA N HENPABU/ILHO-
ro MCNoJsib30BaHnsA pabounx CTaHuuii;
- XpaHeHue B apxuBe BCell OKyMEHTaL MM KOMNOHEHTOB paboyeli cTaHLMN (JOKYMEHTbI, PYKOBOACTBA,
[AVCKN) ANA UCMOJb30BaHUA cneyuanmcTaMmm no o6¢cnyxmaHnio 06opya0BaHus;
-o6ecneyeHve pexviMa pe3epBHOro KONMpoBaHus;
-obecneyeHne N3MeEHEHNs Naposieli No yMo4aHUIo Ha BCeX KOHLLeHTpaTopax u KoMmyTatopax;
-ycTaHOBKa COOTBETCTBYHOLWUX UMEH coobLiecTBa/naposieii B NpOTOKO/1E CETEBOTO yNpaBieHus;
- Hagnexauliee hopmmpoBaHne NPOTOKONOB B C/lydae [OCTYMHOCTU U peanunsaumnsa npouesyp nx KOHT-
pons.
- NNaHMpoBaHMe NeprmoanYecKoil yCTaHOBKN 0GHOBIEHHbIX BEPCUIA MPOrpaMMHO-annapaTHbiX CPeACTB;
- LOKyMEHTMpOBaHne HacTPOoiikn 060pyAoBaHuA 415 UCNOb30BaHNSA B 6yAyLLem npy NOBTOPHOM €ro
KOH(OUrypnpoBaHum;
- co3JaHne pe3epBHOI KONUKN KOHUIypaunoHHoro daina maplpytmsaTopa n xpaHeHue ero B 6e3o-
nacHom mecTe;
- TecTUpoBaHue BCeX NOLCOEANHEHHbIX K TOKA/NbHOW CeTn yCTPONCTB Ha NpegMeT Haan4uus ysassu-
MOCTH.
13.2.3 OpraHusauus rnobanbHoi cetn
13.2.3.1 O6uwme nonoxeHns
TpagununoHHas MBC 6bi1a nepBoHavasbHO Co3/iaHa C UCNosb30BaHneM (PUKCUPOBAHHbIX JIMHWNIA CBA3UN MexXAY
nomeujeHnaMu (ysnamu), apeHjyemMbiMu y NpoBaigepos ycayr, npuyemM nposaiigep ycayr BbiNONHSAET MUHK-
MasibHYI0 yrpaB/ieHYeCcKyio eATeNbHOCTb, CBA3AaHHYI0 C 3TUMUN IMHUSAAMU CBA3W, MOMUMO o6ecneveHuns nx hyH-
KuMoHupoBaHua. OHako pa3suTue TexHonorun NBC npuseno K nepeknajbiBaHnio OTBETCTBEHHOCTH 3a ynpaBs/e-
HVe Ha npoBaiiepa ycnyr c BbIr0OA0N 415 OpraHnsaunm, 3aknyvarueics B 0OTCyTCTBUN HEO6XOAMMOCTU pa3Bep-
TbiBaTb COGCTBEHHYIO CeTb 1 YNpas/iATh el0. OTO 03HaYaeT, YTO OTBETCTBEHHOCTL N0 06ecneveHnto 6e3onacHoCTu
MeHe/[XMeHTa ceTu Bo3fiaraeTcs Ha nposaiifepa ycnyr. Kpome 1oro, nockosbky N'BC rnasHbIM 06pa3om UCMosb-
3yeTca A/18 Hanpas/ieHUs CeTeBOro Tpauka Ha 60/bluve PaccToAHNUA, MYHKLUA MapLwpyTu3auuy 4osXHa 6biTb
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XOPOLLO 3aLimnieHa, YTobbl UCKNYNTb BEPOATHOCTb HaNpaB/ieHNsa ceTeBoro Tpaduka B npeacTaBnAoLYyI0 He-

BEpPHbI/ NYHKT HasHauyeHus JIBC. Takum 06pa3oM, NMPOXOASLLNIA Yepes3 /IoKanbHY0 ceTb TpadukK NoABEPXeH

nepexsaTty nmuaMu, UMeLWwUMn gocTyn K uHgpactpyktype NBC. Mockonbky nHpactpyktypa MBC 6onee goc-

TynHa. YyeM nHdpacTpykTypa JIBC, cnegyet cobntoaaTb OCTOPOXHOCTbL, 06ecneumBas WwnposaHue nepegasae-

Moli yepes cpegy 'BC 3Haunmoli nHcpopmauun. C nposanfepom ycnyr 4O/MKeH BbiTb 3aKN0UYEH KOHTPakT, B

KOTOPOM A0/KHO 6bITb 06rOBOPEHO YCI0BME fleMOHCTPaLUn YPOBHA 6€30NacHOCTU, HEO6XOAUMOro OpraHu3aLmm.
13.2.3.2 Pucku 6e3onacHocTun

XoTa npoBogHas BC pa3genseT 0OCHOBHble pUcku 6e3onacHocTy ¢ npoBoaHoi JIBC (cm. 13.2.2). ee uc-
nosib3oBaHue nogpasymeBaeT 60/bllee YNC0 pUCcKoB 6e30MacHOCTY BCieAcTBMe 60nee 3HauYMTeNbHO noaBep-
XEHHOCTUN BO3elicTBUIO ceTeBOro Tpadmka B NBC. 4To 03Ha4aeT HE06XOAMMOCTb HAIMUYUS CPeACTB KOHTPONSA,
BK/OYaa cpeacTBa KOHTPOAA AocTyna, A9 obecnevyeHns Toro, 4To6bl npoBoAHyt0 MBC 6b110 Henerko ckoMnpo-
MeTUpoBaTh. Bbl3blBas TEM CaMbIM LUMPOKO pacnpocTpaHsioleecs HapylweHne. AHaNorMyHbIM o6pasom, XoTs
6ecnpoBogHasa MBC pa3genseT oCHOBHble pucku 6e3onacHocTy ¢ 6ecnpoBogHoii IBC (cM. 13.2.2). oHa 6onee
noABepXeHa paspyLUeHunIo 13-3a BO3MOXHOCTel NnpegHamMmepeHHbIX MOMeX B CUCTEME, UCMOb3yeMOoii 415 nepe-
Jaun ceTeBblX NakeToB. OCHOBHblE PUCKN 6@30NacHOCTU, cBA3aHHble ¢ FBC. BKNOYaloT:

- BTOPXEeHWe, Korga npoucxoauT packpbiTve nHopMaLuumn uam LLe0OCTHOCTb fJaHHbIX HE MOXET 6bITb rapaH-
TMpOBaHa:

- ataku oTKasa B 06CNYXNBaHUN, KOraa pecypcbl CTAaHOBATCA HEAOCTYNHbLIMU 415 YNOSHOMOYEHHbIX NOMNb30-
BaTenei:

- yyeTHble 3anucu a8 KOMMYyTUPYyeMOro 4ocTtyna B VIHTepHeT U coeAMHEHNI C BHELWHe CTOPOHOW Ana
JINYHOTO MCNOMb30BaHUA AOMa, KOTOPbIE S1erKO MOryT 06X04NTh Nt06ble 3alUTHbIE MEPbl, peann3oBaHHble Ha
ceTeBOM U CEpBEpPHOM YPOBHSX, NoABepras KOpnopaTuBHY CeTb BO3AECTBUIO UMEIOLWUXCA B 3/IEKTPOHHON
nouTe «4yepBein», «TPOSAHCKNUX KOHEWR» 1 ApYTrux BUPYCOB;

- 3anasfbiBaHue, koTopoe 6yAeT okasbliBaTb B/MSAHNE HA FO/I0COBYI0 Nepegavy yepes IP-cepBuchl;

- hnykTyaumio hasbl B ceTun, kotopas 6yaeT okasbiBaTb BAVSHME HAa KA4eCTBO ro/10COBOI nepefayn (Bbl3bl-
BaeMyio rnaBHbIM 06pa3oM B pe3ynbTaTe UCNO/b30BaHUA MeHbIX Kabenei AN NocTaBku ycnyr);

- c6olii ycTpolicTB;

- nospexpeHune kabens;

- ycTpolicTBa C HeyCcTaHOBMIEHHbIMU NaTyamu;

- NOTEPIO IN1EKTPOCHABXEHNA HA TPAH3UTHOW NaowaaKke, 3aTparmpaoLLyo MHOTMe gpyrue naowagku;

- cpeAcTBa CeTeBOro ynpasJsieHns npoBalijepa ycnyr.

13.2.3.3 CpegcTBa KOHTPONSA 6€30MacHOCTH

OcCHOBHble cpefCcTBa KOHTPONA 6e30nNacHOCTU, HeobxoAuMble Ana obecnevernns 3awmTel FBC. BKkAOYaAlOT:

- 3aMeHy He6e3onacHbIX No CBOel Npupoe NPoTOKOMOB, Takux, kak Telnet n FTP. Ha 6e30macHble MPOTOKO-
nbl. Takue, kak SSH n SCP;

- WndpoBaHne KaHanoB ynpaBneHns;

- peanusauuio 6e3onacHoi ayteHTurkaLmum gna nonyvyeHna goctynak ycrpoilicteam NBC ¢ cooTBeTCTBYIO-
el nogayeit curHannsaymm Ans yCcTpoiicTB C UCMONb30BaHWEM OTYETHOCTU SNMP;

- 06ecneyeHne 6esonacHocTU thusnyeckoro obopyaosanns MBC Ha kaxaoi nnaowanke, Takoe, Kak UCMnosib-
30BaHue 3anupaembix WKagoB c cMrHanusauunei;

- ucnonb3osaHne NBIM ans o6ecneyeHns 3almnTbl OT HAPYLWEHNA 3HEProcHabXeHUs;

- iBOliHOE CoefMHeHne NNoWaf0K C MCNOb30BaHNEM pa3HblX MapLUPYTOB;

- aKTUBHbI nocnegosaTebHbIli onpoc ycTpolicte MBC:

- cOCTaB/IeHMEe CXeMbl CETEBbIX YCTPOUCTB AN18 AEHTU(UKALUN HECAHKLMOHUPOBAHHbIX YCTPOWCTB:

- CPefiCTBO ynpasJ/ieHNa natyamu;

- WK poBaHHbIEe OBEPEN AN 3HAYNMbIX AAHHbIX;

- Mo/lyyeHune rapaHTuii cepsuca OT npoBalijgepa ycnyr no Takmm Bonpocam, Kak 3afgepxka u pnykryaums

- peanusayuio aygvrta v nogoT4eTHOCTM ANS AocTyna kycTpoiicteam MBC;

- UCMONb30BaHNE MEeXCeTeBbIX IKPAHOB, OTBEPraloLL X /1060 HEOXNAaHHbI BXOAALW NI Tpadvk;

- obecneyeHune Toro, 4Tob6bI CTPYKTYpa MPLS nagpeca 6bi11 CKpbITbIMY;

- npuceoeHne IP-afpecos, KOTOPbIe He MOTYT 6bITb MapLWPYTU3NPOBaHbl Yepes VIHTepHeT;

- UICNOJIb30BaHMe TpaHCAaLMM CeTEBBIX a4pecoB, KOTopas CKpbiBaeT BHyTpeHHue IP-agpeca, HO No3BosiseT
yCTpOCTBaM C HEMapLLPyTU3MpyeMbIMy agpecammn genatb 3anpockl U3 HTepHeTa;
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- UCNOJIb30BaHNE aHTUBUPYCHOTO NPOrpaMMHOro o6ecneyeHns, 4Tobbl NoMeLwwaTb BpeAOHOCHOMY NporpamMmm-
HOMY o6ecneyeHuto, TakoMy, Kak «TPOSTHCKME KOHU», «4epBU» U APYyrue BUPYCbl, OTKPbIBaTb 1a3eliku B 6e3onac-
HOCTW U3HYTPW CETU:

- UCMONb30BaHNe cucTem 06HapYXeHUs BTOPXEHNI ANa naeHTudukalm nogo3pmutenbHoro tpaguka;

- obecneyeHne nornyeckoii 6€3o0nacHOCT! CUCTEM CETEBOTO0 YNpaBieHus;

-obecneyeHne husnyeckoin 6e630MacHOCTU MECT CETEBOr0 ynpaB/ieHUs:

-obecnevyeHne pe3epBHOro KONMPOBAaHWUS YCTPONCTB;

- NpoBefieHne NPOBEPOK HAAEXHOCTY NepcoHana, 3aHMMaroLWerocs CeTeBbiM MEHEIKMEHTOM.

13.2.4 becnpoBO/fHble ceTn

13.2.4.1 O6wume nonoxeHns

BecnpoBogHble ceTv onpejesieHbl Kak ceTu, oxsaTbliBawLlmne Hebobline B reorpadpMyeckom OTHOLIEHUN
o6nacTu nucnonb3yloune 6ecnpoBoHble CpefCcTBa CBA3N, Takne, Kak paAnoBOIHbI NN UH( PAKPaCHbIE BOSHbI.
O6bI4HO 6ecnpoBOAHbIE CETU UCNONbL3YIOT ANA peann3almnm CBA3HOCTU, 9KBUBANEHTHON TO. YyTo obecneynBaeT-
cs B J/IBC. 1 NO3TOMY MX TaKxe HasblBalT 6€CnpoBOAHLIMU /IOKa/IbHbIMU ceTAMU. OCHOBHbIE UCMOMIb3yeMble
TEXHO/1I0TUN CTaHA4apTU3MPOBaHbl B 4OKyMeHTax Ha ocHoBe IEEE 802.11. CnefyeT nogyepkHyTb, 4TO 6ecrnpoBoj-
Hble CeTH COCTaBNAT KaTeropuio ceTei, OT/IMYHYIO OT paguoceTein, Taknx, kak GSM, 3G n OBUY, Tak kak Te
MNCNONb3YIT aHTEHHbIE MadThl 4NA nepegayn (cm. 13.2.5).

BBC cTpagaloT OT BCeX yS3BMMOCTER NPOBOAHbIX /TOKaNbHbIX ceTel 1 BA0O6AaBOK OT HEKOTOPbIX 0COObIX
YA3BMMOCTEN, CBA3AHHbIX C XapakTepucTnkamu 6ecnpoBoHoli cBA3u. lna paccMOTpeHMa Bonpoca 3aTUX 4onon-
HUTENbHbIX YA3BUMOCTEN 6bl/IM pa3paboTaHbl 0COb6ble TeXHONOrnn (rnaBHbIM 06pa3oM OCHOBaHHbIE Ha LUMdpoBa-
HKK). XOTA Yy 60/1€€ PaHHNX BEPCUIA 3TUX TEXHONOTWI (HanpuMep, MPOTOKON WU POBaHNsA B 6€CNpoOBOHOI CBA3N
WEP) umenunch cnabble mecta apXMTekTypbl, M MO3TOMY OHW He COOTBETCTBOBaIM TpeboBaHNAM KOHDUAEHL -
anbHOCTW.

13.2.4.2 Pucku 6e3onacHocTu

OCHOBHble cthepbl PUCKOB 6€30MacHOCTM, CBA3aHHbIE C UCMOJIb30BaHMeM 6ecnpoBOHbIX T0KabHbIX Ce-
Tell. BKIYaT:

- noAcnylwmneaHue;

- HEeCaHKLMOHMPOBAHHbIN AOCTYN.

- B3aMMHble 1 npefHaMepeHHble NoMexu;

- HenpaBU/bHYI KOHUrypauuio:

- OTK/II0YEHME N0 yMON4YaHWo 6e30nacHoro pexmmMa gocrtyna:

- HeKoppekTHble npoTokonbl WEP nnun TKIP;

- HEKOpPpPEKTHbIN SNMP, ncnonb3yemslii gns ynpaenexHus 6BC.

- BO3MOXHbI€e 3aTpyAHEeHNs ¢ naeHTudmkaymein KoOHKkpeTHOro nonb3osartens 6BC.

13.2.4.3 CpepacTBa KOHTpOs 6e3onacHocTun

CpegcTtBa KOHTpois 6e3onacHocTu, Heobxoaumble ans BEBC. BkatovatoT:

- opraHusaumio mexceTeBoli 3awutel BBC 0T KopnopaTuBHOI MHPACTPYKTYpPbI;

- peanunsaynio VPN Ha ocHoBe IPsec yepe3 BBC mexay KIVNEHTOM U NMEPUMETPOBbLIM MeXCeTeBbIM
3KpaHoOM;

- paccMoTpeHue Bonpoca ynyudweHns 6e30nacHOCTU KaxAoro yctpoiictea BBC nyTem KoHurypupoBaHus
nepcoHanbHbIX MeXCeTeBblX 3KpaHOB, MPOrpamMMHbIX CpeACcTB OBHapPYXeHUA BTOPXEHNA N aHTUBUPYCHOTO Npo-
rpaMMHOro obecneyeHunsa Ha KIMEHTCKOM YCTPOWCTBE;

- KOHTPO/1b YPOBHA NepeAaBaemMoro curHana 4/1s UCKIYeHns pacnpocTpaHeHns 3a npegenbl hn3nyeckoi
cepbl opraHusaLmu;

- KOH(uUrypmpoaHne SNMP Ha AOCTyN TObKO A1 YTEHUS;

- ynpas/ieHne ceTbio Mo AO0NO/IHUTENBHOMY LN POBAHHOMY KaHasy, Hanpumep ncnosb3ysa SSH;

- noaaepxkKy hnsnyeckoli 6esonacHoOCTM Touek 6ecnpoBoAHOro focTyna;

- NOBbIWEHNe NMPOYHOCTU NM0ObLIX CEPBEPHBIX KOMMNOHEHTOB;

- TeCTMPOBaHNE CUCTEMBI;

- paccmMoTpeHue Bonpoca 1Cnosib30BaHNsA CUCTEMbl OGHAPYXEeHUSA BTOPXEHN MeXay KOpnopaTUBHOIA ce-
Tbto 1 BBC.

13.2.5 PapgunoceTu

13.2.5.1 O6wue nonoxeHns

PagunoceTn onpegeneHbl Kak ceTu, UCNONb3yloLW e pagnoBOHbI B Ka4ecTBe cpeacTBa CBA3M AN1A oxBaTta
reorpadmyeckn o6WMpHbIX 061acTeil. TUNMYHBIMKU NpUMepamMu pagnoceTei BNAIOTCA CETU COTOBOW CBA3W, UC-
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nonb3ylowmne Takme TexHonoruun, kak GSM unm UMTS, nnpegocTtaBnsiouime o61,e40CTyNHbIE CEPBUCHI FO10CO-
BOIi CBSI3M 1 Nepefayn AaHHbIX.

CnepyeT NoAYEPKHYTb, YTO CETU, UCNONb3YOLWNE PAANOBOSHBI AN 0XBaTa He6ONbLNX ob6nacTel, pac-
cmaTpuBaloTcs Kak aApyras kateropus (cm. 13.2.4).

Mpumepsbl pagnmoceTeit BKNOYaKT:

-TETRA (HazeMHas TpaHKMHroBas pajnoceTb):

- GSM (rno6anbHasa cuctema Mo6UNbLHON CBA3N);

- 3G (Bkntoyaa UMTS — yHuBepcabHas cuctema Mo6unbHON CBA3N);

- GPRS (nakeTHasa paanocBs3b 06 ero Ha3HavyeHus);

- CDPD (coToBas cuctema nepefayn naketos LM POoBbIX AaHHbIX);

- CDMA (MHOTOoCTaHLMOHHbIY OCTYN C KOAOBbLIM pasfeneHnem KaHanos).

13.2.5.2 Pwucku 6e3onacHocTn

CyuiecTByeT psf o6wWwumx cueHapues yrpo3 6e30nacHoOCTH, CBA3aHHbIX C pUckaMu, NPUMEHUMBIMU K pajuo-
ceTsaM. BKOYas:

- noAcnylivsaHue;

- nepexsarceaHca CBA3W;

- Bblgayvy cebs 3a gpyroe nuuo (nepcoHaums):

- Yrpo3bl NPUKNALHOIO YPOBHSA, HANPYMep MOLLIEHHNYECTBO:

- 0TKa3 B 06CnyXuBaHuu.

MpuMepbl PUCKOB B KOHTEKCTE HEKOTOPbIX BUA0B pagnoceTeil npeacTaBneHbl HUXe.

Puckn 6es3onacHocTu, cBsdaHHble ¢ GSM:

- anroputmbl A5/x 1 CoTpl28-1 He ABNAOTCA CTOWKUMMU;

- GSM-wudpoBaHme 06bIYHO OTKHOYEHO;

- BO3MOXHO K/loHUpoBaHue SIM-kaprT.

Pucku 6e3onacHocTu, cBsizaHHble ¢ 3G:

- TenedoHbl yA3BMMbI A1 3NEKTPOHHbIX aTak, BK/lovasa BHeCeHMe BpeJOHOCHOro NnporpaMmHoro obecne-
YeHWs. HanpuMep BUPYCOB;

- BO3MOXHOCTM atak BbICOKU, MOTOMY YTO TeNle@OHbl 0ObIYHO BK/THOYEHbI;

- ycnyrvu MoryT nogsepraTbCcs NoACNYLWNBAHNIO;

- B pagmnoceTax MoryT 6bITb NpefHamMmepeHHble NOMEXN.

- BO3MOXHO BBE/E€HNE NTOXHbIX 6a30BbIX CTAHLWIA:

- BO3MOXEH HeCaHKLMOHNPOBaHHbIV JOCTYN K LW/03aM;

- BO3MOXHbI aTaku ycnyr u HecaHKLLMOHUPOBaHHbI 4OCTYN Kycnyram yepes IHTepHeT;

- BO3MOXHO BHECEHME cnama,

- CUCTEeMbl yNpaBieHus nojBepxxeHbl HeCaHKLMOHUPOBaHHOMY AOCTyny yepe3 RAS;

- ycnyru nofBepxeHbl atTakam NocpeCcTBOM NOTEPSAHHOIO UK NOXULLEHHOTO 060pYA0BaHUSA NHXEHEPHO-
TeXHU4eckon nomouyu, Bkntoyas Krk.

UMTS aBnsieTcs OCHOBHbIM NpejcTaBuTenieM rnobanbHOro cemelictsa TexHonornin 3G n npegocrtasnsier
CylecTBEHHble BO3MOXHOCTM LLUMPOKOMOJIOCHOW NepeAayn U nponyckHoi CNOCO6HOCTM AN NOAAEPXKKM 60Nb-
LWero Yyncna KNMeHTOB roN10COBON CBA3M U Nepefayn faHHbix. OHa MCnofb3yeT N0N0CY HacToT WUPUHON 5 MIy,
Ha OfHY HecyLyo AN 0CTUXEHNSA 3HAYNTENbHO 60/1ee BbICOKUX CKOPOCTEl nepefayn aHHbIX U YBENUYEHNs
nponyckHoli cnocobHoCTM, o6ecneyrBas onTMMasbHOE UCNOMb30BaHVe pajnopecypcoB, 0CO6eHHO A5 onepa-
TOPOB C LUMPOKUMM CMEXHbIMU y4acTKamu cnekTpa, 06bI4HO npocTuparwmummncs ot 2-10 40 2 20 MIy. AnsA CHY-
XEeHWs pacxofoB Ha pa3BepTbiBaHue 3C-ceTeil.

GPRS — cyuecTBeHHblli Wwar Bnepeg k cetsim 3G. Tak Kak BO3pOoC/In (PYHKLLMOHa/IbHbIE BO3MOXHOCTM
GSM-cetn. GPRS — 370 cneyudukauuna nepegaydv gaHHoix B GSM-ceTsx, gatoLlias BO3MOXHOCTb CyLecTBOBa-
HUs B GSM-nHdpacTpykType v nakeTHoro Tpaduka, n tpadmka c kommyTtaumeli kaHanos. GPRS ncnonb3syet Ao
BocbMu 9.05 unu 13.4 Kéut TDMA TailMc/10TOB 06LLeit NponyCcKHON cnocobHocTbio 72.4 nnn 107.2 K6ut. GPRS
nognepxusaeT npotokosbl TCP/IP n X.25. GSM-ceTu c TexHonorneihi EDGE moryT peanusosbiBaTb EGPRS —
ynyuyweHHy Bepcuto GPRS, koTopas yBenmunsaeT NPONyCKHY CNOCOBHOCTb KaxAoro TaimcnioTta fo 60 K6uT.

GPRS genaeT BO3MOXHbIM NOCTOAHHO BKNOYEHHOE VIHTEpHET-CoeAnHEHNEe, YTO MOXET cTaTb Npo61emMoii
6e3onacHocTu. GPRS-npoBaiigep o6bl4HO cTapaeTcs NOBbICUTL 6e30MacHOCTb CBA3W, 06ecneynBas MexceTeBoi
3KpaH mexay GPRS-ceTbio U IHTEpHETOM, HO 3TO [O/1XHO 6bITb CKOH(PUITYPMPOBAHO Tak. YTOObI aTb BO3MOX-
HOCTb NpaBOMEpPHbIM cepBucam paboTaTb, 1 CefoBaTelbHO, He MOXEeT OblTb UCMO/1b30BAHO TpeTbeli CTOPOHO.
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CDPD npegcTtaBnseT coboii cneyndmkanmio 48 noanepxkm 6ecnpoBogHOro gocTtyna k IHTepHeTy v apy-
r’Mm o6LWefOoCTYNMHbIM CETAM C KOMMYTaLneil nakeToB yepes coToBble TenedpoHHble ceTu. CDPD nopnepxusaet
TCP/IP n CLNP. CDPD ncnonb3dyeT RC4 noTouHbI wudp ¢ 40-6MTOBLIMK KNtouamun ans wudgposanus. CDPD
onpeaesneHa B cTaHgapTe 1S-732. ANropuTM He ABNAETCS CTOWKUM 1 MOXeT 6bIThb AewncgpoBaH MeTo40M NOJHO-
ro nepe6opa.

CDMA — cdhopMa pacluMpeHHOro cnekTpa — sBnsieTca cemeiicTBOM MeTo40B LM POBOI CBA3N, KOTOPbIE
MCNO/Mb30BaNCh B TeHeHNEe MHOTUX 1eT. OCHOBHOU NPUHLUN PacLUMPEHHOrO CNekTpa — UCMNo/b30BaHne Wymo-
NoAo06HbIX HECYLLMX, UMEKLWNX 6ObLIYI0 LUMPUHY NOIOCHI NPONYCKaHWs, Yem TpebyeTcs N8 NPOCTOoi NpsMoii
CBSA3U NPU OAHON 1 TOW Xe CKOpOCTU Nepefayun faHHbiX. TexHonorns umdposoro koguposaHusa nossonset COMA
npeaynpexgaTb nofcnywnBaHme, HaMepeHHoe nam cnyvaiiHoe. TexHonorna CDMA pa36uBaeT 3BYKk Ha dppar-
MEHTbI. NPOXOASLLMEe N0 PaCLUMPEHHOMY CNEKTPY YacToT. Kaxablii doparMeHT pasroBopa (Un AaHHbIX) MAEHTU-
huympyetcs no uudpoBOMy Kogy, M3BECTHOMY To/Ibko CDMA-TenedoHy 1 6a30B0i cTaHUMK. 3TO 03HaYaeT, 4To
hakTnyeckn HMKakoe Apyroe ycTpOMNCTBO HE MOXeT NPUHATbL 3BOHOK. MOCKO/IbKY CYLLeCTBYIOT MUIIMOHbI KOAO-
BbIX KOMOGMHALNIA, JOCTYNHbIX 4719 N1060r0 3BOHKa, 3TO 06ecneynBaeT 3alnUTy OT NOAC/NYLINBAHUSA.

13.2.5.3 CpepacTtBa KOHTpons 6e3onacHoCcTn

CyliecTByeT paf, TEXHUYECKNX CPeACTB KOHTPOISi 6€30NacHOCTY AN OCYLLeCTB/IEHNA MEHE)KMEHTa puUC-
KOB pajmoceTei 0T UAEHTUULUPOBAHHbBIX YTPO3:

- HafexHas ayTeHTUudmkauns;

- WndpoBaHmne ¢ AP PEKTUBHBIMU anropuTMamu;

- 3alMLeHHble 6a30Bble CTaHLuK;

- MeXceTeBble 3KpaHbl;

- 3awmTa oT Bpe40HOCHOro NporpaMMHOro o6ecneyvyeHust (BUPYChbl, «KTPOSAHCKWI KOHb» U T. A4.);

- aHTMCNam.

13.2.6 OpraHusauus WMNPOKONONOCHON ceTun

13.2.6.1 O6wume nonoxeHns

LLInpokononocHble ceTn — 3TO rpynna TeXHONOorniA, No3sonsatoLwLas nHAMBUAYyanbHbIM aboHeHTam ocyle-
CTB/ISATb BbICOKOCKOPOCTHOW A0CTYN K TOUKE NPpUCYTCTBUA ceTu MIHTepHeT. B HacTosLwee BpeMs CyLecTByeT YeTbl-
pe OCHOBHbIE TEXHONOTNK:

- 3G;

- KabenbHas;

- CMYTHMKOBAS;

-DSL.

YTto kacaeTtca DSL. cywecTByOT ABa OCHOBHbIX Buga: acummeTtpuyHan (ADSL), rae ckopocTb noToka oT
nosib3oBartesns Huxe (0T YeTBEPTH A0 MOJIOBUHBLI CKOPOCTM NOTOKA K NO/Ib30BaTeNio), h cumMmeTpuyHas (SDSL),
rae CKopocTu NOTOKOB B 060UX HanpaBneHnaX 04MHaKoBbl. B N1060M cnyyae cCKOpOCTb NOTOKA K No/Mb30BaTento
06bl4yHO cocTaBnseT oT 128 K6ut/c 4o 2—8 M6uT/c B 3aBMCMMOCTU OT npoaykTta. KabenbHas n cnyTHMKoBas
TEXHOMOTNMN TaKXKe UMET CXO4Hble BUAbI NPOAYKTA.

OCHOBHbl€ NPUYMHbI BbIGOPA LWNPOKOMOMOCHbIX TEXHOOTMI 3aKNH0Yal0TCA B TOM. YTO 3Ta TEXHOIOTNSA No-
CTOSAHHOTO NOAK/TI0YEHNA BbICOKOCKOPOCTHAA U CTOUT AelleBrie TpaguLMOHHbIX CUCTEM CBA3KN. Bce TexHonorum
AenalT BO3MOXHbIM AOCTYN B IHTEPHET L. ciefoBaTelbHO, NPOCTMPAIOTCS TONbKO OT IHTepHeTa 4,0 NOMeLLeHunit
aboHeHTa. icnonb3oBaHue VIHTepHeTa B KauyecTBe yHUBEPCanbHOM CNyX6bl CBA3M NO3BONASET ObICTPO U AeLeBO
opraHun3oBbIBaTb JIMHUKN CBA3MW CAPYTMMU MowajKkaMun, BO3MOXHO, ¢ pa3sepTbiBaHnem VPN gna 6e3onacHbix
NINHWI CBA3N.

13.2.6.2 Pucku 6esonacHocTu

LinpokononocHas CBsi3b — 3TO MPOCTO BbICOKOCKOPOCTHAS JINHUA CBSA3N NOCTOAHHOIO MOAK/TIOYEHUA MEX-
Ay aboHeHTOM 1 VIHTepHeTOM. DT cBOlCTBa AenalT NOAPbLIBHYIO AeATEIbHOCTb NPOTUB NOAK/IHOYEHHON K LUMPO-
KOMOJIOCHOW CBA3W CUCTEMbI /IETKON 3afa4eil 419 XakepoB U HenocpeaCTBEHHO BeAyT K CeAyoLWnM puckam:

- packpbiTve, Mmogudukaumnsa nnv yganeHne nnopmalmm B pesysibTate HeCaHKLMOHMPOBAHHOTO yAaeHHOo-
rogoctyna;

- pacnpocTpaHeHne BPeAOHOCHOro NporpaMMHoro obecneyeHus;

-npuem/nepeava n BbINOSTHEHNE HECAHKLMOHMPOBAHHbIX NPOrpamMm;

- KpaXka NIMYHbIX faHHbIX:

- HenpaBW/ibHOE KOH(PUTYypUpoBaHMe CUCTEM KITMEHTA,;

- BHECEHWE NPOrpamMMHbIX YSI3BUMOCTEI;

- ceTeBoOli 3aTop;

- 0TKa3 B 06CNyXMBaHUN.
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13-2.6.3 CpejcTBa KOHTPO/1s 6€30NacHOCTH

CyuwiecTByeT paf, TEXHNYECKMNX CPeCTB KOHTPOsA 6€30MacHOCTU AN OCYLLeCTBEHNA MeHeKMeHTa puc-
KOB LUVPOKOMO/IOCHON CBA3M OT NAEHTUULNPOBAHHBIX YTPO3, BKIOYASA:

- MeXceTeBble 3KpaHbl /1 Masioro foMallHero oguca;

- MporpamMmmHble cpeAcTBa 3aluTbl OT BPEAOHOCHOTO MPOrpaMMHOro obecneyeHus (Bkitoyas BUPYCh);

- cMCTeMbl 06HapYXeHUs BTOPXEHW, BKOYas CUCTEMbI MpefynpexAeHns BTOPXeH;

-VPN;

- ncnpaBneHHble Bepcun nporpamm/naTym.

13.2.7 Wniwo3bl 6e30n0aCHOCTH

13.2.7.1 O6wume nonoxeHms

CoO0TBETCTBYIOL M MexaHU3M LL/03a 6e30NacHOCTY A0/KEH 06ecneynBaTth 3alUTy BHYTPEHHUX CUCTEM
opraHm3auun v ocyLecTBNATL 6e30nacHble ynpaBieHre 1 KOHTPO/1b MPOXOAsLLero Yepes Hero Tpadrka B COoT-
BETCTBMMW C NPUHATON NONUTUKOM AOCTyna K cepBucy Ww3a 6esonacHocTu (cm. 13.2.7.3).

13.2.7.2 Puckn 6e3onacHocTu

Xakepbl npeAnprvHumaloT Bce 60/1ee N30 peHHbIe MONbITKM B3/loMa ceTeld, o6cnyxumBawowmnx 6usHec, n B
LeHTpe BHUMAHUS HaxoaaTcst Wo3bl. MONbITKA HECAHKLMOHUPOBAHHOIO A0CTYNa MOTYT 6bITh 3/T0HAMEPEHHbIMMU,
BeAyLUMN, HaNpUMep, B pe3ysibTaTe aTakum K 0TKasy B 06CTY)XMBAHUUN, OHU MOTYT ObITb HanNpaB/ieHbl Ha 3/10yNoT-
pebneHne pecypcamu uau Ha noayvyeHue LeHHol nHpopmaumu. LLNo3bl 4OMKHBI 3aLLMLaTe OpraHu3aLlmio ot
Takux BTOPXEHUI U3BHe, Hanpumep U3 IHTepHeTa unu ceTell TpeTbeli CTOPOHbLI. HEKOHTPONMPYyEMOe ncxoasiee
13 opraHm3aumnmn MHopMaLnoHHOe HanosIHeHe NPUBOAUT K NPaBOBbLIM Npo6iemMaM 1 NoTEHLUUANbHOW noTepe
MHTENNeKTyanbHON CO6CTBEHHOCTU. 0 Mepe TOro kak Bce 60/bLue opraHu3aunii yctaHaBAnsatT CBA3b € VHTep-
HeTOM A9 Yy40BN1eTBOPEHNSA CBOUX OPraHn3aLMOHHbIX NOTPe6HOCTEN, OHM CTasKMBalOTCSA C HE0H6XO0AMMOCTbIO
KOHTPONSA AOCTyNa K HeHaAnexalum uam HexenatenbHbliM Be6-caiiTam. Be3 Takoro KOHTPOA opraHn3aLmmn puc-
KylOT NOTEPSATb NPOVN3BOANTE/IBHOCTb, NOABEPTHYTLCSA HEMPUATHOCTAM U HEMPABU/IbLHO pacnpeensiTb NPONyCck-
HYI0 CNOCOBHOCTb M3-3a HENPOAYKTUBHOTO «6NyxaaHuA» no Beb-calitaM. Ecnu He paccmMaTpuBaTb 3TU Yrpo3bl,
BO3pacTaeT PUCK TOro, YTO COEANHEHNSI C BHELUHUM MUPOM MOTFYT CTaTb HEAOCTYMNHbIMU, flaHHbIE MOTYT 6bITh
MCNOpYEHbI NN LieHHble aKTUBbI OpraHu3auny MoryT NoABEePrHyTbCA HECaHKLMOHNPOBAHHOMY PacKpbITUi0. [laH-
Hble. pa3MelleHHble Ha Beb-caiiTax nam nHbiM 06pa3om nepefaHHble 6e3 Hagnexalyx NoIHOMOoYNiA, ToXe MoryT
noBeyb 3a co60i NPaBOBbIE HEMPUSATHOCTU, HAMPUMEP NHCAAEPCKYI TOPTrOBIIO.

13.2.7.3 Mepbl 6e30nacHoCTH

LLnto3 6e30NacHOCTN AO/IKEH:

- pa3gensTb noruyeckme ceTu;

- BbIMOMHATb (PYHKUUM OTpaHNYEHNA N aHanu3a nHopmauum, NpoxoaaLeli Mexay 1ormyeckuMmm cetTamu;

- 6bITb CPEACTBOM KOHTPO/A AOCTYyNa K MHhopmaymmu, noctynatoLeil B ceTb opraHusaLlmm n BbixoasLen
13 Hee;

- 0becneymBaTb eMHCTBEHHYIO KOHTPOIMPYEMYIO 1 YNpaB/sSieMyto TOUKY BXOAa B CeTb;

- NPpOBOAMTbL NOANTUKY 6e30MacHOCTM OpraHn3aLmn 0THOCUTENIbHO CeTEBbIX COeAUHEHNIA;

- 06ecneynBaTb OfHY TOUKY A/151 TPOTOKO/IMPOBAHUS.

[nAa kaxporo w3a 6e30nacHOCTY A0/IKEH 6bITb pa3paboTaH OTAENbHbIA AOKYMEHT NoOMTUKN 6e3onac-
HOCTM AOCTyna Kycayram, v ero cogepxaHue J0/HKHO BbIMO/HATLCA AN rapaHTUN NPOX0XAEHUS TONTbKO CaHKL M-
OHMPOBAHHOIO Tpaduka. TOT LOKYMEHT JO/IKEH COAepXaTb HAbop NpaBu, KOTOPbIM LUSI03 fO/KEH MOAUNHATh-
cA. 1 KOH(Urypaumio wn3a. Heo6xoaMMo caenaTtb BO3MOXHbLIM onpejesieHne paspelleHHbiX CoeUHeHUN B
OTAENbHOCTMN COr/TaCHO MPOTOKO/Y CBA3M U APYTUM feTansam. Takum 06pa3om, 415 rapaHTUPOBaHNA NMONYYEeHUs
focTyna oT COeJMHEeHU CUCTEM CBA3M TONIbKO pas3peLleHHbIM Nob30oBaTeNsiM 1 Tpaduky B NONUTUKE LOSIKHbI
6bITb ONpefesnieHbl U NOAPOGHO 3adMKCUPOBAHbI OTPaHUYEHNA U NpaBnna, NpUMeHsieMble K Tpadurky, npoxoas-
LemMy yepes W03 6€30MacHOCTM B 060MX HaNnpaB/ieHUAX, ¥ MapamMeTpbl ero ynpaBaeHusa 1 KoHdurypauum.

Heo6x04MMO MOTHOCTLIO NCNOMNb30BaTh AOCTYNHbIE CPeACTBA UAEHTUMMKALNN U ayTeHTUdUKaL MM norm-
4ecKoro KOHTPOA AOCTYyNa 1 ayanTa LW30B 6e3onacHocTn. Kpome Toro, X HE06X04MMO perynspHo NpoBepsThb
Ha Ha/mume HecaHKLMOHMPOBaHHbIX MO hilin AaHHbIX; NPYU UX 06HAPYXEHUW J0/KHbI ObITb COCTaBIEHbI OTHETHI
06 MHUMAEHTax B COOTBETCTBUMN CO CXEMOI MeHeAXMeHTa MHUNAeHTOB VB opraHusaunn n/wnun opraHusaumni
(cM. NCO/M3K TO 18044).

Heo6x0AUMO, 4TO6bI MOAKIOYEHNE K CETU OCYLLLECTBASANOCH TO/IBKO NOC/1€ NMPOBEPKN COOTBETCTBUS BbIO-
paHHOro wWnto3a 6e3onacHocTn TpeboBaHMAM opraHusanmumn n/unm coobuiectsa M BO3MOXHOCTN 6e30nacHoro me-
HeXXMeHTa BCEX PUCKOB, NpoMCTEKaLWMX 13 No406HOro coefuHeHuns. lomkHa 6biTb rapaHTMpoBaHa HEBO3MOX-
HOCTb 06Xx0/a LW/t03a 6€30NacHOCTU.
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Xopowum npumepom LWwto3a 6e30nNacHOCTN ABASETCA MeXCeTeBOol aKkpaH. MexceTeBble 3KpaHbl 06bIYHO
[O/KHbI 061aAaTb COOTBETCTBYIOLW el CTEeNeHbo rapaHTumn, COM3MepPUMOii C OL,eHEeHHbIM PUCKOM, KOrfa CcTaH-
[apTHbIA Habop NpaBW/ MeXCeTeBOro akpaHa 06bI4YHO HauMHaeTCs € 3anpeLLeHns BCero 4ocTtyna Mexay BHyT-
PEHHUMU U BHELIHUMW CETAMU N A06aBNEeHNA OTAENbHbIX NpaBua Ans obecneyeHns COOTBETCTBUSA TONIbKO HEOO-
XOA4MMbIM KaHanam CBA3N.

Bonee nogpo6Hasa nHopmMaLms o wi3ax 6ezonacHocTu npeactasneHa B MICO/M3K 18028-3 (aTakxke B
NCO/M3K 17799).

CnepyeT OTMETUTb, YTO. HECMOTPS HA OTCYTCTBME 06CYXeHNs acnekToB ceTeBOli 6e30MacHOCTN Nepco-
Ha/lbHbIX MEXCeTeBbIX 3KPaHOB (CneyunanbHOro Tuna Mexcertesblx akpaHoB) B MCO/M3K 18028-3, oHU Takxe
[OMKHbI 6bITb pACCMOTPEHbI. B 0TANYME OT 60/NbLINHCTBA LLEeHTPabHbIX Y3/10B, 3allULEeHHbIX cneynanbHbIMU
MeXceTeBbIMU 3KpaHaMu, yaneHHble CUCTEMBI HE MOTYT 6bITb 06ecneyeHbl 3KOHOMUYECKUN U NpakTU4eckn. Bia-
MEH MOXHO MCMO0/Ib30BaTh NEPCOHAasIbHbIV MEeXCeTeBOW 3KpaH, KOHTPONMNPYIOLLUIA NOTOK MHpopMaLny B yaaneH-
Hblli KOMNblOTEP (M MHOTAa U3 Hero). NMepcoHan MoXeT OCYLLeCTBNATbL BbINOMIHEHWE NpaBua (NOUTUK) MexceTe-
BOrO 3KpaHa AMCTAHLNOHHO B LLEHTpasibHOM NyHKTe, 0CBO60XAasa yAaneHHOro nosib3osarens CUCTeMbI OT HEOO-
XOAMMOCTM N3YYeHNs TEXHMYECKO CTOPOHbI npouecca. OgHako, ec/iv 3To HEBO3MOXHO, caieAyeT No3aboTuTbes
06 o6ecneyeHnmn achhekTMBHON KOHDUrypaLmm, 0COB6EHHO ecnn NepcoHan Ha yaaneHHoM y3fne He 3Hakom ¢ UT.
HekoTopble nepcoHasibHble MeXCceTeBble 3KpaHbl, OrpaHnyMBas pacnpocTpaHeHe BpeOHOCHbIX MPorpaMm, Tak-
XK€ MOTYT OrpaHu4MBaTh BO3MOXHOCTM NMepefayn No ceTn CaHKLMOHMPOBaHHbIX MporpaMm (Aaxe 6ubnAnoTek).

13.2.8 CepBuchl yagasneHHoro gocryna

13.2.8.1 O6wume nonoxeHus

Llenbto cepBucoB yganeHHoro goctyna (CY/[l) assnaetcsa ocywectsnieHne o6mMeHa gaHHbIMU Mexay yga-
NEHHbIM Y3/10M U LeHTpasibHbIM CEPBUCOM. [1151 3TOTO CyLWecTByeT psAj pelleHnit, BKIYaloLWnii:

- nepegayvy nHdopmauumn yepes VIHTEPHET;

- cnyxo6y IP aBToMatnyeckoit TenedOoHHO CBA3MN.

CuncTtembl cBA3M Yepes HTepHeT BCe B 60/bLUIEN CTeNeHn NCNONb3YI0T NpejocTaB/ieHHble IHTepHeT-npo-
Baigepom kaHanbl cBs3n ADSL ana ob6ecneyeHns BbICOKOM NPOMYCKHOV CNOCOBGHOCTY U3 LLleHTpasibHOro y3na u
60/1€e HU3KYI0 MPONYCKHYI CNOCOBHOCTb U3 yaneHHOoroysna KueHTpanbHomy. [lnsa obecneyenns 6esonacHoc-
TV NOTOKOB 06MEHHbIX AaHHbIX (KPOMe HaumeHee 3aceKkpeyeHHbIX) Heobxogumo ncnonb3osatb VPN (cm. 13.2.9).

Cnyx6bbl IP aBTOMaTuyeckoli TeneOHHOW CBSA3KN NO3BONAIOT yAaneHHOMY Y31y (06bI4HO OAUHOYHOMY
nonb3oBaTesno) HabupaTb HoMmep 6/10ka MOAEMOB Ha LLleHTPanbHOW cTaHuuu. MNocne ayTeHTUdMKaLum yctaHasBm-
BaeTCs CBA3b MeXAY YAa/leHHbIM Y3/10M W LleHTpaibHbIM CEPBMCOM. ECN TONIbKO B NPUIOXEHUN HE UCNOb3Y-
eTca NpoToKo/ 6e30NacHOCTU, B ATOM pexnme CBA3N WdpoBaHne 06bIYHO He NpuMeHsatoT. floctyn K CY [l peanu-
3yl0T nocpeAcTBoM ceTu ISDN nav aHanoroBbiX IMHUIA. Tak UM nHave Nonb3oBaTelb 3BOHUT B LLlEHTpasbHbIi
y3en, rae nMeeTcsi onpefenieHHbll ypoBeHb ayTeHTudukaymmn. floctyn K CY[, obecneunsaeT nepefayy ToNbKO
He3awnpoBaHHbIX faHHbIX.

13.2.8.2 Pucku 6e3onacHocTH

CyliecTByeT psif puckoB 6e30nacHOCTH, KOTOPbIe MOTYT 6bITb CBA3aHbl ¢ CY[;:

- HeCaHKLMOHMPOBAHHbIN fOCTYN K cucTeMam, cepsmncam n nHopmanmm opraHnsasmnm (Bkntoyas npocny-
LUMBaHME), NPUBOAALLNIA K PACKPbITUIO, HECAHKLMOHUPOBAHHLIM U3MEHEHUSAM UK pa3pyLleHunto nHdopmaunu u/
AN CepBrCOB;

- BBE/eH/e BPeJOHOCHOI0 Koa B CUCTEMbI, CEPBUCHI U UHPOPMALMI0 OpraHnu3anmm ¢ ux nocneayoLei
Moaudmkaumen, HefOCTYNHOCTbLIO U pa3pyLUeHnem:

-aTaka DoS Ha cepBuCbl opraHusaymm.

13.2.8.3 Mepbl 6e30nacHoOCTn

YpaneHHblli 4OCTYN nogpa3yMeBaeT Hasmumne camo3alnTbl LeHTPabHbIX CEPBUCOB OT HECAHKLMOHUPOBAaH-
Horo goctyna. CuntaeTcs, 4To caMu yAasleHHble CUCTEMbI MMEIOT 3aLuTy OT psiga yrpos 6esonacHocT. Mepbl
6e30MacHOCTH, KOTOpble MOTyT noTpeboBaTbCs, BKIOYAIOT:

- MexceTeBble 3KpaHbl (BKNOYAsA NepcoHasibHble MeXceTeBble 3KpaHbl).

-ACL mapwpyTtumsartopa;

- lWWMdhpoBaHne KaHanoB focTyna K IHTepHeTy;

-onpeaenuTenb NMHUW BbI30BA;

-CTPOryto ayTeHTUUKaLMIO:

- aHTuBMpycHoe Mo;

-ynpasfneHune ayguToMm.

Bonee nogpo6Has nHchopmaums o 6esonacHocTn CY [ cogepxutcs B8 MCO/M3K 18028-4.
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13.2.9 BupTyasibHble YacTHble CeTn
13.2.9.1 O6ume NonoXeHNs
VPN siBnseTcs YacTHOW CeTblo, KOTOpas peasnn3yeTcs C NOMOLLbI0 MHPPACTPYKTYPbl CYLLECTBYIOLWNX Ce-
Tei. C Touku 3peHns nonb3osatens. VPN yHKLMOHUPYET Kak YacTHas ceTb M npegnaraeT aHanornyHble pyHKum-
OHaJsibHble BO3MOXHOCTU U ycnyrn. VPN MoXeT 6bITb MCNO/Ib30BaHAa B pa3/INYHbIX CUTYaLMAX:
- peanusauus yganeHHoro gocTtyna K opraHusauuu gns Mo6usbHbIX WM HaXOASLWUXCS 3a npegenamm
opraHusauuv coTpyLHUKOB;
- CBA3b MeXAy pPa3/INyHbIMN MEeCTOMOJTIOXEHUAMU OpraHn3anmnm, BkoYas n3bbiTOUYHbIE CBA3N 415 BHejpe-
HUS MHPPACTPYKTYPbl BOCCTAHOBMEHUS;
- ycTaHOB/IeHMe NOACOeMHEHNI K CeTn opraHu3anmm Ana 4pyrux opraHusauuii/napTHepos no 6usHecy.
Opyrumun cnosamu. VPN no3BonsieT 4BYM KOMMbIOTEPAM WM CETAM 06MeHuBaTbCA UHhopmaLmein 6e3o-
nacHblM 06pa3oMm B He3allMLLEeHHOl NnepejarlLeil cpeae (Hanpumep, B VIHTepHeTe). 9TOT 06MEH paHee ocyLe-
CTBNSAAN C 6ONbLINMM 3aTPaTaMmn NOCPEACTBOM MCNOMb30BaHNA apeHyeMbIX MHNI ¢ WndpaTopamu B KaHane
cBA3n. OHaKO C MOAB/IEHNEM BbICOKOCKOPOCTHbIX KAHAMN0B CBA3MN VIHTEpHeTa U NoAX0AALEer0 OKOHEYHOT0 060-
PyA0BaHMA Ha KaX[0M KOHLe CeT! NosiBuaach BO3MOXHOCTb YCTaHOB/IEHMA 6e30NacHbIX CBA3el Mexay y3namu
ceTu c nomoubio VPN.
13.2.9.2 Pucku 6e3onacHocTtun
KnioueBoii pvck 6e30nacHoCTH AN CUCTEM CBA3M B HE3ALLULLEHHOM CeTy 3ak/1lo4aeTcs B TOM. 4TO CekpeT-
Has MHopMaLmnsa MoXeT 6bITb 4OCTYNHA A9 HECAHKLMOHUPOBAHHOIO A0CTyNa, YTO NPUBOAMUT K €e packpbITUiO
nynnm nsMeHeHuto. B gononHeHue K puckam, 06bIYHO CBSI3@HHBIM C IOKaNbHbIMU U rNo6anbHbIMKU CETAMU
(cm. 13.2.2.2 1 13.2.3.2 COOTBETCTBEHHO), 06bIYHbIE PUCKK, CBA3aHHbIE C VPN, BKIOYaIOT:
- Hesall WL eHHy0 peannsaLnmio ns-3a:
* HeTeCTMPOBAHHOTO UNK AedekTHoro Habopa W pos;
* KO/I/TIeKTUBHOI TaliHbl, KOTOPas MOXeT 6bITb JIerkKo packpbiTa:
* NN/10X0OI TONO/OrNMYECKON CXEMbI CETHU;
* HeyBEepPeHHOCTN B 6e30MacHOCTMN yafeHHOro KINeHTa,;
* HeyBEPEHHOCTM B ayTeHTudmkaLmm nofb3oBarteneit;
- HeyBepeHHOCTb B 6e30NacHOCT OCHOBHOTO NpoBaligepa ycnyr;
- nnoxue PyHKLMOHMPOBaHMEe UK AOCTYNHOCTb cCepBuca,;
- HECOOTBETCTBME HOPMATUBHBIM U 3aKOHOaTe/IbHbIM TPEOOBAHUAM KNPUMEHEHWIO WN(POBAHUA B HEKOTO-
pbIX CTpaHax.
13.2.9.3 Mepbl 6e30nacHoCTH
B VPN B ceTeBbIX MPOTOKO/IAX U/MAK NPOTOKOIAX MPUAOXEHUA ANA peanu3auny yHKLMOHANbHbIX BO3-
MOXHOCTEW 1 ycnyr B 061actm 6€30nacHOCTM 06bIYHO MCMONB3YIOT KpUNTOrpadnyeckne TEXHONOrnn, 0CO6EHHO
ecnn ceTb, Ha KOTOpoi nocTpoeHa VPN. aBnsieTca o6W,eA0CTYNHON ceTblo (Hanpumep. NHTepHeT). B 60nbLWNH-
CTBe c/yvyaeB N4 obecnevyeHns KOHpUAeHUnanbHOCTU Npu peannsaunmn KkaHasnbl CBA3U MeXAY y4aCTHUKamm
3alWmndpoBbLIBAIOT, a 418 NOATBEPXKAEHNA NLEHTUYHOCTU CUCTEM, NOAKIIOYEHHbIX K VPN. NCNONb3Yy0T NPOTOKO-
Nbl ayTeHTudrkaymmn. O6bI4HO 3alndpoBaHHas MHopMaLns NPoxoAnT No 6e30nacHOMY TYHHEN0, KOTOPbI co-
efMHAEeTCSA CO LW/T30M OpraHm3auny, CoxpaHasa KOHMPUAEHUNANbHOCTb U LLeNNOCTHOCTb MHhopmauun. 3atem w3
naeHTUdULMpyeT yaaleHHOro noib3oBaTens n paspewaet eMy 4OCTYN TO/IbKO K TO MHcopmaLmmn, Ha nosyye-
HUe KOTOPOI OH MMeEeT CaHKLMIo.
Takum o6pasom. VPN npegctaBnseT co60i MexaHW3M, OCHOBbIBAKOLWMIACSA HA TYHHENMPOBaHUKN NPOTOKONA.
— 06paboTka 04HOrO MOSTHOTO NPOTOKOA (KAVEHTCKMIA MPOTOKO/) Kak MPOCTOr0 NOTOKa 6MTOB 1 3ak/Tl0YEHNE ero
B APYroli NpoTokon (rnaBHbIi NpoTokon). O6bIYHO NpoToKoN HocuTens VPN o6ecneynBaeT 6e30nNacHOCTb (KOH-
hunaeHUunanbHOCTb U LLeNOCTHOCTB) KNIMEHTCKOro npotokona(os). Mpu paccmoTpeHumn ncnonb3osanuns VPN cne-
AyeT onpefennTb cneayloLle acnekTbl apXUTeKTypbl:
- 6e30NacHOCTb KOHEYHON TOUKM;
- 6e30NacHOCTb 3aBepLUEHNS;
- 3awmrTa ot BpegoHocHoro MOo;
- ayTeHTUdmKaums:
- 06HapyXXeHune BTOPXEHWA;
- W03kl 6e30MacHOCTM (BK/IOYAsA MeXceTeBble aKpaHbl):
- NPOEKTMpOBaHMne ceTu,
- BO3MOXHOCTb APYroro coeAnHeHuns;
- pasfefibHoe TYHHeuMpoBaHue;
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- NPOTOKO/IMPOBAHMNE AaHHbIX ayAnTa U MOHUTOPUHT CETH;

-TeXHUu4yeckoe ynpassieHne ysi3BMMOCTSAMM.

Bonee nogpo6Haa nHopmauma o VPN. Bkaoyas Kaxablii U3 acnekToB apxXMTeKTypbl, NpeacTaBfieHa B
MCO/M3K 18028-5.

13.2.10 IP-KoHBepreHuuns (gaHHble, ronoc, BuAe0)

13.2.10.1 O6wune nonoxeHus

Mo mepe 3aBoeBaHUA NONY/ISAPHOCTU KOHBEPTreHUMeR ronoca u faHHbIX HE06X0AUMO BbISIBASATH U YUNTbI-
BaTb CBSI3aHHbIe C Hell Npo6ieMbl 6e30nacHOCTU. XOTA AeliCTBYOLLME NpakTMYeckne npueMsl nepegaym roanoca
HyXJAalTca B Mepax 6e30nacHOCTV ANa NnpefoTBpalleHns MOWEeHHNYecTBa, CBA3aHHOMo C MeXayHapoaHbIMU
pasroBopamu, roJioCOBOW MOYTOMN, U ApyruX yrpo3 6e30MacHOCTU, 3TN CUCTEMbI He 06 beAUHEHbI B KOpNopaTuBe-
HYI0 CeTb laHHbIX 1 HE MOABEPXEHbI TEM Xe puckam, 4YTo 1 ceTu gaHHbIX IP. NMpu KOHBEPreHLuy ronoca u gaHHbixX
ONA yMeHbLUEeHNs pucka atak Heo6xo4MMo BHeagpeHne mep 6e30NacHOCTy.

MpunoxeHne VoIP 06bI4HO COCTOUT U3 CNeLanm3npoBaHHOro NporpaMMHoOro obecneyeHns, pasmeLeHHo-
r0 Ha OTKPbITbIX UM KOMMEPYECKN AOCTYMNHbIX annapaTHbIX CpeAcTBax 1 ornepauuoHHbIX cuctemax. Konmyectso
cepBepoB 3aBMCUT OT NOCTaBLYMKa, a Takke 0T X hakTU4eckoro pasmeL,eHns. 3T KOMNOHEHTbI coobuialTca
nocpegcteoM IP no cetu Ethernet n coeiuHeHbl Yepes KOMMYTaTOPbl M/MNN MapLLPYTU3aTOPbI.

13.2.10.2 Pucku 6e3onacHocTu

OCHOBHble 06/1aCTN pucka MOTyT 6bITb CBA3aHbI C aTakamu, OCHOBaHHbIMU Ha IP. Ha cneuundunyeckme ans
nocTasuimka ys3asumocTtun MO n annapaTHble cpefcTBa Uan nnatopmy onepalMoHHOW CUCTEMbI, HA KOTOPOIA
pasmMeleHo npunoxeHue VolP. PUcKu, cBsA3aHHble C KOMNOHEHTamMu npunoxeHusa VolP, BkitovaloT aTakm Ha
ceTeBble YCTPONCTBA U NPUTIOXEHUSA, U UM MOTYT COAENCTBOBATbL YA3BMMOCTN B NPOEKTUPOBAHUN NN peanu3aunm
peweHuns, cBasaHHble ¢ VoIP. CyuwecTByloT cieaytowme obnactu pucka;

- Ka4yecTBO 06CcnyxnBaHus (6e3 KOHTPONA KayecTBa 06CNYXMNBAHNSA B LLe/IOM MOXET BO3SHUKHYTb BEPOAT-
HOCTb MOTEPU KayecTBa WU NpepbiBaHNA BbI30BOB M3-3a NOTEPU NakeTa 1 3afiepXKn pacnpocTpaHeHns curHana B
cetn):

- HeL,OCTYNHOCTb YCNyrn us-3a atak DoS unun nsmeHeHwnii B Tabnuuax MaplpyTtusaguu;

- Ha Le/IoCTHOCTb M JOCTYMHOCTb MOTYT NOBANATH BUPYCbl, KOTOPblE MOTYT NPOHUKHYTb B CETb Yepes Hesa-
W eHHble cuctembl VOIP 1 yxyAWwunTbe NNu gaxe Bbi3BaTb MNOTEPHO CEPBUCA, a TakXe MOryT pacnpocTpaHuTbCs
Ha cepBepbl B CETU, UTO NPUBEAET K UX NOBPEXAEHUIO,

- NporpaMmMoOHbl Ha NepPCcoHabHbIX KOMNbIOTEPAX KNNEHTA ABAAIOTCA UCTOYHUKOM 3HAYUTETbHOrO puc-
Ka. Tak KaKk OHW MOTYT cTaTb TOYKaAMWN NPOHUKHOBEHWS BUPYCOB 1 BTOPXEHUS;

- cepBepbl VoIP u cuctembl ynpasneHus VoIP ABASAIOTCA UCTOYHUKOM pUCKA, €CNIM OHU He 3alyuLLieHbl
MeXceTeBbIMU 3KpaHamu;

-6€30NacHOCTb CeTU JaHHbIX MOXET OKa3aTbCs NoJ Yrpo30i U3-3a 60/1bLWOro KosiMyecTsa NopPToB, OTKPbI-
ThIX Ha MeXCceTeBblX aKpaHax Ana nognepxkn. CeaHc VoIP ncnonb3yet MHOXeECTBEHHbIE NPOTOKO/bl U CBA3AH-
Hble C HUIMW HOMepa NopToB. H.323 ncnonb3yeT MHOTOYNCNIEHHBbIE MPOTOKO/bI 418 Nepefayun curHanos, a H.323
1 SIP ucnonb3yT npoTtokonbl RTP. B pe3ynbTate ceaHc H.323 moxeT ncnonb3oBatb 4,0 11 pas3/inyHbIX NOPTOB;

- MOLLEHHNYEeCTBO ABNSETCA KNtoyeBol npobnemoli VolP, n oTcyTcTBMe BHMMaHUA K npobnemam 6esonac-
HOCTUN TONbKO A06aBNAET PUCKU. Xakepbl MOTYT MOy4YUTb HECAHKLMOHUPOBAaHHbIW gocTyn Kycnyre VolP nocpega-
CTBOM MMMUTaLUN aTak BOCNPOU3BEAEHUA UM HanafeHns Ha coefuHeHuns. K 3HaunTesibHbIM pacxofam MoxeT
NpPUBECTM MOLIEHHWYECTBO, CBA3aHHOE C MeXAYHapOoAHbIMW Ppas3roBopamMum WAN HeCaHKLMOHWPOBAHHbIMU
Bbl30BaMU.

- HapyLleHus KOHAeHUManbHOCTN MOTYT BO3HUKATb BC/IEACTBUE Nepexsara uHopmauum B CeTU COTPYA-
HUKaMu U ApyrMM NepcoHanomM, UMe WM JOCTyn K CeTu;

-nNpocnylnBaHne peyeBblX BbI30BOB;

-Tak Kakana paboTsl IP-TenedoHbl HyxaalTca B nuTaHuu, TeneoHHas ceTb He MOXeT (hyHKLMOHMPOBaTb
B C/ly4yaB OTK/IIOYEHUS 31eKTpMyecTBa.

- cywecTByeT elle 60MblWNIA pUcKk 605 Yy CEPBUCOB, CBA3AHHbIX C FTO/IOCOM U nNepegayell AaHHbIX, U3-3a
MCNONb30BaHMA 06X KOMNOHEHTOB, Hanpumep /1IBC.

13.2.10.3 Mepbl 6e30nacHOCTH

CyuwecTByeT psf TeXHU4Yecknx mep 6e3onacHoCcTv A8 MEHEAXXMEHTa PUCKOB OT UAEHTUNLMPOBAHHBIX
yrpo3 KOHBEPTMPOBAHHbLIM IP-ceTaM, BKAOYaloLWmnii cnefytolime nonoXeHns:

-B0OOBEANHEHHYIO CeTb O/MKHbI BHEAPATLCA CpeACcTBa KOHTPOA KayecTBa 06CNyXMBaAHUA, NHaYe cyLle-
CTBYeT BEPOSATHOCTb YXyALeHUs kayecTBa rosioca. OkasaHue ceTeBbIX YCNYT W. FAe BO3MOXHO, NpejocTaB/ieHne
IP-kaHanoB cBA3M cnegyeT OCyLWecTBAATb N0 BOTOKOHHO-ONTUYECKOMY Kabenio A4N8 MUHUMU3aLUN ApoXaHns
hasbl (KOTOpOE BANSAET Ha KAYECTBO roaoca);
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- Bce cepBepbl VOIP f0MXHbl KOH(PUTYpUpoBaThCA C 3alMTOW OT BpeAoHOCHoro MO;

- nogaepxwusatouimne MK nporpammModoHbl AO/MKHBI ObITb CHaBXEeHbI NEPCOHANIbHBIMU MEeXCeTeBbIMU 3Kpa-
Hamu. a MO NpoBepPKN HaNNYMA BUPYCOB A,0/KHO perynspHo o6HOBNATLCS;

- AN 3aluUTbl OT aTak cepBepbl nepegauun ronoca no IP ncuctemsl ynpasneHns VolP fomkHbl 6biTb 3aLuu-
LLleHbl MEeXCeTeBbIMWN 3KpaHamu;

- NPOEKTUPOBLLMKM 40/1KHbI TapaHTUPOBAaTb OTKPbITUE MUHMMA/IbHOTO KOSIMYeCcTBa NOPTOB MEXCEeTEBbIX K-
paHoB AnA noanepxku ycnyr no VolP;

-019 60pb6bl C MOLIEHHNYECTBOM, CBSAA3AHHBIM C MEXAYHAapPOAHbIMM pas3rosopamMu, AO/KHbI BHEAPATLCA
Mepbl 6€30NacHOCTU, HanpaB/ieHHble NPOTUB MOBTOPHOTO BOCNPOU3BEAEHNS U HA 60PbLOY ¢ UMUTaumneit (cnyduH-
rom). 4NA npefoTBpalleHna HanajeHns Ha COeANHEHNS;

- cnepyet ayTeHTMMULMPOBaTb BECH JOCTYN KCepBepam ynpasfeHus;

- M0 BO3MOXHOCTU YC/yrK, CBA3aHHbIE C Nepejayeil ronoca v aaHHbIX, LO/MKHbI 6bITb pasfesneHsl;

- He06X04MMO paccMOTpeTb BO3MOXHOCTb UCMOMb30BaHNS CUCTEMbI O6HapPYXeHUsA aTak 419 cepBepos,
noggepxusarwmx ycnyru no VolP;

- He06X04MMO paccMOTPeTb BO3MOXHOCTb WM POBaHNSA KaHana NPoXoXAeHnsa aaHHbIX, korga scetu VolP
[OoNMXHa obcyxaaTbCcsa cekpeTHas uHpopmayms;

- IP Bo/MKHBI NUTaTbCA Yepes KoHUeHTpaTopbl ceTu Ethernet, nogaepxnsaembie NBTIT;

- MOXeT noTpe6oBaTbCA 0O6bIKHOBEHHbI peyeBOii CEPBUC, KOTOPbI UMEeT aBTOHOMHBbI/ UCTOYHUK MUTaHNUS
ANA NCNoNb30BaHMA B aBapuiiHbIX CUTYaLNaX.

13.2.11 PaspeweHne pgocTyna K ycayram, npefoctaBnsseMblM BHeWHUMM (N0 OTHOWEHWIO

KopraHu3sayuusam) cetamum

13.2.11.1 O6wme nonoxeHms

MpepocTtaBneHne ycnyr 3aNeKTPOHHOM NOYThl U IHTepHeTa opraHu3aumnm B Lensax y40B/1eTBOPEHNA 3aK0H-
HbIX 6U3HEC-TpeboBaHNi NPUBOANT K BOSHUKHOBEHMNIO pa3HO06pasHbIX yrpo3, KOTOpble MOTYT NCMNO/b30BaTb yA3-
BUMbl€ CUCTEMbI, N €CNU 3TN YCNYTN HE CNPOEKTUPOBaHbI U HE 3KCMN/IyaTUPYTCA NpaBuibHO, TO OHU NpejcTaB-
NAT 3HAYNTENbHbIN PUCK 4NS opraHn3aunn. Hanpumep, HecMoTpsa Ha 6apbepsl, CToAWME Nepes cnammepamu,
pacnpocTpaHaLWMN CBOIO AeATeNbHOCTb Ha paboTalolwnii nepcoHarsn, cnam siBnseTca 60nbLoi Npo6iemoit
ANA npeanpuUATUA M MX NnepcoHana. Tak kak cnaMMepbl NbITATCA y3HAThb UMEHa COTPYAHUKOB, 60MbWNHCTBY
npeagnpuaATiA NOHaA06UTCA NCNOMb30BAaTb TEXHONOMMKN aHTUCcNaMa n 06yunTh Nofb3oBaTesnel 3aluaTs CBou
agpeca 3/1eKTPOHHOW noyTbl. Kpome Toro, nonb3oBaTtenam noTpebyeTcs 3awmrta oT gocTyna k IHTepHeTy 1 BHe-
ApeHNs B opraHusaLuio BpeAoHOCHOro MO, Takoro, Kak «TPOSHCKME KOHU», YTO MOXET MPUYNHUTbL 3HAUYNTENbHbI
yuep6 nHOPMaLNOHHBIM CUCTEMAM M penyTaLlum opraHn3auun. BaxHo yunTbiBaTb, 4TO VIHTEpHETY HeNb3A AoBe-
PATb NONIHOCTbLIO.

13.2.11.2 Puckun 6e3onacHocTun

OCHOBHbIMW 06N1ACTAMU pUCKa NPW OCYLLeCTBAEHNUM AOCTyNa K ycnyram, npefocTaBnsaeMbiM BHELHUMY NO
OTHOLUEHWIO K OpraHn3aLum ceTamu, B yC0oBMAX IKCNIyaTaLumn ya3BumocTeli BcepBucax IHTepHeTa 1 31eKTpoH-
HOW NOYTbI ABNSAOTCS;

- NoTeHUManbHoe BBeAeHNe BpefoHOCHOro MO, Takoro, Kak «TPOSHCKMNE KOHW»;

- NoNly4eHne orpomMHOro o6bema cnama,;

- noTeps MHdopmaLmm opraHusauuu;

- HaHeceHue ylepba LenocTHOCTY MHopMaLny unu ee noTeps;

- ataku DoS;

- HECaHKLVOHMPOBAHHOE NCNOb30BaHMe ycnyr IHTepHeTa 1 3/1eKTPOHHO NOYThI, BKIOYAsS HENOAUYNHEHME
nonnTUKe 6€30NacHOCTU opraHm3auunmn (Hanpumep, UCNOMb30BaHUe YCNYr B INYHbIX LeN1aX) U 3aKoHoAaTeNbCTBY
(Hanpumep, NocblfKa yrpoxarLWwmx 3N1eKTPOHHbIX MUCEM).

13.2.11.3 Mepbl 6e30nacHoOCTH

TexHunyeckne MeponpuaTns no obecneyeHnto 6€30NacHOCTN MeHeMKMEHTa PUCKOB, NCXOAALLMX OT UAEHTU-
h1LMpOBaHHbIX Yrpo3, A5 MIHTepHeTa/aNneKTPOHHOM NOYTbl BKOYAIOT;

- UCMOJIb30BAHNE MEXCETEBbIX 3KPAHOB C YPOBHAMU rapaHTun, COOTBETCTBYIOLLMMU OLLEHEHHbBIM pUCKaMm, 1
HabopOoB NpaBuN/ MeXCeTeBbIX 3KPAHOB, KOTOPbIE OTHOCATCH KCneaylolemy;

- NOSINTUKE «OTKa3 OT BCErO» N0 yMOTYaHUIO;
- TONbKO Ucxoaswmum coobweHnsam (Hanpumep, http'https);
- 3N1eKTPOHHO NoYTe B 060MX HanpaBneHUsXx.

-ncnosnb3zoBaHne ACL nnpotokonos NAT Ha MapLlipyTmusaTopax g1 orpaHU4YeHUs U COKPbITUSA CTPYKTYpPbI

IP-agpecauuu;
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- aKTMBM3auuna aHTucnyuHra ona npefoTepaLleHna BHeWHMX atak. Mepbl 6e30nacHOCTU aHTUCnyduHra
NPUHUMAIOT POPMY HEMPUHATUA COOBLLEHNA CO CTOPOHLI (Hanpumep, n3 VIHTepHeTa), ec/iv B HEM yTBepxjaeTcs,
4YTO OHO UCXOAUT U3HYTPU OpraHm3alum, n Hao6opoT;

- akTuBM3auma Be6-mogynei 1 moayneli 3NeKTPOHHON NOYTLI B KAYECTBE NOCpPefHUKa Mexay nonb3osare-
nem pab6ouyeii cTaHUMmn 1 IHTepHeTOM Tak. 4To6bl NpeanNpuaTe Morao o6ecneynBaTb 6€30MaCHOCTb, agMUHUCTpa-
TUBHBI KOHTPO/b U CAYXOY KallMpoBaHus. besonacHocTb ykpennseTca nyTem cpaBHEHUS 3anpoLeHHOro yHU-
h1uMpOBaHHOrO yKkazatesns UHOPMALUOHHOTO pecypca ¢ «6eNbiM» U «4epHbIM» cnuckamu (4ns goctyna B VH-
TEPHET). CKaHNPOBAaHUA faHHbIX N0 N3BECTHLIM 06pasLam, nepeMelleHns Mex gy BHYTPEHHUMW U BHELWHUMM afi-
pecamu. co3faHna NpoToKoaa ayamTa 3anpocoB 1 3anpallnBaloLLux CTOPOH N HANNYMsa aHTUBUPYCHbIX CPEACTB,
OCHOBAaHHbIX HA MOAYNAX AOCTyna;

- aHTMBUPYCHble cpeAcTBa 6€30NacHOCTU Ha BE6-MOoAyNAX 4OCTyNa U MOAYAX J0CTyna 3/1IeKTPOHHO no-
4Tbl. O6blYHbIE MEPbLI 6€30MacHOCTU BKIOYAOT CPeACTBa, N301MpYoLLMe NoA03pUTENbHbIE ddalinel (Hanpumep,
no TMNy COAEPXUMOro) 1 oTCenBarLLne 3anpoLleHHble YHU(ULMPOBaHHbIe yKaszaTenm MH(popMaLnoHHOro pecyp-
ca unu agpeca 3/1eKTPOHHON MOYTbl MO «4epHOMY» cnucky. (CrnefyeT OTMEeTUTb, YTO «YepHbIe» CMUCKU He MOryT
cuMTaTbCA 3awWnTol OT Heymenoro obpatieHus, o0cob6eHHo, Korga nofo6Hbie CIMCKM NOMyYaloT CO CTOPOHLI. B
TakoM C/iyyae MOXeT NOABUTbCSA ONACHOCTb NOIYYEHUS NOXHbIX NONOXUTENbHbIX BbIBOAOB.) Bonee nogpo6Has
MHpopmaLuma No aHTUBMPYCHbIM Mepam 6e3onacHocTu npeacTasneHa s 13.9;

-amMTMpeTpamMCaIAToOp Ha cepBepax 3/IeKTPOHHOM NoYTbl M 06paTHbie NpocMoTpbl DNS. Mepbl 6e30nacHoCTu
aHTUpeTpaHCNATOPOB ONpefensatoT, NocTynaeT 1 BXoAsLee 3/1eKTPOHHOE NMUCbMO OT HYXHOW oTnpaBnsoLL e
opraHn3auunun: B NPOTUBHOM C/ly4yae 3/1eKTPOHHOE NMUCbMO NPOTOKONPYeTCcA (UM U30NNPYETCS), N CepBEP 3N1ek-
TPOHHOU MOYTbI He NpeAnpUHMMaeT AanbHekLnx 4eACTBUiA;

- pa3bnokmpoBaHue CUrHanoB TpeBorM n nosylwek npotokona SNMP. Mpotokon SNMP mMoxeT 6bITb UC-
noNb30BaH 418 ANCTAHLMOHHOIO ynpaB/ieHns CeTEBbIM YCTPOWCTBOM M 418 NOCbINIKM COO6LEHNI (NN «10BY-
LeK») B LLeNsx yBeAOMAEHNSA CTaHLUY MOHUTOPUHIA O COCTOSIHUM 3TOTO YCTPOICTBA;

- MOHUTOPUWHT U NPOTOKO/IMPOBaHME AaHHbIX ayauta cetun (cm. 13.7):

-yCTaHOB/IEHNE BHENOJIOCHOTO yNpaB/ieHNs, CBA3AHHOI0 C NPAKTUKOW CNONb30BaHNA pa3HblX ceTel 4na
nepegauu AaHHbIX N ynpaBaeHus, YTobbl caenatb HEBO3MOXHbBIM MOAKIOUYEHVE 3/T0YMbILIEHHNKA K UX YCTPOWA-
CTBY;

- obecneyeHne AOMKHON CBA3MN YA3BUMOCTEN B KMEHTCKOM MO. ncnonb3yeMom A8 goctyna kK ycnyram
MHTepHeTa (Hanpumep, Be6-6paysep), C COOTBETCTBYIOL UMY NpoLeccaMmu yrnpaBneHns ya3sumMocTaMu U npume-
HeHneMm naTyeil.

13.2.12 ApxuTekTypa pasMelw,eHus nHpopmaumm Ha Beb-y3nax

13.2.12.1 O6wune nonoxeHus

Ycnyrv no pasmeLleHunio nHchopmauum Ha ysnax ceT npegnaraloT MHOTMe nposalifepbl CETEeBbIX YCYr B
hopme cTaHfapTU3MPOBAHHONM YyCNYrK, YacTo BKAOYaloLen cpegctea 6asbl AaHHbIX 418 06paboTkn ANANTENbHO
XPaHUMbIX AaHHbIX, & TaKKe OCHOBHYI0 cpely BDEMEHMN NPOroHa NPUNoXeHnsa. XoTA 601bWNHCTBO KOMMNOHEHTOB,
Heo6Xxo4MMbIX ANA peannsauumn n NpesioxXeHns ycayr no pasMeLeHnto nHopmaummn Ha y3nax ceTu, HaxoaaTca
BHe 06/1aCTW NpYMEHEHNA HacToALWero ctaHaapTa (Takue, kak Beb-cepsep nnam MO 6a3bl AaHHbIX), 34eCb 3atnk-
CMPOBaHbl HEKOTOPbIE MOJIOXEHUS MO CAMOW yC/yre B LLesIoM, Tak Kak MHOTMe CUnTalT pasmeLleHre uHdopmauum
Ha y3/1ax ceTu COCTaBHO YacTblo CETeBOro acCopTUMEHTA.

Y3nbl pasMmelteHna nHgopmaLuy nogBepXeHbl PUCKY CO CTOPOHbI pa3HO06pa3sHbIX Yrpo3, 0CO6EHHO TaM,
r4e OHV NoAKNIoYeHbl K NHTepHeTy, HanpuMmep, rae u3BecTHble opraHm3saLlmm MoryT 6biTb aTakoBaHbl nepudepuii-
HbIMU rpynnamu. Takum 06pa3om, Heo6X0ANMBI AEHTUNKaL A BCEX NOTEHLMaNbHbIX YTpo3, a 3aTem 6/10kupo-
BaHuWe BCEX YA3BMMOCTel, KOTOpble MOTNKW 6Gbl 3KCNYyaTUPOBaTLCA 3TUMM Yyrpo3aMu. DTO HauNy4yWwMmM o6pasom
JocTuraetca UCKNIOYEHNEM YA3BUMOCTEN U3 apXUTEKTYPbI NPU ee NPoekTUpoBaHun. PaccmMoTpeHne aTux npo-
651eM B COOTBETCTBMM C NPeACTaB/NeHHO pekoMeHjaLumneii O/MKHO caenarb BO3MOXHbIM NMPpOeKTupoBaHue 6e30-
NacHOro. HafeXHoro Be6-y3na c HU3KON CTENEeHb0 PUCKA YHUUTOXEHUS.

13.2.12.2 Pucku 6e3onacHocTu

OCHOBHbIMY 06/12CTAMUN pUCKa ABNAIOTCA:

- AOCTYN 3/10yMbllU/IEHHUKA K NPUKNAAHOW CUCTEME U flaHHbIM Yepe3 eMHCTBEHHYI0 Opellb B 3awute
nepumeTpa;

- He3al ML EeHHOCTb KOMNOHEHTA MHAPPACTPYKTYPbI 415 YA3BUMOCTEN;

- MHOTOYMC/IEHHbIE OTAe/bHble KpUTUYeckue Toukn (c60os):

-noTeps 06CcnyxmBaHuA n3-3a cboa annapaTHbIX CPEACTB.

- HeCNoco6HOCTb BbIBOAA M3 CTPOSA 419 06C/YXMNBAHUS,
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- HenpeAHamepeHHbIli 4OCTYN 06 eCTBEHHbIX N0/b30BaTeNeN K yHacTkaM XpaHeHns AaHHbIX.

- 3arpyska B cuctemy spefioHocHoro Mo;

- KomMnpomeTauus Beb-y3na c MCnosib3oBaHNeM PYHKLMOHANbHON BO3MOXHOCTU KOMMYTaLNN:

- HECNOCOGHOCTb CHATMA pe3epBHbIX KoNuii 6e3 Bo3aelicTBNS Ha paboTy Beb6-y3na;

- HecaHKLMOHUPOBaHHOE packpbiTue NnaHa IP-agpecauunun, obneryawliee ataky Ha Be6-y3en;

- NCMONb30BaHNE COeMHEHNI MeXAy CTaHLMAMMN ynpaBaeHna 1 Beb-y3nowm;

- HeoBHapyXxeHHas aTaka;

- TPYAHOCTb B OTCNIEXMUBAHUN BTOPXEHUI MeXAy yCTpoicTBaMu;

- HECMOCOBHOCTb BOCCTaHaBINBATb AaHHbIE;

- HECNOCO6HOCTbL YA0BIETBOPATL TPE60BaHNAM CornalleHns o6 yposHe cepeuca;

- HECNOCOGHOCTb NOAAEPXKMBATL HENPEPLIBHOCTbL YCNYTH;

- HeCaHKLMOHUPOBaAHHOE NCNOb30BaHe Beb-yCnyr, BKNYasa HapyLlweHue NoMTUKN opraHnsauuv (Hanpu-
Mep, UCMOJIb30BaHNe CEPBEPOB B JIMYHbIX LLeN1AAX) U HECOOTBETCTBME 3aKOHO4ATeNbCTBY (HanpuMep, XxpaHexHue
maTepuana, KoTopblii HapyLllaeT aBTopCkMe npaea, UK 4eTCKoi nopHorpadun).

13.2.12.3 Mepbl 6€30nacHoOCTn

CyLecTBYIOT C/iefyloLine TeEXHUYeCcKkne Mmepbl 6€30MacHOCTN AN1A MeHeXXMeHTa PUCKOB OT UAEHTUM UL M-
pPOBaHHbIX Yrpo3 4719 Be6-y3/10B:

- obecneyeHne TWaTe/IbHOIO 30HUPOBaHNA 6€30MaCHOCTU AN OrpaHUYeHns BO3AeNCTBUSA YCMeLlHOoM
aTaku;

- cneuundmrkaLmnsa pasMyHbIX TUNOB MeXCeTeBbIX 3KPAHOB /15 NPOTUBOAENCTBNA BO3MOXHbIM YSI3BUMOC-
TAM MexXceTeBbIX 9KpaHOoB (6onee nogpo6Has nHopMaLKs 0 MexceTeBbiX 9KpaHax npeActaesneHas 13.2.7 n
MCO/M3K 18028-3);

- YCTOWYMBOCTb K BHELWHUM BO3AENCTBMAM: NPOEKT AO/KEH ObITb MPOBEPEH HA HaNU4yMe NoTeHunanbHO
KPUTUYECKNX TOYEK, KOTOPbIE JO/KHBI ObITh YCTPaHEHbI;

- npeogoneHne oTkasa/pasfeneHuns Harpyskm 45 3almuTsl 0T c60a B paboTe 060py[0BaHUS;

- knacTepusauus (cosgaHve knacTeposB), rae Tpe6oBaHNMeEM ABASAETCA BbICOKUIA YpOBEHb TOTOBHOCTM B Cpe-
ne nopsagka 24x7;

- npeAocTaBeHne NoCpPefHNYECKUX YCAYT ANA OTpaHnyeHmnsa gocTtyna k Beb6-y3ny n o6ecnevyeHune BbICOKOM
cTeneHun NPOTOKO/IMPOBaHUS;

- @aHTUBUPYCHble Mepbl 6€30MacHOCTN Ha 3arpy3kax Ana npefoTepalleHna umnoprta sBpegoHocHoro MO (60-
nee noApobHasn nHopmalma o mepax 6e30nacHoCTU 419 06HaPYXeHWA 1 NpefoTBpaLLeHnsa BpeOHOCHOTO koga
npeacrtasneHa B 13.9);

- KOMMYyTaLmMa YpoBHA 2, 06bIYHO Ncnonb3yemasn B npoekTe Beb-y3na. KommyTauma ypoBHA 3 He fO/KHA
6bITb UCNONBb30BAHA, €C/IN 3TO He ABNAeTCcA busHec-TpeboBaHneM (Hanpumep, Kak 4na pacnpefeneHuns Harpys-
Kn). Kpome TOro, 04uH 1 TOT XXe (hM3NYeCKnit KOMMYTaTop He A0/KEH GbiTb MCNOb30BaH 06eMMn CTOpoHamMu
MEXCeTeBOro akpaHa. B npoekT kommyTatopa cnefyet BK/IoYaTb KOHTPO/IbHbIe Toukn WLAN, pasfgeneHHble
hyHKUMEN ANSA YyNPOLEHUA HACTPOKN CUCTEMbI 0BGHAPYXEHNSA BTOPXEHWU, TakK KakK CyL,ecTBYeT COKpaLleHHbI
NPOTOKOJ1, HACTPOEHHbI Ha N6yt JIBC. Kpome Toro, BHeApeHve pe3epBHO JIBC No3BOISIET 3KCN/lyaTMpoBaTh
pesepBHbIe KOMWK B 1l060€e Bpems CyTOK, He noABepras onacHoOCTU paboTy caiiTa;

- nnaH IP-agpecauum 4na orpaHnyeHns KoamyecTsa 06w eaA0CTYNHbIX a4pecoB 40 MUHUMYMA, XPaHALLNiA-
€S NoA CTPOXaNLMM CeKpeToM, 3HaHNe KOTOPOro MOXeT OblTb UCNOMb30BAHO A8 UHULMUPOBAHNA aTakn Ha
Beb-y3en;

- MecTa NnoACcoeAUHEHNS KaHa0B ynpaBeHnsa K 06LLeOCTYNMHbIM CeTAM A0/MKHbI WudpoBaTbes (6onee
noapo6Hyto nHcopmaymio 06 yganeHHom goctyne cm. B MICO/M3OK 18028-4). 370 BK/1lOUAET N0 MEHbLUENR Mepe
Hanuune npegynpexaeHnii /nosywek npotokona SNMP Ha coeAMHEHNAX NOPTOB Ny/bTa yNnpaBaeHUs:

- BCE MPOTOKO/Ibl ayAnTa CO6bITUI N TPaH3aKL Wil KaXXA0ro ycTpoiicTBa, CKONMMPOBaHHbIE HA CepBep ayanTa n
3aTeM Ha HoCUTenu pesepBHbIX KONUA, Takne, kak KOMnakT-guckun (6onee nogpo6Has nHdopmaLmsa o NpoToKoIU-
poBaHWM AaHHbIX ayAnTa U MOHUTOPUHTE CeTu nNpeAcTaBneHa B NyHkTe 13.7);

- peann3oBaHHas ycnyra BpeMeHHOR CUHXPOHU3aL MK, NOCKO/IbKY OHa IBN1SETCA OCHOBOW aHann3a HecaH-
KLIMOHNPOBAHHOIO A0CTYNa M BO3MOXHOCTU OTC/AI@XMBAHUS MO NpOTOoKoNaM ayanTa. [1nsa atoro TpebyeTcs CUHXPO-
HU3aunsa BCex NPOTOKONOB ayauTa 1, cnegosatesibHO, CepBepoB A0 nac/MnuHyc 1C (34ecb yMecTeH NpoToKon
NTP; 6oneB nogpo6Hyto nHgopmayuio cm. B MICO/M3IK 17799, nogpasgen 10.6);

- npegnoytuTenbHa ycnyra LLeHTpaan3oBaHHOIo pe3epBHOro KOMMPOBaHUS, Tak Kak CyL,ecTByeT Hanbob-
Wwas BEPOSATHOCTb €€ BbIMO/IHEHNA J0/KHBIM 06pa3oM.
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-HEeo6X0AMMOCTb KPYr10CYTOYHOTO OYHKLMOHUPOBaHUA BEB-Y3/10B TpebyeT BbICOKOKAYeCTBEHHbIX anna-
paTHbIX CPEACTB, KOTOPbIe MOFYT BblepXaTb YC/I0BUA 3TOl cpeAbl. /151 NOAAEPXKKN PYHKLMOHUPOBAHNS B PEXN-
Me 24 x 7 B Beb-y3/e fo/KHa 6bITb ONpegeneHa nHdpacTpykTypa cepsepa. BcnomoratesibHble onepaynoHHble
CUCTEeMbl AO/KHbI ObITb YKPENeHbl, 3aTeM BCe CepBepPbI U Apyrve ycTpoiicTBa He06X04MMO TeCTUpPoBaTb Ha
npegmeT 6e30nacHOCTM 4151 06ecneyeHuns NoMHON 3alyMLLLEeHHOCTU BCEX YCTPOICTB;

- BHeJpeHHOe HafexHoe npuknagHoe MO. rae 6bI1 NPpOBEPEH KOA ANA CTPYKTYpbl, KOTopasa ABnsertcs
NOTNYecKn KOpPEeKTHOW U ncnonb3yeT yTeepxaeHHoe MO ayTeHTudukaymm.

Takxe cnefyeT OTMETUTb, YTO NPV MPOEKTUPOBaHNM Be6-y31a BONPOCHI yNpaB/ieHUsi HeNpepbIBHOCTbIO 613-
Heca 4acTo paccMaTpMBaloTCA He NONHOCTbI0. B 0THOWeEHUN BE6-y310B AENCTBUA NO YyNpaB/eHWN0 HEMPepbIBHO-
CTblo 6GU3Heca AO0/MKHbI NPOBOANTLCA NONHOCTLIO (6051€e NoHO NHopMauus 06 ynpas/ieHUN HeMPepPbIBHOCTLIO
6usHeca nsnoxeHa s 13.11).

13.3 OcHoBa 6e30nacHOro ynpaBaeHunsa ycnyramu

13.3.1 ¥YnpaBneHue ycnyramu

KntoueBoe TpeboBaHne 6e3onacHOCTM K 110601 opraHn3aunm cetm — 3To ee noggepxaHme geicTBuAMM
6e30nacHoOro ynpasneHunsa ycnyramun, Kotopble MHULUUPYIOT U KOHTPONMPYIOT BHeAPeHVE U hyHKLNOHUPOBaHue
mep 6e3onacHOCTU. AT AelicTBUA cnyxaT obecnevyeHnio 6€30NacHOCTU BCEX MHDOPMALMOHHbBIX CUCTEM OPraHu-
3auum unu coobuiectsa. MeHeXXMeEHT CeTeBblX COeANHEHWN JO/KEH BKIOYaTh:

-onpegenexHne Bcex 0683aHHOCTEN, CBA3aHHbIX C 6€30NacHOCTbI0 OpraHn3anuy cetTu, N Ha3HavyeHne me-
Hef)xepa no 6e30nNacHOCTM € 06LLeli OTBETCTBEHHOCTbIO;

- LOKYMEHTUPOBAHHYI0 NONTUKY 6€30NacHOCTU OpraHn3aLmmn ceTu n ConpoBOAUTE bHYIO JOKYMEHTUPOBaH-
HYI0 apXUTEKTYpy TeXHnyeckol 6e30nacHoCTy.

-AO0KYMEHTUPOBAHHbIE BCMOMOraTe/ibHble onepauuu;

- NpoBefieHne NpoBepku COOTBETCTBUA TpeboBaHNAM 6e30nacHOCTH, BKOYas TecTupoBaHue Ha 6e3onac-
HOCTb ANA obecneyeHna nogaepxaHma 6e3onacHoCT Ha TpebyeMoM YPOBHE;

- LOKYMeHTUpOBaHHbIE yC10BMA 6e30NacHOCTU ANA COeANHEHUSA, KOTOPbIE HA/0 BbINOMHATL 0 NOyYeHUA
paspelleHns Ha CoeJUHeHNs OT CTOPOHHMX OpraHm3aunii unun nogei;

-AOKYMEHTUPOBaHHbIE ycNoBKUsA 6e30nNacHOCTY ANA Nofib30BaTesniei ceTeBbIX YCNYyr;

- CXeMy MeHeXXMeHTa NHLUULEHTOB 6e30MacHOCTH;

-3a/,0KyMEHTMPOBAHHbIE N NPOBEPEHHbIE NNaHbl N0 NOAAEPXaHUI0 HenpepbIBHOCTU 6U3Heca/BocCcTaHOBNe-
HUS B @aBapuiiHbIX CUTyaLnsX.

CnegyeTt OTMeTUTb, YTO 3TOT NYHKT KacaeTcs acnekTos, onucaHHbix B MICO/M3K 17799. B ctaHpapTte
noApo6HO onNmncaHbl TO/IbKO 0CO60 BaXHble BbllleyKa3aHHble TeMbl, kKacalolinecs ncnonb3oBaHns cetein. Cnepgo-
BaTe/ibHO. 3a 60/1ee NogpPOo6HOI UHhopMauneid, HaNnprMep, 0 CogepXaHuu NOAUTUKN 6e3onacHoCT ceTu none-
pauuoHHbLIX npouegypax 6e30nacHOCTM M O TeMax, He YKa3aHHbIX 3[,ecCb, Yntatesnto cnegyet obpatuTtbcs K
MCO/M3K 17799.

13.3.2 Monutuka 6e3onacHocTun cetell

0O653aHHOCTbLIO PYKOBOACTBA ABASETCA NPUHATUE M NOA4ePXKa NONTUKN CeTeBO 6€30MacHOCTU OpraHu-
3auum (kak ykazaHo B MCO/M3K 17799). 3Tta nonntuka ceteBoii 6€30nacHOCTU f0/HKHA BbliTEKaTb U3 MOSNTUKN
MHOpMaLMOHHOM 6e30NacHOCTN OpraHM3almnmn v CoracoBbiBaTbCs € Held. MonnTrka AomkHa 6bITb peannsye-
MOWA. Nerko40CTYNHOW A1 CAHKLMOHUPOBAHHbIX Y1€HOB OpraHm3auun n cogepxarb YyeTkne QOPMyIMpPOBKY;

- N03ML MM OpraHM3anmmn B OTHOLEHUN NPUEMIEMOTO UCMNO/Ib30BAHNA CETH;

-[0MNO/THUTEIbHBIX NpaBu/ 6e30NacHOro UCMNoIb30BaHNs cneymnasibHblIX CEeTEeBbIX PECYpPCOB, CEPBUCOB U
NPUIOXEHWIA;

-nocneacTBuUin c60s ANS BbINONHEHUS NpaBun 6e30nacHocTy;

- OTHOLUEHWA OpraHn3aLmmn K HenpaBubHON aKCnayaTauum ceTu;

- N0X4eckoro o6ocHoBaHWA (i) NOAUTMKM M cneunanbHbIX Npasua 6e30nacHoCTU.

B HEKOTOpbIX 06CTOATENBCTBAX 3TN YETKME POPMYTUPOBKM MOTYT GbITb BKKOUYEHBI B NONUTUKY UH(DOpMaL M-
OHHOW 6e3onacHoCTK, eciv 3To 6os1ee yA06HO A4S OpraHm3annmn u/uav aTo genaeTt NOANTUKY 60/1ee NOHATHOW
ANna nepcoHana.

Monutuka 6e3onacHOCTV ceT 06bIYHO A0/KHA COAEPXKAaTb KpaTKOe N3/T0XKEHNE pe3yNbTaToB OLEHKN pucka
6e30nacHOCTV M aAMUHUCTPATUBHOIO aHanmn3a (470 C/YXUT 060CHOBaHNEM pacxof0B Ha Mepbl 6e30MacHoCTH),
BK/OYas NOAPOBHOCTM O BCEX BbIGpaHHbIX Mepax 6e30NacHOCTHN, COpa3MepHbIX OLLeHEHHbIM puckam (CM. pas-
aen 12).

13.3.3 Pabouyune npoueaypbl obecneyeHna 6es3onacHocTu

B noaaepXxky noNNTUKN ceTeBoi 6e30nacHOCTM Heo6X0AMMO pa3paboTaTb U COXPAHATb JOKYMEHTALMIO NO
BCNOMOraTesibHbIM onepauusam, 0XBaTblBaKOLLYI KaX0e CeTeBoe coeAMHeHne npu HeobxoanmMocTu. B Hell fonx-
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Mbl COAEpPXaTbCAa AeTann NoBcefHEBHbIX pabouunx npoueayp, CBA3aHHbIX C 06ecneyeHnem 6e30nacHoOCTH, a Tak-
Xe CBefleHWNs 0 Muax, OTBETCTBEHHbIX 38 UX UCNOMb30BaHNE Y MEHEXMEHT.

13.3.4 NpoBepka cooTBeTCTBUA TpeboBaHNAM 6e30nMacHOCTH

Bce ceTeBble coejMHEHUA HEO6X04MMO NPOBEPATbL HA COOTBETCTBME Tpe6oBaHMAM 6€30NacHOCTN NO CBOA-
HOMY KOHTPOJIbHOMY CMUCKY, COCTaB/IEHHOMY 13 Mep 6e30MacHOCTK, onpefesieHHbIX B:

- NonuTKKe 6e30MacHOCTY opraHu3auny ceTu:

- POACTBEHHbIX BCMOMOraTenbHbIX onepaymax:

- apxXuTeKkType TeEXHNYECKOo 6e30nacHoCTy;

- nonuTuke (6e3onacHoCcTn) gocTyna K ycnyre wi3a 6e3onacHocTu:

- nnaHe(ax) obecnevyeHns HenpepbIBHOCTU BU3Heca.

-ycnosuax 6e3onacHoCTM NS coeanHeHns (ecim Heobxoanmo).

MpoBepka A0/HKHA NMPOBOAMTLCSA [0 BBeAEHMA B felicTBMe No6Oro ceteBoro COefMHeHUs, 40 HOBOM
OCHOBHOW Bepcuyn (CBA3AHHOW CO 3HAYUTENIbHbIM N3MEHEeHNeM, CBA3aHHbIM C 6BU3HECOM UK CeTblo), BO BCEM
0CTa/lbHOM — eXerofgHo.

MpoBepka A0/HKHA BKAOYATL NPOBeAEeHNe UCbiTaHNsa 6€30MacHOCTM NO 06 enpu3HaHHbIM cTaHAapTam B
COOTBETCTBUM CO CTpaTerneli ncnbiTaHna 6e30nacHOCTU 1 CBA3@HHbIMU C Hell NnaHamuy, pa3paboTaHHbIMM 3apa-
Hee. TOYHO onpeaensaLWmnumMmn, Kakme, ¢ YeMm, rae v Korga fo/KHbI MPOBOAUTHLCA UCNbITaHWA. O6bIYHO OHA A0/TKHA
coyeTaTb NOUCKYA3BMMOCTEN 1 UCMbITAHNSA HA MPOHUKHOBEHMeE. MNepe Hayasiom /60ro Takoro NCNbiTaHnsa naaH
MCNbITaHUA HEOH6X0AMMO NPOBEPUTL, UTOObLI rapaHTUPOBaThL NPOBEEHNE UCMbITAHUA B NO/THOM COOTBETCTBUMN C
[eNcTBYOLWMM 3aKoHoAaTeNnbCTBOM. [pn NnpoBeeHnn 3TON NPOBEPKM He crnedyeT 3abbiBaTb O TOM. 4YTO CeTb
MOXEeT He OrpaHM4YnBaTbCsA OfHON CTPaHOW — OHa MOXEeT pacnpoCTPaHATLCS Ha ApYyrne CTpaHbl C pasiMyHbIM
3aKoHoAaTenbLCTBOM. [1pn NpoBefeHUN UCNbITaHNs B 0TUeTaxX AO/KHbI O6blTb YKa3aHbl 0CO6EHHOCTU O6HapYXeH-
HbIX YAI3BUMOCTEl, HE06X0AUMbIE MEPbI MO UX YCTPAHEHUIO U NPUOPUTET UX NPUHATUSA.

13.3.5¥cnoBus o6ecneyeHmnsa 6e30nacHOCTN COeANHEHNA

Mpu OTCYTCTBUM COrNacoBaHHbIX MO KOHTPAKTY YC/10BUil 6e30MacHOCTM COeJUHEeHNIA opraHnsaumsa dakTu-
YeCcKkn NPUHUMAET PUCKKN, CBA3AHHbIE C APYTMM KOHLLOM CETEBOIO COeJMHEHNSA BHe ee oMeHa. Mofo6Hble pUcKn
MOTYT BK/TlOYATb PUCKM, CBA3@HHbIE C 3aWUTON NepcoHanbHOl MHopMaunu/gaHHbiX, Korga coenHeHne MOXHO
1Mcnonb3osaTh /1 06MeHa NepcoHabHbIMU faHHbIMU, KOTOPbI NOAUYNHAETCA HALWMOHaNbHOMY 3aKoHOo4aTeb-
CTBY, Ha OAHOM MM 060UX KOHL,@X U Korga Apyroi KoHewl ceTeBOro coeguHeHus (BHe obnactu AeicTBUA opraHu-
3auMmn) HaXoAUTCS B APYTOi cTpaHe M 3aKoHOA4AaTeNbCTBO MOXET ObITh APYTUM.

Hanpumep, opranusauns A MmoxeT noTpe6oBaTh, UTOObI Nepes NOAKIYEHNEM OpraHn3ayum B k ee cucte-
MaM yepes ceTeBoe COeUHEHNe opraHn3auunsa B noggepxana v npogeMoHcTpupoBana onpefeneHHblii ypoBeHb
6€e30NacHOCTU AN CBOEl CUCTEMBI, yYacTBYHOLLEN B 3TOM coeguHeHun. TaknuM 06pa3om opraHunsaLmio A MOXHO
y6eanTb B TOM. 4TO opraHusauus B ynpasnseT CBOMMY pyckaMu NpremMsieMbiM cnoco6om. B nogo6HbIX ciyyasx
opraHusaumnsa A fo/mkHa npeAcTaBUTb YCrioBUA 6€30NacHOCTU 419 O0KYMEHTa N0 COeANHEHNI0, KOTOPbIN YTOUHS-
eT Mepbl 6€30NacHOCTU, KOTOPbIE AO/MKHbI 6bITb MPUHATLI OpraHu3aumein B. OHM AONXHbI 6bITb peann3oBaHbl
opraHusauyueii B, nocne yero opraHmsauus A nognucelBaet ob6s3atesibHOe cornalleHve o nogaepxaHun 6e3o-
nacHocTu. OpraHm3sauus A coxpaHseT 3a co60li NpaBo Ha NpoBejeHVe NPOBEPKN NPUHATLIX Mep obecnevyeHns
6e30nacHOCTM BopraHunsauum B.

Takxe 6bIBalOT criyyam, korga opraHvusanumn BcoobLiecTse 06010 4HO COracyloT JOKYMEHT «YcnoBus be-
30NacHOCTU A1 COeANHEHNSI», B KOTOPOM 3anncaHbl 0653aTenbCTBa 1 0693aHHOCTH BCEX CTOPOH, BK/OYas B3a-
MMHYI0 NPOBEPKY COOTBETCTBUSA.

13.3.6 lokyMeHTpOBaHHble yC/10BUA 6e30NacHOCTH ANA NoNb30BaTeneil ceTeBbIX yCAyr

Monb3oBaTensam, CaHKLMOHWPOBAHHbLIM AN yAaneHHON paboTbl, HEO6X0AMMO BblAaBaTb JOKYMEHT «Ycno-
BWsi 6€30MacHOCTU 4151 NoNb30BaTe ell CeTEBbIX yCyr». B HeM fomkHa 6biTb U3/10KEHA OTBETCTBEHHOCTb N0J1b30-
BaTens 3a nporpamMmHoe obecneyeHune, annapaTypy 1 AaHHble OTHOCUTE/IbHO CETH M UX 6€30NacHOCTb.

13.3.7 MeHeAXXMEHT MHUULEHTOB

WNHumaeHTol VB valle Bcero nponcxoaaT (M X nocnefcTBma okasbiBaloT 60/1ee cepbe3Hoe oTpulaTenbHoe
BO3JelicTBMe Ha 6M3Hec) B MecTax CeTeBblX COeAUHEHUI, B OCOGEHHOCTU B C/lyyae CETeBOro COefMHEeHUs ¢
ApyrMMuy opraHmsauunsamu. Takum ob6pasom, MOryT BO3HUKHYTb 3HaUNTe IbHble opUAnYeckne nocneacTsms, ces-
3aHHble C MHUuAeHTamu.

OpraHu3aumns ¢ ceTeBbIMU COeAUHEHUSAMU JO/DKHA UMETb JOKYMEHTUPOBAHHYIO Y peasin3oBaHHY CXeMy
MeHeXMeHTa NHLMAEHTOB VB 1 cBA3aHHYIO C Heli MHPacTPYKTYpY, CNOCO6HYI0 6bICTPO pearnpoBaTth Ha UAEH-
TUPUUUPOBAHHbIE UHLMAEHTbI, CBOAUTbL K MUHUMYMY UX BO3AeWCTBUE N AenaTb BbiBOAbI A1 NpefoTBpalleHns
NX NOBTOPHOTO NOAB/IEHNSA. DTa cxeMa f0o/KHa 6bITb cnocobHa obpabaTtbiBaTb kKak cobbiTua b (ngeHtudunym-
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poBaHHble BO3HUKHOBEHUSA COCTOAHWA CUCTEMBI, YCYTN WK CETU, yKasbliBalLl e Ha BO3MOXHOe HapyLlueHne
NOJINTUKN MHOPMALMOHHON 6€30MacHOCTH UM 0TKa3 CPeACTB 3aLluThl N Npexe HEM3BECTHOM cuTyaunm, Ko-
Topas MOXeT MMeTb 3HayeHue 4na 6e30nacHoCTH), Tak U MHUMAEHTbl VB (egMHMYHOe cobbiTUE NN Cepun Hexe-
natenbHbIX NN HEOXMNAAHHbIX COBbITUI B. KOTOpbIE CO 3HAYNTENbHOW BEPOSATHOCTLIO MOTYT NOABEPTHYTb PUCKY
npoBefeHne 6u3Hec-onepaymii n yrpoxatb UB).

Bonee nogpobHas nHopmMaLms 0 MEHEAXKMEHTE UHLMAEHTOB VB n3noxeHa 8 UCO/M3IK 18044.

13.4 MeHepXMeHT ceTeBO 6e30nacHOCTM

13.4.1 O6wume NoaoXeHns

YnpasneHue no6oii ceTbio HE06X04MMO OCYLLLECTBNATL Ge30nacHbIM cnoco6om 1. 6e3ycnoBHo, obecneyun-
BaTb NOAAEPXKKY MEHEMKMEHTa ceTeBON 6€30NacHOCTN C OKadaHWeM A0/HKHOT0 BHUMaHWUA pas/inyHbIM J0CTyn-
HbIM CETEBBLIM MPOTOKON1AM U CBA3AHHBIM C HUMU CNyx6am 6e30nacHoCTU.

B noaAepxky Bbllleyka3aHHOro opraHun3aLnsa Ao/HxHa paccMoTpeTb psaj Mep 6e3onacHoCTU, 60/bLuas YacTb
KOTOPbIX MOXeT 6bITb onpegenexHa ¢ nomouwbio NCO/M3IK 17799. Kpome Toro, AUCTaHLMOHHbIE AnarHocTuyeckne
nopThbl, Kak BUpTyasbHble, Tak U usnyeckme, AO/KHbI 6bITh 3alULLEHbI OT HECAHKLLMOHMPOBAHHOIO fOCTyna.

13.4.2 AcnekTbl opraHu3auum cetun

Pa3nunyHble acnekTbl opraHu3auum ceTn MoryT nogpas3fensatbCa Ha cnefytolime kaTeropumm.

Monb3oBaTenun ceT — 3TO MePCOHas, ABMAAIOLWMIACA NONb30BATENAMMN UMW CETEBbIMU afMUHMUCTpaTOpa-
Mu. PasHoo6pasne nonb3oBaTteneii BkIoYaeT OTAEbHbIX UL, UMEKLWUX 4OCTYN K yAa/IeHHbIM pecypcamM Yyepes
WHTepHeT, coefnHeHnsa TenedOoHHOM NMHUK NN 6ecnpoBOAHbIE COEAUHEHUSA, U UL, NCNONb3YIOLW KX paboune
cTaHUuuu Uy NnepcoHasibHble KOMNbOTEPBI, NOAKMIOYEHHbIE K N0KaNbHOW ceTu. Monb3oBaTenu, NOAKAYEHHbIE K
NIoKasbHbIM CeTAM, TakKe MOryT MOACOeAUHATLCA K ya/leHHbIM pecypcam yepes MexceTeBble COeAUHEHMS,
KOTOPble MOTYT HAXO0A4UTLCA MEXAY UX NTIOKaNbHOW CeTblo N APYrMMK ceTaMu. Takme 6a30Bble COeUHEHNA MOTYT
6bITb MPO3payYHbIMK 415 NONb30BATENS.

OKOHeYHbIMY CCTeMaMU ABNAKTCA KOMMbIOTEPbI, paboune cTaHuUM U MO6MbHbIE yCTPOCTBa (Hanpumep,
cmapTdoHbl 1 KMK), nogkntoyeHHble K ceTaMm. OHU BKAOYAOT yCTPONCTBA, MCNOMb3yeMble 419 oCTyna Kk ceTe-
BbIM CpeAcTBam (Hanpumep, KIMEHTCKUE CUCTEMBI), N YCTPOKCTBA, UCNO/b3yeMble AN NpefoCcTaBNeHunsa ycnyr
(Hanpumep, cepsepbl, CUCTEMBI [1ABHOIO KOMMblOTEpa). Ta KaTeropus BKAYaeT annapaTypy, nporpammMmHoe
obecneyeHne onepaunoHHbIX CUCTEM 1 l060€e NporpaMmMHoe obecneyeHne noKanbHbIX MPUNOXKEHWUA, BKIOYas
nporpammMmHoe obecneyeHne, KOTOpPoe UCMNOAL3YIOT ANA [0CTyNa K ceTu.

O6befIHEHHbIE B CETb NPUIOKEHUA — NPOorpaMmMHoe obecneyeHune npuknagHbix nporpamm, pabortarwuiee
Ha 06beMHEHHbIX B CETb CepBepax 1 6a3nCHbIX cUcTeMax 1 JOCTyNHOe Yepes3 KOMMNbIOTEPHbIE CeTeBble COeu-
HEHWA ANA NnpefocTaBneHus:

- yCNyr N0 OCyLLeCTBAEHNI0 (QUHAHCOBbIX ONepaLuii;

-ycnyr MO npegnpuatus (Hanpumep. CRM. ynpasneHyeckas nHpopmaummoHHasa cuctema, ctaHgapt MRP
nT. 4.);

- Beb-ycnyr.

- YCNYTr HTEPaKTUBHbIX 623 AaHHbIX;

- cpefcTB onepaTvBHON NamaTu.

CeTeBbIMU YCNyramu siBNAOTCA yCAyru, npefocTaBnsieMble CeTbio, KOTopble 06bIYHO peanunsytoT MO
B KOHEYHbIX 6A3UCHbIX UM CEPBEPHbIX CUCTEMAX, 06pasyLWx YacTb MHPPACTPYKTYPbl CETU, HANPUMEp:

- COeMHAEMOCTb;

- 3/IEKTPOHHAsA nouTa;

- nepegaya aiinos:

- cNyx6bl KaTanoros.

CeTeBble yC/Yyrn MOTyT:

- MpUHaAnexartb opraHn3anmmn n 6biTb 3KCNTyaTUpPyeMbIMU €10;

- NpUHagnexartb opraHn3aumnm, Ho 6bITb 3KCNyaTUPYEMbIMU BHELUHUMMN OpraHn3auusamm no KOHTPakTy.

- 6bITb apeHA0BaHbl y CTOPOHHUX OpraHusaLmnii;

- 6bITb CNELNanbHO NPMoBpeTEHbI Y CTOPOHHUX NMPOBaiiAepoB;

- 6bITb KOMOMHAaLMEN BbILLEN3/T0XKEHHbIX MYHKTOB.

WNHppacTpyKTYpoii ce T sBnsitoTcs 6a3oBoe 060pyfoBaHue Ans annapatypbl v MO. Hanpumep:

- NomeLeHus;

- MOHTaX KabenbHO NPOBOAKY;

-6ecnpoBojHble CPefCcTBa,;

- ceTeBble yCTPOCTBA (HaNpumep, MapLipyTM3aTopbl, KOMMYTaTOPbl, MOAEMbI U T. 4.).
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Kak ykaszaHo B paszgene 12, 3T acnekTbl CETEBON 6€30NaCHOCTH A0/MKHbI MOLENNPOBATLCS KakK acnekTbl
CeTW. DTN acnekTbl CTPOATCS OfMH HAa OCHOBE AiPYTOro B Lie/IsiX CO3A4aHus CXeMbl MEHEXKMEHTA CeTEBOIi 6e3onac-
HOCTM, Kak NoKa3aHo Ha PUCYHke 4.

Monb3oBaTtenun cetn
OKOHeYHble CUCTEMbI CETU
Ob6befNHeHHble B CETb NPUIOXEHUS
CeTteBble ycnyru

MHdpacTpykTypa cetn

PucyHok 4 — AcnekTbl CXeMbl MEHEKMEHTA CETEBOW 6e30nNacHOCTM

CyuiecTByeT onpefeneHHoe Hen3bexHoe coBnageHne ¢ HEKOTOPbIMU CUCTEMaMM, UCMOMHAOLWMMN MHOXe-
CTBEHHbIE POan B N11060M peanncTUYHOM cueHapuu ceTu. OgHaKo 3TW KOHLEeNTyanbHble acnekTbl DYHKUMOHaNb-
HbIX BO3MOXHOCTEW A0/KHbI COAECTBOBATH HEOOXOANUMOMY CYCTEMaTUYeCKOMY NpoLeccy OLeHku, Tpebyemomy
ANna onpegeneHns puckoB 6€30NacHOCTW, NPUCYTCTBYIOLMX B 1I060M OTAEeNbHOM cueHapun ceTu. Kaxablii ac-
NeKT B 3TOM KOHLEeNTyanbHOl cxeme 6e30NacHOCTU A0/KEH YNPaBAaTbCA UHANBUAYANbHO, & BCe acneKTbl 40/1XK-
Hbl YNPaBAATLCA KOMIIEKTUBHO /19 06ecneyeHns cOOTBETCTBMSA 06 KX Leneli NoHATMIO 6e30macHoi ceTu.

13.4.3 Ponu n o6a3aHHOCTM

Ponu n 06a3aHHOCTU, KOTOPbIE J0/MKHbI BbINONHATLCSA COBMECTHO C MEHE)KMEHTOM ceTeBOW 6e3onacHoc-
TW. ABNAIOTCA CneAyowmMn (cnegyet oTMETUTb, YTO B 3aBUCMMOCTH OT MacLliTaba opraHn3aunm aTm poam MoryT
06beANHATLCA):

1 Ana BbicWero pykoBoAcTBa:

-onpefenaTs Lenn 6e30nacHoOCTM opraHnsauum:

- UHULMMpOBaTb, yTBEPXAaTb, ONy6INKOBbIBATL U NpeAnucbiBaTb NOANTUKY, NpoLeaypbl U npaBuia 6e3o-
nacHOCTW OpraHm3auuu;

- UHALMMPOBATb, YTBEPXAATb, BblINyCKaTb U NpenucbiBaTh NOJUTUKY UCNONb30BAHUSA MHAOPMALIMOHHbIX
TEXHO/10TN B OpraHm3aunm:

-o6ecneymBaTb ¥ NPUBOAUTL B UCNOIHEHME NONNTUKN 6€30NacHOCTU NPUEMIEMOTO UCMO/Ib30BaHUS.

2 nAa ceTeBOro MeHeXMeHTa:

- paspabaTbiBaTbh AeTanbHY0 NONNTUKY ceTeBol 6e3zonacHocTy;

- peann3oBblBaTb NOUTUKY CETEBOI 6e30NacHOCTY;

- BBOAMTb B AelicTBME NpMemMIeMyto NOINTUKY MCNOSIb30BaHNS;

- ynpaBnaTb B3aMMoAeincTBMEM CO CTOPOHHUMM 3aNHTEPECOBaHHbLIMU OprannsaLusaMn'cTOPOHHUMU NpoBaii-
Aepamu ycnyr ans obecneyeHns COOTBETCTBUSA BHELLHEN U BHYTPEHHel NonmMTukam ceTeBoi 6e3onacHocTu.

3 [na rpynnbl o6ecneyeHns ceTeBo 6e30nacHoOCTy:

- npuob6peTaTb, paspabaTbiBaTh, UCMbITbIBATb, KOHTPONNPOBATL U 06CNYXUBATL KOMMNOHEHTbI 1 CpeAcTBa
6e30nacHocCTu;

- nogfepxuBaTb CpefCcTBa 1 KOMNOHEHTbI 6€30NacHOCTMN AN TWaTeIbHOTO C/EeXEeHUs 3a 3BOOLNel yrpos
(Hanpumep 06HOBNAA haiinbl cUrHaATYpbI BUpYyca);

- 06HOBNATL 3HAYMMbIE KOHUrypaLuuy 6e3onacHoCcTu (Hanpumep, CNNUCKN KOHTPOS A0CTyna) cornacHo
M3MeHsALWMMCcsa NnoTpebHoCcTAM 6usHeca.

4 1na agMUHUCTPATOPOB CeTu:

- ycTaHaBnmBaTb, 06HOBNATH 1 3alLMLLaTb CEPBUCHI U KOMMOHEHTbI CETEBOI 6€30MacHOCTY;

- BbIMO/THATb HEO6XOANMbIE eXefHEeBHbIe 3aJayun No NPUMEHEHNIo cneyndrkaunii, npaBua n napamMmeTpoB
6e3onacHocTu, TpebyeMbix 418 AeliCTBYIOLLMX NONUTUK 6€30NacHOCTH;

- NnpeAnpvHMMAaTh COOTBETCTBYIOLLME Mepbl 4719 06ecneyeHns 3almMTbl KOMNOHEHTOB CETEBOW 6e30nacHocC-
T (Hanpumep, pe3epBHOe KONMPOBaHWE, MOHUTOPUHT CETEBO AeATENIbHOCTA, pearnpoBaHne Ha HLUAEeHTbl 6e30-
NacHOCTW MU aBapuiiHble CUrHanbl N T. 4.).

5 ns nonb3oBarteneli ceTu:

- coobwaTtb 0 cBOMX TpeboBaHUAX 6e30NacHoOCTH:

- NOAYMHATBLCA KOpNopaTUBHOM NONNTNKE 6€30MacHOCTH;
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- NOAYNHATLCA KOPNOPAaTUBHBLIM NOAUTUKAM NPUEMIEMOr0 UCNONb30BaHUA CETEBbIX PECYpCoB;

-coobuwartb 06 MHUMAEHTax ceTeBoli 6e30nacHoCTy;

-ob6ecneunBaTtb 06paTHYI0 CBA3b N0 Bonpocam 3 PeKTUBHOCTU ceTeBO 6e30nacHOCTU.

6 [Ons ayautopoB (BHYTPEHHUX M/MAN BHELWIHUX);

- aHa/IM3MpoBaTh U NPOBOANTL ayauT (Hanpumep, Nepuogmyeckn npoepsaTb I PeKTUBHOCTL CETEBOI be-
30MacHOCTH),

-NpoBepATb COOTBETCTBME CUCTEM NONUTUKE CETEBOW 6€30MacHOCTK;

- NPOBEPSITb M NCNbITbIBATb COBMECTUMOCTb AENCTBYHOLWMX NpaBua 6€30NacHOCTM C TEKYLLUMN GU3HEC-
TpeboBaHWAMU N NPABOBbLIMU OFPaHUYEHUAMMN (HaNnpUMep, CNUCKN Ha NoayyYyeHune AocTyna K ceTu).

13.4.4 MOHNUTOPUHT CeTHU

MOHUTOPUHT CETU ABNSETCSH OYEHb BAXHOW YaCTbio MEHEIKMEHTA ceTeBO 6e3onacHocTU. OH paccMOTpeH
B 13.7.

13.4.5 OueHka ceTeBOIi 6e30NacHOCTHU

CeTeBas 6e30NacHOCTb ABAETCA AUHAMUYHBIM NOHATMEM. [epcoHan obecnevyeHns 6e3onacHoOCTN 40/1-
X€EH 6bITb B KypCe COBPEMEHHbIX pa3paboTok B 3TON o6/1acT nobecneuynBaTb HENPEPLIBHOCTL paboTbl 11060
CeTun C caMbIMW COBPEMEHHbIMK NaTyamm 6e3onacHocTn 1 gopaboTkamu, UMerLWUMncsa y noctasLnkos. Heo6xo-
AUMO Nepruoanyeckn npegnpuHUMaTh LWarv no NnpoBepke MMeLWnxXcs Mep 6€30NacHOCTM N0 OTHOLEHUIO KyCcTa-
HOB/MIEHHbIM KOHTPO/IbHbIM TOYKaM, BK/lOUYasA TecTMpoBaHne 6e30NacHOCTM — NOWUCK YyA3BUMOCTeli U T. 4. be3so-
NacHOCTb AO/KHA GbITb OCHOBHbIM PaKTOPOM MNPU OL,eHKe HOBOI TEXHOMOTNN CeTH.

13.5 YnpaBneHue TEXHUYECKUMU YA3BUMOCTAMM

CeTeBble cpefbl, Kak nAapyrve cnoXxHble CUCTEMbI, He CBO6GOHbI OT NOrpeLHoCcTen. B KOMNOHEHTax, YacTo
MCNOJIb3YyEeMbIX B CETAX, NMPUCYTCTBYIOT Y BOCNIPOU3BOAATCA TEXHUYECKME YA3BUMOCTU. DKCNayaTtaumnsa aTux tex-
HUYECKUX YA3BUMOCTEN MOXET CU/IbHO NOBANATL HA 6€30MacHOCTbL CeTH, 4To Hanbosiee 4YacTo NPOMCXOAUT B
ob6nacTax A4OCTYNHOCTU U KOHhugeHumnanobHoctTn. CnefoBaTtesnibHO, O/MKHO 6bITb yNpaBneHne TeEXHUYeCKUMM
YA3BUMOCTAMM, OXBaTbiBaOLLEE BCE KOMMNOHEHTbI CETU, KOTOPOE [0/IKHO BKNOYaTb;

- CBOEBPEMEHHOE NonyyeHne nHPopmMaLmm o TEXHUYECKNX YSA3BUMOCTAX;

- OLLeHKY NOABEPXEHHOCTU CETU NOA06HLIM YS3BUMOCTAM;

-onpefesieHne COOTBETCTBYIOLW X Mep 6e30nacHOCTH A1 paboTbl CO CBA3AHHBIMW C 3TUMU YSA3BUMOCTAMMU
puckamu;

- BBE/leHWE 1 NPOBepKy onpefeneHHblX mep 6e30nacHoCTy.

MpeAnocbinkoli ANs ynpaBieHns TEXHUYECKNUMUN YA3BUMOCTSAMU AO/KHO OblTb HASIMUYNE COBPEMEHHOTO 1
NOJIHOTO CNUcka BCex KOMMNOHEHTOB ceTu, o6ecneynBaroLLero He06xXoAUMYI TEXHUYECKY0 UHhopMaLuio, Hanpu-
Mep. 0 TUMe yCcTpoiicTBa, NOCTaBLLMKe, HOMepe BEPCMM annapaTtypbl, NPOrpaMMHOo-annapaTHbIX cpeacTs unm o,
a Takxe nHopmaymio 06 opraHnsaymm, Hanpumep 06 OTBETCTBEHHbIX a4MUHUCTPATUBHbIX SMLLAX.

Ecnu opraHunsaums yxe paspaborana o6Lyto nporpaMmy ynpasieHnsa TEXHUYECKUMU YA3BUMOCTAMU, Npes-
noYTUTENbHBLIM pelleHnemM Nnpobaemsl AO/KHA OblTb MHTErpauusa ynpasieHnsa TEXHUYECKUMUN YA3BUMOCTAMMU KOM-
NOHEHTOB ceTu B 06 yto 3agady. (Bonee nogpo6Hyo nHpopmaunio 06 ynpaBneHum TEXHUYECKUMU YS3BUMOCTSA-
MU. BK/Il0Uas peKoMeHAaLumnio no BHeAPEHNO, MOXHO HanTn B8 MCO/M3K 17799.)

13.6 geHTucnkauna n ayteHTudurnkaymnsa

13.6.1 O6WmMe NoNoXeHns

BaxHo o6ecneuynTb coxpaHeHne 6e30MacHOCT CEeTeBOro CepBuca U CBA3aHHOW C HUM MHdOpMaLmm no-
CpefCTBOM OrpaHuyYeHuns AocTyna yepes coeJMHEHNsI CaHKLMOHMPOBAHHOIO NepcoHana (aBnstoLLerocs gnsaopra-
HU3auny BHELWHUM WM BHYTPEHHUM). TpeboBaHMA A1 HUX HE MOTYT BbITb 3KCK/HO3UBHLIMU A1 UCNO/Ib30BaHUSA
ceTeBbIX COeAUHEHWUI, U MO3TOMY NOAPOGHbIE Pa3bACHEHUS, OTHOCALLMECA K UCNOb30BaHUIO KaKoro-nm6o ceTe-
BOr0O COeAMHEHUSA, [OMKHbI 6bITb NOMTyYeHbl ¢ noMolbio MCO/M3K 17799.

YeTbipe KOHTPONMpyeMble 061acTu, KOTOpPble MOTN 6bl UMEeTb 3HaYeHne ANA NCNOMb30BaHUA CeTEeBbIX
coeiuHeHN’ N MHPOPMALMOHHbBIX CUCTEM, HENOCPEACTBEHHO CBA3aHHbIX C MOAOOHBLIMU COEANHEHUAMN, NPUBE-
neHbl B 13.6.2— 13.6.5.

13.6.2 YpaneHHbli BXO4 B cCUCTEMY

YpaneHHble BXOAbl B CUCTEMY CAHKLMOHMPOBAHHOIO NepcoHana, paboTaloLiero ganeko oT opraHusaumnm,
yAaneHHOro o6¢cnyxunsaloLLero nepcoHana uam nepcoHana Apyrux opraHn3awmnii ocywecTBaanTCA MM60 yepes
KOAO0BbIVi BbI30B B OpraHn3aunio. MIHTepHeT-coeMHeHNS, cneunanbHble KaHanbl CBA3W U3 ApYTrUux opraHm3sayuii,
nn60 nocpefCcTBOM KONMEKTUBHOIO foCTyna yepes VMIHTepHeT. 3TN COeAMHEHNA CO34aHbl N0 HE06X04UMOCTHU
NM60 BHYTPEHHUMYU CUCTEMAMU, NMBO NapTHEpPaMM MO KOHTPAaKTY C NOMOLbI 06 ef0CTYNHbIX ceTeli. Kaxablii
TUN yAaNneHHOro BXxo4a B CUCTEMY JO/KEH UMETb ONONHUTEIbHbIE Mepbl 6€30NacHOCTH, COOTBETCTBYOLW e
XapakTtepy Tuna coenHeHus.
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Mpumepbl Mep 6e30nacHoOCTU:

- HeflonyuwleHne NPsAMOro AocTyna K CUCTEMHOMY U CETEBOMY pecypcam, UCMONb3YILWNUMCA A5 yaalleH-
HOTo f0CTyna. 3a UCK/IYEHNEM CalyvyaeB NpeaocTaBneHns 4ONONHUTEeNbHON ayTeHTudukaunm (cm. 13.6.3) u,
BO3MOXHO, WM pOBaHMA N0 BCell ceTu;

- 3al4MTa OT HeCaHKLMOHNPOBAHHOIO JOCTyNna K Hchopmauuu, ceazaHHol ¢ MO 3N1eKTPOHHON MOYTbl U faH-
HbIMW KaTanora, XpaHAaWwMMnUCsa B NepPCOHasIbHbIX U JOPOXHbIX KOMMbIOTEPax, UCMOJb3YIOLLUXCSA ee NepcoHaiom
3a npegenamu opucos opraHunsaLlmm.

13.6.3 YcnoxHeHue ayTeHTudnkaymm

Mcnonb3oBaHue naeHTudrkatopa nonb3oearens/nap naposaeii — nNpocToii cnocob ayTeHTudukaLum nonb3o-
Batesnei. Ho UX (MAeHTUdNKaToOPbl U Napbl Naposein) MoOXHO CKOMNpPoOMeTMpoBaTh UK pasragaTb. CyuecTByOT
apyrue, 6osee 6e3onacHblie CNOCO6bI ayTeHTUdMKauuy nonb3oBaTesneil, 0CO6EHHO yaaneHHbIX Nonb3oBaTenei.
YcnoxHeHune ayTeHTumkaymm Heo6XoANMO NPU HaAMUMM BbICOKO BEPOATHOCTU NOTyYeHNS OCTyna HeynosiHo-
MOYEHHOTO N1La K 3aLLULLLEHHBIM Y BaXHbIM cCMCTEMaM. DTO MOXET BbITb, HANpUMeEp, CNeACTBMEM BO3MOXHOCTH
MHULMUPOBaHUA focTyna yepes obwefoCcTynHble ceTu, KM JOCTYyN K cucteme (Hanpumep, Yepes JOPOXHbIi
KOMMbIOTEP) MOXET HAXOAUTLCA 3a npefenaMu NPSAMOro KOHTPOJISt OpraHn3auunu.

B cnyuyanx Tpe6oBaHusA (HanpumMmep, No KOHTPAKTY) YCNOXHEHNS ayTeHTUdrKaLmm no ceTeBbIM COeAUHEHN-
AM UV ero 060CHOBaHNA pUCKamMun opraHm3anum cnefyeT pacCMoTpeTb BO3MOXHOCTb YCUNEHUS nNpoLecca ayTeH-
TUUKALUN TUHHOCTN NMOCPEACTBOM BHEAPEHNA COOTBETCTBYOLW X Mep 6€30MacHOCTH.

MpocTble NnpuMepbl Mep 6€30NacHOCTU NCMNOMb3YHOT:

- CLID. KOTOpbIl MOXHO CcYMUTaTb UCXOAALWMM TeslehOHHbIM HOMEPOM, NPUHUMaeMbIM NPUEMHON annapary-
poii. XoTa CLID nmeeT onpefeneHHyo 3HaYMMOCTb Kak yTBEePXAEHHbI AEHTU(NKATOP Bbi3blBAOLLEN CTOPOHBI,
OH OTKPbIT 415 CNydWHIa 1 He AO/KEeH UCNONb30BaTbCA B kKayecTBe noATeepxaeHHoro ID 6e3 fganbHeiwell
ayTeHTudmkaumm. CLID yacTo MCNONb3YIOT KakK 6bICTPbIN NAEHTUMUKATOP YCTAHOBNEHNA pe3epBHbIX CBA3el (0Co-
6€HHO B LMD POBbIX CETSAX C MHTETPMPOBAHHBIM 06CNY)XXMBAHNEM) MeX Ay caiTamu;

- CBA3M Yepe3 MOJEMbI, KOTOPbIe OTKIOYAOTCA, KOr4a He CMNOJb3YHTCA, U UHULUUPYIOTCA TONLKO nocne
NoATBEPXAEHUSA NLEHTUYHOCTU BbI3blBAOLLENO ONepaTopa.

Bonee CNOXHbIMU, HO OYEHb BaXKHLIMU NPUMepammn, 0CO6EHHO B KOHTEKCTe y/ja/IeHHOro AocTyna, ABNA-
loTCS:

- ucnonb3oBaHne ApYrux CPeAcTB naeHTudmkaLmm ANa nogaepxkm ayTeHTudmnkaym nonb3osartenei, Ta-
KMX. KaK AMCTaHLUMOHHO NPOBEPEHHbIE MapKkepbl M CMapT-KapThbl (Hanpumep, Yepes cunTbiBaloLW e yCTpoiicTBa,
noAkntoveHHble K MK), pyyHble ycTpoiicTBa co3faHnsi 04HOPa30BOro k/va 4oCTyna 1 OCHOBaHHbIE Ha NpUMeHe-
HUW GuomeTpun cpescTBa;

- 06ecneyeHne hyHKLMOHNPOBAHUA MapKkepa namn cmapT-KapThbl TO/IbKO COBMECTHO C ayTeHTUdULMPOBaH-
HbIM a6OHEHTOM nonb3oBaTens (M npegnoyTUTENbHO — MK U MecTopacnofioxeHne/Touka 4oCTyna 3aToro nosb30-
BaTens) u. Hanpumep, N106bLIM cCOOTBETCTBYIOWMM PIN-KOLOM Unn 6uomeTpuyeckum npodunem.

B o6Llem, 3TO Ha3blBaeTCA CTPOroii ayTeHTUdukaLmeit, coctoswell n3 aByx paktopos. MNpu ncnonb3osa-
HMM MapKepoB Mo/ib30BaTeNt0 He06Xx0A4MMO 3HaTh PIN. KOTOPbLIVi BMecTe ¢ MapkepoMm AefiaeT BO3MOXHbIM OcyLLe-
CTBNEHMe ayTeHTUUKaL MM C eAUHCTBEHHbIM 3HaYeHneM. YTo kacaeTca CMapT-kapT, OHWM MOryT paccMaTpuBaTbCs
Kak aBTomMaTtu3auunsa ncnonb3oBaHua goctyna vyepes mapkep. YTobbl «OTKPbITLCA», NO/Ib30BaTE b A0/XEH goba-
BUTb PIN-KOZ K KapTe nocrne ee BCTaB/IEHNA B CUMTbIBAIOLLLEE YCTPOKWCTBO CMapT-KapT. 3atem Kaxablii pa3. korga
ayTeHTUdMKaumna TpebyeTcsa ANA LeHTPanbHbIX UK yAaneHHbIX CUCTEM, CMapT-kapTa MOXeT 6biTb Bbl3BaHa He-
NoCpefCTBEHHO AN18 «NOANUCAaHNA» AaHHbIX (TOATBEPXAAA ayTeHTUdnKaLmni) nocpeacTBOM KaYa, cogepxa-
Lerocs B cMapT-kapTe.

13.6.4 WpeHTudunkaumsa yganeHHon cunctemsl

Kak npegnonaranock B 13.6.3. 3HauMmas ayTeHTMdnKaLmnsa Ao/KHA yCOBEPLUIEHCTBOBATLCA NyTEM NpoBep-
KM MOMIHOMOUMIT cMcTeMbl (M ee MecTa pacnonoXeHNAY TOUKM J0CTyna), U3 KOTOPOWi OCYLLeCTBAAETCA BHELUHWUIA
JocTyn.

Cnepyet NpusHaTth, 4TO pas/inyHble CeTEBbIE apXUTEKTYPbI MOTYT Npegnaratb oTAnyanwmnecs Apyr ot gpy-
ra noTeHumasabHble BO3MOXHOCTU ngeHTUnkaymm. Takum o6pasom, opraHn3aumns MoxeT NONYUYUTb yaydleHne
naeHTnduKaLmm, Bbibpas COOTBETCTBYHOLLYI0 apXMTEKTypy ceTn. Heob6xoAnmMo paccMaTpmBaTh BCe BOSMOXHOCTH
ynpassieHnsa 6e30NacHOCTbI0 BbiIGpaHHOW apXMTEKTYpbl CETU.

13.6.5 be3onacHoe ogHOpa3oBOe NpeabAB/IeHNE Napons

Tam. rae 3afeiicTBYIOT ceTeBble COeJMHEeHUS, NoNb30BaTeIN MOryT CTa/IKWBaTbCSA C MHOTOUYMCNEHHbIMU
nposepkamu naeHtudmnkauum n ayteHtudurkaymmn. B nogo6HbIX 06CcTOATENBCTBAX Y NO/Ib30BaTENEN MOXET BO3-
HWKHYTb c061a3H ncnonb3oBaTb He6e3onacHble MeToAbl, Takue, kak 3anucb naposeii Ay NOBTOPHOE UC0Mb30-
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BaHMe O[HNX 1 TeXKe laHHbIX ayTeHTUUKauum. besonacHoe ogHopasoBoe npe/bsaB/ieHne Naposs MoxXeT yMeHb-
LWINTb PUCKM MOAO6HBIX feiCTBUIF NyTeM COKpalleHUs KonmyecTsa naposieid, KoTopble Nosib3oBaTesb JO/KEH
3anoMHUTb. Hapsify ¢ yMeHbLUIEeHNEM PUCKOB MOXHO NOBbICUTb MPOAYKTUBHOCTL paboThl NONb30BaTENS, @ pabo-
Yyne HarpysKku «CrnpaBo4yHOro cTosia», CBA3aHHble C MOBTOPHON YCTAHOBKOM naposieit, MOryT 6biTb YMEHbLUEHbI.

OpHako cnefyet OoTMeTUTb, UTO NOCNeACTBUSA C6051 CMCTEeMbl 6€30MacHOro 0HOPa3oBoro nNpeAbABIEHNA
napons MOryT 6blTb CEPbe3HbIMU, TaK Kak He 0Ha, @ MHOT0 CUCTEM 1 NPUMOXEHWI NO4BEPrHYTCA pUcKy 1 6yayT
OTKPbITbI 419 KOMNPOMeTaLun.

CnepoBaresibHO, MOTYT NOTPE60BaTLCA MEXAHU3MbI MAEHTUDMKALUN N ayTEHTUdNKALUN MOLLHEE 06bIY-
HbIX. Y OHW MOTYT 6bITb BOCTPE6OBaHbI 415 UCKNIOYEHUA nAeHTUdMKaLUN 1 ayTeHTUdrKaLum yHKL WA C BbICOKON
CTeneHbio NPUBUNETVPOBAHHOCTY (CUCTEMHBIN YPOBEHDL) U3 pexnmMa 6e30nacHoro 04Hopa3oBoro npebsasieHuns
napons.

13.7 TMpoTokonupoBaHWe faHHbIX ayanuta u MOHUTOPUHT CETH

OueHb BaXHO o6ecneunTb a(pheKTUBHOCTL CETEBOI 6€30NacHOCTM NOCPEACTBOM NPOTOKO/IMPOBAHUSA faH-
HbIX @yjMTa 1 ero TeKyL,ero MOHUTOPMHra C 6bICTPbIM 06HapYXXeHEM U nccnefoBaHnemM cobbITuii 6e3onacHoCTy,
COO6LIEHNEM O HUX N pearMpoBaHMeM Ha HUX. a 3aTeM Ha WHLMAEeHTbl. be3 aToli AeATeNbHOCTY HeNb3s 6biThb
yBEepeHHbIM B MOCTOAHHOM 3 (heKTUBHOCTU Mep 6€30NacHOCTU U B TOM. YTO He ByAyT MPOUCXOAUTb UHLUAEHTbI
6e30macHOCTV C He61aronpuSATHBIMW BO3AENCTBUAMU Ha BU3HeC-onepaLuu.

B npoTokone ayanta HE06X04MMO PerncTpmMpoBaTh JOCTATOUHbIV 06beM UHCOPMAaLUK O COCTOSHUSX OLLING-
KM U [eliCTBUTENbHbIX COOLITUAX 415 OCYLLeCTB/IeHUSA TWaTeIbHOro aHanusa npegnonaraeMbixX v akTuyecknx
MHUMAeHToB. OfHakKo, Npu3HaBas To. YTO NPOTOKO/IMPOBaHNE OFPOMHOM0 06bema MHhopMaLnm, CBA3aHHO ¢ ayan-
TOM. MOXET 3aTPyAHUTb yNpaB/eHne aHain3omM 1 NoB/NATL Ha ero NPoAYyKTMBHOCTL, CO BpeMeHeM Hafao byaeT
cob6ogaTb 0CTOPOXHOCTL BOTHOLIEHUN NMPOTOKO/IMPYEMON uHopmaLuun. ina ceTeBblx coeANHeHN Heob6xom-
MO NMPOTOKO/IMPOBATh JaHHble ayAnTa, BKoYatoLl e cieaytoLmne Tunbl COObITHIA:

-ANCTaHLUMOHHbIE HeyaaBLlUMecs NoMbITKM BXOAa B CUCTEMY C 4aTON U BpeMeHeM:

-Cco6bITUA HeyAauyHO NOBTOPHON ayTeHTUdMKaLnmM (MNM UCNoNb30BaHNA Mapkepa):

- HapyweHusa Tpadurka yepes LWto3bl 6e30MacHOCTH;

-AUCTaHLMOHHbIE NOMbITKM NOy4YeHUs1 AOCTyna K NpoToKoam ayanTa;

- npeaynpexaeHus/aBsapuiinble cUrHasnbl A5 ynpasaeHns cCUcTeMoli c nocneacTBMAMM 415 6e30nacHoCcTu
(Hanpumep, gy6nnposaHue IP-agpeca, HapyweHnsa usanyeckon uenmu).

B KOHTeKCTe ceTeli nHdhopMaL s AN8 NPOTOKOOB ayAnTa A0/HKHA NONYHYaThCs OT Pas/IMYHbIX UCTOYHUKOB,
Taknx, Kak MapLpyTu3aTopbl, MeXceTeBble 9KpaHbl, CUCTEMbI 06HapYXeHUs aTak, U A0/KHa nepefaBaTbCs Ha
LeHTpasbHbIV cepBep ayanTta 418 06bejuHEeHNA 1 TWaTe/IbHOTro aHanm3a. Bce npoTokosbl ayauTa cnegyeT npo-
BEPATb Kak B peXyMe peasibHOro BpeMeHM, Tak U B aBTOHOMHOM pexume. B pexnme peanbHOro BpeMeHn NpoTo-
KOJbl ayAuTa MOryT oTobpaxaTbCcs Ha aKpaHe MPOKPYTKM U 6biTb UCNOMb30BaHHbIMU AN NpeaynpexaeHns o
noTeHUMasnbHbIX arakax. ABTOHOMHbIN aHanns nmeeT 60/blIOe 3HaYeHNe, TakK Kak OH NMo3BoNAeT onpeaensTb
60/1bLYI0 KAPTUHY C NOMOLLbI0 aHannm3a TeHAeHUUN. MepBbIMY yKasaHUAMM Ha aTaky MOTyT 6bITb 3HaUYNTENIbHbIE
«cneppbl» B NPOTOKONAX MEXCeTeBbIX 3KPAHOB, YKa3blBalole Ha 30HAMPYIOLLYI0 AeATe/IbHOCTb N0 OTHOLLEHWI0
K noTeHumanbHol uenn. Cuctema o6HapyXXeHus atak Takke MOXeT 3T0 06HapYXnUTb B peXnMe peasibHoro Bpeme-
HW MO OTHOLLEHUIO K CUTHaType atakn. Takum o6pasom, NojyepkuBaeTcs, YTo A8 NoNyYeHns 6bICTPLIX, cneymna-
NN3NPOBAHHBIX U MOHATHbIX Pe3yNbTaToB HaA0 6biTh 04€Hb OCTOPOXHBLIM NPU BbiGOPE NPaBU/IbHOTO MHCTPYMEHTa-
pvs aHanusa npoTokona ayauTa.

KoHTponibHbIE 3annMcn He06X0ANMO COXPaHATL B ONMEPaTMBHOM PeXuMe Ha OnpejesieHHblii Nepnog B CooT-
BETCTBMU C NOTPEBHOCTSAMM OpraHn3aLuny u BCe KOHTPOJIbHbIE 3anucy Heo6xoAnMo Ay6MpoBaTh M apxXnBNpPoBaTh
Cnoco6oMm, rapaHTUpyLWMM UX LLesTIOCTHOCTb U JOCTYNMHOCTb, Hanpumep ¢ NOMOLLbIO HOCUTEeNel ¢ OAHOKPATHOW
3aMnncbio 1 MHOTOKPATHBLIM CUUTbIBAHMEM, TAKUX, KAk KOMNakT-a4uck. Kpome TOro, NpoToOKO/bl ayanta cogepxar
CekpeTHYI0 MHhopMaLMIo N MHCOPMALIMIO MO MCNOIb30BAHMIO /151 TeX. KTO MOXET 3axoTeTb aTakoBaTb cuCTe-
My Yepes ceTeBble COeiHEHNSA, 1 061afaHe NpoToKoNamMu ayanTa rnoxeT npeAocTaBnTb okasaTeibCTBO nepe-
MelleHu1s Mo CeTu B Cilyvae BO3HUKHOBEHUSA Cropa, B CUITY Hero 3TU NPOTOKO/1bl ABNAKTCA 0CO6EHHO Heobxoaun-
MbIMU B KOHTEKCTE 06ecneveHuns LLefIoCTHOCTY 1 HeoTkasyemocTu. CnegoBaTesibHO, BCe MPOTOKO/bI ayanTa fon-
XHbl O6bITb COOTBETCTBYIOLL MM 06pa30M 3aLluLeHbl, BKAOYAA C/iyvyan YHUUTOXEHUS apXUBUPOBAHHbIX KOMNAKT-
[INCKOB B Ha3Ha4YeHHbI CPOK. KOHTPObHbIE 3aNnCy AOMKHBI XpaHUTbCs 6e3onacHbIM 06pasom B TeUeHue nepu-
0/ia BpeMeHu, COOTBETCTBYIOLLLEro Tpe60BaHNAM OpraHu3auny n HaunoHaIbHOMY 3aKoHO4aTebCTBY. Takke Bax-
HO. YTO6bI A4/191 BCEX KOHTPO/IbHbIX 3anuceil K CBA3aHHbIX C HUMU CepBEPOB Hajnexallnm o6pasom yuynTbiBanacb
BpeMeHHasi CUHXPOHM3aUns, HanpuMmep npu NcnosbL3oBaHun NpoTokonoB NTP. oco6eHHO B xofe cye6HO aKe-
nepTu3bl 1 NPU BO3MOXHOM Cyfe6HOM npecnefoBaHnu.

44



FOCT P MCO/M3K 18028-1— 2008

TekyL il MOHUTOPUHT fO/HKEH OXBaTbIBaTb:

- MPOTOKO/Ibl ayANTa MEXCeTEBbIX 3KPAHOB, MapLLIPyTU3aTOpPOB, CEPBEPOB U T. 4.;

- npegynpexaeHna/aBapuiiHble CUTHa bl U3 NPOTOKON0B ayauTa, npefBapuTesibHO KOHUTypPUpOoBaHHbIX
ANS yBefoMeHUst 06 onpefesieHHbIX TUNnax cobbITUIA, OT MeXCeTeBblX 3KPaHOB, MapLIPyTU3aTOPOB, CEPBEPOB
nT. A,

- BbIXOJHble JaHHble CUCTEM O6GHapYyXeHNs atak;

- pe3ynbTaThl esATeNIbHOCTU CKaHMPOBAaHWA CeTeBO 6e3onacHocTy;

- VH(hopMaLMio 0 CO6LITUSAX U MHLMAEHTAX, O KOTOPbIX COO6LWUAN NOb30BATENN Y BCMOMOraTe bHbIi nep-
coHan;

- pesynbTaTbl aHann3a cOOTBETCTBUS 6€30MacHOCTU.

Co6bITUSE MOT/IN OKa3aTbCA MHUMAEHTOM 6€30MacHOCTH, HO 6blM NpefoTBpPaLLeHbl, HANMPUMEpP «HeHaase-
Xalnit» BXof B CUCTEMY, NN haKTUYeCKn BbI3BaAN UHLMAEHT, HO 6bln 06HapYXeHbl, Hanpumep pacno3Hasa-
HVe nonb3oBaTesns, KOTOpbIii COBEPLIN HeCaHKLMOHUPOBAHHOE n3MeHeHne 6a3bl AaHHbIX.

MoauepkmBaeTCs, YTO MOHUTOPUHT CETU JO/KEH NPOBOANTLCA CNOCO60M, NOMIHOCTLIO COrNacyLWMMes
C COOTBETCTBYHOLW MY HALMOHABbHBIM U MEeXAYHaPOAHbIM 3aKOHOAATEIbCTBOM W NOJIOXEHNAMMU. DTO nogpasy-
MeBaeT 3aKOHOaTeNIbCTBO MO 3aluTe AaHHbIX U 415 pernaMeHTUpoBaHus AelicTBUiA cnefCcTBEHHbIX OpraHoB
(rpe no 3aKoHy BCe NOMb30BaTeNN JO/DKHbI ObITb MPOVH(OPMUPOBAaHbI O MOHUTOPWHIE 40 €ro NPoBefeHuns).
B 06w mx yepTax MOHUTOPWHT cleAyeT NPOBOAUTL OTBETCTBEHHO 1 HE UCNO/Mb30BaTb, HANpUMep, AN aHannsa
noBefeHNs COTPYHUKOB B CTpaHax C O4eHb OrpaHNYeHHbIMU HOpMamMK NpaBa, OXPaHALWUMU HEMNPUKOCHOBEH-
HOCTb JINYHO XMN3HU. OUYEBUHO, YTO MPOBOANMbBIE AeACTBUA HEOOXOANMO COrNacoBbIBaTh C NOAUTNKaMu 6e3o-
NacHOCTW 1 HEMPUKOCHOBEHHOCTW YaCTHO XMN3HM OpraHm3aLn 1 COoTBETCTBYIOL MY npoLegypamu. MpoTokoam-
poBaHue faHHbIX ayanTa u MOHUTOPUHE CeTU Takxe AO/KHbI NPOBOAUTLCSA 6e30nacHbIM B NPaBOBOM CMbIC/e
o6pasom, ecnm cBUAETENLCTBO U3 MPOTOKO1A ayAMTa HE06X04MMO UCMOMb30BaTb NPY YTOIOBHOM UAW rpaXaaH-
CKOM npecriejoBaHnu.

Bonbluyto yacTb Mep 6e30nacHOCTH N0 NPOTOKO/IMPOBAHMWIO AaHHbIX ayAnTa U MOHUTOPUHTY CeTu, BOCTpe-
60BaHHbIX B OTHOLIEHUW CETEBbIX COEANHEHNI N MHCOPMALMOHHBIX CUCTEM, CBA3aHHbIX C HUMU, MOXHO onpeje-
nnTb ¢ nomoubio MCO/M3IK 17799.

13.8 O6HapyxeHue BTOpPXeHW

Mo Mepe yBenmueHns KonnyecTsa ceTeBbiX COEANHEHNI 3M0yMbILIIEHHWKAM CTaso NpoLye;

- HaXo4MTb MHOTOYNC/IEHHbIE CMOCO6bI MPOHMKHOBEHUS B UHGIOPMALMOHHbIE CUCTEMBI 1 CETW OpraHn3aunm
nnn coobLLecTsa;

- MackupoBaTb CBOM UCXOAHbIE TOUKM JOCTYNA,;

- NoslyyaTtb OCTYN Yepes CeTU U BHYTPEHHUE NH(POPMALMOHHbIE CUCTEMBI.

Kpome Toro, 3/710yMbILL/IEHHUKN CTAHOBATCA 60/1€€ 3oL PEeHHbIMM, a 60/1ee yCOBEPLUEHCTBOBAHHbIE METO-
[ibl M cpeAcTBa aTak— /IerkoAOCTYNHbIMU B IHTepHETe nau B OTKPbITO neyatu. [leiicTBUTeNbHO, MHOTME U3 3TUX
CpefcTB SABMAIOTCA aBTOMATU3NPOBAHHbIMU, MOTYT 6bITb 04eHb 3(h(PEKTUBHBLIMU N NPOCTLIMU B UCMO/Ib30BaHNN, B
TOM Yucsne 4A5 NuL, C orpaHNYeHHbIM ONbITOM.

[ns 60nblUMHCTBA OpraHn3aLmii 3KOHOMUYECKN HEBO3MOXHO NPef0TBPaTUTb BCe NOTEHLMasbHbIe NPOHUK-
HoBeHUs. CnefoBaTtefibHO, Be/MKa BEPOATHOCTb OCYLLLECTB/IEHUS KaK1X-1M60 BTOPXeHN. PUCku, cBA3aHHble C
60/bLNHCTBOM 3TUX BTOPXEHUI, HAANEXUT paccmaTprBaTh Yepes Npu3My BHEAPEHUS KA4eCTBEHHbIX NLEHTU-
hrkaunm n ayTeHTurkaLmmn, 10rMueckoro KOHTPOIA AocTyna, BeAeHns yueTta n cpeicTBa KOHTPONsA ayaunTa u,
ecnn 3To onpasAaHo, BMeCTe CO CNOCOBHOCTbLIO 06HapyxeHus BTopxeHns. MoaobHbili noaxod obecneunsaet
cpefcTBa NPOrHO3UPOBaHNS N NAEHTUdKKaLMN BTOPXEHNI B peXxnume peasibHOro BpeMeHN 1 nojayn cooTeeT-
CTBYIOL X TPEBOXHbIX CUTHANOB. OH Takxe faeT BO3MOXHOCTb /I0KasibHOro c6opa nHpopmaLum no BTOPXKEHUAM
nnocnepgytouiero ee 0606LWeHNA N aHannsa, a Takxe aHannsa o6blUHbIX MoJerneil NoBegeHNa/McnonbL30Banns
MHOPMAaLMOHHBIX CUCTEM OpraHu3auum.

Bo MHOrux cuTyaumnsix cpasy CTaHOBUTCSA SICHO, YTO MPOUCXOAUT HECaHKLMOHMPOBAaHHOE NN HexenaTenb-
Hoe cobbITe. DTO MOXeT 6bITb He3HAUNTEIbHOE yXYALLIEeHUe YCNYT N0 SK06bl HEN3BECTHLIM MPUYNHAM, NN He-
0XWAAHHOE KOJIMYeCTBO JOCTYNOB B HEOObIYHOE BPEMSA, WM OTKAa3 B KOHKPETHbIX ycayrax. B 6onblinHCTBE
cuTyaLmii BaXHO Kak MOXHO CKOpee y3HaTb MPUUunHy, maclutab n 061actb AeiiCTBUA BTOPXEHUS.

CnepyeT OTMETUTb, YTO 3Ta cUCTeEMa OOHapPYXeHNSA BTOPUYHbIX aTak iBfsieTcs 60/1ee coBepLUEHHOI Mepoii
obecneueHns 6e30nNacHOCTM, YeM CpeCTBa U MeTOAbl aHann3a NPOTOKO/I0B ayAnTa, U3NoXeHHble B 13.7 1 pog-
CTBEHHbIX NyHKTax MCO/M3K 17799. bonee adhhekTnBHbIE NOTEHLUNANbHbIE BO3MOXHOCTN 06HapYXeHNs BTOp-
XXEHWA NCNOJb3YI0T cneunanbHbie NOCTNPOLEeccopbl, KOTOPble NpeAHa3HauYeHbl 415 UCNOIb30BaHNA NPaBW aB-
TOMaTU4YeCcKoro aHanm3a npowewnx AeCTBUiA, 3aperncTprpoBaHHbIX B KOHTPO/IbHbIX 3aMUCAX U 4PYTUX Mpo-
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ToKOoMax 4NA NPOrHo3MpoBaHUsA BTOPXEHUA U AN aHanm3a KOHTPO/bHbIX 3anuceii N3BeCTHbIX Modenell Bpeo-
HOCHOrO NoBeAeHns Nav NoBefeHns, KOTOpoe He ABASETCA TUMUYHBIM NPV 06bIYHOM UCMOJSIb30BAHUN.

CnepoBaTenbHO, cuctema o6HapyxeHus atak (COA) sBnseTcsa cuctemoii o06HapyXeHns BTOPXEHUI B CETb.
Ectb gBa Tuna COA:

- ceTeBasi cuctema ob6HapyxeHus ceteBbix atak (CCOCA):

-cuctema obHapyxeHusa atak Ha xocTbl (COAX).

CCOCA ocyuiecTBnseT TeKyLnii KOHTPO/Ib NaKeTOB B CETW U NbITAETCA 06HAPYXWUTb 3/10YMblLL/IEHHUKA
nocpeAcTBOM CONocTaBNeHUA MOLenu aTakn ¢ 6a30i faHHbIX U3BECTHbIX MoAeneli atakn. TUNNYHBIM NPUMEPOM
ABNAETCSA NOWNCK 60/bLIOIO KO/IMYecTBa 3aNpoCcoB COeANHEeHU NpoToko1oB TCP no MHOTMM pas/inyHbIM nopTam
Ha Lenesoli MalnHe, Takum o6pa3om o6HapyXuBas, 4To KTO-TO NbiTaeTCcsA CkaHMpoBaTb NopT npotokona TCP.
Cuctema o6HapyxeHusa BTOpXeHWIi ceTn HabnwogaeT 3a ceTeBbIM TpaKoOM NOCPEACTBOM CMN/IOLLIHOTO CAeXeHuns
3a BCEM ceTeBbIM Tpadukom.

COAX ocyuiecTBAsieT TEKYLL I KOHTPOJIb AieATEeNbHOCTU Ha XocTax (cepBepax). OHa ocylecTBASET 3TO
nyTeM MOHWTOPUHIa MPOTOKOI0B CO6LITUI 6€30NacHOCTY UV NPOBEPKNA U3MEHEHWI B CUCTEME, TaknX, Kak n3Me-
HEHUS B KpUTHMUeckux dalinax cuctemol nnum peectpe cuctem. Cyuiectsyet gBa tuna COAX:

- NporpaMmMbl KOHTPONA LLe/IOCTHOCTU CUCTEMbI, KOTOPbIe OCYLLECTBAAIOT TEKYLWNA KOHTPOIb CUCTEMHbBIX
¢haiinos u peectpa cUCTEM A1 BbISBIEHUSA U3MEHEHWIA, BHECEHHbIX 3/10yMbILIIEHHNKAMN;

- MOHUTOPWHTI MPOTOKO/0B (OCYLLeCTB/IeHNe TeKyLLero KOHTPOAA NPOTOKON0B). OnepaLOHHbIE CUCTEMBI
nopoxaarT cob6biITUA 6e30MacHOCTH, CBA3aHHbIE C KPUTUYECKN BaXHbIMY BONpocaMun 6e30nacHoCTH, Hanpuvep,
nonb3osatesib NosyyaeT NPUBU/IETMN HA YPOBHE afMUHUCTPaATOPa/KOPHEBOro KaTanora.

B HEKOTOPbIX CyYasx peakymm Ha 06HapyXXeHHble BTOPXXEHUSA MOryT 6bITb aBTOMaTM3npoBaHHbiMu B IDS.

Bonee nogpo6Hasa nHpopmaumnsa 06 obHapyxeHUn BTopxeHuin npeacrtasneHa B MCO/M3K 18043.

13.9 3awuTta oT BPEJOHOCHOTO Koga

Monb3oBaTenu A0/KHbI 3HaTb, YTO Yepe3 ceTeBble COeAUHEHUS B X CpeAy MOXeT 6biTb BBeAEH BpeoHOC-
HbI1 koA (BUPYC). BpefoHOCHBIN KOA MOXET 3acTaBUTb KOMMbIOTEP BbIMO/HATL HECAHKLMOHUPOBaHHbIe (YHKL MK
(Hanpumep, 6ombapanpoBaTh AaHHy Leb COO6LEeHNAMMN B JAaHHOE YNCN0 N BpeMS) NN haKTUYeckn yHUYTo-
XWUTb BaXHble pecypchbl (HanpumMep, cTepeTb dalinbl), Kak TOMbKO OH 6611 Npoay6aAnpoBaH, YTo6bl NONbITATLCA
HaliTu Apyrue ysa3snMble XOCTbl. BpefoHOCHBI KOA He MOXeT 6bITb 06HapYXeH A0 HaHeceHNs um yuepba, ecnm
TO/IbKO HEe NPYMEHATL COOTBETCTBYIOLLME Mepbl 6e30NacHOCTN. BpeAOHOCHbIN KOA MOXET NPUBECTM KKOMMNpoMe-
Taumm mep 6e30nacHoCTun (Hanpumep, 3axBaTy U packpbITUIO Naponei), HenpegHaMepeHHOMY PackpbITUIO MHAOP-
MaLuumun. HenpegHaMepeHHbIM ee N3MEHEHUAM, YHUUTOXEHWIO NHOopMaLUn 1 /MNN HeCaHKLMOHNPOBAHHOMY UC-
N0/Ib30BaHNI0 PECYPCOB CUCTEMBI.

HekoTopble hOpMbl BpeJOHOCHOr0 Kofa MOryT 6bITb 06HApPYXeHbl 1 yAaneHbl cneynanbHblM CKaHUPYHO-
wum MO. CeTeBble 3KkpaHbl, haliioBble cepBepbl M paboyne cTaHUUN UMEIOT CKaHepbl AN1S HEKOTOPbIX TUMOB
BPefOHOCHOro koga. B ganbHeliwem nsA co3gaHusa BO3MOXHOCTM 06HapyXXeHUs HOBOro BPeA0HOCHOTO Koja
OYeHb BaXHO 06ecneynTb NOCTOAHHOE COOTBETCTBME CkaHupytowero MO ypoBHIO COBPEMEHHbIX TpeboBaHuii,
XenatenbHO NOCPeACTBOM exefHeBHbIX 06HOBNEHMI . OgHaKo Nosb3oBaTeNn n agMUHUCTPATOPbI AO/KHbI 3HATH,
4YTO Ha CKaHepbl Hesb3A nosiaratbCs A48 06HapyXeHUa BCex BpeJOHOCHbIX KOA0B (faxe ec/in 3TO BPeJOHOCHble
KO bl ONpeAeneHHOro Tuna), Tak kak NOCTOSIHHO NOABASAITCS BCE HOBble (HOPMbl BpeAOHOCHOTO koda. O6bIYHO
ONA yCuneHns 3awuTbl, NpefocTaBnsaemMoi ckaHepamu (rae oHn umerotcs), Tpebytotca gpyrue hopmMbl 6e3-
0nacHoCTU.

FnaBHoli 3agayeii MO. npefHa3Ha4YeHHOro AN 60pb6bl C BPEAOHOCHBIM KOLOM, CTasio CKAHMPOBAHUE WH-
hopmauny n nporpaMm Ana nAeHTUdrKaLm Nnogo3puTeNbHbIX Mogesell, CBA3aHHbIX C BUPycamu, «4epBsiMu» u
«TPOSAHCKMMU KOHAMU» (KOTOPble MHOTAA Ha3blBaOT «BPeL0HOCHOE NporpammHoe obecneyveHune»). bubnmoTteka
CKaHMpyeMblX Mofersiell, N3BECTHAs Kak CUTHATYpbl, A0/XHA O6HOBAATLCA Yepe3 onpeAeneHHble MPOMeXyTKu
BPEMEHW NN KauKAbIA pas3. Korga CTaHOBATCA JOCTYMHbLIMU HOBbIE CUTHATYPbI AN19 NpeAynpexaeHnii o0 BpegoHoc-
HOM MO ¢ BbICOKOW CTENEHbIO pUCKa. B KOHTEKCTe yAaneHHOoro 4octyna aHTusmnpycHoe MO f0/1XHO NPOroHATLCA
Ha yfaneHHbIX cucTemMax, a Takke Ha cepBepax LeHTpasbHOl cuctembl, ocobeHHo Ha cepBepax Windows u
3/1IEKTPOHHOW MOYThI.

Monb3oBaTenu N agMUHUCTPATOPbI CUCTEM C CETEBbIMU COEANHEHUSAMMU AOMKHbI 3HATb, YTO CYLEeCTBYIOT
60nbLIne, YeM 06bIYHO, PUCKM, CBSA3AHHbIE C BPeL0HOCHBIM NPOrpaMmMHbIM o6ecnevyeHnem npu B3auMogencTesnm
CO CTOPOHHUMM OpraHun3aunsamMm no BHEWHUM KaHanam cBa3n. LoMxHbl 6biTb pa3paboTaHbl pekoMeHdaunn gna
nonb3oBartesieil N afMUHUCTPATOPOB, ONpeAensioL e npoLeaypbl N NpakTuyeckme npuemMsl 418 CBEAEHNA K MU-
HUMYMY BO3MOXHOCTU BHEPEHUS BPEAOHOCHOTIO Koja.
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Monb3oBaTenn n agMUHNCTPATOPbI AO/KHBI 0CO60 N03a60TUTHLCA O KOHUTYPUPOBAHUMN CUCTEM U NPUIOXKE-
HWiA, CBA3AHHbIX C CETEBbIMU COEAUHEHNAMM, YTOObI 6/10KMPOBATL DYHKLMMN, KOTOPbIE HEe ABASOTCA HE0OX04UMbI-
MU B AaHHbIX 06cTOATENbCTBAX. (Hanpumep, npunoxeHusa MK MoryT KOHUIypmpoBaTbCs Takum 06pa3om, 4To
Makposiueiiku 610KUPYOTCS N0 YMOYAHUIO AN TPebyIoT NOATBEPXAEHNA NoNb30BaTeNsl nepes BbiNOSIHEHNEM
MaKpoKkoMaHg,.)

Bonee nogpo6Has nHopmauns o 3almte oT Bpe40OHOCHOro kofa npeactasneHa B MICO/M3K 17799.

13.10 Kpuntorpaduyeckune ycnyru B obuieii nHpacTpykType

13.10.1 O6uwmne nonoxeHus

MoTpe6HOCTL B 6€30MaCHOCTH 1 NOBbILEHUN HENPUKOCHOBEHHOCTW YACTHOM XMN3HU pacTeT No Mepe BbiTec-
HEeHWUA 3/IEKTPOHHBIMU hopMamMn CBOUX ByMaxHbIX 3KBUBaNEHTOB. [oABNeHNe ceTn VIHTEpPHET 1 paclwimpexne
KopnopaTuBHbIX ceTell 415 OCYLeCTBeHUs 4oCTyna K/IMEHTOB 1 NOCTaBLLMKOB, HAXOAALMXCA 3a Npejenamu
opraHusaumuu, ycunmnm noTpebHOCTb B pelleHnsaX, 0OCHOBaHHbIX Ha KpunTorpaduu, 4Na NnoaaepX Kk ayTeHTudun-
Kauum n VPN, a Takxe ans obecneyeHns KOHpnaeHUnanbsHoCcTu.

13.10.2 KoHhmaeHUnanbHOCTb AaHHbIX B CeTAX

B ycnoBusx, Korga coxpaHeHve KOHpUAeHUanbHOCTh NMeeT 60/1blloe 3HauYeHne, 4N WNPoBaHNA UH-
dhopmanun. npoxogauleit No ceTeBbIM COEANHEHUSAM, HEOOX04MMO paccCMOTpeTb Mepbl 6e30nacHOCTH Wndposa-
HUA. MpU NPUHATUN pelleHna 06 ncnonb3oBaHMM Mep 6e30NacHOCTH WNgPOBaAHUA HE0OX04MMO NPUHUMATL BO
BHUMaHWe COOTBETCTBYOLNE NPABUTENLCTBEHHbIE 3aKOHbI U NMOIOXEHUS, TpeboBaHNA K pacnpefeneHunto K-
Yyeli. NPUrO4HOCTb NCMOJb3YIOLNXCA MEXAHN3MOB WM poBaHNA 415 3a4eMCTBOBAHHOIO TNa CeTeBOro coean-
HEHWA 1 HEO6XO0AMMYI0 CTEeNEHb 3alUnTbl. MexaHu3mbl W poBaHns ctaHgapTusosaHsl B MICO/M3K 18033. OauH
LUINPOKO NPUMEHSAeMbI MeToA, LM POBaHUA M3BECTEH KakK 6/104HbIM WpKUdT, a cnocobbl NCNoNb30BaHUA 6104-
HbIX WPUTOB 414 3almnTbl W poBaHnsa (pexunmMbl paboTbl) cTaHAapTu3oBaHbl B MICO/M3K 10116.

13.10.3 LLennocTHOCTb flaHHbIX B CETAX

B ycnoBusix, korga coxpaHeHue L,e/I0OCTHOCTU nMeeT 60/1blloe 3Ha4eHne, Heo6X0ANUMO paccMoTpeTb Mepbl
6e30nacHOCTU LM POBOK NOANUCK U/MAN LLENOCTHOCTY COOBLEHNA 4NN 3aWUTbl UHhopMaLumn, NpoxoasLeit no
ceTeBbIM coefMHeHNAM. Mepbl 6e30MacHOCTU LM PoBOI NOANUCY MOTYT 06ecneynTb NOA06HYI0 3aw Ty Mmepam
6e30MacHOCTV ayTeHTUMKALNN COOBLLEHNI, TaKKe OHM 061a4at0T CBOCTBAMM, KOTOPbIE NO3BOAKT UM BbINO/-
HATb NpoLefypbl HeoTkadyemocTu (cM. 13.10.4). MNpu NPUHATUM pelleHns 06 ncnonb3oBaHU Mep 6e30NacHOCTU
LM poBOIi NOANUCKU NAW LEeNOCTHOCTH CoobLeHnli cnegyeT yunTbiBaTb COOTBETCTBYIOLLME NPABUTENbCTBEHHbIE
3aKOHbl M NOJTOXEHWS, COOTBETCTBYOLWNE NH(PACTPYKTYPbI OTKPLITOrO KNtova, TpeboBaHus K pacnpefeneHnto
KMtoYei N NpUrogHoOCTb NCMOsb3yeMbiXx 6a30BbIX MEXaHN3MOB A5 3aeliCTBOBAHHOIO TUMa CeTeBOro coeaunHe-
HMA M HeoBXOo4MMYIO CTeNeHb 3allnThbl, a Takke HafexHoe 1 aoBepuTelbHOe NPOTOKO/IMPOBaHKe nosb3oBaTesnei
NN 06BEKTOB, CBA3AHHBIX C KNtoYaMu (NpyM HEO6X0AMMOCTN cepTUPULMPOBAHHBIMM), UCNO/Ib3YEMbIMY B NPOTO-
Konax undpoBoit nognmcu.

Mepbl 6€30NacHOCTUN LLe/TOCTHOCTM COOBLEHNIA, N3BECTHbIE Kak KoAbl ayTeHTUduKauumn coobuweHunii (KAC),
cTaHgapTmsoBaHbl B UCO/MIK 9797. TexHonornum umdpoBoit nognucu ctaHgaptusoBaHbl B MICO/M3K 9796 un
MCO/M3K 14888.

13.10.4 HeoTka3yemocCTb

Mpu Hannuun Tpeb6oBaHMA NpefoCcTaB/ieHNs yoeAnTeNbHOT0 AoKka3aTeibCcTBa MPOX0XAeHUSA UHopMaLum
no ceTn Heobxo4MMO paccmMoTpeTh creayoLe Mmepbl 6e30nacHoOCTu:

- KOMMYHWKaLMOHHbIE NPOTOKO/bI, NpeAocTaBnaoWmne NoATBEPXKAEHNE Nepejaun:

- NPOTOKO/bl NPUIOXKEHUIA, KOTOPble TPEOYIOT NPefoCTaBNeHNsA agpeca nHuLmaTopa uamn ngeHtTudukaTopa n
NPOBEPSAT Ha/IMUKNE 3TON MHDOPMAaLUN.

- LW103bl, KOTOPble NPOBEPSAIOT hopMmaTbl agpeca oTNpaBuTe s 1 NoayvyaTens Ha TOYHOCTb CUHTaKcmca n
COOTBETCTBME MHPOPMALMM B COOTBETCTBYIOL X KaTanorax;

- NPOTOKO/bI, KOTOPbIE NOATBEPXAAIT AOCTABKY U3 CeTell 1 MO3BOIAT onpeaenaTb NOPSA0K CnefoBaHNs
NHopmaumu.

Korpa TpebyeTcs noATBepxXAeHMe nepefayn av nonyyeHns nipopmawmm B ciydae BO3HUKHOBEHMWS Crop-
HOW cuTyaLlmmn, He06X0AMMO NPefoCcTaBUTb rapaHTUo, NCNONb3yAa CTaHAapPTHbIA MeTog undposoi nognucu. Kor-
fa TpebyeTca NOATBEPXAEHNE UCTOYHMKA, OTNPaBUTE NI UHhopMaL Uy AOMKHBI oneYyaTbiBaTb MHpopMaLunio, nc-
nosb3ys LM poBYO Nognuck nNo obuiemy ctaHgapTy. MNpu Tpe6oBaHun NOATBEPXAEHUA [,0CTaBKU OTNPaBUTENN
[O/MKHbI 3aNpPOCUTbL OTBET, CHaBGXeHHbIN LndpoBoli nognucelo. bonee nogpobHas nHopmaLma 0 HeoTKazyemo-
cTn npegctaBneHa B UCO/M3IK 14516 n MCO/M 3K 13888.
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13.10.5 PacnpepgeneHue knaw4em

13.10.5.1 O6wume nonoxeHus

Pacnpegenexune kntoyeli obecneynBaeT B kaiecTBe OCHOBHOW yCnyrn cpeamn Bcex Apyrux kpunrorpadgum-
YecKnx ycnyr ynpasaeHme BCEMU HEOBXOAMMbIMU KaoYaMn W PoBaHUA BO BPEMSA UX MOSIHOTO XXU3HEHHOro
LuuKna v ux ncnonb3oBaHne 6e3onacHbIM CNOCO60M.

B TO BpeMs kak B O4eHb Mas/IeHbKNX cpefax Inlb C HECKO/IbKUMMW COeAUHEHNSAMW 3TO MOXET GbITb JOCTUT-
HYTO PYYHbIMW OpraHu3aLoHHbIMK NpoLesypammn (HanpuMep, NnocpeacTBOM PyYHOro KOMMyTaTopa Ktyein cum-
MeTpUYHOro WndpoBaHns), B 6onee KpynHbiX cpefax Heo6xoAuMbl NpeABapuTeNbHO onpeaeneHHble n aBToMa-
TW3MpPOBaHHbIE NpoLEeAypbl, U B 60MbLIVHCTBE Cly4YaeB NCMO/Ib30BaHNE TEXHOMOTUIA WU poBaHNA C MOMOLLbIO
OTKPbITbIX/CEKPETHBIX K/tOUEN 6yeT BbITOAHbIM.

TexHonoruun W poBaHNsa C NOMOLLbIO OTKPbITbIX/CEKPETHbIX KOYel pelatoT 04HY rnaBHYl npobnemy
TEXHONOTNI CUMMETPUYHOTO W PoBaHNA. CUMMETPUYHbIE TEXHONOTMN TPEBYIOT HANNYNSA OANHAKOBOrO Koya
Ha 06enx CTopoHax KaHana CBA3MN (MX Takke Ha3blBatoT COBMECTHO UCMOJIb3YEMbIMU CEKPETHLIMU TEXHOTOTUAMM)
1. cnefoBaTesnibHO, NpeAnonaralT nepegavy kawva CMMMeTPUYHOTO WK poBaHUA. Tak kKak cam K104 cuMMeT-
pPUYHOTO WK poBaHNA HEOBXOANUMO XPaHUTL B TallHe, HE06X0ANM 3apaHee Co34aHHbI 3alluLLeHHbIl KaHan ne-
pefaun faHHbIX 4N o6MeHa knvamu. TexHonornm WwudposaHnsa ¢ NOMOLLbI0 OTKPbITOTO/CEKPEeTHOro Ktya
pelwaoT 3Ty npobieMy nyTem npefocTaBaeHuns ABYX Klouei M Heo6X04MMOCTHN Nepegaym TobKO OAHOTO U3 HUX
ApYromy 06beKTY KOMMYHUKaLUn. MOCKONbKY 3TOT K/1OY He SIBNSIETCHA CEeKPeTHbIM (OH Ha3biBaeTCsH OTKPbITbIM
KNOYOM), OH MOXeT nepefaBaTbCs N0 OTKPbITbIM KaHanam cBsA3n. C Apyrum KNo4YoM, He NnpegHa3HaqyeHHbIM 418
nepegauu, Hafo obpalaTbCa KOHPUAEHLNMANBHO (OH HAa3blBAETCA CEKPETHBLIM K/THOHOM).

OpHako elte ocTatloTca Npo6emMsl:

- ayTeHTUYHasA nepegaya OTKPbITOro KNoYa, Uan Kak ayTEHTUUYHO NOAYYUTb OTKPbIThIA KU APYroro 06 bek-
Ta KOMMYHUKauuu;

- aflekBaTHas 3alimTa CeKpeTHOro Kaya.

Mepepaya OTKPLITOrO KtOYa AO/KHA rapaHTUpoBaTh NOMTyYeHUe NPUHUMAaO LM 06 bEeKTOM OTKPbITOrO K/1t0-
Yya. nocblflaeMoro nepegarmouimm o6bLeKkToM. [lpyrumun cnosamu, nepegaya foskHa 6blTb ayTEHTUYHON, nHauve
BO3MOXHbI 3/10yMbILIIEHHUK, HabMoAaoWwmni 3a nepegayeil OTKPbITOrO k/o4a, MOXeT 06MEHATb HEeY3HaHHbIN
K04 Ha APYroi.

CyLliecTByeT HECKO/IbKO METOA0B NPOBEPKN ayTEHTUUYHOCTM NepefaHHOro OTKPbITOro kaya. Camblil ove-
BUAHbIA MeTo4 — NpoBepKa Ha TOXAECTBEHHOCTb NOCNAHHOI0 M NOSTYYEHHOT0 OTKPBLITOro knya. O6bIYHO 3TO
fenaeTcs NyTeM CpaBHEHUS 3HAYEHWI XxeLl-yHKL MK (B AAHHOM KOHTEKCTEe 4acTo Ha3biBaeTCA «0TneyaTok nab-
LieB») NOC/IAHHOTO K/loYa 1 NOTYYEHHOr0 K/loYa UHTEPaKTUBHbLIM CNOCO60M. OTNPaBAAOLWNIA N MTPUHUMAIOLLNIA
KN4 06beKTbl TAKMM 06pa3om MOryT UCNOMb30BaTb OTAENbHbIN KaHan (Hanpumep, TenieOHHY0 INHUI0), U BaX-
HO. 4TOObI 3TOT KaHaN NO3BOJIA OCYLLECTBAATL AO/HKHYIO ayTEHTUdMKaLNIO OTNPaBAAIOLWEro u NpUHNUMaroLLero
06bEeKTOB (Hanpumep, ecan NPUHUMAKOLW M 06bEKT MOXET YCTaHOBUTb MOA/IMHHOCTb OTNPaBAloLWero o6bekTa
nocpefCcTBOM ONO3HaHWUSA ero/ee rosoca).

MOCKONbKY 3TOT ABYCTOPOHHMUI CNOCO6 06MeHa OTKPbITbIM KNHOYOM paboTaeT nNpu yCnoBUU y4acTua TONbKO
He60/1bLIOro KoinyecTsa 0bLWwaLwmnxcs 06 LEKTOB, OH He ABJISIETCA LWMPOKO pacnpocTpaHeHHbIM. 3Ty npobnemy
MOXHO peLlnTb NyTeM BBeAEeHUA UHPPACTPYKTYp, 06ecneymnBatoLL X OTKPbITbIM KKOYOM KaxXablli 06beKT n cepTu-
hULmnpyoLLMX ayTEHTUYHOCTb NPeoCTaBNEHHbIX OTKPbITbIX KNtoYeid. Mof06HbIe MHPaCTPYKTYpbl, 06bIYHO Ha3bl-
BaeMble MHPPaCTPYKTYpamu oTKpbITbIX Kntoyei (MOK). COCTOAT U3 pa3NnyHbiX KOMNOHEHTOB. HoBbIE Npucoean-
HsAoWMecs 06beKTbl MPOTOKO/IMPYIOTCA NPOTOKOIMPYIOLLMM OPraHoM, OCHOBHO 3agayeli KOTOpPOro ABASeTCS Npo-
BepKa MAeHTUYHOCTU 06bekTa. OCHOBbIBAsICh HA MPOTOKONPOBAHUN, CePTUMKALMOHHbI/ OpraH MoXeT cepTudu-
LMpoBaTb OTKPbITbINA KNOY 06beKTa, a CNyxObl KaTasoroB 06bIYHO AenatT cepTUULMPOBAHHbIE OTKPbITbIE KUK
(06bI4HO Ha3blBaeMble NPOCTO «CepTUmKaTbl») AOCTYNHLIMW BCeM 06beKTaM, NnpefHasHauyeHHbIM 4719 UCNOSb30-
BaHUS cucTeMbl. TeXHUYeckn cepTudmkar CoCTOMT N3 onpeaesieHHoro Habopa aTpubyToB 06beKTa (MPUMepPom
SAABNAETCA Ha3BaHWe 1 3NeKTPOHHbIN agpec N01b30BaTeNIbCKUX 06 EKTOB) M OTKPLITOrO K/t04a 06 bEKTOB, & ayTeH-
TUYHOCTb 3TON MHOpMaLUN rapaHTMpoBaHa LU POBOI NOANUCHID 3TON MHOopMaLUn cepTUUKALNOHHBIM
OopraHom.

Tak kKak 6€30NacHOCTb BCEX KpUNTOrpacthyecknx yCayr, 0CHOBaHHbIX HA UCMOb30BaHUN OTKPbIThIX K/H0-
yeil, obecneunBaeTcs nynpasnserca MOK, o0CHOBbIBAeTCA Ha ayTEHTUYHOCTH 3TUX Kntoueir, MOK nmetoT oueHb
BblCOKMe TpeboBaHna 6e3onacHoCcTU. Hanpymep, ecnuv 3/10yMblLINEHHUK NOAYYUT AOCTYN K UHhpacTpykType cep-
TN MKALMOHHOTO OpraHa, OH/OHa CMOXEeT BbINYCTUTb CEPTUdMKATbI, KOTOPbIEe AayT UM BO3MOXHOCTb BblAaBaTb
cebs 3agpyrme o6beKThbI.
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Mo npnunHam, cBA3aHHbIM € (DYHKLMOHANbHBIMY BO3MOXHOCTAMMU, 60blHCTBO MOK A0MXHO NnpuagaBatb-
cA ceTun, cnefoBaTenbHO, 0c060e BHMMaHWe A0/KHO GbiTh YAEe/1eHO COOTBETCTBYOW MM MepaM ceTeBoli 6e30-
NacHOCTW. 4TO6bl 6bISI0 BO3MOXHO BbINO/IHUTL BCe TpeboBaHnsa 6e3onacHocT MOK. Bo MHOruMx cnyyasx atu
Mepbl 6e30nacHOCTK BKAOYAT cCoO34aHune cneumnanbHoi ceTu 418 KNloYeBbiX KOMNoHeHToB MOK 1 ans sawuThbl
3TOI CeTM COOTBETCTBYOLWMMN LW03aMU 6€30NacHOCTY UNN ceTEBLIMU 3KpaHaMU.

UYT0 KacaeTcs COOTBETCTBYIOLLEN 3alyNTbl CEKPETHbIX K/toYell, aTa 3awmuta Takke ABASETCA KPUTUYECKU
BaXXHOW AN 6€30MacHOCTH, Tak KaK. eCv 3/10yMbILWIEHHVK UMeeT f,o0CTyN K CEKPeTHOMY K/Ttovy 06bekTa, OH/oHa
MOXEeT MMeTb BO3MOXHOCTb BblgaTb ce6s 3a 3TOT 06bekT. O6bI4HO B 3aBUCUMOCTUN OT TpeboBaHUin 6e3onacHocTn
KOHKPETHbIX OpraHn3auuii, cpefbl MY NPUNOXEHWI eCTb HECKO/IbKO peLLeHnit 3To npo6nemsl.

CaMoe npocToe pelleHne — 3alnta CEKPEeTHOro Ktya NnyTeM XpaHeHns ero B CUMMeTpUYHO 3alingpo-
BaHHOW (hopme B cuctemax opraHusauyuy uanM. YTO HEMHOTUM fyylle, Ha CbeMHbIX HocuTensax. Torga kiou
06bekTa 06bI4HO Haxo4uTCs B napone (KOTOPbI COCTaBASAET K/I0Y CUMMETPUYHOTO W poBaHnsa) 4na pasdbnoku-
poBaHMA CEKPETHOTO KtoYa M YTo6bl caenaTthb ero 4OCTYNHbIM 4158 CEPBUCOB M MPUIOXEHWIA B LLeNnax ganbHen-
Lero ncnosib3osaHnsa. OCHOBbIBASACH MOTHOCTbIO HA NPOrPaMMHOM O6ecneyeHnn, 3To peleHne gaeT 3HaunTeNb-
HOE NpeuMyLLEecTBO U. cefoBaTelbHO, MOXET OTHOCUTENIbHO 1eTKO O6bITh Peasin3o0BaHO B Pas3/inyHbIX YCN0BUSAX.
OpfiHaKo € TOYKM 3peHnss 6€30MacHOCTM y HEro UMeITCA KPYMHble HeJoCTaTKu, Tak Kak 3aluTa:

- 3aBMCUT OT KayecTBa BbIGpPaHHOro Napons;

- nonaraeTcs Ha LLe/IOCTHOCTb CUCTEMbI, UCNO/b3YyeMOoit 06BeKTOM. EC/inm 3N10yMbILLIEHHUK NOSTyYaeT KOHT-
posb Hag 3Tol CUCTEMOl, OH/OHA MOXET CKOMMPOBAaTb CEKPETHBIN KU, XpaHALWNACA B NamMATH B He3alndpo-
BaHHOM BuAe, BO Bpems 06paboTkm kpuntorpamnyecknx PyHKUNA, nan oH/oHa MOXeT [0CTUYbL 3TOr0 Xe pe3y/b-
Tarta. noayyasa naposib M OTKPbITbINA KNOY 06bekTa B 3allMdpoBaHHOM BuAe.

[ns npeofoneHnsa aTuX HeOCTaTKOB eCTb PelleHns, OCHOBaHHbIE HA NPUMEHEHWN CMapT-KapT, 6a3unpyo-
Lmecs Ha ABYX hakTopax: ayTeHTudukaLmum ansa noayyeHus Joctyna k cekpeTHoMmy knwouy (06bl4HO 3To o61aga-
HVe cMapT-KapToii) u3HaHuun napons unu PIN-koga A5 ero oTkpbITUA. VX apxuTekTypa rapaHTupyeT, 4To cekpeT-
HbI K104 HUKOTA4A He NOKMHET cMapT-KapTy, YTo nogpasymeBaeT 06paboTKy BCcex KpunTorpaumyeckux Bblumcne-
HWIA. TpeByLW X NPUMEHEHNSA CEKPETHOTO K/lo4a, Ha camMoil cMapT-kapTe. 3HauYuTebHbIM NMPEeUMYLLEeCTBOM SB-
NAEeTCSA TO. YTO 3TO peLleHe 3al i aeT CeKPeTHbIN KoY faxe B CUTyaumax, Korga KoMnpoMeTupyeTcs LenocT-
HOCTb CUCTEMbI, UCMOMNb3yoLelicst 06bekToM. OCHOBHOW HEA0CTATOK PeLleHNii, 0OCHOBaHHbIX Ha NPUMEHEHUN
cmapT-KapT, 3akntyaeTca B HEO6X0AUMOCTY pacnpeensaTb U MHTerpupoBaTh KOHKPETHYI0 annapartypy, CBA3aH-
HYl0 CO CMapT-kapTamu, No 06bEKTAM U X cUcTeMaM. XOTA B 3TOW 061acTu CyLLeCcTBYIOT TEXHUYECKe cTaHaap-
Tbl. CaM NpoLecc 06bI4YHO ABISIETCA AOBOIbHO C/I0XHBIM M AOPOTOCTOSALLUM.

BaXHO OTMeTUTb, YTO B 3TOM MyHKTE NpefcTaB/ieH TObKO KpaTkuii 0630p npoLecca pacnpefeneHuns K-
yeil. Bonee nogpo6Has MHopMaLMa No 3To TeMe 1 POACTBEHHLIM TeMaM, TakuM, kak MIOK. nnu 6onee Bceobs-
eMIoWMM TeMaM, TakuMm, Kak ynpasaeHne TOXAEeCTBEHHOCTbIO, COAEPXUTCA B JOKYMEHTax U cTaHfaprax:

- NCO/M3K 9594-8 WNHopmaLnoHHbIE TexHoMornu. B3amMocBA3b OTKPbITbIX CUCTEM. [upekTopus.
YacTb 8. Cuctema noHATUI ayTeHTudrKaLmu;

-NCO/M3K 11770 (Bce yacTn) HdopmaumnoHHasa TexHonorns. Metoabl ncpeacTeaobecneveHns 6esonac-
HOCTW. YNpaBfieHne Knovamu;

- NCO 11166-2 baHKoBCcKOe Aeno. YnpasseHne Ki4vamu C NMOMOLLbIO aCCUMETPUYHbLIX a/irfOPUTMOB.
YacTb 2. YTBEPXAEHHbIE aNropuTMbl C UICNOJSIb30BaAHNEM KpUNTocucTembl RSA;

- ICO 11568 (Bce uyactu) BaHkoBCKOe geno. YnpasneHue knovyamu. Po3HUYHas TOProsns:

- NCO 11649 dunHaHcoBble ycnyrn. baHkoBckoe geno. CTpyKTypupoBaHHasa KpeguTopckas CCbl/ika Ha UH-
dhopmauuio o nepecbiaemoi cymme;

- NCO 13492 baHKoBCKOe feN0. 3eMEeHT AaHHbIX, CBA3aHHbIN C ynpaBneHuem knwovamu. NpumeHexHne
M UCNOoNIb30BaHNE 3/1IEMEHTOB AaHHbIXx 53 1 96 no ISO 8583:

- ICO 21118 ViHdhopMauus, BkIovyaemas BcreundKaLmoHHble NUCTbl. MpoeKkTopbl aHHbIX.

13.10.5.2 Bonpockl 6e30nacHocTu

CyuiecTByeT psijj BONPoCcoB 6e30MacHOCTM, KOTOPbIe A0/IXHbI 6bITb PACCMOTPEHbI B KOHTEKCTE pacnpejene-
HUS KNoYei, BOCOBGEHHOCTN NpK UCNoNb3oBaHuu unu peanusaunm ycnyr NOK.

3TV BONPOCHI OXBaTbIBAIOT C/IeyloLLMe TEMbI:

-06nacTb felicTBUSA U UCNONb30BaHe— ucnosb3oBaHne MOK no Ha3HayeHWo okasbiBaeT 3HaUNTEeIbHOE
B/INSIHNE Ha COCTOsHMEe 6e30MacHOCTU. Hanpumep, UCnoib30BaHNe BblAaHHbIX CePTUMDNKATOB BAUSET [N1aBHbIM
o6bpasom Ha TpeboBaHusA 6esonacHocTn NOK,
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-NONNTUKN — npepocTaBnsemblie ycnyrn MOK n nx HasHauyeHue, ypoBeHb peannsoBaHHol 3awwmnTtbl B NOK
1 npouecchl B3auMoaeiicTBUs 40/MKHbI COOTBETCTBYIOLMM 06pa3oM AOKYMEHTMPOBATLCS B CEPTUIUKALMOHHO
NOSINTUKE Y NONIOXKEHUN O CepTUNKALMOHHON NpakThKe:

- BONPOCHI peanusayum — opraHnsaumsa MoxeT BblbpaTb peanusaumnio NOK Ha mecTe («MOK gns BHyTpeH-
HEero NoNb30BaHNAa»), UM MOXET NPUHATb PeLleHne NPoCcTo 3akynuTb ycnyrn MOK («npnobpeTeHHble Ha CTOPOHe
MNOK»), nnm moxeT Bbl6paTb KOMGUHALMWIO TOTO U APYroro (HanpuMep, 3akynatb TO/IbKO K/l04YeBble cepTudmkaLm-
OHHble YyCNyru, a peann3oBbiBaTh ApYyrue yCayru, Takme, Kak katasior pOyMuHra, 0KasibHO);

- KOHKpeTHble (hYHKLUMOHaNbHbIE TpeboBaHWsa, Hanpumep 419 Nofb3oBaTeneil poymunHra, — MHorue qyHk-
LMoHanbHble Tpe6oBaHNA HYXAalTCA B KOHKPETHbIX Mepax 6e3onacHocTu. Hanpumep, kak o6ecneyunTb 3awuTty
CeKpeTHbIX K/toYeilt n gocTyn k cepTudpmnkatam gns nonb3oBatesnieii pOyMuUHra, O4HUM U3 pelleHnii sBnseTcs
MCnosib30BaHne cMapT-KapT (CM. HUXe);

- UCMO/Ib30BaHNE CMapT-kapT — cMapT-KapTbl MOTYT 6bITb UCNOb30BaHbI /15 BbINO/IHEHNA 60/1ee CTPormx
TpeboBaHwuii 6e3onacHocTn (Hanpumep, kak ynomuHaetcs B 13.10.5.1) nnu pewexns npo6aem B KOHTEKCTE NOb30-
BaTesieli poymuHra. OgHako UCMONb30BaHMe cMapT-kapT TpebyeT 60ee TWaTelbHOro pacCMOTPEHMA TakMx BOM-
POCOB. Kak NPOLLECC XN3HEHHOrO LMkIa cMapT-kapT, (husnyeckoe pacnpocTpaHeHne CMapT-kapT U MaHunyampo-
BaHue VMW. NpoLecc BOCCTaHOB/IEHUA NOC/e oTkasa (HanpumMep, Korga nosb3osaTenb 3abbiBaeT CBOK cMapT-
KapTy). BONpOoCOB 6€30MacHOCTUN, CBA3aHHbIX C MCMOb30BaHNEM annapaTypbl CUnTbIBaOLWEro ycTpoicTea u co-
OTBETCTBYIOLWMM MHTETPALMOHHBIM NPOrpaMMHbIM 06ecrneyeHneM B CUCTEME KNNEHTA:

- onepaTuBHble BONPOCHI, Hanpumep PYHKUNOHNPOBaHUE B OnepaTMBHOM /aBTOHOMHOM peXunmMe KOPHEBOro
cepTUMKaLNOHHOIO opraHa, — A/151 BbINO/IHEHUS YCTaHOB/1EHHbIX Tpe6oBaHii 6e30nacHOCTN MOTyT UCNO/b30-
BaTbCA cneuundunyeckmne akcnayatalMoHHble Mepbl. Hanpumep, ncnosb3oBaHne B aBBTOHOMHOM pexume ceptudu-
KaLMOHHOro OpraHa KOpHeBOro KaTasiora, Koraa ero ycayru He BOCTpe60oBaHbl, B COYETAHUN C afeKBaTHOW hn3u-
Yyeckoli 3almnToii MoxeT obecneynTb 60/1ee BbICOKMI YPOBEHb 3alLMTbl CAMbIX CEKPETHbIX YacTell cucTemsl.

13.11 YnpaBieHWe HenpepbIBHOCTbIO 6U3Heca

BaxxHO Hannune mep 6e30nacHOCTUN 415 rapaHTUPOBaHUA HeNpepbIBHOCTY hYHKLUOHNPOBaHUA 61M3Heca B
cny4yaB aBapuiiHOW cuTyauny nytem obecneyeHunss cnocobHOCTN BOCCTAHOB/IEHMS KaX 401 yacTn 6u3Hec-npouec-
ca nocne HapyLleHNs ero xofa 3a CoOoTBETCTBYIOLLMIA NHTepBas BpeMeHn. Takum 06pa3om, y opraHusamm fon-
XHa 6bITb MpoOrpaMmMa ynpasieHusi HenpepbIBHOCTbIO 61M3Heca ¢ npoueccaMu, oxBaTbiBaloLLas BCce CTOPOHbI obec-
neyeHna HenpepbIBHOCTN 6GU3Heca 1 BKYalwLas:

- yCTaHOBJ/IEHME NPUOPUTETOB BOCCTAHOB/IEHNS BU3HECa;

- BpeMeHHble NHTepBanbl 1 TpeboBaHua (NogaepXxnuBaeTcs NPOBEPKO aHanm3a BANAHNA Ha 6usHec):

- hopMynumpoBaHune cTpaternm obecneyeHns HenNpepbLIBHOCTY GU3Heca.

- pa3paboTKy N1aHoB HeNpPepbIBHOCTN BU3HEeca, TeCTUPOBaHME N1aHOB HEMpPepbIBHOCTU 6M3Heca, 4To obec-
neyvBaeT 0CBEOM/IEHHOCTb BCErO NepcoHasa o HenpepbIBHOCTU Bu3Heca;

- nogAepXaHue nnaHa HenpepbIBHOCTN GM3HECA U CHUXEHWE prcKa.

Tonbko ciefoBaHne 3TUM CTaAMAM MOXET rapaHTUpoBarTh, YTO:

- Heo6XxoMMble NpuopuTeThl GU3HECA U BPEMEHHbIE MHTEePBasbl COrnacytTcsa ¢ NoTpebHoCcTAMN Bu3Heca,

- MAEHTUULMPOBAHHbIE MPeANOUYTUTE IbHbIE BEPCUM CTpaTernii HenpepbIBHOCTY 6M3HECa COOTBETCTBYIOT
3TVM NpuopuTeTam 1 BpEMEHHbIM MHTEpPBasam;

- CYLLeCTBYIOT M NPOTECTUPOBaHbI KOPPEKTHbIE N HEO6XOANMbBIE M/1aHbl U CPeAcTBa, OXBaTbiBatoLLne NHGOp-
MaLmio. 6u3Hec-npoLecchl, UH(POPMAaLMOHHbIE CUCTEMBI U YCYTW, peYeBYI0 CBA3b U NepeAayy AaHHbIX, Aaei n
hm3nyeckoe obopyaoBaHue.

PyKoBOACTBO N0 ynpaB/eHUo HENPEPbLIBHOCTbIO GM3HEeca B Lie/IoM, BKIoYas pa3paboTKy COOTBETCTBYIO-
Leli cTpaTernm HenpepbIBHOCTN 6M3HECa 1 CBA3AHHbIX C Hell NN1aHOoB 1 UX Nocneaylollee TeCTupoBaHne, MOXHO
nonyunts B MICO/M3IK 17799.

B nepcnekTuBe npu opraHu3auny ceTn cnegyeT yunTbiBaTbh NOAAEPXKAHNE CETEBbLIX COeAUHEHN, BHeApe-
HVe afibTepPHaTNBHbIX COeMHEHMI C AOCTATOYHO NPONYCKHOI CMOCOBGHOCTLIO N BOCCTAHOBIEHNE COeANHEHW
nocne HexenatesibHoro co6bITUA. 3TN acnekTbl M Tpe60BaHNA A0/KHbI 6bITh OCHOBaHbI HA BAXHOCTW coeAnHe-
HUA AN PYHKLMOHMPOBaHUA 6M3Heca No NPoLeCcTBUY BPEMEHU Y NPOrHO3UPYEMbIX HE6NAronpusATHbIX BO3AeN-
CTBUWi1 Ha 6M3HEeC B Calyyae HapyLlleHuss 6u3Hec-npouecca. B To Bpemsi kak CmoCO6HOCTb K MOAKIOUYEHNIO MOXET
faBaTb MHOTO MpenMMyLLecTB OpraHu3aLl v B OTHOWEHNN TMOGKOCTM U CNOCOGHOCTM UCNONb30BaTh KpeaTUBHbIE
noAxofbl B ciyyae HapyLleHns 6usHec-npoLecca, OHM Takke MOryT UMeTb TOUKM YS3BUMOCTU U OTAE/IbHbIE TOUKM
c605, KOTOpble MOTYT OKasaTb CU/IbHOE pa3pylualllee BO34eliCTBME Ha OpraHu3aLlmio.
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14 Peannzauus 1 hyHKUNOHUPOBaHME Mep Ge30MacHOCTU

Mocne onpeaenexuns, OKYMEHTUPOBAHWNA 1 COrNacoBaHUS apXUTEKTYPbl TEXHUYECKO 6e30nacHOCTU U Mep
6e30nNacHOCTN AO/DKHbI BHEAPSATLCA Mepbl ceTeBol 6e3onacHocTy. Mepes TeM Kak paspellmnTb Havano onepaymi
no opraHmsauun ceTu, JOo/MKHbI 6bITb NPOBEpPeHbI, 06CYXAEHbI 1 NPOTECTUPOBAHbI /1H06bIE BbIBNIEHHbIE HegoCTaT-
kn 6esonacHocTu (cm. pasgen 15). 3aTem nocre oLueHkN COCTOSAHNA 6e30NacHOCTU JO/KHbI HaunHaTbLCS paboune
onepauuu. Mo npoLwecTBUN BPEMEHU 1 B CllyYae BOSHUKHOBEHMNS 3HAYNTE IbHbIX U3MEHEHWA criefyeT NpoBOANTb
AanbHeliwne NpoBepky BHeapeHus (cm. pasgen 15).

15 MOHUTOPUHI U aHasIn3 BBOAa B 3KCnyaTauuio

Kak yka3zaHo B pasgesne 14. nepBblii BBOA B 3KCM/yaTaLuio A0/HKEH ObITb NPOBOPEH HA COOTBETCTBUE [OKY-
MEHTUPOBAHHOW apXuTeKType TexHnyeckoli 6e3onacHoCTn n TpebyemMbiM Mopam 6e30MacHOCTH, onpefeneHHbIM B
cnepywmnx LOKyMeHTax:

- apxuTekTypa TeXHU4Yeckoli 6esonacHocTu;

- nonuTuKa 6e3onacHOCTY opraHu3aunm ceTu:

- POACTBEHHbIE BCNOMOratesibHble onepayuu;

- nonuTuka (6e3onacHocTun) gocTyna K ycnyram Lwt3a 6e30nacHocTy;

- nnan(bl) HempepbIBHOCTU BU3Heca;

- ycnoeus 6es3onacHocTy Ans coefuHeHns (Npy He06Xo4UMOCTK).

MpoBepka Ha COOTBETCTBUE J0/KHA ObITh 3aBepLUEHa 0 oNnepaTUBHOI akcnayaTaumu. MpoBepka cuntaeT-
CA MOJIHOW, KOrAa BCe He0CTaTK/ BbISIB/IEHbl Y YCTPAHEHbI, YTO YTBEPXAEHO BbICLUMM PYKOBOACTBOM. B npouec-
ce onepaTMBHON aKcnayaTaumm Takke Heob6Xo04MMO NPOBOAUTL TEKYLLNA MOHUTOPUHT U NPOBEPOYHbIE feiCTBNS,
0CO06EeHHO nepef BbIMYCKOM 3HAYUTE/IbHOI HOBOW BEPCUUN, CBA3AHHON C 6ONbWNMUN U3MEHEHUAMMN B BU3HEC-
NOTPe6HOCTAX. TEXHOJIOTUM W PeLleHNAX Mo 6e30NacHOCTU U T. .. B OCTa/IbHbIX C/lyyasaX — eXerofHo.

BaXHO, UTO MOHUTOPWHT M MPOBEPKA AO/KHbI BK/1IOYATb NPOBEAEHME TeCTUPOBaHUSA 6e30NacHOCTM No Npu-
3HaHHbIM CTaHgapTaMm Cc npeABapuTenbHO pa3paboTaHHbIMU cTpaTervell TecTMpoBaHns 6e30MacHOCTH U CBA3aH-
HbIMY C Heil nnaHaMu, TOYHO ycTaHaBuBas, kakue TecTbl, C YUeM. F4e v korga cnegyet npoBoAanTb. O6bIYHO Npur
3TOM A0/1KHA 6bITb NCNOb30BaHA KOMOUHALNSA CKAHMPOBAHUSA YA3BMMOCTU U TECTUPOBAHNA HA NPOHUKHOBEHME.
Mepep Hayanom Nof06HOrO TECTUPOBAHUS HEOBX04MMO NPOBEPUTH MJIaH TECTUPOBAHKSA, YTOGbI rapaHTUpoBaTh,
4YTO OHO GyfeT NpoBeAEeHO CNOCO60M, NOIHOCTbIO COBMECTMMbIM C COOTBETCTBYIOLL MM 3aKOHOAATENbCTBOM. [pu
npoBefeHNn 3TOW NPOBEPKU He cneayeT 3abbiBaTb, UTO CETb MOXET He 6biTb OrpaHMyeHa TO/1bKO O4HOM CTPaHOW,
OHa MOXeT 6bITb pacnpocTpaHeHa B pas/InyHbIX CTPaHax C pa3HbiM 3aKoHOAaTeNbCTBOM. ocne TecTMpoBaHus B
oTyeTax AO/MKHbI ObITb YKasaHbl 0COGEHHOCTN 06HAPYXXEHHbIX YS3BUMOCTEN, Tpebyemble MyTU N 04epefHOCTb NX
yCTpPaHeHWs C NPUNOXEHNEM, NOATBEPXKAAOLW MM, YTO ObI/IM NPUMEHEHBI BCE COr/TacoBaHHbIe pelleHuns npobnem.
Takve 0T4eTbl O/KHO YTBEPXAATb BbiCLLIEe PYKOBOACTBO.
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FOCT P NCO/M3K 13335-1—2006 «WHDopmaunoHHas
TexHonorusi. Metofbl 1 cpeacTBa obecneveHns 6esonacHoc-
™. YacTb 1. KoHuenuus n mogenn meHegxmeHTta 6esonac-
HOCTM MH(OPMAaLMOHHbLIX U TeNeKOMMYHUKaLNOHHBLIX TEXHO-
norunii»

FOCT P NCO/M3K 17799—2005 «MHdopMmaLnoHHas Tex-
Honorus. MpakTuyeckme npasuna ynpaeieHus MHhopMaLm-
OHHOI 6e30MacHOCTbIO»

FOCT P NCO/M3K TO 18044—2007 «MHdopmaunoHHas
TexHonorusa. Metofbl 1 cpeacTBa obecneveHnss 6esonacHoc-
TM. MeHeaXMEHT MHLUMAEHTOB MH(OPMAaLMOHHOI Ge3onac-
HOCTU»

*

FOCT P MCO/M3K 7498-1—1999 «MHpopmaunoHHas
TexHonorus. B3saumopeiicTBue oTKpbITbIX cuctem. Basosas
aTasioHHaa mogenb. Yacte 1. baszosasa mogenb»

FOCT P NCO 7498-2— 1999 «MH(opMaLMOHHAA TEXHO-
norvsa. B3ammogeiictBne oTKpbITbIX cucTem. basoBas aTanoH-
Haa mogenb. YacTb 2. ApxuTekTypa 3aluTbl MHopMauum»

FOCT P NCO 7498-3— 1997 «WHopmauroHHas TexHo-
norua. BsaumopgelicTBre OTKpbITbIX cMCTeM. BasoBas aTanoH-
Has rgofens. YacTb 3. MNprucBoeHre UMeH 1 agpecauuns»

FOCT P MCO/M3K 7498-4— 1999 «MHopmaynoHHas
TexHonorua. B3anmopeicTBne OTKpbITbIX cucTem. Basosas
3TasioHHas mofgesnb. YacTb 4. OCHOBbl aiMUHUCTPATUBHOIO
ynpasieHunsa»

FOCT P NCO/M3K 27001—2006 «/HdopMaLmoHHas Tex-
Honorms. MeTogbl 1 cpeAcTBa obecneyeHusi 6e3onacHoCTy.
CucTeMbl MeHeXMeHTa UH(OpMaLnOHHO 6e30nacHoCTU.
Tpeb6oBaHuA»

' COOTBETCTBYIOLLWI HALMOHANbHBIV CTAH4APT OTCYTCTBYET. 10 ero yTBepXAeH!s PEKOMEHAYeTCs UCMONb30BaTh
nepeBoj Ha PYCCKUN A3bIK 4AHHOTO MEXAYHAapoAHOro cTaHaapTa. MNepeBof AaHHOTO MeXAyHapogHoro craHgapra
HaxoauTcsi B defepasbHOM MH(POPMALMOHHOM (DOHAE TeXHUYECKUX PerlaMeHTOB U CTaH4apToB.

MpumeuyaHue — B HacToswWeli Tabnuue MCNONb30BAHO CrieAyloliee YC/IoBHOe 0603HaYeHue CTeneHu

COOTBETCTBUA CTAaHAAPTOB:

- lOT — naeHTUYHbIe CTaH4apThbI.
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