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Mpepncnosue
1 PA3BPABOTAH O6LWecTBOM C OrpaHNYeHHO OTBETCTBEHHOCTbI0 «KpnnTokom»
2 BHECEH ®egepanbHbiM areHTCTBOM N0 TEXHUYECKOMY PerysimpoBaHuio u meTposioruu

3 YTBEPX/JEH W BBEJAEH B AEWCTBWE Mpukasom ®egepansHOro areHTCTBa Mo TEXHUYECKOMY
perynmposaHuio n metponorun ot 15 geka6psa 2009 r. No 841101

4 BBEJEH BINEPBbIE

5 NEPEN3JAHME. OkTs6pb 2018 1.

MpaBuna NpYMeHeHs HacTOoALEro cTaHjapTa YyCTaHOB/EHbl B CTaTbe 26 defepasibHOro 3akoHa
0T 29 moHa 2015 r. Ne 162-9#3 «O cTaHgapTwusauun B Poccuiickoii ®egepauumn.. NHdopmauna o6
N3MEHeHNAX K HacTosALeMy cTaHgap Ty ny6nkyeTCa B eXXerogHom (Mo CoOCTOAHMI0 Ha 1aHBapa TekyLero
rofa) nHhopMauMoHHOM yKasaTesne «HauvoHanbHble CTaHAapThi», a oUUMasIbI<bIA TEKCT U3MEHEeHWi
M MOMNpaBoOK — B eXeMeCA4YHOM WHAOPMAaLMOHHOM yKasaTefle «HauuoHanbHble cTaHfapThi». B cnyvae
nepecmMoTpa (3amMeHbl) M OTMEHbl HACTOALWEro cTaHgapTa CooTBeTCTBYyLee yBeJoM/eHe byaeT
ony6/MKOBaHO B OGnvKaliliem BbIMYCKe eXeMeCAYHOro WMHOPMaLMOHHOro ykasaTens «HauuoHabHble
cTaHgapTbi». CoOoTBETCTBYyWWAs UHDOPMaLMA, YyBeLOMNEeHNEe U TEeKCTbl pasMellalnTCa Takke B
MHOPMAaLMOHHOW cucTeme 06LLero Nonb3oBaHna — Ha oduumanbHOM caliTe PeflepalbHOro areHTrcTBea
MO TEeXHNYECKOMY peryvpoBaHunio n meTposiorun B ceTn NHTepHeT (www.gost.ru)

© CtaHpapTuHdopm. odpopmneHne. 2018

HacToswwii cTaHAapT He MOXeT GbITb MOJIHOCTBIO UM YACTUYHO BOCMPOU3BEAEH, TPAXMNPOBaH W pac-
npocTpaHeH B KauecTBe 0huLManbLHOT0 M3ganus 6e3 paspelleHns deaepanbHOro areHTCTBa No TEXHNYECKo-
My peryiupoBaHuio n MeTponoruu
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BeepeHne

B HacTofWwem cTaHgapTe yCTaHOB/IEHbl pekOMeHAauun no opraHuMsauumn 3awmntbel nHopmayuu (3U).
MHMOPMaLMOHHBIX TEXHONOTNA N aBTOMATU3NPOBAHHbBIX CUCTEM OT artak C MCMO/Ib30BaHNEM CKPbITbIX KaHa-
nos (CK).

CK ncnonb3ywTca NS cucteMaTnyeckoro B3anmMofeiicTBusa BPeAOHOCHbIX nNporpamm (KOMMNbTEPHbIX
BUPYCOB) C Hapywutenem 6e30NacHOCTV NMpW opraHu3auum ataku Ha aBToMaTusnposaHHyk cuctemy (AC),
KoTopas He o6HapyxmBaeTcsa cCpeACcTBaMUN KOHTPOSA U 3aLUUThI.

OnacHocTb CK ocHOBaHa Ha npefnosioXeHUn NOCTOSSHHOTo AoCcTyna Hapywutens 6e30nacHoOCTU K WUH-
chopmMauMoHHBIM pecypcamM opraHv3alum u BO3AeiNcTBUM Yepes 3TV KaHasbl Ha UH(POPMAaLMOHHYI0 cUCTEMY
0N HAHeCeHUs MakCUManbHOro yuwepba opraHmsaunu.

HacToawwnii cTtaHpgapT paspabotaH c ydyetom Tpe6oBaHun [TOCT P WNCO/M3K 15408-3 u
FOCT P MCO/M3K 27002. B KOTOpbIX NpegycMaTpuBaeTcsl OCYL,ECTB/IEHNE MEPONpUATUiA NO NPOTUBOAEN-
CTBMIO yrpo3am 6e30MacHOCTU opraHusauum, peanusyembiM C ucnosib3osaHvem CK. B gaHHbIX cTaHgapTax
MeponpuAaTuS No npotusofeicTenio yrposam VB ¢ ncnonb3osaHnem CK npefcrtasneHsl B obwem suae, a ux
JeTanusauuna npefcras/ieHa B HacToAWEM cTaHAapTe.

Kpome 3Toro, cyuiecTByeT psf TEXHOMOrMA No obecneyeHnto MHPOPMaLMOHHOK 6e30NacHOCTU U HOp-
MaTUBHbIX okymeHTOB (1) POUNB (PCTIK Poccun, B KOTOPbIX paccMaTpuBarOTCA OTAENbHbIE acnekTbl 3TOWN
npo6nembl).

Tak FTOCT P 51188 yctaHaBnuBaeT o6LMe npasuna opraHusalnm n NnpoBefeHUs ncnbiTaHnuii nporpam-
MHbIX CPeACTB M UX KOMMOHEHTOB C LENbl 0O6HapYXeHUs W yCTpaHeHWs B HUX KOMMbIOTEPHbIX BUPYCOB.
B faHHOM cTaHfapTe Takxe perfiameHTMpoBaH NopsifokK NPOBEPKN KOMMbOTEpPa Ha Hanyne KOMMNbTEPHbIX
BMPYCOB M NX ycTpaHeHue. Takas npoBepka MOXeT BbIABUTb areHTa HapywuTens 6e3o0nacHoCTu, UCNO/b3ye-
MOrO UM A1 OpraHn3aLuy CKpbITOro kaHasna, Ho TOMIbKO B TOM C/lyyae, ec/iv areHT He ABSeTCS HeoTbeM/e-
MOV 4acTbl0 ONepaLnoHHOW crucTeMbl WAV annapaTHoi nnaTopMbl MPOBEPAEMOro KoMMbloTepa. MoCcKobKy
aHTUBUPYCHblE MPOBEPKN HE CMOCO6HbI BbISBUTb BCEX MOTEHLMa/bHbIX areHToB, BO3HWKaeT Heo6XoANMOCTb
B npoTuBogeiicTBum CK. KOTopble Takme «HeBUAMMbIE» areHTbl MOTYT MCMO/b30BaTh A8 B3auMOeicTBUs ¢
Hapywwutenem 6e3o0nacHoCcTH.

HTA ®CT3K Poccuu [1] ycTaHOBNEHa knaccudukalma nporpamMmMHoro obecneveHuns (kak oTeyecTBeH-
HOro. Tak u 3apy6exHoro npovssofcTtea) Ana cpefcts 3. B TOM yncnie BCTPOEHHbLIX B 06LWECUCTEMHOE U
npuknagHoe nporpammHoe obecneyvenue (MO), N0 YPOBHIO KOHTPOA OTCYTCTBUA B HEM HefekapupoBaHHbIX
BO3MOXHOCTeil. B npouecce Takoli NpOBEPKU HeAekNapnpoBaHHble BO3SMOXHOCTU, NPU3HAHHbIE HEONACHbBIMU,
MOryT Ooka3aTbCs 60/1ee onacHbIMM B Npouecce akcnayatayun MO B pesynbTaTte B3anmogelnictensa yepes CK c
BHELWHNM HapywuTenem 6e3onacHocTu.

B HTA ®CT3K Poccuu (2) yctaHOBNeHa knaccugukauma mMexceTeBblX 3KpaHOB N0 YPOBHIO 3alluLLeH-
HOCTU OT HeCaHKLMOHWPOBAHHOrO AoCTyna K MHopMauum nyTem Bbibopa COOTBETCTBYOLWMX NokasaTtenen
3awuwerHocTu. [laHHble nokasatenun cogepxar TpebosaHuA, npefbasnsemble K cpegctsam 3W. peanu-
30BaHHbIM B BUAe MeXceTeBblX 3KpaHOB, obecneuuBatwlne 6esonacHoe B3ammopgelicTeue ceteli 9BM AC
nocpefcTBOM yNpaB/ieHUS MeXCeTeBbIMW MOTOKaMW MHoOpMauun. MexceTeBO aKpaH peanusyeT YHK-
LUK OrpaHMyeHns CeTeBOro B3aWMOAelcTBUSA, a Takke TpeboBaHWA MPUHATON MOANTUKM UH(OPMaLMOHHOW
6e3onacHoCTV opraHusauun. BaaumopgeiicTerne ¢ ncnonb3osaHnem CK ocywecTBnsetcsi B pamkax orpaHu-
YeHWii. BBOAMMbIX MeXCeTeBbIM 3KpaHoM, NoaToMy CK MOryT )yHKLUMOHUPOBATb faxe Npu UCMNOb30BaHUN
npaBUbHO HACTPOEHHOTO MEXCeTEBOro 3KpaHa, MMe LW ero 4oCTaToOUYHbI/i YPOBEHb 3aLlULLEHHOCTMW.

HacToawwuii ctaHgapT Takke ycTaHaBnvBaeT TUNOBON NOPAAOK opraHusauum npotusogeiictema CK. ko-
TOPbI MOXET YTOUYHATHCA C YH4ETOM YC/NI0OBUA 1 OCOGEHHOCTEN NPUMEHEHNA UH(POPMALLMOHHbBIX TEXHONOTUIA B
AC. Kpome Toro, MmoryT paspabaTbiBaTbCa U NPUMEHATLCA AOMNONHUTE/IbHbIE MEPbI 3aLUThI.

OpraHusauua 3awmntel UT n AC oT aTake ucnonb3osanmem CK BknouaeT B cebs npoueaypbl UX BbisiBie-
HUA 1 nofasneHna. Habop npuMeHaeMbIX METOA0B BbiABNAEHUA U/mnu nogasnenna CK fonxeH onpeaenarbcs
ncxoasa U3 Mogenu yrpos 6e30nacHocT opraHusauum.

MeponpuaTtua no 3awmute oT aTak ¢ ucnonb3osaHnem CK goNXHbI 6bITb UHTETPUPOBAHbI B CUCTEMY WH-
hopmauMoHHO 6e30nacHOCTY opraHu3aunu.

HacTosawuii ctTaHgapT npuMeHsieTcs coemecTtHo ¢ FOCT P 53113.1.
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HAUMOHANBHBA CTAHOLAPT POCCUNMCKOWN SGELEPALUNUMN

MHpopmMaLMoHHas TexHonorus

SAWLNTA NHOOPMALUMOHHBLIX TEXHOMOTUA N ABTOMATU3UPOBAHHbBIX CUCTEM
OT YITPO3 NHOOPMALVOHHOWM BE3OMACHOCTU. PEAJIM3YEMbIX C UCMOJ/Ib3OBAHNEM
CKPbITbIX KAHA/TOB

YacTtb 2

PekomeHgauum no opraHusaynm 3awmnTbl UHGOPMaLUM, MHPOPMALMOHHBIX TEXHOOTUIA
M aBTOMaTU3MPOBAHHbIX CUCTEM OT aTak C MCNONb30BAHNEM CKPbIThbiX KaHa/loB

Information technologies. Protection of information technology and automated systems against security threats posed
by use of covert channels. Part 2. Recommendations on protecting information, information technologies and automated
systems against covert channel attacks

Jata BBefeHus — 2009—12—01

1 O6nacTb NpUMeHeHUs

HacToswwii cTaHgapT npefHasHavyeH 418 3aka3uukoB, pa3paboTumkoB W nonb3oBarteneli MHopMaLm-
OHHbIX TEXHOOTMIA B NpoLiecce chopMmpoBaHna TpeboBaHuil No 3alwute nHopmaunum Ha ctagusax paspaboT-
KW. NprobpeTeHna n MPUMeEHeHUs NPOAYKTOB, NH(POPMALMOHHbBIX TEXHOMOTU N aBTOMaTU3NPOBAHHBIX CUCTEM
B COOTBETCTBUU C TpebOBaHNSAMU HOPMATUBHbLIX NPaBOBbIX AO0KyMeHTOB POUB (PCTIK Poccuu) (1). [2] nnn
TpeboBaHnAMU, ycTaHaBIVBaeMbiMK obnagarenem nHgopmaunm.

HacToawwmii cTaHgapT npeAHasHauveH AN8 OpraHoB cepTudmrKaunm, a Takke ncnbiTaTeNbHbIX naboparo-
pvii Npu NpoBefeHNn NOATBEPXAEHNA COOTBETCTBUA MH(DOPMALMOHHBIX TEXHOMOMMA 1 aBTOMAaTU3UPOBAHHbIX
cuctem TpeboBaHuAM K o6ecneyeHunto 6e3onacHoCTU MHpopmauny, LUpKyaupytLleid B aTUX cuctemax, aHa-
NINTNYECKNX noapasfeneHunini n cnyx6 6e3onacHocTu.

2 HopmaTuBHbIe CCbINIKK

B HacToswem cTaHgapTe NCNo/b30BaHbl HOPMaTUBHbBIE CCbIIKU Ha crefyolime ctaHgapThl:

FTOCT P NCO/M3K 7498-1—99 WNHchopmaLnoHHas TexHonorus. Bzanmocsasb OTKpbITbIX cuctem. ba-
30Bas aTasioHHasa mogesnb. YacTtb 1. ba3osasa mogens

FOCT P UCO/M3K 15408-3 WNHhopmaLMoHHaa TexHonornsa. MeTogbl uM cpeacTBa ob6ecnevyeHus
6e3onacHocTu. Kputepum oueHkn 6e3o0nacHOCT MHOPMaLMOHHbIX TeXHoNorun. Yacte 3. KOMMNOHEHTbI A0-
Bepus K 6e30nacHoCTn

FOCT P UCO/M3K 27002 WHcopmaunoHHaa TexHonorus. MeTogbl u cpeacTBa ob6ecnevyeHus
6e3onacHocTu. CBOA HOPM M NpaBuUN MeHeaXMeHTa

FOCT P 51188 3awuta nHpopmaymn. AcnbiTaHns NporpaMMHbIX CPeACTB Ha Hasuyme KomnbloTep-
HbIX BUPYCOB. TUNOBOE PYKOBOACTBO

FOCT P 51901.1 MeHeOXMeHT pucka. AHann3 pucka TeXHON0rMYecknux cuctem

FOCT P 53113.1—2008 VHopmaLnoHHas TexHonorus. 3awmta MHPOPMAaLUOHHbBIX TEXHONOoruniA 1
aBTOMaTN3MPOBAHHbLIX CUCTEM OT Yrpo3 MHOPMAaLMOHHOV 6€e30MacHOCTN, peannsyembiX C UCNOb30BaHNEM
CKpbITbIX KaHanoB. YacTb 1. O6wWmMe nonoxeHns

MpumeyaHune — MNpu NOIb30BAHNN HACTOSILLMM CTaHAAPTOM Lieslecoo6pasHo NPOBEPUTL AeliCTBUE CCbIOYHbIX
CTaHAapPTOB B MHCHOPMALIMOHHOI CUCTEMe O6LLEr0 NoMb30BaHNA — Ha othuLMasibHOM cailiTe ®PefilepasibHOro areHTCTBa no
TEXHNYECKOMY PerysimpoBaHuio 1 METPOSIONN B ceTU VIHTEPHET UM MO eXerofHOMy MH(hOpMaLMOHHOMY ykasaTesnio «Ha-
LIMOHa/IbHbIE CTaHAAPTbI», KOTOPbIA OMy6IMKOBAH MO COCTOSIHMIO HA 1 AHBAPs TEKYLLEro rofa, U No BbiNyckam exemMecsy-

MN3paHne ouymansHoe
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HOLL MHDOPMALMOHHOTO yKasaTens «HauuoHabHble cTaHAapTbl» 3a TekyLuii rod. Ecim 3amMeHeH CCbIIOYHBIN CTaHaapT,
Ha KOTOpbIi AaHa HeAATUPOBaHHAs CCbIsKa, TO PEKOMEHAYETCS UCMOb30BaTh Ae/CTBYHOLLYI0 BEPCUIO 3TOMO CTaHAapTa
C Y4ETOM BCEX BHECEHHbIX B JaHHYI0 BEPCUI0 M3MEHEHW. ECnn 3aMeHeH CCbIIOYHBIN CTaHAapT, Ha KOTOopbIi AaHa aaTu-
poBaHHasi CCblsKa, TO PEKOMEH/YETCS UCMO/b30BaTb BEPCUIO 3TOTO CTaHAAPTa C YKa3aHHbIM BbILLE TOLOM YTBEPXAEHMS
(NpuHsTUSA). ECnn nocne yTBEPX/AEHNSt HACTOSLLEro CTaHAapTa B CCbINIOYHbIM CTaHAapT, Ha KOTOpbIN AaHa AaTupoBaHHas
CCbI/IKa, BHECEHO U3MEHEHVE, 3aTparyBaloLLee NosIOXEHUE, HA KOTOPOE AaHa CChifka, TO 3TO MOJIOKEHNE PEKOMEHYeTCs!
NpUMeHsTb 6e3 yyeTa JaHHOr0 U3MEHeHUs. ECNM CCbINOYHbIN CTaHAapT OTMEHEH 6e3 3aMeHbIl, TO MOJIOXEHVeE, B KOTOPOM
[laHa ccblfika Ha Hero, peKOMeHAyeTCs NPUMEHSTb B YacTu, He 3aTparvBaloLLell 3Ty CCbUTKy.

3 TepMuHbI 1 onpeaeneHns

B HacToAwem ctaHaapTe npumeHeHbl TepMuHbl no FOCT P 53113.1.

4 O603HayYeHNs U cokpaleHuns

B HacToslleM cTaHAapTe MCNONb30BaHbl crefylole 0603Ha4YeHUS N CoKpaLleHuns:
ABC — aBTOMaTtuM3npoBaHHas 6aHKoOBCKas cuctTema;

BOC — B3anMMOCBA3b OTKPbITbIX CUCTEM;

NB — uHdopmaunoHHan 6e3onacHoCTb;

NT — nHopmaumnoHHasa TexHonorus;

HCJ, — HecaHKLMOHUPOBaHHLIW AOCTYN.

CYBb/M — cuctema ynpaBneHus 6a3amm faHHbIX;

HTTP — (hypertext transfer protocol) npoTokon nepegauu runepTekcTa;

IP — (Internet protocol) npoTokon nHTepHeTa:

VPN — (virtual private network) — BupTyanbHasa 4acTHas ceTb.

5 MexaHu3sM (PYHKLMOHUPOBAHUA CKPbITOTO KaHana

5.1 CK ucnonb3ylTcs 418 cucTemaTUyeckoro B3anMofelicTBusA BpeAOHOCHbIX nNporpamm (KomnbloTep-
HbIX BMPYCOB) C HapywutesneMm 6e30nacHOCTU Npu opraHusauuyu atakun Ha AC. koTopas He o6HapyxusaeTcs
cpeAcTBaMu KOHTPOA U 3alUThI.

OnacHocTb CK ocHOBaHa Ha NpefnosioXeHnn NoCTOSAHHOro AoCTyna HapylwuTens 6e30nacHOCTU K UH-
hopmaumnoHHbIM pecypcam opraHusanuMm u BO34eiNCcTBUMN Yepes 3TW KaHasbl Ha UH(POPMALUOHHYI0 CUCTEMY
AN HAHeCeHUa MakcumasbHoro yuepba opraHusauunm.

5.2 O6buwas cxema mexaHusma yHkymoHuposanma CK B AC npefcrtaBneHa Ha pucyHke 1.

1 — HapywunTenb 6e30NacHOCTN (3M10YMbIWNEHHUK), Lienbl koToporo asnsetca HC/ K MHpopmaLum orpaHnyeHHOro gocTyna nu6o He-

caHKUWOHUpOBaHHOe BAUsHUE Ha AC. 2 - uHpOpPMaLMa OorpaHUYeHHOro AocTyna NU60 KpUTUYECKN BaxHas (yHKUMA; 3 — cybbekT,

UMel Wi CaHKLMOHMPOBAHHbLIA A0OCTYN Kk 2 n 5; 3" — areHT Hapywutens 6e30MNacHOCTN, HaXOAAWMNIACA B 3aMKHYTOM KOHType ¢ 2 1

B3auMO/eicTByoW M ¢ 2 OT UMeHn cybbekTa 3; 4 — nHcnekTop (NporpamMMHoOe, NporpamMMHo-annapaTtHoe, annapaTtHoe cpejcTsa uan

NnL0), KOHTpanupylouwmnii(ee) nHthopmaynoHHoe B3aumojeiicTene 3. nepecekatwlee 3aMKHYTbIi KOHTYpP, oTAenawW KA 06beKT MHGop-

mMaTn3aunm oT BHelWHe cpeabl. 5 — cy6beKT, HaxoAAUMIACA BHe 3aMKHYTO KOHTYpa, C KOTOPbIM 3 OCYL|eCTBNAET CAHKLNOHUPOBaHHOE
MH(OpMaLynoHHOe B3aumopeiicTene

PucyHok 1 — O6uasn cxema mexaHusma yHkLoHnposaHust CK B AC

5.3 B3aumopeiictBue mexay cybbektamu 3 n 5 ABnseTCA CaHKUMOHWPOBAHHBIM M HEOO6XOAUMbBIM A5
npaBunbHoli pa6oTbl AC. 3afadya areHTa 3* 3akio4aeTcsa B TOM. 4TO6bl o6ecneynTb perynspHoe nHTepak-
TUBHOE B3aMMOJelNCTBUE MexXJy areHTOM W 3/10YMbILIEHHUKOM. AreHT AOo/hKeH nepejaTb MHGopMayuio

2
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OrpaHnYeHHoOro AocTyna 2 3/10yMbll/IeHHUKY 1 1160 No KOMaHAe 3/10yMbill/ieHHuKa 1okasaTb Bo3felicTBue
Ha KPUTUYECKN BaxKHYK (yHKUMio 2. CKPbITHOCTb KaHana B3aMMOAeNCTBUA MeXAY 3/10YMbllUNeHHUKOM 1 un
areHToM Y 3aknyaetcs B TOM. YTO Cy6bekT 3. MHCNeKkTop 4 1 cy6bekT 5 He o6HapyxuBaloT hakT nepegaymn
NHOopMaLUN NN KOMaHAbI.

CK no3BonS0T 3N10YMbILINEHHUKY PerynsapHO MHTEPaKTUBHO OCYLLEeCTBNATbL B3auMOAeNCcTBME CO CBOUM
areHTom, BHegpeHHbIM B AC.

5.4 B AC B3aumopgeictene mexnay areHtom 3 u cy6bektom 5 MoxeT 6bITb Kak ceTeBbiM, Tak U npowuc-
X0AUTb BHYTpU ogHoil AC (cm. 5.6).

5.5 Knaccudmkaymsa CK no pasnnyHbiM npusHakam npusegeHa B FOCT P 53113.1.

5.6 Mpumepsbl CK, noAcHaWwme MexaHn3m nx MYHKLNOHNPOBAHUA NpefCcTaB/ieHbl HUXe.

Mpvmep 1— HapywnTens 6e30MacHOCTU (3M10YyMbILLIEHHUK), COTPYAHNYAIOLWNIA C KOHKYpUpYtoL el op-
raHusauueii. B npolecce BHeApeHus (BBoAa B aKcnayaTaumio) ycTaHosun B ABC nporpammHoro areHTa. B3a-
nmopeiicTBysa ¢ ABC B kKayecTBe KIMeHTa 3TOro 6aHka, 3/1I0yMbILL/TEHHUK NepejaeT NPorpaMMHOMY areHTy
KOMaH/bl, 3aKo4MpoBaHHble B NOCNeA0BaTE/NIbHOCTAX ero feicTBUi, Kaxjoe N3 KOTOPbIX He Bbl3biBaeT MNO-
[03peHnii (MpoBepKa COCT 0AHUA cyeTa, ynpas/ieHne CHeTOM, BDEMEHHbIE UHTepBasibl Mexy onepayusamm n
4p.). B oTBeT Ha KoMaHfbl, nosiyyeHHble no CK, areHT no Temxe CKBo3BpallaeT 3/10yMblLLUNEHHUKY UHTepe-
cylLune KOHKYpeHTa cBefleHnss 06 aTakyemMoM 6aHke (MHpopmaLuio 0 cueTax pyrux KIMeHTOoB, 06beMax ak-
TUWBOB 6aHKOB, N110OYI0 APYrY0 UHCANAEepPCKY0 HopMaLmMio, K KOTOPO areHT nveeT J0CcTYyn) NM60 BHOCUT
M3MeHeHUs B 6a3y AaHHbIX O cueTax KIMEeHTOB WK N06YI0 APYrylo MHopMaLnio, K KOTOpPoi OH uMeeT [O-
CTynN. BoifiBNeHne cylecTBOBAaHNA TaKOro areHTa MoXeT NMPOoU30oAT U TO/IbKO MO KOCBEHHbIM NPU3Hakam, Ko-
Topble MOTYyT BO3HWKHYTb B pe3y/bTaTe NOsSBIeHNS U3MeHeHuii B 6asax gaHHbix. CKpblTas yTeuka uHop-
mMauuun 13 6asbl AaHHblX, npoucxogsauias no Takomy CK. 6yfeT ocTaBaTbCs He3aMeueHHoW. B aTom cnydae B
COOTBETCTBUN CO CXeMOIi Ha pucyHke 1:3'— nporpamMmHblii areHT. 3 — ABC, 2 — 6asa faHHbIX, 4 — cnyx6a
6esonacHocTM 6aHka, 1— 3M10yMbILLNEHHUK, AeACTBYOLWNI B UHTepecax KOHKypeHTa. 5 — knneHT 6aHka.

Mpumep 2 — 3M10yMbIWNIEHHNK, UMEIOLWNii Lenbio NnoayyeHne cnyxe6Hoi nHgopmayum ¢ KomnbloTepa
COTPYZHMKA, MOXeT AelicTBOBaTb Mo cieayllemy cueHaputo. MycTb MK. 3aluieHHbIii Mexce TeBbIM 3Kpa-
HOM, 3apaxeH TPOSHCKOI nporpammoii. TposiHckas nporpaMma nonydyaeT OT 3/10yMbILW/EHHNKA KOMaHAbl 1
oTnpaBnsieT B 0OTBET Ha HUX MH(OPMaLWI0 O 3apakeHHOM MK 1 XpaHsALWYyCcs Ha HEM UHGOpMaLMI0 OrpaHu-
UEHHOrOo focTYyna, Mackupys 06MeH Kak NpoToKoN HTTP, paspeLleHHblii MexceTeBbiM 3KpaHoM. B aTom cy-
yae B COOTBETCTBUN CO CXeMOIi Ha pucyHKe 1:3'— TposiHCcKas nporpamma. 3 — nporpamma, UMetoLLas caHk-
LMOHMPOBAHHbIN [OCTYN B IHTepHET. 2 — AOKYMEeHT OrpaHWYyeHHOro pacnpocTpaHeHus, 4 — mexceTeBoi
3KpaH, 5— y3en ceTu VIHTepHeT. 1— NpoMeXy T OuHblil y3e ceTH, KOH T POIUPYeMblii 310yMbILLTEHHUKOM.

Mpumep 3 — lMpu ncnonb3osaHun VPN Takxe BO3MOXHO nocTpoeHne CK B3aumogelicTBUA areHTa co
3/10yMbILWNEHHUKOM. yCTb Nonb3oBaTe/b UCNO/b3yeT CBOe paboyee MeCTO B KayecTBe TepMmuHana yjaa-
NleHHoro fgocTyna k cepepy AC. T. e. MH(hOpPMaLMA O KaXA0M HaxaTun knasuwun oTnpasnseTcs TepMuHa-
NTOM Ha cepBep. 3/10yMbILINIEHHNK YCT aHoBWU Ha paboyee MecTO nonb3oBaTens aTakyemoit AC knasmaTypy,
cojiepxallyto areHTa. AreHT nepexsaTblBaeT HaxXaTusa Knasull, a 3aTeMm nepegaeT ux no CKno spemeHu,
3afjlepxusan cpabaTbiBaHNE HEKOT OPbIX KNaBULL MO CXeMe, U3BECTHOI 3/10yMbILLITIEHHUKY. 3/10YMbILLIEHHUK,
Habno4as NOTOKNakeTOB MeXAy TepMUHaNoM U CepBepoM, BbigenseT U3 Hero nHchopmauuio, nepejasaemyto
areHTom no CK. BbigeneHne ckpbl T O MHOpMaLMM BO3MOXHO Aaxe B C/ly4ae MCNOb30BaHNA KpunTorpadu-
YecKM 3allMLLeHHOr0 KaHana Mexay TepMuHanioM 1 cepBepom, TakKak An1a paboTbl CK BaxHO He cofepxumoe
nakeToB, KOTOPbIMU TepMUHaN N cepep 06MeHNBaO TCA APYr C APYroM, a AT e/IbHOCTb BPEMEHHbIX UH-
TepBanoB Mex/jy CoOCeHVMUN NakeTamu.

B gaHHOM cnyyae B COOTBETCTBUM CO CXEMOIA Ha pucyHke 1:3'— annapaTHblii areHT, 3— knasnaTypa,
2 — vHdpopmalms, BBOANMAA € KnasmaTypbl (Hanpumep, naposnb), 4 — ntobble cpefcTBa obecneyeHus 6es-
onacHocTu AC, He o6HapyxXuBaloLL e 3aKOHOMEPHOCTEell B MOT OKax CeTeBbIX MakeTOoB; 5 — TepMUHasbHbIi
cepsep, 1— 3/10yMbILL/IEHHUK.

Mpumep 4 — MN3HepaLmsa NCKYCCTBEHHbIX C60€B M OrpaHNyYeHunii Ha JOCTYNHOCTb MOXeT NPOBOANT bCA
no CK. Hanpumep, areHT, BHEAPEHHbI B OAUH U3 KNOYEBbLIX KOMNOHEHT 0B AC, OXujaeT NonyvyeHus oT 310Yy-
MbILU/IEHHUKA HEKO T OPOro YC/I0BHOIO curHasna. Monyuns 3TOT CUrHa/, areHT HapylaeT paboTy KOMMOHEH-
Ta AC, B KOTOpPOW OH pacnonoxeH. B pesynbTaTe NpoucxoanT BpemMeHHas noTeps paboTocnocob6HOCTM
AC nnun ocnabneHune ee 3alWmnTbl (€CIN areHT BHeApeH B cpefcTBO obecneyveHus Mb). Hanpumep, ycnoBHbIM
CUrHanom Ana akTusBM3auum areHTa B o6Wef0CTYNHOM CETEBOM pecypce MOXeT ABAATbCA NONbITKa ay-
TeHTUpmKayum c HEKOTOpPbIM (PUKCMPOBAHHBLIM UMEHEM M0JIb30BAT €18 1 NnaposieM. CucTema pasrpaHnyeHns
[oCcTyna K ceTeBOMYy pecypcy 4 He 06HapYyXUT [aHHYI0 aTaky, NOCKONbKY NONbITKa ayTeHTudunkaymm ans-
eTcs paspelleHHbIM geiicTBMeM. B faHHOM c/iyyae B COOTBETCTBUM CO CXEMOI Ha pucyHke 1:2 — kpuTunye-
CKM BaXKHas pyHKLMA, BbiNnonHsAeMas KomnoHeHToM AC (3), B KOTOPbI/i BCTPOEH areHT 3’; 1 — 310yMblLLIEH-
HUK. MOJANOLNIA areH Ty YC/IOBHbIA CUTHAN, KOTOPbIA, C TOYKM 3peHNs 4, He ABSeTCA ONacHbIM, N NO3TOMY
He 6nokupyeTcsa, 5— AC.
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Mpumep 5— B cooTBETCTBUM CO CXEMOI Ha pucyHke 1: onepayuuoHHas cucTema 4 obecneunsaeT U30-
NAUMI0 NporpamMmel 3, KoOTopas UMeeT A0CTYN K KOHMUAEHUManbHoi nudopmanmmn 2. oT nporpamMmmsl 1, Bbl-
nosiHAOLeics B 3T O e onepaLuoHHOR cucTeme, HO He UMetoLLeli Takoro gocTyna. na nepegayun 1uHdop-
Mauuu orpaHMyeHHoOro focTyna areHT HapywmnTensa 3' opradnsyeT CKno BpemeHu, Nnpon3soasa PUKTUBHbIE
obpalyeHns k pecypcy 5. HanpumMep, XecTKOMY AUCKY. ATEHT MOAynvpyeT 4acTOoTy obpalleHnii CofgepXMbIM
MHbopMaLun orpaHMY4eHHOro gocTyna, KOTOpyl eMy Heobxoaumo nepegaTb. Mporpamma 1, Habnwgasa 3a
o6l ecncTeMHO HarpysKkoi Ha 3TOT Xe pecypc, 06HapyXnBaeT UHT EHCMBHOCTb BO3[eNCTBNA HA 3TOT pe-
CypC CO CTOPOHbI areHTa v MoOXeT M3B/eYyb NepefasaemMyto areHTOoM UHopMaLnio 13 xapakTepa N3MeHeHns
3T O UHTEHCUBHOCTU.

6 MpaBuna hopmMrMpoBaHMs Mogenn yrpo3 6e30nacHOCTM C yuYeToMm
CYLL,ECTBOBAHUS CKPbITbIX KaHaN0B

6.1 Mogaenb yrpo3s 6esonacHocTu hopMupyeTtcs ¢ yMeTOM Yrpos, peannsyemMbix ¢ ncnonb3osaHnem CK.
3TN Yrposbl JO/MKHBI YUNTbIBATLCA NPU OLeHKe puckos MB.

6.2 Yrpo3bl 6e30nacHOCTU, KOTOpble MOTYT BbITb peann3oBaHbl ¢ nomouwbio CK. BkOYalT B cebs:

- BHeJpeHVe BPeOHOCHbLIX NPOrpaMm u AaHHbIX:

- nojadvy 310yMbILNEHHUKOM KOMaHA areHTy A5 BbINO/HEHUS;

- yTeuky Kpuntorpaduyeckmx Knwyein nnv naponein;

- yTeuKy OoTAe bHbIX MH(POPMaLNOHHbIX 06BEKTOB.

6.3 Yrposa BHeApeHWsi BPeAOHOCHbIX NPOrpaMMm W AaHHbIX 3akiwyaeTcs B TOM. 4To. obnajas BO3-
MOXHOCTbI0O MHTEPAKTUBHO B3aMmMogeicTBoBaTb C aTakyemoi AC, 3/10yMbIlLIEHHUK MOXET nepejatb B Hee
nocpegctsom CK BpefoHOCHble nporpammbl, o6nagawlime Heo6xoaMMon emy PYHKUMOHANBbHOCTbIO. BHe-
ApeHne NOXHbIX AaHHbIX B atakyemyo AC MOXeT OCylWecTBNATbL HENOCPEACTBEHHO areHT, C KOTOPbIM 3/10-
yMbIWIEHHWK B3anmogelicTByeT no CK. Hanpumep, ecnu areHT BHegpeH B CYB/, 6aHka, 310yMblLLEHHNK
MOXeT nepejartb eMy KOMaHAy Ha M3MeHeHue XpaHswuxcs B 6a3e AaHHbIX CBeAEHWUl 0 cyeTax K/IVEHTOB
nn6o NogMeHUTb XpaHsAaLYyCcsa B 3TO 6a3e npoueaypy, ONepUpyoLL Yy ¢ AaHHbIMUW O cyeTax, JI0XHON’, Bpeao-
HOCHOW npoueaypoli, 4eCTBYOLWEN B UHTepecax 3/10yMbilLIEHHMKA.

6.4 Yrposa nogauv 3/10yMbllI/IEHHVUKOM KOMaHA areHTy A1 BbIMO/THEHUS ero YHKLMIA 3aknovaeTcs B
TOM. YTO areHT MOXeT OKa3blBaTb BAMAHUE Ha AC, B KOTOPYI OH BHeApeH, Mo KOMaHe 3/10yMblLlUIeHHUKA.
OTn KOMaHAbl MOTYT 6bITb Kak NPoCTbiMK (Hanpumep, 3abnokuposaTb pab6oTy AC Ha HEKOTOpOe BpeMs), Tak
n 6onee CNoXHboiMK (Hanpumep, nepefatb 3N0yMbllwNeHHUKY no CK cogepxumoe haiina, xpaHsaweroca B
aTakyemoli cucteme).

6.5 Yrposa yTeuku kpuntorpauyecknx kayein nnm naposneii, oTAeNbHbIX MTHPOPMALMOHHbIX 06bEKTOB
BO3HVKAeT, eC/M 3/10YMbIlI/IEHHUKY YAanocb BHeAPUTb cBOero areHta B AC Tak. 4To6bl areHT nmen JocTyn K
LEeHHbIM MHC(OPMaLMOHHBIM akTuBam (Hanpumep, kpuntorpaduueckum knwyam, naponsam). CK moryTt 6biTb
MUCMNOMb30BaHbl NS HeCaHKUMOHUPOBAHHON nepefayn Takoi WHOPMaLUN 3/10yMbIWAEHHUKY. [TOCKONbKY
KMI0YN UMEIT CPaBHUTEIbHO HE60MbLON 06beM, faxe KaHan C HU3KOM NPONYCKHON CNOCOGHOCTbLIO CNOCO6eH
o6ecneynTb NX yTeuky.

7 Mopsiaok opraHu3aunm 3aumnTbl MHOPMaL UK, UHG OPMALLMOHHbBIX
TEXHO/I0TNiA 1 aBTOMATU3UPOBAHHbLIX CUCTEM OT aTak, peasim3yemMblx
C UCMNO/b30BaHNEM CKPbITbIX KaHanoB

7.1 3WN. UT n AC ot aTak, peannsyembix ¢ ucnosb3osaHnem CK. sBnsieTca UMKInYeCcknm npoLeccom,
BK/lOYaAOLW MM B cebs cneaylollme atanbl, NOBTOPAKOLWMNECS HA KaX A0 U3 nTepauuii npouecca:

- aHa/nn3 pUCKOB AN aKTUBOB OpraHM3aunun, BKIYalLwmnii B cebs BbiiBIEHWE LLEeHHbIX aKTUBOB N OLEH-
Ky BO3MOXHbIX MOCNeACTBUI peannsalum atak c ucnonb3osaHvem CK (cm. pasgen 8).

- BbiiBNeHne CK v oueHka ux onacHoCcTu 418 akTUBOB opraHu3auuu (cMm. pasgen 9);

- peanusauus 3alWnTHbIX Mep no npoTtusBogeiicteuio CK (cm. pasgen 10).

- opraHu3auus KOHTponsa 3a npotmeogeiicteuem CK (cMm. pasgen 11).

7.2 UunknnyHoCTb npouecca 3awmntbl oT yrpo3 Nb. peanunsyemblx ¢ ucnosb3osaHunem CK. onpepensertcsa
nosiBNIeHMeM HOBbIX cNoco6oB NocTpoeHns CK. HEN3BECTHbIX HA MOMEHT NpeablAyLunX ntepayuii.

4
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8 AHanus puckos

8.1 BbiGop mMep npoTuBogelicTBua yrposam WNB. peannsyemblM ¢ ucnosibzoBaHnem CK, AO/TKEH OCHO-
BaTbCSH Ha TEXHWKO-3KOHOMWYECKON OLEeHKe WAnM APYrMx MeTodax OLEeHKM LEeHHOCTM mHdopmauuun. Kpome
TOro, A0/KHbI YyYUTbIBATLCA Takne NocneacTBuUsA, Kak yTpata AOBEpUa K opraHusaumm unm noapbis AenoBol
penyTtauuu opraHnsaumm n ee pykosogmTens.

8.2 CnepyeTt BbIABUTb, Kakne 13 3almiaemMblX MHPOPMaLNOHHbIX aKTUBOB MOTYT 6bITb MHTEPECHBI MO-
TeHUMarbHOMY 3M10YMbIWJ/IEHHUKY, 06/1ajaloWwemMy BO3MOXHOCTbIO:

- BCTpOUTbL cBoero areHta B AC B npouecce ee pa3paboTku, pas3BepTbiBaHUSA, BHEAPEHUA WK
aKcnayarauum:

- 06HapyuTb B AC ysa3BUMOCTb (MM BCTPOEHHOTO areHta), kotopass MoxeT 6bliTb MCNONb30BaHa 411
opranmsaumm CK n nonyyeHma goctyna K 3awjuwiaeMbiM akTuBam.

8.3 [ina aHanm3a pMCKOB MOXHO NPpUMeHATbL Metogosiornto no FOCT P 51901.1.

8.4 C Uenbio CHUXEHNA MH(OPMALMOHHbIX PUCKOB A0 NPUEM/IEMOTO YPOBHSA LOJ/IXHbI ObiTh BbIGPaHbl 1
BHeZlpeHbl MeponpuaTuA nNo opraHusauunm 31 oT atak c ucnonb3osaHmem CK.

9 PekomeHgaunn no nopAnKYy BblIABIEHUA CKPbITbIX KaHa/0B

9.1 Mopsgok BbisiBNeHns CK BknovaeT B cebs:

- OLeHKY apxmuTekTypbl AC N UMEILWMNXCA B HEN KOMMYHUKALMOHHbIX KAHaNO0B:

- BbiSIB/IEHNE BO3MOXHbIX MyTeli o6MeHa CKpbITO MHGOpMauueidn Mexay 3/710YMbIWIEHHUKOM U ero
npepgnosaraemMbiM areHtom B AC:

- OLLeHKYy OnacHOCTU BbiiBIeHHbIX CK Ana 3awuujaemMblX akTUBOB opraHusaluu;

- NPUHATUE peLleHuns O LenecoobpasHoCT NPOTUBOAENCTBUSA KaXAOMY U3 BbisiBNEHHbIX CK.

9.2 OueHka apxuTtekTypbl AC nogpasymeBaeT BbiAB/IEHNE BCEX MMEKLNXCA B HE KOMMYHUKaLMOHHbIX
KaHanoB W aHanu3 B3auMOLelCTBUSA ee KOMNOHEHTOB Ha npeAMeT NoTeHUManbHOro UCNoMb30BaHNa UX ANA
opranusauun CK. B pesynbTare npoBefieHUs Takoro aHannia O/KHbl ObiTb BbIsIB/IEHbI KOMMOHEHTbI AC, B
KOTOPbIX NOTEHUUANbHO MOTYT 6bITb UCMO/b30BaHbl CK.

9.3 BbifiB/ieHME BO3MOXHbIX NyTeil 06MeHa CKpbITOl MHopmauneli Mexay 3710yMblLLUEHHUKOM U ero
npegnonaraeMbiM areHTom B AC NpoBOAMTCA HA OCHOBAHUM 06LLeil cXxemMbl MexaHu3ma (OYHKLUOHUPOBAHUSA
CK (cMm. pa3gen 6). CnegyeT gna Kaxnoro us sawuuiaemMbiX akTUBOB 2 (CM. CXEMY Ha pUCyHKe 1) BbiIABUTb, Ka-
Kne cy6bekTbl 3 UMeT K HAM J0CTyn WU NPy 3TOM M30/IMPOBaHbl OT BHELWHE cpefbl, HO UMeKT BO3MOXHOCTb
B3aMMOfelicTBOBaTb C OTAE/IbHbIMU Cy6beKTaMun 13 BHelwHel cpegbl 5. MNpu 3TOM B3aumogeliicTBue KOHTPO-
nupyetcsa 4 1 MOXeT Takke HabnwaaTbCs NoTeHUWanbHbIM 3/10yMblWAEHHUKOM 1. Mpu Hanuumm 3Tnx ane-
MEHTOB A0/I)XeH paccmaTpuBaTbCA BONPOC O BO3MOXHOM Hanuuuu noTeHumanbHoro CK mexay areHtom 3,
BCTPOEHHbIM B 3, U CyObeKkTaMun BO BHelWHel cpege 1 unu 5. B kauecTBe npumepa Takoro CK moxeT paccma-
TPpMBaTbCA BO3MOXHOCTb 3/10YMbILLNIEHHWKA HabnoAaTe UHTEePBasbl BpeMeHU, dopMuUpyeMble KOMMNOHEHTOM
AC. noTeHumMasibHO cofepXalum areHta 3/10yMblLleHHnKa 1

9.4 C TOYKM 3peHus 3/10yMbllLIeHHNKa ucnonb3osatb CK ana HapyweHusa VB B Tex cermeHTax AC. rge
OH MOXeT obmMeHMBaTbCA MHOPMaLMeli CO CBOUM areHTOM, UCNO/Mb3ya KaHasn, He KOHTpOo/Aupyemblit cpef-
ctBamun 3. asnaetca HeuenecoobpasHbiM. B aToM cnyyae HeT HEOGXOAMMOCTU B CKpbITUK hakTa obMeHa
MHbopmMaLmeli, NOTOMY YTO Takoii 06GMeH 3alUTHbBIMK CpeAcTBaMM He KOHTPOMpyeTCS.

9.5 lMpn oueHke BO3MOXHOCTW B3ammogeicTBma nocpefctsom CK cnepgyeT yumTbiBaTb «Hemnpo3pau-
HOCTb» AN5 onpefenieHHbIXx Tunos CK oTAenbHbIX cermeHTos AC.

9.6 Mocne BbiABNeHns CK cnepyeT OUeHUTb, HACKObKO OHW peann3yeMbl W OnacHbl ANA 3auiuuiae-
MbIX aKTMBOB OpraHu3auuu. 3Ta oueHka onpegenseTcs o6bLeMOM aKkTMBOB, MPOMNYCKHON cnocobHocTbio CK
1 BPEMEHHBLIM MHTEPBAJIOM, B TeYEHME KOTOPOro akTWBbl COXPAHAT LEHHOCTb. Ha OCHOBaHUU 3TOW OLEHKM
KaHanbl, He NpeAcTaBAsAlLW e peanbHO 0NACHOCTU A1 aKTUBOB, MPU3HAKTCA HEONACHbBIMMU.

9.7 Ha ocHoBaHuu oueHkn onacHocTn CK ¢ yueTom pe3ynbLTaToB NpoBeeHHOro aHannsa puckos gena-
eTCS BbIBOJ, O LLeN1ecoo6pa3HOCTM UM HelenecoobpasHOCTN NPOTUBOAENCTBUSA TaknuM KaHanam.

9.8 B kauecTBe npuMepa Ha puUCyHKe 2 npepcTaB/eHa CeMWypoBHeBas MoAeNb B3aumofelicTBuUS OT-
KPbITbIX CUCTEM, onpeAesieHHas B noanyHkTe 6.1.5 TOCT P NCO/M3K 7498-1—99.
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YpoT* Oonpuww PaTpaHcnsicMexHasi Onpumkn
cucTeMa onpbITas cucTemMa cucTema

MpviknagHoii
Mpagowama
CMHoOOebI
TpaHCMOpTHbIiA
Catmoii
3nHag M bk

Owxkyaaunii

PUCYHOK 2 — O6MEH JaHHLIMU Yepe3 PETPAHC/SLMOHHYIO OTKPLITYIO CUCTEMY

9.9 Kaxfbllii U3 ypoBHell AaHHOl MoAenn B3auMofeicTByeT TONIbKO C HMXECTOALWMM U BblleCTOALWMUM
YPOBHSIMW, NPW 3TOM BEPXHME YPOBHU OTKPbITON CUCTEMbI N30/IMPOBAHbI OT HUKHMX. DTA 0COGEHHOCTb MOXET
6bITb MCNO/b30BaHa A1 MackmpoBkn CK, efiCTBYIOLWMX HA HU3KOM YpOBHe, OT KOHTpOsepa, Haxogsauerocs
Ha BbICOKOM YpPOBHe.

9.10 B cnyyae ecnu cneumanbHble cpeacTBa ob6HapyxeHusa CK He npumeHsatoTcsa, Hannune CK moxeTt
06HapyXunTb Nofib3oBaTe b Kakoin-NM6o N3 B3aMMofeliCTBYOLWNX CUCTEM, HabNo4as U3MeHeHne NoBefeHns
3TUX CUCTEM WM YACTUUYHYIO NOTEp Mx paboTocnocobHOCTH.

9.11 OrpaHunuymBaowWwmmM pakTopom Npu BbIGOPE 3/10YMbILEHHUKOM YPOBHS MOAENW B3auMogeicTBus
OTKPbITbIX CUCTEM B KayecTBe cpefbl A4/15 opraHu3aunmn CKpbiToi nepegadyn ABASeTCA «HeNnpo3payHoCcTb» pe-
TpaHCcAnpylLwmx cuctem. PeTpaHcnupylowme cucTeMbl He cofepXaT UCXOAHOro OoTnpaBuTeNs U KOHEYHOro
nonyyatens AaHHbIX, a NUlWb NepefalwT faHHble 0T OAHUX CUCTEM APYrMM, eC/I OHW He COeAUHEHbl efVNHON
thumsnueckoii cpepnoli B cootseTctBum ¢ FTOCT P ICO/MIK 7498-1.

9.12 Tpu ocylwecTBNEHUN peTpaHCAALUN B TaKOol cucTeMe NPOBOAAT UHTepnpeTauunto noayYeHHON nH-
hopMauun Ha BCex YPOBHAX MOAENN, HaYMHasA C HUXHero (PU3nYecKoro) ypoBHSA, A0 YPOBHS, Ha KOTOPOM
ocylecTBAsfeTCA peTpaHcNauna AaHHbIX. 3aTeMm, 4Na nepefayn AaHHbIX fasnee no ceTu, OHY BHOBb «CnycKa-
I0TCA» A0 (hM3NYECKOro YPOBHA ceTu-nonyyatens. B pesynbTtate atoro npouecca. CK no namaTtu (cMm. nogpas-
nen 5.2 TOCT P 53113.1—2008). ncnonb3ywume ocoO6eHHOCTN NMPOTOKONI0B, OTHOCALMXCA K 601ee HU3KUM
YPOBHAM, YeM TOT. HA KOTOPOM OCYLLEeCTBASAETCA peTPaHCAALNSA, MOTYT YHUUTOXaTbCSA UK OrpaHuymMBaTh BO3-
MOXHOCTUN CKPbITOW Nepefayn UHopMaLunmn CKBO3b Takylo peTpaHCAUpPYIoLWYy cuctemy.

10 PekomeHpauuu no MeTodam peanunsauuv 3allUTHbIX MeponpusaTHii
Mo NPOTMBOAENCTBUIO CKPbITLIM KaHasam

10.1 Mo pe3ynbTaTaM BbisiBneHna CK chopmupyeTca naaH MeponpusaTUil No NpoTUBOAENCTBMIO yrpo3am,
peannsyemMbiM C UX UCNOJIb30BAHNEM. [laHHbIEe MEPONPUATUA MOTYT BK/IOYaTb B Ce6A peann3aLmnio ogHoro 3
yXe W3BEeCTHbIX (NM60 ycoBepLIEHCTBOBAHME yXe CYLLeCTBYLWMNX) MeTo40B NpoTuBoAencTeusa yrposam Vb,
peanunsyemMbiM C ucnonb3osaHnem CK.

10.2 B kayecTBe 3aLUTHbIX MEPOMPUATUIA Lenecoo6pas3Ho NCNOb30BaTh:

- CHUXEeHMe NPonyckHO cnoCo6HOCTM KaHana nepegavu uHopmaluu,

- apXUTeKTypHble pelweHna noctpoeHna AC;

- MOHUTOPWHT 3P eKTUBHOCTH 3awuTbl AC.

10.3 Bbibop MeToA0B NpoTMBOAeicTBMA yrpo3am Wb. peannsyembiM ¢ ucnonb3osaHnem CK n gpopmu-
poBaHue nnaHa no ux peanusauuun onpepenseTcsa akcnepTamu, UCXOAA U3 MHAMBUAYANbHbIX OCOGEHHOCTEN
3awuwaemoit AC.

10.4 Mpumepbl meTof0B nNpoTuBogelicTena CK

Mpumep 1— MpoTuBogeiCcTBUEM Yrpo3am, CBsi3aHHbIM ¢ CK. ABseTCs, B 4aCTHOCTHW, HOpManu3auus
Tpaduka, 3ak/1uaWwasncs B U3MEHeHUN 3HadeHuil noneil ceTeBbIX NakeTOoB Tak, YT06bl UCKMUYNTDL He-

6
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0/JHO3HAYHOCTb, KOTOPYI NOTEHLUMNANBLHO MOXHO MCNONbL30BATb AN opraHu3auuu CK. Mpu 3Tom paspylia-
toTcs CK. ncnonbayloune ans cBoeil paboThbl Takylo HEOAHO3HAYHOCTb. B pe3ynbTaTe Hopmanusauymmn Tpa-
huka [OMKHO o6ecneunBaTbCA COXpaHeHUe PYHKLMOHANBHOCT M NCXOAHOI0 NPOTOKOMNA, HEO6X0ANMON ANns
BbIMO/IHEHNSA BO3/IOXEHHON Ha Hero 3agaun. Hopmanusauus nonei nakeToB MHDOPMALLMM MOXET 3aKno4aTb-
cA B NPUBELEHUN 3HAYEHWI noneil B COOTBETCTBME CO cneundurkalusamMym NpoTOKONOB, NOMELLEHUN B NONSA
nakeToB (PUKCUPOBAHHBIX 3HAYEHW MW 3aNUCK B NOJIA NPOU3BO/bHbIX 3HAYEHUA.

Mpumep 2 — Mcnonb3oBaHue nocpefHuka (NPoKcu-cepeepa), T. €. yCTpPolicTBa, UMelLWero 4ocTyn K
[ABYM unu 6onee ceTsAM, MPUHMMAIOLLLEFO 3anpoChl OT NPUIOXKEHWIA, BbIMOMHAOLWNXCA Ha y3/1ax 04HOW U3 Ao-
CTYMHbIX eMy CeTel, K NPUIOXKEHUSAM, BbINO/HAWOLWMMCS Ha y3n1ax Apyroi ceTw, a 3aTemM nepejatoLlero oT-
BeThbl Ha 3TW 3anpockbl B 06paTHOM HanpasfieHun. MpuMeHeHne nocpeaHnka No3BonseT nNpefoTBpaTUThb
ncnonb3oBaHue Ans opraHusauun CK ocobeHHOCT el NpoTOKOM0B, o6ecneunBarLmnx paboTy ceTu. leTanu
peanusauuy 3TUX NPOT OKOMOB (HaNnpuMmep, 3HaYeHnii 0T AefbHbIX CYXebHbIX Nonei nake ToB 3 TUX MPOT OKO-
10B) NPW UCMNOMb30BAHNN NOCPELHMKA HE NMepejarnTCca HanpsAMY U3 OA4HON ceTu B Apyryto, a hopMupyoTcs
nocpefHUKOM 3aHoBO. Takum ob6pasom, CKno namsTu, ucnosb3ywlme B kKayecTBe CpeAbl Nepefaun ceTeBble
nNpoTOKO/bI, He 6yayT o6ecneunBaTb CKPbIThli 06MeH NHdopmaLuei mexay aboHeHTamu, pasgeeHHbIMY
nocpefHWkoM. PaboT0cnoco6HOCT b MPUNOXKEHN, B3anMOAeiC T BYIOLLNX HE HANPAMYI0, @ «CKBO3b» (4Yepes) no-
cpejHuKa, He 6yeT HapyLlleHa, NOCKObKY MOCPeAHUK yYNTbiBaeT 0CO6EHHOCT M PaboT bl 3T UX NPUNOXKEHWIA.
3To no3sonseT 6e3 NPUHATUA JONONHUTeNbHbIX Mep nepekpbiTbh MHOTKe CK, cBA3aHHble C CUHTaKCUCOM K
CemMaHTUKOI CeTeBOro, a Takxe TPAHCNOPTHOrO NPOTOKO0B. TeM He MEHee NMepeKkpbITb KaHasbl, paboTat-
LLiMe Ha ypOBHe NMPUIOXEHNA, TakuM cnoco6oM He yfacT cs, Tak Kak CKpblTas nHpopmauus 6yfeT NpoxoanuThb
yepes nocpefHuka 6e3 U3IMeHeHuii BMecTe C AaHHbIMU NPUAOXKeHNs. MNpuMeHsemMoe NpuIoXeHne-nocpeaHnK
[O/DKHO YYNT bIBATb CNeynduKy UCnonb3yeMblX NPUI0XEHNA 1 T PaHCNOP T HbIX NPOT OKO/I0B, YT 06bl MOMHO-
CTbl0 COXPaHMTb BCe X (DYHKLMUN U HE MPUBECT W K NOTepe NpoM3BOANTENbHOCT M ceTu. B cBoto ouepegp,
NPUAOXEHNA MOTyT OblTb paspaboTaHbl Cy4eTOM UCMO/b30BaHNA NOCPefHMKA.

Mpumep 3 — WHkancynaunsa Tpaduka NHTepHeT (KTyHHennposaHue») — TpaH3uTHasA nepejava na-
KeTOoB M3 OAHOI NojceTu B ApYryl0 NojceTb Yepe3 TPeThblo ceThb, NPU KOTOPOI UCXOAHbIE NakeThbl «yna-

KOBbIBAK T CA» B NakeThbl TYHHE/ILHOIO NPOTOKO/A, NepejaBaemMble Yepe3 TPeThio CeThb, NpeAcTas/ieHa Ha
pucyHke 3

CeTb) CTx.2

PucyHok 3 — VHkancynauus IP-naketos

10.5 Mpn MCNonb30BaHUU MHKaNCynAuunM c WudpoBaHMeM U NOATBEPXKAEHNEM LLEeNOCTHOCTU nakeTta
BO3MOXHO nepekpbiTe CK no namatn mexgy y3namu, «BHyTPEHHUMU» MO OTHOWEHWIO K w3y (T. e. Temu
y3namu, KoTopble OOPMUPYIOT NakeTbl, NPOXoAsALLMe N0 TOHHENID), U «BHELWHUMU» (WN03bl VIHTEpHeT, Yyepes
KOTOpble NPOXOANT MapLUpyT, N0 KOTOPOMY OTNPaBAAKTCA NakeTbl TOHHENbHOro NpoTokona). CK no BpemeHu
(cm. nogpasgen 5.3 TOCT P 53113.1—2008). onepupytoLlime ¢ MOMEHTaMN BpEMEHU, B KOTOPble NPOMCX0ANT
nepegaya naketoB, He MOTyT ObITb NMOJIHOCTbI NEPEKPbIThI TAKMM cnocobom. MHopmauus, ceasaHHas ¢ pas-
MepaMu naketoB U BPEMEHHbIMU UHTEpPBaNaMmn Mexay ux nosiB/ieHneM, Takxe coXxpaHsaeTcs npu MHKancyns-

Luun, 1 MOXeT 6bITb UCNoNb3oBaHa Ana pabotbl CK.

11 PekomMeHAauuu No opraHu3ayuy KOHTPOJISE 3a NPOTUBOAECTBUEM CKPbITbIM
KaHanam

11.1 KoHTponb 3a npoTuBogeicTenem CK 3akntoyaeTcs B BbisiBNeHUM haKkToB ncnosb3oBaHua CK B 3a-
wuwaemoli AC. Takoe BbisIBIeHUE MOXeT NPOBOAUTLCS HEMpPepbiBHO 1M60 No hakTy o6HapyXeHua npusHa-
KoB ywepba ot ncnonb3zosaHuns CK. 4na BbIsBAEHNA ncnonb3osaHns CK MoryT npuMeHATbLCA CTaTUCTUYECKNIA
WUNN CUTHATYPHbIA MeToabl.
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11.2 CtaTtuctuueckunii metops BhisiBneHnss CK nogpasymeBaeT c60p CTATUCTUYECKNX AAHHbIX O NakeTax,
NPoOXoAALIMX Yepes 3aliniiaeMblii y4yacTok ceT, 6e3 BHECEHUA B HUX KaKMX-TMbo n3meHeHuin. BoiaBnexue
CK MOXeT NpoBOAUTLCA Kak B peXxume peasibHOro BpeMeHu (4To No3BOJISET 6bICTPO pearnposaTb Ha UHLM-
[EeHTbl). Tak ¥ aBTOHOMHO, UCMNOMb3yA AaHHble, HAKOMNMIEHHbIE 3a Npeablayle OTPe3Kn BPpEMEHU, YTO AenaeTt
BO3MOXHbIM NpoBejeHne 6onee rnybokoro ux aHanusa.

11.3 MeTop BbiiBeHUA CK Ha OCHOBE CUMTHATYypHOro aHaau3a aHasiormyeH crnocoby, Ucnosb3lyemomy
aHTMBUPYCHbIMY NporpaMmamMu Ans noucka BpefoHOCHbIX nporpamm. Mpu Hanmunm Habopa U3BECTHbIX pea-
nusaynin CK. ans kaxpaon ns Hux oopmumpyeTcsa curHatypa, npeacrasnstuias co6oil Habop Npn3HakoB, KOTO-
pble CBMAETEeNbCTBYIOT O TOM. YTO UCNO/b3yeTca AaHHaa peanunsauma CK. 3atem nHcnekTop 4 (CM. pucyHok 1)
NPOBOAMUT NMOMWCK TaKMX CUTHATYp B MpocMaTpuBaeMOM MNOTOKE AAaHHbIX B CETWU W AenaeT BbiBOA O HaIU4mmn
UM OTCYTCTBUM B Hem pAelicTBylouwero CK B Toit unu nHoli peanusauunn. Ans adekTnsHol paboTbl Takoro
mMeTofa HeobXo4MMO NOCTOAHHOE O6HOB/IEHWE 6asbl CUTHATYp, T. €. BKOYEHNE B Hee CUrHaTyp AN paHee
HensBeCTHbIX peanu3aunin CK.

11.4 Mpun BbIABNEHUN NPU3HAKOB (B TOM 4YMC/ie KOCBEHHbIX) ncnonb3oBaHns CK nam nosBneHUn HOBbIX
cnoco6oB noctpoeHua CK aHannM3 puckos NPpOBOAAT NMOBTOPHO.
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