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Mpeaucnoeune

Llenn n npuHumnbl cTaHgapTusauumn B Poccuiickoli denepaunn yctaHoBneHbl depepasbHbiM 3aKOHOM
oT 27 gekabpsa 2002 r. Ne 184-93 «O TeXHMYECKOM perynmpoBaHum», a npasuaa NPpUMeEHeHUsa HauMoHanbHbIX
cTaHgapToB Poccuiickoii ®epgepaumm — FOCT P 1.0—2004 «CTtaHgapTusauusa B Poccuiickoin ®epepauun. Oc-
HOBHbI€E MOJIOXKEHUS»

CBejeHusi o ctaHgapTe

1MOArOTOBJ/IEH O6LecTBOM C OrpaHNY€HHOW OTBETCTBEHHOCTbIO «LleHTp 6e3onacHoCTy nHdopmaunmns»
(OO0 «LBW»), depepanbHbiM roCyfapCTBEHHLIM YUpeXxaeHneM «4 LleHTpasibHbIli Hay4YHO-Uccnen0BaTeNbCknii
UHCTUTYT MuHMUcTepcTBa 060poHblI Poccumn» (Ory «4 LIHUWN MuHo6opoHbl Poccumn»), depepanbHbiM rocyaap-
CTBEHHbIM YHUTAPHbIM NpeanpuatTnem «Hay4yHo-TeXHUYECKUA N cepTUMMUKALNOHHBIA LLEHTP N0 KOMMEKCHO 3a-
wuTte nHdopmaymn» Grymn LeHtp «ATom3awmtanHpopm». degepanbHbiM roCcy4apCTBEHHbIM YHUTAPHbIM Npea-
npusaTmem «LleHTpanbHbIi Hay4YHO-UCCNeA0BaTENbCKUA UHCTUTYT yNpaBieHuns, SKOHOMUKM U nHdopmaumm Poc-
atoma» (Pryn «HNNMATOMUNHDOPM>») npu yyactum akcnepToB MexayHapoaHoi pabouyeli rpynnbl no O6wmm
KPUTEPUSAM HA OCHOBE COGCTBEHHOI0 ayTEHTUYHOIO Nepesoa cTaHapTa, yKa3aHHoro B nyHkTe 4

2 BHECEH TexHMuyeckuM KOMUTETOM No cTaHgapTu3auumn TK 362 «3awmta nHdopmaunumns»

3YTBEPX/JEH /I BBEJAEH BAENCTBWE MNpukasom ®eaepansHOro areHTCTea no TeXHMYeckomy peryi-
poBaHuto n metponorun ot 18 gekabps 2008 r. Np520-cr

4 HacToAwmnit cTaHAapT uAeHTUYeH mexayHapogHomy ctaHgapTty MCO/M3K 15408-2:2005 «/HopmaLm-
OHHas TexHonorus. Metoabl v cpeacTBa obecneyeHns 6esonacHocTu. Kputepum oueHkn 6esonacHocTu nHpopma-
LMOHHbIX TEXHONOTUIA. HacTb 2. DyHKLMOHAbHbIE TPe6oBaHUsA 6e3onacHocTu» (ISO/IEC 15408-2:2005 «Information
technology — Security techniques — Evaluation criteria for IT security — Part 2: Security functional requirements»).

Mpu NpUMeHEeHNN HacTosLero cTaHjapTa pekoMeHAyeTCs UCN0b30BaTb BMECTO CCbITOYHbIX MexayHa-
PO/AHbIX CTAHAAPTOB COOTBETCTBYHOLIME UM HaLUWOHaNbHbIE cTaHAapTbl Poccuiickoit ®eaepaunmn, cBefeHus o
KOTOPbIX NpUBEAEHbI B JONOHUTENbHOM NPUNoXeHnn N

5 B3AMEH FOCT P UCO/M3K 15408-2—2002

MHpopmaLus 06 M3MeHeHUAX K HacTosWeMy cTaHgapTy Ny6uKyeTcs B eXerogHo nsgasaemMom nHgop-
MaLMOHHOM yKa3aTesie «HaunoHasbHble CTaHA4apThl». a TeKCT U3MEHEHW 1 NONPaBoOK — B eXeMeCA4Ho
n3gasaembix MHPOPMaLMOHHbIX yKa3aTenax «HaumoHanbHble cTaHfapThl». B cnyyae nepecmoTtpa (3ameHbl)
MM OTMEHbBI HACTOSALWEro CTaH4apTa COON3BETCTBYOL Ee yBejOMIeHe 6yAeT onyb/IMKoBaHO B eXXemMecsu-
HO n3gaBaeMom MHOPMaLMOHHOM Yka3aTesne «HaunoHabHble cTaHgapTel». CooTBeTCTBYOWan nHgop-
Maumsi. yBeOMNEHNA MTE KCThl padMeLLalnTca Takxe B MHopMaLmoLLoli cucteme 06LLero nonb3oBaHns—
Ha othmumanbHOM canTe PefepasibHOro areHTcTBa N0 TEXHUYECKOMY PeryiMpoBaHuio M MeTposiorn B ceTn
NHTepHeT

© CtaupgapTtuHdopm. 2009

HacToswunii cTaHgapT He MOXeT 6bITb MOSIHOCTbIO UK YACTUYHO BOCNPOU3BEAEH, TUPAXMPOBAH 1 pacnpo-
CTpaHeH B KayecTBe o(MLManbHOro n3gaHust 6e3 paspelleHus degepasibHOrO areHTCTBA MO TEXHUYECKOMY pery-
NIMPOBaHMWIO U METPOJIOTUN
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BeepeHue

MexayHapogaHblii ctaHgapt MCO/M3IK 15408:2005 nogrotosnieH COBMECTHbIM TEXHUYECKMM KOMUTETOM
NCO/M3K CTK 1 «MHopmaunoHHblie TexHonorum». MogkomuteT MK 27 «MeToabl n cpegcTea obecneyeHms
6e3onacHocT UT». NaeHTnYHbIl MCO/M3K 15408:2005 TekcT ony6/mMKoBaH opraHusaunsiMm—crnoHcopamu
npoekta «O6Lmne KpuTepumn» Kak «ObLme KpUTepmm oLeHKN 6e30NacHOCTM MHPOPMALMOHHbLIX TEXHONMOTNI», BEp-
cua 2.3 (OK. Bepcus 2.3).

BTopoe usgaHne MCO/M 3K 15408:2005 oTMeHsieT 1 3ameHsAeT nepeoe n3gaHne (MCO/M3IK 15408:1999),
KOTOpOe NoABeprnocb TEXHNYECKon nepepaboTke.

MCO/M3K 15408 nog 06w mm HanmeHoBaHneM «/HopMauoHHan TexHonorusa. Metoabl u cpeactea obec-
neyeHms 6esonacHocTu. Kputepun oueHkn 6e30nacHOCTN MHPOPMALMOHHBIX TEXHOMOIM» COCTOUT U3 Cneayto-
LWKUX YacTeli:

- yacTb 1. BBegeHue nobuwas mogensb;

- 4acTb 2. DyHKUMOHaNbHble Tpeb6oBaHNs 6e30nacHoCTY;

-yacTb 3. TpeboBaHus foBepus K 6e30NacHOCTH.

Ecnn nmetoT B B4y BCe TpM YacTu cTaHgapTa, cnonb3yT o6o3HaveHne MCO/M3IK 15408.

®YHKLMOHaIbHbIE KOMNOHEHTbI 6€30NacHOCTN, onpeaesieHHble B gaHHoN YacTn MCO/MIK 15408, sBnstoT-
CS1 OCHOBOI AN BblpaXXeHusa PYyHKLNOHAaNbHbIX TPe6OBaHUn 6e3onacHocTy B npodune 3awutsl (M3) nnuv 3agaHumn
no 6esonacHocTu (3B). laHHble Tpeb6oBaHUA cofepxart onucaHune xenaTenbHOro 6e30nacHoOro pexuma gyHkumno-
HUpoBaHua obbekTa oueHkn (OO) nnn NT-cpeabl OO 1 NpegHa3HaYeHbl ANS AOCTUXEHNA Leneli 6e3onacHocTy,
ycTaHoBNeHHbIX B M3 unn 3b. [laHHble TpeboBaHWs cofepxar cBoiicTBa 6€30NacHOCTU, KOTOpble NoNb30BaTeNn
MOryT 06HapyXnTb NPV HenocpeacTBEHHOM B3aumogeiicTBun ¢ AT (To ecTb Npy BXoAe U BbIXOAE) UM NpU peak-
umn AT Ha 3anpochl.

®YHKUMOHANbHbIE KOMNOHEHTbI 6€30NacHOCTY BbipaxalT Tpe6oBaHUA 6e30nacHOCTUN, Hanpas/eHHble Ha
NMPOTUBOCTOAHME Yrpo3am B npeAnonaraemMoii cpege akcnayatauum OO n/mnu oxsaTtbiBaloL e N06y0 naeHTUdN-
LMpOBaHHYI0 NONUTKKY 6e30MacHOCTM OpraHn3anmn 1 npesnosioxeHus.

AyauTtopus ans gaHHoi yactn MCO/M 3K 15408 BkntoyaeT B cebsi noTpebutenei, paspaboTymkoB 1 OLEH-
WuKoB 6e3onacHbix UT-cuctem v npoAyKToB. [loNo/HUTEIbHAA MHOpMaL WA 0 MOTeHUMaNbHbIX MNO0/Ib30BaTENAX
MCO/M3K 15408 n ncnonbzosaHun MCO/M3IK 15408 rpynnamu, KoTopble BKIOYAOT B ce65 NOTeHLUanbHbIX
nonb3oBateneli, npeacrasnedHa 8 MCO/MIK 15408-1, pasgen 4. STK rpynnbl MOTyT UCMNO/Ib30BaTb AaHHYIO
yactb MCO/M3K 15408 cnegyouwum ob6pasom:

a) NoTpebuTenn Ncnonb3yoT gaHHyto YyacTb MCO/M3K 15408, BbiGMpas KOMMOHEHTbI, 4UTOObLI CHOPMYANPO-
BaTb (DYyHKUMOHaNbHble TpeboBaHNA AN yA0BNeTBOPEHNS Leneil 6e3onacHocTu, npuBeeHHblX B M3 nnn 36.
Bonee noapo6Has uHopMaLus 0 B3aMMocBA3ax Tpe6oBaHWil 6e3onacHoCcTy 1 Leneli 6e3onacHoOCTV NpuBeAeHa B
MCO/M3K 15408-1. nogpasgen 5.3;

b) pa3paboTumkm, Hecylime OTBETCTBEHHOCTb 3a BbINOJ/IHEHNE CYLLLECTBYOLWMUX UNN NpeAnonaraeMbix Tpe-
60BaHuMii 6e3onacHoOCTU NOTPe6UTens npu paspabotke OO, HaligyT B gaHHO YyacTn MCO/M3IK 15408 ctaHaapTu-
3MpOBaHHbI NOAX0A K MOHUMAaHWIO yKa3aHHbIX TpeboBaHuii. OHM WUCNOMBb3YIOT CcoAepXaHue [aHHOl YacTn
MNCO/M3K 15408 kak OCHOBY ANA fanbHeliwero onpegenenunsa dyHkymnii 1 mexaHnamos 6esonacHoct OO. KOToO-
pble COOTBETCTBOBANN Obl 3TUM TPEO6OBaAHUAM;

C) OLeHLL KM UCMOMb3YI0T PYHKLMOHabHbIE Tpe6oBaHus, onpeaeneHHble B AaHHOR yacTn MCO/M3K 15408.
0N NOATBEPXAEHUA TOrO, UTO PYHKLMOHaNbHble TpeboBaHma OO, npuBeaeHHble B M3 nnn 36. COOTBETCTBYIOT
uenam 6esonacHocTn UT. a Takxe A5 yyeTa 3aBUCMMOCTEN flaHHbIX Tpe60oBaHWiA 1 Nokasa yA0BNeTBOPEHUS 3TUX
3aBucumocTeil. OueHLKaM Takxe cinegyeT MCNonb3oBaTh AaHHyto YacTb WCO/M3K 15408 npu onpegenexum
TOro, COOTBETCTBYET /N KOHKPeTHbIN OO npeAbAaBAeHHbIM TPeboBaHMAM.

\
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HALULMWOHANDBbHBIN CTAHOAPT POCCUMNCKOW OSEALEPALWNMWN

WNHdopmayoHHas TexHonorus

METO/Jbl N CPEACTBA OBECMNEYEHWA BE3SOMNACHOCTU
KPUTEPUN OLLEHKWN BE3OMACHOCTU MHOOPMALMOHHBLIX TEXHOMOIUIA

YacTtb 2

PYyHKUNOHANbHbIE TpeﬁOBaHMﬂ 6e3onacHocTun

Information technology. Security techniques. Evaluation criteria for IT security.
Part 2. Security functional requirements

[ata eeefeHna — 2009—10—01
1 O6nacTb NpMMeHeHus

HacTosuwunii cTaHaapT yctaHaBAnBaeT CTPYKTYpPY U coAepxaHne KOMNOHEHTOB (DYHKLMOHaNbHbLIX TpeboBa-
HU1 6e3onacHoOCTM ANA oLueHkn 6e3onacHocTu. OH Takxe Bk/lovaeT B cebsa Katanor PyHKLMOHabHbIX KOMMNOHEH-
TOB. OTBEYaAKLWMX 06LW MM TpeboBaHNAM K PYHKLMOHAIbHBIM BO3MOXHOCTSIM 6€30NacHOCTU MHOTUX NPOAYKTOB 1
cuctem WUT.

2 HopmaTuBHbIE CCbI/IKU

B HacTosLeM cTaHAapTe UCMNOb30BaHa CCblfka Ha cneayLwWwnii MexayHapoaHblii cTaHaapT:
MCO/M3K 15408-1:2005 NHchopmaLnoHHasa TexHonornsa — MeTtoabl U cpeAcTBa obecneyveHns 6e3onacHo-
cTn — KpuTepun oueHkn 6e30nacHOCT MHhOPMaLMOHHbIX TeEXHONOMMn — YacTb 1: BBegeHue nobuias mogenb

3 TepMI/IHbI, onpeaeneHua, 0603HavYeHna u CoKpauwleHund
B HacTosiwem cTaHAapTe NPpUMeEHEeHbl TEPMUHbI, 0603HaveHns n cokpaweHns no MCO/M3IK 15408-1.
4 KpaTknii 0630p

MCO/M3K 15408 n cooTBeTCTBYOLWME PYHKLMOHAbHbIE Tpeb6oBaHNs 6€30NacHOCTW, ONUCaHHbIEe HXe, He
npefHasHayeHbl 419 OKOHYATE/NIbHOTO pelleHns Bcex 3afay 6esonacHocTu UT. Ckopee HacTOALWMIA cTaHaapT
npegnaraeTt COBOKYMHOCTb XOPOLUO NPOAYyMaHHbIX (YHKUMOHAa/bHLIX TpeboBaHuii 6e30nacHOCTH, KOTopble MOryT
NMPVMEeHATLCA NpY CO34aHNN AOBEPEHHbIX NMPOAYKTOB UM cuctem UT, oTBevaloLWwmx NOTPe6HOCTSAM pbiHKa. 3Tu
hyHKUMOHaNbHbIe TpeboBaHNA 6e30nacHOCTY NPeACTaBAAIOT COBPEMEHHbIV YpoBeHb crneuudmnkalmmn TpebosaHnii
1 OLLEHKMN.

B HacTosWwwmii cTaHfapT Npegnosaranock BKAOYaTb TONbKO Te PyHKLMOHanbHble Tpe6oBaHna 6e3onacHoc-
TU. KOTOPbIE HA MOMEHT N3JaHna cTaHgapTa 6biIn 3BECTHbI M 0406peHbl ero paspaboTynkamm.

Tak Kak 3HaHUA 1 NOTPEeBHOCTU Nob3oBaTenell MOryT MEHATLCA, PYHKLMOHasbHbIE TpeboBaHus, NnpeacTas-
NIeHHble B HACTOALEM CTaHfapTe, HYXAalTca BAanbHellweM conpoBoxgeHun. MpegnonaraeTcs, 4To HEKOTO-
pble paspaboTtunku M3/36 MoryT umeTb NOTPe6HOCTU B 6€30NacHOCTU, HEOXBaYeHHble KOMMOHEHTaMu PyHKLMO-
HaslbHbIX TpeboBaHWii, NpeAcTaB/eHHbIMU B HACTOSALLEM cTaHAapTe. B gaHHoM cnyyae paspa6oTunk M3/36 mMo-
XeT npeAnoyecTb MCNOMb30BaHNe HeCcTaHAapPTHbIX PYHKLMOHaNbHbBIX TPe60BaHui (Tak HasbiBaeMyto «paclumpsie-
MOCTb») B cooTBeTCTBUM ¢ MCO/M3IK 15408-1, npunoxenusa A n B.

4.1 CrTpykTypa faHHoi yactn MCO/M3IK 15408

B pasgene 5 npuBefeHo onucaHne napagurmbl, NCMonb3yemoii B yHKLMOHabHbIX TpeboBaHuax 6esonac-
HOCTU HacToALero cTaHjapra.

N3paHne oduynanbHoe
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Pa3pnen 6 npeacrtaBnsaet co6oi kaTanor hyHKUNOHANbHbIX KOMNOHEHTOB.

B pasgenax 7 — 17 npuBefeHo onucaHne oyHKLMOHaIbHbIX K1accoB.

MpunoxeHune A cogepXvT UHOPMaL Mo 4719 NOTeHUManbHbIX Nofib3oBarteneil MYHKLMOHaNbHbIX KOMMOHEH-
TOB. BK/t0YasA TabnnLbl NepekpecTHbIX CCbI/TIOK 3aBUCUMOCTENR hYHKLMOHANbHbBIX KOMMNOHEHTOB.

MpunoxeHns B — M cogepxat nHopmaumnio 4ns MyHKUMOHANbHbBIX KNaccoB. 3TOT MaTtepuan fO/KeH
paccmaTpuBaTbCs B KaueCTBe HOPMATUBHbIX MHCTPYKL M MO NPUMEHEHNIO COOTBETCTBYOLLMX ONepaLuii n Bbi6opy
HeobxoaMMol UHhopmMaLmm Ans ayanta n LOKYMEHTUPOBaHUS; NCNOMb30BaHMe rnarona «cnegyer» o3HayvaeT, 4To
KOHKpeTHas MHCTPYKLMA ABNAeTca NpefnoyTUTENbHOW, HO 1 Apyrme mMoryT 6biTb 060CHOBaHbI. B cnyyae, ecnu
NPUBOAAT pas3/inyHble BapuaHTbl, Bbibop ocTaeTcs 3a aBTopom M3/36.

NCO/M3K 15408-1 coaepxuT cnefyoLuyo nHpopmaymio, Heob6xoanmyto paspadoTuvkam N3 nnu 36:

MCO/M3K 15408-1, pa3gen 2. onpeaensieT TepMUHbI, ncnonblyemolie B MCO/M3I3K 15408;

NCO/M3K 15408-1. npunoxeHune A. onpegenseT CTPYKTYpy Npodunein 3awurhl;

NCO/M3K 15408-1. npunoxeHune B. onpegensieT CTpykTypy 3agaHunii no 6e3onacHocTy;

6ubnnorpaduna Heo6xo4MMbIX 4OKYMEHTOB NpuBefeHa B anieMeHTe «bubnnorpadgua» NCO/MIK 15408-1.

5 Mapagurma PYHKUMOHANbHbLIX TpeGoBaHWiA

B naHHOM pasgene npueefeHa napagurma @yHKLMOHaNbHbIX TpeboBaHuii 6€30NacHOCTN HACTOALLLEro CTaH-
fapTa. HekoTopble KtoYeBble NOHATUA NapagurMmbl nokasaHbl Ha pucyHkax 1un 2. OnucaHsl u gpyrue, He nokasaH-
Hble Ha pUCyHKax 11 2. knoyeBble NOHATUA. PaccmaTpuBaeMble KoUYeBble MOHATUSA BblAe/1eHbl NONYXNPHbLIM
KypcuBom. OnpeaeneHnsi TEpMUHOB, npusegeHHble B UICO/M3IK 15408-1, pa3gen 2. B4aHHOM pasgesne He nsme-
HAKTCA U HE 3aMeHATCA.

PucyHok 1 — KntoueBble NOHATUA (PYHKLMOHANbHLIX TpeboBaHuii 6e3onacHocTn {eanHblii OO)
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Muw wbl & oexinownanb JlokanbHbIi (BHYTPeHHWIA ans OO) AOBEPEHHbIV UNysLTyr

PucyHok 2 — dyHKuMn 6e3onacHocT B pacnpegeneHHom OO

HacToswuii ctaHfapT cofepXnT kaTanor (pyHKLMOHaNbHbIX Tpe6oBaHNii 6e30NacHOCTY, KOTOPbIe MOTYT 6GbITb
npeAbsBneHbl KOH6beKTY oueHkn (O0). OO — 3To NPoAYKT unu cuctema VT (BMecTe € pyKoBOACTBAMYU afMu-
HUCTpaTopa v Nonb3oBaTesns), Cofepx alliue pecypchbl TUNa 3NEKTPOHHBIX HOCUTENEN AaHHbIX (TaknX, Kak AUCKH),
nepuepuiiHbix yCTPORCTB (TaknX, Kak MPUHTEPbI) U BbIYNCANTENbHBIX BO3MOXHOCTEH (Taknx, kak npoLeccopHoe
BpeMms), KOTOpble MOryT MCMo/b30BaTbCA A4/15 06paboTkn U XpaHeHns nHgopmayum 1 ABAAIOTCA NpegMeToM
OLLEHKM.

OueHka npexJje Bcero NogTBepxaeT, YTO B OTHolWeHUN pecypcoB OO ocyllecTBnseTCA onpeesnieHHas
nonutunka 6esonacHocTn OO (MBO). NMBO onpegensieT npasuna, no kotopbim OO ynpaBnsieT 4OCTYNOM K
CBOWM pecypcam U, Takum 06pa3om, Ko Bcell MHpopmaummn n cepsucam, KOHTponmpyemsim OO.

MBO B cBO 0Yepeb COCTOMT U3 PA3/IMYHbLIX NONNTUK PyHKUMA 6e3onacHocTy (MPB). Kaxaas NOb
“MeeT CBOK 06nacTb feiicTBUSA, OnpeaensiioLyto cy6bekTbl, 06EKTbI 1 OnepaLum, Ha KoTopble pacnpocTpaHseT-
ca MdB. MdB peanusyetca yHKumeh 6e3onacHocTn (PB). ubM MexaHWU3Mbl OCYLLECTBAAIOT NOMUTUKY W
npefocTaBnsaT HEO6GX0ANMbIE BO3MOXHOCTH.

CoOBOKYNHOCTb BCex PYHKLMIA 6e3onacHocTn OO. KOTOopble HanpaBeHbl Ha ocywecTeneHne MNBO. onpeae-
nsieTcs Kak PyHKUMM 6e30nacHOCTN 06 bekTa oueHkn (PBO). PBO 06beAUHAIOT (PYHKLNOHAbHbIE BO3MOX-
HOCTW BCex annapaTHbIX, MPOrpaMMHbIX U NporpaMMHo-annapaTtHeix cpeacts OO, Ha KoTopble kak Henocpep-
CTBEHHO. TaK 1 KOCBEHHO BO3/10)X€HO 06ecneyeHne 6e30nacHoOCTy.
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MoHWTOp o6paleHunii — 3To KOHLEeNUUsi abCTPaKTHOW MaLnHbI, KOTOpasi OCYLWecTBAAET NOUTUKY Y-
paBneHus goctynom OO. MexaHn3M NPOBEPKM MPaBOMOYHOCTU 06paLleHnin — peannsayus KOHUEeNLuu Mo-
HUTOpa o6paleHunii, o6nagatLwas cneayowmnMmm cBONCTBaMU: 3alULLEHHOCTbIO OT NPOHUKHOBEHUS, NOCTOSH-
HOIi TOTOBHOCTbI0, MPOCTOTOM, fOCTATOYHON AN NPOBEAEHUSA NCYepPNbIBaOLLEr0 aHann3a n TectupoaHus. PO
MOFYT COCTOSITb M3 MeXaHW3Ma NPOBEPKN NPABOMOYHOCTY obpaLeHnini n/mnun gpyrux MyHKUUin 6e3onacHocTy,
Heo6xoAuMbIX A4Nns akcnayaTtayum OO.

OO MOXeT 6bITb ejMHbIM NPOAYKTOM, BK/OHAKLWMUM B cebsi annapaTHble, NporpaMmMHo-annapaTtHble U Npo-
rpaMmMHble cpefcTBa.

B uHom cnyyae OO moxeT 6biTb pacnpefesieHHbIM, COCTOALMUM U3 HECKONMbKUX pa3feNeHHbIX YacTeil.
Kaxpas yacte OO obecneunBaeT BbINOJIHEHNE KOHKpeTHOro cepeuca gns OO u B3anMofeicTBYIOT C APYTMMU
yacTsiMm OO uepe3 BHYTPEHHUIA KaHan CBA3U. DTOT KaHa MOXeT 6bITb BCEro N1 LIMHOM Npoueccopa, a
MOXeT SIBNSATbCS BHYTPeHHeli ceTbio ansa OO.

Ecnn OO cocToMT M3 HECKOMbKMX YacTeil, TO Kaxaas 4acTb MOXeT NMeTb CO6CTBEHHOE MOLMHOXECTBO
®B0O. KoTopoe 06MeHUBaeTCca faHHbiMU ®BEO 1 Nnonb3oBaTenei Yyepes BHYTPEHHUE KaHafbl CBA3WN C APYTMMU
nogMHoxecTsamu ®B50. 3To B3aumogeiicTBre HasbiBaeTcs BHyYTpeHHeli nepegadeii OO. B aTom ciyyae yactu
PBO dopmupytoT 06begnHeHHble PBEO. KoTopblie ocyuwecTBNAT NBO ana atoro OO.

MHTepdelicsl OO MOryT 6bITh 10KaNM30BaHbl B KOHKpeTHOM OO nnm fgonyckatb B3anmogeicTeme ¢ Apyrumu
npogyktamu UT no BHEWHMM KaHasnaMm CBA3W. BHewHWe B3auMogeincTeusa ¢ gpyrumu npogykramu UT moryT
npuHuMaTth aABe hopMbl:

a) nonuTuka 6esonacHoOCTU «yaaneHHoro gosepeHHoro npoaykta UT» n NBO paccmaTtpusaemoro OO cko-
OpPAVHUPOBAaHbI 1 OLeHeHbl B afiMUHUCTPaTUBHOM nopsaake. O6meH MHdopMaLnei B 3TOM ciyyae Ha3BaH nepeja-
yeli mexay ®BO. nockonbky oH ocylecTsaseTcs mexay @50 pa3nnyHbiX 4OBEPEHHbIX NPOAYKTOB;

b) yaaneHHbln npoaykT UT, 0603HaYEHHbI HAa PUCYHKE 2 KaK «HeA0BepPeHHbI NPoAyKT UT», He 6bln OLEeHEH,
No3ToOMY ero nosmTrka 6e3onacHocTu HemsBecTHa. O6MeH MHhopMaL el B 3TOM c/lyyae Ha3BaH nepegavei 3a
npegensl o6nactu genctensa ®BO. Tak kak 3TOT yganeHHbli npogykT UT He nmeeT ®BO (Mnn xapaKkTepUCTUKM
ero noANTMKN 6e30NacHOCTUN HEU3BECTHbI).

COBOKYMHOCTb B3anMOfelicTBUiA, KOTopble MOryT npomcxoaunTs ¢ OO unu B npegenax OO v NOAYMHEHbI
npasunam MBO. oTHocUTcs K06 NacTu felicTBusa PyHkunin 6ezonacHoctun (O4®P). O4® BkIoUaeT B cebs
onpegfeneHHy COBOKYNHOCTb B3aumogeiicTeuii B npegenax OO ¢ Mcnonb3oBaHNEM NOHATUN «CyObeKTbI», «00bek-
ThI» 1 «Onepayum», Ho He o6A3aTeNlbHO oxBaTbiBaeT BCe pecypcbl OO.

COBOKYMHOCTb UHTEPECOB Kak MHTEPaKTUBHBIX (Ye/10BEKO-MaLUNHHbIA NHTepdeiic), Tak 1 MPorpamMmmHbIX
(MHTepdheiic NporpaMMHbIX NTPUNOXEHWNIT), Hepe3 KOTopble MOryT 6bITb NONYYEHbI OCTYN K pecypcam npu nocpej-
HuyectBe ®BO nnu nHpopmauus ot ®BO. HasbiBaeTcA MHTepdelicom PO (MPBEO). GBO onpegenset rpa-
HULbI BO3MOXHOCTEN dyHKuuii OO. koTopble NpefocTaseHbl 415 ocylecTBnenms MNeO.

Monb3oBaTeneli He BkNYaT B coctaB OO. N03TOMY OHWM HaxoaAaTca BHe OAld. OagHako nonb3oBarTenun
B3aumogelicteytoT ¢ OO yepe3s NDPBO npu 3anpoce ycnyr, koTopble 6yayT BbiNnoNHATLECS OO. CyuwecTByeT gBa
Tuna nonb3oBaTenei, yunTbiBaeMblX B PYHKLMOHANbHBIX TPe60BaHMAX 6€30NacHOCTM HacTosILLero cTaHgapTa:
YyesnoBeK-nosib3oBaTe b MBHELWHAA cyuw HocTb UT. AnAa yenoeeka-nonb3oBaTensa pasnuyaloT IOKabHOI0
yenoBBKa-Mnosib3oBaTesif. B3aumogeicTaytoLwero HenocpeactseHHo ¢ OO yepes ycTpoiicTBa OO (Takue, Kak
paboune cTtaHuun), n yaaseHHOro Ye0BBKa-NoNb30BaTe NA. B3aumogeiictaytouiero ¢ OO yepes Apyroi npo-
OYKT UT.

Mepuopa B3anmogeincTeunsa mexay nonb3oparesiem 1 @60 HasbiBaeTcs cCeaHCOM nofib3oBaTtensa. OTKpbI-
TWe ceaHCOB MoJib3oBaTeiell MOXeT KOHTPOIMPOBATLCS HA OCHOBE PAfa YCNOBUIA, Taknx Kak ayTeHTudunkauns
nonb3oBartens, Bpems cyTok, Metog goctyna k OO. yncno napanfienbHbliX CeaHCOB, pa3peLleHHbIX NoNb3oBaTe-
no, N T. 4.

B HacTosiLeM cTaHAapTe MCMOb3yeTcs TEPMUH YNOSTHOMOUYEHHbIV Ansi 0603Ha4YeHns nonb3oBaTess,
KOTOpbIi 06nafaet npasamMun U/Mnun NpUBMAErNAMU, He06X0A4MMbIMUK AN BbINONHEHUA onepauunii. Moatomy Tep-
MVH YMOJTHOMOYEHHbI/i NONb30BAaTE/b yKa3biBAET HAa TO, YTO MO/Ib30BATE/O pa3pellaeTcs BbIMOMHATL faH-
Hyl0 onepauuto B cootsetcTsum c MNM6O.

[nA BbipaxeHns TpeboBaHwii pasfeneHns agMUHUCTPATUBHbIX 0683aHHOCTel cCOOTBETCTBYOLWME DYHKLMNO-
Ha/lbHble KOMNOHEHTbLI 6e30MacHoCTU (M3 cemeiicTBa FMT_SMR), NnpuBeAEeHHbIE B HACTOSIWLEM CTaHAapTe, ABHO
yCTaHaBNMBAKT 0653aTE/IbHOCTL aAMVHUCTPATUBHbIX POJieli. Ponb— 370 3apaHee onpefesieHHasi COBOKYNHOCTb
npasun, ycTaHaBNMBaOLWUX A0NYCTUMbIe B3auMoAeicTBma Mexay nonb3osatenem n OO. OO MoxeT noAfepxu-
BaTb onpejefieHne NpoM3BOJILHOIO YMcna ponei. HanpuMep, ponu, cBA3aHHbIe C onepayamMm 6e30MacHoOCTU
OO. mMoryT BK/1t04aTh B ce65 posnm «AAMUHUCTPATOP ayauTa» U «AAMUHUCTPATOp yyeTa nosib3oBarteneii».

4
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OO cofepXuT pecypchbl, KOTOpble MOTYT UCNO/Ib30BaTbCA AN 06paboTkM 1 XxpaHeHns nHdopmauumn. OCHOB-
HoW uenbto PBO ABNAeTCA NONHOE M NpaBuibHOe ocylwecTeneHne NBO ans pecypcos v MHOpMaLuu, KOTOpbI-
My ynpasnset OO.

Pecypcbl OO MOryT MMeTb pas/iMyHylo CTPYKTYpPY W MCNO/b30BaTbCA pasiMyHbiMu cnocobamu. Tem He
MeHee, B HacTosllLeM cTaHAapTe NPpoOBOAUTCA cneunanbHoe pasrpaHuyeHne, no3sonstLee cneymduymposaTtb
XenatenbHble cBOCTBa 6e3onacHocTW. Bce cywHOCTH, KOTOpble MOTYT 6bITb CO3A4aHbl HA OCHOBE PecypcoB,
XapakTepusylTca Of4HUM U3 ABYX cnoco60B. CyLWHOCTU MOTYT 6bITb @KTUBHLIMU, TO €CTb ABAATLCS MPUYNHOW
[eicTBUiA, koTopble NnponcxoanaT B npegenax OO. n MHULUMPOBATL ONnepaLum, BbiNONHAEMbIe C MHhopMaLneil.
HanpoTus, CyLWHOCTU MOryT 6bITb NACCUBHBLIMU, TO €CTb ABNATLCA UCTOYHUKOM UN MECTOM XpaHeHus nHdop-
VEUVIZR

AKTUBHbIE CYLLHOCTM HasBaHbl Cy6bekTamun B npegenax OO MOryT cyliecTBOBaTb HECKO/IbKO TUMOB
CyO6BHEKTOB:

a) AecTByloLWMNe OT UMEHN YNOSTHOMOYEHHOTO NONb30BaTeNs U NOAYMHEHHbIE BCceM npaBuiam MNBO (Ha-
npumep npoueccol UNIX);

b) AelicTBylOLWME Kak 0CO6bIN hyHKLMOHANbHBIA NMpoLecc, KOTOPbI MOXET, B CBOI ouepefb, AeiicTBOBaTb
OT IMEHU MHOTVX Nonb30BaTenelt (Hanpumep PyHKUNM, KOTOPbIE XapakTepHbl 415 apXUTEKTYPbI KIneHT/cepBep);

c) AelicTBylowme Kak yacTb cob6¢cTBEHHO OO (Hanpumep 4OBepeHHbIe NPOLEecchl).

B HacTosuwem cTaHfapTe paccmaTpusaeTtcs ocyuecteneHune NMBO Ans cy6bEKTOB NepeynCc/ieHHbIX Bbille
TUMNOB.

MaccrBHblE CYLLHOCTU (TO €CTb XpPaHUANLLa MHpopMaLMK) HadBaHbl 06 beKTaMU B YHKLMOHA/bHbIX Tpe-
60BaHNAX 6e30nacHOCTM HacTosALwWwero ctaHgapTa. O6bekTbl ABAAITCA NpejMeToOM onepaLmii, KOTopble MOTyT Bbl-
nosHATLCA cybbekTamun. B cnyyae, ecnu cybbekT (akTMBHaA CYLLHOCTb) caM ABAAETCA nNpeamMmeToM onepayuu
(Hanpumep, Npu yCTaHOBNEHUW CBA3W MeXAy npoueccamu), Haf Cy6bEeKTOM MOryT NPON3BOAUTLCA AeCTBUSA, Kak
Haj 06bEKTOM.

O6beKTbl MOTYT cofiepxaTtb MHopMaLnio. ITo NoHATHE TpebyeTcst, YTo6bl cneynduLMPoBaTh NOANTUKN
ynpaBneHns MHPopMaLMOHHbIMU NOTOKaMMW B COOTBETCTBUM C knaccom FDP.

Monb3oBaTtenu, cy6beKTbl, MHDOPMaLKs U 06bEKTHI 061a4a0T oNpeAeNieHHbIMY aTpMbyTamMu, KoTopble
cofepxaT nHopmauyuio, nossonsiouyo OO npaBuibHO PYHKLUNOHUPOBATL. HeKOoTOpble aTpubyThl, Takue Kak
nMmeHa chalinos, MOryT npefHasHayaTbCca TONbKO A4NA UHhOPMUPOBaHUSA, B TO BPEMS Kak Apyrvue, Hanpumep, pas-
NINYHbIE NapameTpbl ynpaBieHns A0CTYNOM. — UCKIIOYUTENbHO AN ocyuiecTsnexnnsa NBO. 3Tn nocnegHne 0606-
LW EeHHO Ha3BaHbl «aTPMByTaMun 6€30NacHOCTU». B ganbHelilem cfioBO «aTpuByT» UCNO/b3yeTCcs B HACTOS-
lweMm cTaHfapTe Kak cokpalieHne AN cnoBocoyeTaHns «atpubyT 6e30nacHOCTM» (€CNM He OTOBOPEHO NHOE).
BmecTe ¢ TeM, He3aBMCKUMO OT NpeAHa3HayveHnsa uHpopmaunm atpubyTta, MOryT notpebosaTbCcs cpefcTea ynpas-
NleHns aTum atpubytom B cooTeeTcTBUM C MBO.

B OO cogepxatcs faHHble nonb3oBatenein n gaHHole ®BO. X B3aMMOCBA3b NokasaHa Ha pucyHke 3.
[aHHble nonb30BaTeNnen — ato nHpopmMauus, cogepxatyasics B pecypcax OO. KoTopas MOXeT NPUMEHSITbCSA
nonb3osaTtensamu B cootseTcTeun ¢ NBO n He npeAHasHaveHa cneynansHo Ana P60. Hanpumep, cogepxxaHue
C006LeHNs 9N1EeKTPOHHOW NOYTLI ABNAETCHA AaHHbIMU Nonb3oBaTens. laHHble P50— 310 nHhopmaums, ucnosnb-
3yemasn B0 npu ocywectnennn MBO. [lonyckaeTcs BO3AeNCTBME Nob3oBaTenelt Ha AaHHble PBO, ecnu 3T0
npegycmoTtpeHo MNBO. Mpumepamun gaHHbix PBEO ABASATCA aTpUbYThl 6€30MacHOCTU, ayTEHTUUKALNOHHbIE faH-
Hble, CMUCKN YyNpaBneHns AOCTYNOM.

JIOHSIEOCO
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PucyHok 3 — CBA3b Mexay AaHHbIMU Nonb3oBaTenein n gaHHbiMn 60
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BoigenstoTtcsa MN®B, KoOTopble NPUMEHATCA NPU 3alunTe AaHHbIX, Takne kak MPb ynpasneHns 4ocTtynom
n MoB ynpaBneHna nHpopmMmaLunoHHbLIMM NOTOKaMK. [leiicTBUMA MexaHM3MoB, peanusytowmx N6 ynpasne-
HUS JOCTYNOM, OCHOBaHbl Ha aTpubyTax cy6bekToB, 06BEKTOB U onepauuii B npegenax obnactu geiicteus. 3mm
aTpnbyThbl MCNO/b3YIOTCA B COBOKYNHOCTU NPaBu/, ynpasistowx onepaunsamm, Kotopble cy6bektam paspeLueHo
BbINO/IHATH HA 06 bEKTaXx.

®YHKLMOHMPOBaHNE MexaHU3MOoB, peanunsywmx NP6 ynpaBneHns HHOPMaLNOHHBIMW NOTOKAMU, OCHO-
BaHO Ha aTpmbyTax cCy6bekToB U MHgopMaLmmn B npefenax 061actv AeiicTBNA 1 COBOKYMHOCTM Npasui, No KOTo-
pbIM BbINOJHAITCA onepauun cyobLekToB ¢ MHopmaLueidi. ATpubYTbl MHGOPMaLUK, KOTOpble MOTYT 6bITh acco-
LMMpoBaHbl C aTpubyTamMmy MecTa XpaHeHus (UM He accoLMMpoBaHbl C HAMU, HanpuMMep, B Clly4ae MHOTOypOBHe-
BOI 6a3bl fJaHHbIX), 0CTATCA C MHhopMauneli Npu ee nepemMeLLeHun.

[Ba cneymnduyecknx Tuna gaHHbix P60, paccMaTprMBaeMbix B HACTOSLLEM cTaHAapTe, MOryT (HO Heo6A3a-
TeNbHO) coBnazartb. 3To ayTEHTUMD UKALLMOHHbIE faHHble U CEKPEeTHI.

AyTeHTUdUKaLNOHHbIe AaHHble WCNOMb3YT, 4YTOObl BepuduuMpoBaTb 3asB/IEHHbI MAeHTUdMKATOP
nonb3oartens, o6pauatuerocs Kk OO 3a ycnyramu. Camasi pacnpocTpaHeHHas hopma ayTeHTU MKALNOHHbIX
AaHHbIX — Naposb, KOTOPbI/i HE0BXO0AMMO XPaHUTL B CEKpETe, UTOObI MexaHn3m 6e3o0nacHoCTY 6bis1 3 PEKTUBEH.
OfHako B cekpeTe He06X04MMO XPaHUTb He BCce (hOPMbl ayTEHTUNKALNOHHBIX AaHHbIX. BoMeTpuyeckne onos-
HaBaTe/lbHble yCTpOﬁCTBa (Hanpmmep cyuTbliBaTENN OTNne4vyaTka najsibua Uan CKaHepbl ceTyaTku rnasa) OCHOBbIBa-
I0TCS He Ha NPEeANONOXEHNU, YTO ayTEHTU(INKALNOHHbIE JaHHbIe XPaHSATCS B CeKpeTe, a Ha TOM, YTO 3TU flaHHble
ABNSATCA HEOTbEMJIEMbIM CBOICTBOM MO/Ib30BaTENS, KOTOPOE HEBO3MOXHO NOoAAeNaTh.

TepMuH «CeKkpeT», MCNOo/b3yeMblii B (OYHKLMOHAIbHbIX TPe60BaHNAX HACTOSILLEro CTaH4apTa no oTHoLe-
HUIO K ayTeHTVICbVIKaLLI/IOHHbIM AaHHbIM, NPUMEHNUM U K AaHHbIM APYTUX TUNOB, KOTOPbIE HEOGXO,CI,I/IMO XpaHnTb B
TaliHe nNpu ocylwecTBneHn onpegenerHHoi N®B. Hanpumep, CTOMKOCTb MexaHu3Ma A0BEPEHHOro kaHana, B Ko-
TOPOM NpMMeHeHa KpunTorpadus 419 coxpaHeHns KoHraeHUanbLHOCTM NepejaBaeMoil yepes kaHaa nHdopma-
L1KN. 3aBUCUT OT HAAEXHOCTN cnocoba coxpaHeHus B cekpeTe KpunTorpadnyeckux Knyein oT HeCaHKLMOHNPO-
BAHHOT0 packpbITHS.

CnepoBaTesibHO, HEKOTOpPbIE (HO He BCe) ayTeHTUUKALNOHHbIEe AaHHble HE0OXOANMO XpPaHUThb B CeKpeTe, 1
HeKoTopble (HO He BCE) CeKPeTbl MCNOMb3YIOT Kak ayTeHTU(NKALMOHHbIE AaHHble. B3anMOCBA3b CEKPETOB U ayTeH-
TUUKALNOHHBIX flaHHbIX NpefcTaBneHa Ha pUcyHke 4. Ha pucyHke 4 ykasaHbl TUMbl faHHbIX, KOTOPblE 4acTo
OTHOCAT K ayTEHTU(MKALMOHHBIM JaHHbLIM U CEKpeTam.

NyBNUTUM MKALMBI LW b0 AUHHBI*

BviomeTpus
KpsauTHBIM KapTOUKM

Mapons

KpTrmxpad tum»

CMd Mbl

PUCYHOK 4 — CBSA3b MEXAy MOHATUSMU «ayTEHTU(IUKALNOHHBIE AaHHbIE» U «CEKPETbI»

6 ®YHKUMOHA/bHbIE KOMMNOHEHTbI 6e30MacHoCTU

6.1 KpaTtkuii 0630p

[aHHbIl pasgen onpegenset cogepxaHue n @opmy npegcrasneHns hyHKLMOHaNbHbIX Tpe6oBaHUii HacTos -
ujero ctaHgapTa u npejocTaBnseT PykoBOACTBO N0 opraHu3auny Tpe6osaHmnit 418 HOBbIX KOMMNOHEHTOB, BK/toYa-
embix B 36. PyHKUMOHAaNbHbIE TpeboBaHNA 06beMHEHBI B KN1AaCChbl, CEMECTBA U KOMMOHEHTbI.
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6.1.1 CrTpyKTypa knacca
CTpyKTypa hyHKUMOHaNLHOrO Kflacca npueefeHa Ha pucyHke 5. Kaxablit @yHKUMOHaNbHbIN Knacc cofep-
XUT UMS Knacca, npejacTaB/ieHre knacca 1 0HO UM HECKOJTbKO (DYHKLMOHA/IbHbIX CEMENCTB.

PucyHok 5 — CTpykTypa hyHKUMOHaNbLHOrO Knacca

6.1.1.1 Nma Knacca

Mwms knacca cofepxut uHdopmaymio, He06XoANMYI0 AN naeHTUdrKaym MYHKUNOHANbHOrO Klacca 1 oT-
HeceHus ero KonpegaesnieHHoN kateropun. Kaxapbiii YHKUNMOHANbHbIN KNacc UMeeT yHuKanbHoe ums. MiHdopma-
LA 0 KaTeropuu npefocTasB/ieHa KpaTKUM UMEHEM, COCTOALLMM U3 Tpex BYKB laTUHCKOTo andasuTa. Kpatkoe ums
Knacca 1Ucnosib3yloT Npy 3agaHnmn KpaTKux MMeH CeMelicTB 3TOro knacca.

6.1.1.2 MpepacTasneHune knacca

MpepcTaBneHne knacca 0606LaeT yyacTrie ceMeiicTs Knacca B JOCTUXEHUN Leneil 6e3onacHocTu. Onpe-
feneHune thyHKLMOHaNbHbIX K/1TaCCOB He oTpaxaeT hopmasibHY0 TARKCOHOMMIO B crieundukalumn Tpeb6oBaHuii.

MpepacTaBneHne knacca CoAepXUT PUCYHOK, NOKa3biBAKLLINIA BCe ceMelicTBa 3TOro k/lacca u nepapxuio
KOMMOHEHTOB B KaX/[0OM CeMelicTBe, Kak ykasaHo B 6.2.

6.1.2 CrTpyKkTypa cemeiicTBa

CTpyKTypa (hyHKLMOHANLHOIO cemeiicTBa npuBeeHa Ha pucyHke 6.

PucyHok 6 — CTpykTypa (OYHKLMOHA/ILHOTO ceMelicTBa
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6.1.2.1 mA cemeiicTBa

MMAa cemeiicTBa cofepXnT onucatenbHyo MHpopmaunio, Heo06xXoAUMYI0 ANA NAeHTUDUKALUN 1N KaTeropu-
poBaHua YHKLMOHANLHOTO cemelicTBa. Kaxgoe yHKLMOHaIbHOe CEMENCTBO NMeeT yHUKabHoe ums. MiHdop-
MaLuua 0 KaTeropum COCTOMT U3 KPATKOro UMEHH, BKovallLero B cebs cemb CMMBOJIOB. [epBble TpK cuMBONa
WAEHTUYHbI KpaTKOMY MMEHW knacca, fanee cnefylT CUMBO NOAYEPKUBAHUA U KpaTkoe MMsS cemelicTBa B
Bnge XXX_YYY. YHukanoHas kpatkas popma MMeHN cemelicTBa NnpeaocTaBnsieT OCHOBHOE UMS CCbINIKU A1 KOM-
MOHEHTOB.

6.1.2.2 XapakTtepuctmka cemencrea

XapakTtepucTuka cemelicTea — 3TO onucaHue pyHKLMOHaNBLHOTO ceMelicTBa, B KOTOPOM M3fnaratTcs ero
uenun 6e3onacHoOCTn 1 obLee onucaHne hyHKLMOHaNbHbIX TPe60BaHNii. Bonee AeTanbHO OHM ONUCAHbI HUXE:

a) uenu 6e3o0nacHoOCT ceMeincTBa xapakTepusyT 3agady 6€30nNacHOCTU, KoTopas MOXeT 6bITb pelleHa ¢
NOMOLLbI0 KOMNOHEHTOB 3TOr0 CEMENCTBA;

b)onucaHne YHKUMOHaNbHbIX TpebGoBaHUn 0606uLaeT BCce Tpe6GOBaHUS, KOTOPbIE BK/IOYEHbI B KOMMO-
HeHT(Tbl). OnncaHne OpMeHTMPOBAHO Ha pa3paboTunkos M3. 36 1 PYHKLMOHATBbHBIX NAKETOB, KOTOPbIE XOTENN Obl
onpeAennTb, COOTBETCTBYET /I CEMENCTBO UX KOHKPETHbIM Tpe60BaHUAM.

6.1.2.3 PaHXnpoBaHne KOMNOHEHTOB

®yHKLMOHaNbHbIE CeEMelicTBa cofepxaT OANH NN HECKO/IbKO KOMMNOHEHTOB, KaXAblii U3 KOTOPbIX MOXeT
6bITb BbIOPAH 415 BkAoYeHus B M3. 36 1 hyHKLMOHaNbHbIE NakeTbl. Lienb paHXnpoBaHna KOMNOHEHTOB — npe-
[0CTaBWUTb NONIb30BaTENAM MHOPMaLUO ANA Bbibopa NnoaxoaaLLero yHKLMOHaNbHOTo KOMMNOHEHTa, ecun ce-
MeliCTBO MAEHTU( ML MPOBAHO NONb30BaTeIEM Kak Heo6xo4Mmas U nonesHas YacTb Tpe6oBaHuii 6esonacHocTu.

[lanee nepeyncnsalTCa MMeoLWMecs KOMNOHEHTbI U MPUBOANTCA NX 060CHOBaHWe. leTanm3auymsa KOMNOHEeH-
TOB NPOU3BOANTCA B ONUCAHUYW KaXA0r0 KOMNOHEHTA.

CBA3M Mexay KOMMOHeHTamMu B npegenax PyHKLMOHANbHOTo ceMeiicTBa MOryT 6bITb nepapxnuyecknmmn n
Henepapxuyeckummn. KOMNOHEHT nepapxunyeH (To eCTb pacnosioXeH BblLle N0 nepapxmm) No OTHOLLEHUIO K 4pYro-
My KOMNOHEHTY, ecnu npegnaraeT 60nblyto 6e30nacHoOCTb.

OnucaHma cemeicTB cogepxar rpadmyeckoe npeacrasB/ieHne nepapxmy KOMNOHEHTOB, PACCMOTPEHHOEe
B 6.2.

6.1.2.4 YnpasneHue

TpeboBaHua ynpaBneHuns cogepxat uHhopmauuto ana paspaboTtumkos M3/36. yuntbiBaeMyo npu onpege-
NeHun AencTeunii No ynpasneHuno 415 4aHHOro KOMNoHeHTa. TpeboBaHus ynpaBneHns getanm3mposaHbl B KOMMNO-
HeHTax kfacca «YnpasneHue 6e3onacHocTbio» (FMT).

PaspaboTunk MN3/36 moxeT BbI6paThb ykasaHHble Tpe60BaHNA ynpaBaeHns Namn BKIIOYNTb HOBbIE, He yKa-
3aHHble B HacToAWeM cTaHgapTe. B nocnegHem cnyyae cnegyet npeActaBUTbh HEOO6X0ANMYIO UHhopMaLuio.

6.1.2.5 Ayaunt

Tpeb6oBaHua ayanTa cogepxar cobbiTvs, NOTeHUManbHO NoABepraemMblie ayanTy, 415 nx otéopa paspaboT-
ynkamu M3/36 npu ycnosun Bknw4veHns B M3/3b TpeboBaHuit n3 knacca FAU «AyauT 6e30nacHOCTU». 3TU
TpeboBaHUA BKIOYAKOT B ce65 COBbITUA, OTHOCALLMECA K 6E€30NaCHOCTN, NPUMEHUTENBHO K Pa3/INYHBIM YPOBHAM
feTanusauumn, nogaepxvaeMbiM KoMnoHeHTamm cemeiictBa FAU_GEN «[eHepauus AaHHbIX ayanTa 6e3onacHo-
CTu». Hanpumep, 3anucb ayamnta Kakoro-nm6o MexaHmama 6e30nMacHOCTV MOXeT BKIOUaTb B ce65 Ha pasHbiX
YPOBHSAX geTanusaunu AeicTBUsA, KOTOpble packpbiBalTCA B C/IEAYIOLWNX TEPMUHAX:

- MMHMManbHbIA — ycnewHoe UCnosib3oBaHne mexaHnsma 6e3onacHocTy;

- 6a30BbIl — N060E NCNoNb30BaHME MexaHu3Ma 6e30NacHOCTK, a Takke MHPOpPMaLMs O TEKYLLUX 3HaYe-
HUAX aTpnbyTOB BE30nacHoCTY;

- AeTann3npoBaHHbIii — NMo6ble N3MeHeHUs1 KOHMrypaum MexaHuama 6e30nacHoCcTu, BkYas napaMmeT-
pbl KOHMTypaLumn 40 1 Noce N3MeHeHus.

CnepyeT y4ecTb, YTO KaTeropmpoBaHue cobbITUiA, NOTEHLNaNbHO NoABepraeMbIX ayauTty, Bcerga nepapxuy-
Ho. Hanpumep, ecnu BbibpaHa 6a3oBas reHepayua AaHHbIX ayauTa, To Bce CobbITUA, naeHTULnpoBaHHbIe Kak
noTeHuuanbHO NoAsepraemMble ayguTy U NO3TOMY BXOAALME KaK B «MUHUMANIbHY0», Tak U B «6a30BYH0» 3aMNnCb,
cnefyet BKNoUYMTb B M3/36 ¢ noMoLLbi0 COOTBETCTBYIOLLE OnepaLumn HasHayeHns, 3a UCKIIoYeHneM cnyyas,
Koraa cobbiTue 60see BbICOKOro YPOBHA uMeeT 60n1ee BbICOKUIA YPOBEHb AeTanunsalmnm, 4em cobbiTre 6onee HU3-
KOT0 YPOBHS, U MOXET NPOCTO 3aMeHUTb ero. Ecnn Heobxoanma getannsnpoBaHHas reHepauma jaHHblx ayanTta,
TO BCE MAEHTUULMPOBaHHbIE COOLITUSA, NOTEHLMANbHO NoABepraemMble ayauTy (419 MUHUManbHOro, 6a3oBoro n
[eTann3npoBaHHOro ypoBHeli), cnegyet BknwounTtb B MN3/36.

MpaBuna ynpaesneHunsa ayanTom 6onee nogpo6HO 06bACHEHbI B Knacce FAU «AyanT 6€301acHOCTU».
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6.1.3 CTpyKTypa KOMMNOHEHTa
CTpyKTypa (OYHKLMOHANIbHOIO KOMMNOHEHTa nokasaHa Ha pucyHke 7.

KomnoHeHT

MpakThumnuHNto TOHaKT

O YXPOHSANbHBI» aNet HTbl ‘]

a -— »™

PucyHok 7 — CTpyeTypa (OyHKLMOHANLHOIO KOMMOHEHTa

6.1.3.1 igeHTudukauns KOMNoHeHTa

NaeHTndukayms KOMNOHeHTa BKIOYaeT B Cebs onncaTtebHyo HhopmaLmio, Heo6Xo0ANMYI0 A1 ULEHTU-
hukaLmmn, kaTeropupoBaHus, 3anucu n peanunsauuv NepeKkpecTHbIX CCbISIOK KOMMNOHEHTA. 18 KaXAoro pyHKLmo-
Ha/fIbHOro KOMMNOHEHTA NPeACTaBNATCA:

- YHUKa/IbHOE NMS. oTpaxatLlee npejHasHayeHne KOMNOHEHTa;

- KpaTKoe UMA. npuMeHsaeMoe Kak OCHOBHOE MMS CCbIJIKM A1A KaTeropupoBaHus, 3annucu n peanusaumnm
nepekpecTHbIX CCbI/IOK KOMMNOHEHTA M YHUKaIbHO OTpaXarLee Knacc u ceMeicTBo, KOTOPbIM KOMNOHEHT NpuHagj-
NIeXMT. a Takxe HOMep KOMMOHEHTa B CEMEiCTBE;

- CMINCOK Mepapxmnyeckux CBsi3eit, cogepxalinii MMeHa 4pyrux KOMNOHEHTOB, 4/15 KOTOPbLIX 3TOT KOMMNOHEHT
nepapxuyeH u BMECTO KOTOPbIX MOXET UCNONb30BaTbCA NPU YA0BNETBOPEHUN 3aBUCMMOCTEN OT NEePEUNCTIEHHbIX
KOMMOHEHTOB.

6.1.3.2 PYHKUMOHASIbHbIE 3/IEMEHTbI

Kaxablli KOMNOHEHT BKNtOYaeT B cebss Habop aneMeHTOB. Kaxuiblii 3n1eMeHT onpeaensercsa OTAENbHO U
ABNAETCSA CaMOA0CTATOUYHbIM.

®YHKLMOHaNbHbIV 31eMEHT — 3TO (PYHKUMOHANbHOe TpeboBaHne 6e30NacHOCTH, fanbHellllee pasgeneHune
KOTOPOro He MeHsAeT 3HaUYMMO pe3ynbTaT OLEeHKN; ABNSETCA HAUMeEHbLUUM (DYHKLMOHANbHbIM TpeboBaHnem 6e30-
nacHoCTU. ngeHTudnunpyembolM 1 npusHasaembim B MICO/M 3K 15408.

Mpu dbopmuposannn MN3. 36 n/nnm nakeToB He paspellaeTcs BbIGUPATb TO/IbKO YaCTb 3/1IEMEHTOB KOMMNO-
HeHTa. [lna sknoyveHus B M3. 36 nau naket He06X04MMO BbIGUPATb BCIO COBOKYNHOCTb 3/1EMEHTOB KOMMOHEHTA.

BBoauTCs yHUKanbHasa kpatkas popma uMeHn pyHKUMOHanbHOro anemeHTa. Hanpumep, nma FDPJFF.4.2
yntaetca cnegyoumm o6pasom: F— yHkunoHansHoe TpeboBaHme. DP — knacc «3alynta faHHbiX NoNb3oBarte-
na», JFF — cemeiNcTBO «PyHKUUN yNnpaBneHna NHPOPMaLMOHHbIMU NOTOKaMU», .4 — yeTBepPTblli KOMMNOHEHT
«YacTnyHoe ycTpaHeHne Hepa3peLleHHbIX MH(hOPMaLMOHHbIX MOTOKOB». .2 — BTOPOI 3/IeMeHT KOMMOHEHTA.

6.1.3.3 3aBucumocTtu

3aBnUCUMOCTN cpean YHKLUMOHANbHBIX KOMMOHEHTOB BO3HMKAIOT, €C/IM KOMMNOHEHT HE CaMOo40CTaToOueH n
HyxXAaeTcsi B (OYHKLMOHATbHBIX BO3MOXHOCTSIX APYroro KOMNOHeHTa NM60 BO B3aUMOAENCTBUM C HUM ANS NOf-
LEPXKN COBCTBEHHOTO BbIMONHEHMS.

Kaxabln hyHKLMOHAbHbI KOMNOHEHT COLEPXUT MOHbIA CANCOK 3aBUCUMOCTEN OT APYTUX (DYHKUMOHANb-
HbIX KOMMOHEHTOB M KOMMOHEHTOB A0BepUs. [115 HEKOTOPbIX KOMMOHEHTOB yKa3aHo, YTO 3aBUCUMOCTEl HeT. Kom-
NOHEHTbI M3 CMMCKA MOTYT, B CBOIO o4Yepeb, UMeTb 3aBUCMMOCTU OT APYTrMX KOMNOHEHTOB. CNUCOK, NPUBEAEHHbIN
B KOMMOHEHTE, NoKa3blBaET NPSAMble 3aBUCUMOCTHU, TO €CTb COAEPXMUT CCbINIKM TONbKO Ha (PYHKLMOHANbHbBIE KOMMO-
HEHTbI. 3aBeOMO HeobxoauMble A4NA obecneyeHns BbINOSIHEHUA paccMaTpnBaeMoro KOMnoHeHTa. KocBeHHble
3aBUCMMOCTHU, onpegensieMble COGCTBEHHbIMW 3aBUCMMOCTAMMW KOMNOHEHTOB M3 CMMCKA, NOKa3aHbl B NpUIoXe-
HUM A. B HEKOTOPbIX CyYasx 3aBUCMMOCTb BbIGUPAOT U3 HECKONBKNX NpefnaraemblX PYHKLNOHANbHbIX KOMMNO-
HEHTOB. NPUYEM KaXAblih U3 HUX AOCTATOYEH AN YA0BNETBOPEHUA 3aBUCMMOCTH (CM., Hanpumep. FDP_UIT.1
«LlenocTHoCTb NepefaBaeMblX faHHbIX»).

Cnuncok 3aBucnumocTeil naeHTunLMpyeT MMHUMYM YHKLMOHAIbHbIX KOMNOHEHTOB U KOMMNOHEHTOB [,0-
Bepvs. He06X0AUMbIX 4719 Y,0B/IeTBOPEHNA Tpe6oBaHNii 6e30NacHOCTH, acCOLUNPOBAHHBIX C AAHHBIM KOMMOHEH-
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TOM. KOMMOHEHTbI, KOTOpblE MePapXnyHbl N0 OTHOLIEHUIO K KOMMNOHEHTY U3 CNUCKA, Takxe MOryT 6bITb MUCNO/b30-
BaHbl NS YAOBNETBOPEHNSA 3aBUCHMOCTU.

3aBUCMMOCTU MeX/y KOMMNOHEHTaMU, yka3aHHble B HacTosLleM cTaHaapTe, ob6s3atenbHbl. VIX Heo6xoAnmMo
yposneTsopuTh B MN3/36. B HEKOTOPbIX, 0CO6bIX CyYanx 3TW 3aBUCMMOCTY YA0BIETBOPUTL HEBO3MOXHO. Pa3pa-
60Tunk N3/3B6. 06a3aTeNbHO 060CHOBAB, NOYEMY JaHHAA 3aBUCUMOCTb HENPYMEHMMA, MOXET He BKNYaTb COOT-
BETCTBYHOL M KOMNOHEHT B nakeT. M3 nnn 3b.

6.2 KaTtanor KOMNOHEHTOB

PacnonoxeHne KOMNOHEHTOB B HACTOALEM CTaHAapTe He oTpaxaeT Kakyr-n11m60 hopmManbHy TakCOHO-
MUIO.

HacToswwunii cTaHAapT COAEPXUT Kacchl, COCTOALLME N3 CEMENCTB M KOMNOHEHTOB, KOTOPbIE CrPynnNuMpoBa-
Hbl Ha OCHOBE 06LW el yHKUMM U NpeaHa3HayveHns. Knaccbl n cemelicTBa ynopsagoyeHbl B COOTBETCTBUN C NATUH-
ckuM andhaBmMTOM. B Havane kaxoro knacca npeAcTaB/ieH PUCYHOK, MOKa3biBatoLL Wil TAKCOHOMMIO KaXK,0ro Knacca,
nepeyncnas ceMeincTea B KaX0M Knacce U KOMMOHEHTbI B KaXA0M ceMelicTBe. Ha pucyHke Takxe npegcrasie-
Ha nepapxmsa KOMNOHEHTOB BHYTPU KaX0ro cemeincrea.

B onucaHuy kaxgoro pyHKLMOHa/IbHOr0 KOMNOHEHTa NPUBEEeHbl €ro 3aBUCUMOCTU OT APYTUX KOMMOHEH-
TOB.

Mpumep npefcTaBNeHUa TaKCOHOMUKN Knacca U nepapxmm KOMMNOHEHTOB B €ro ceMeiicTBax npueefeH Ha
pucyHke 8.

PucyHok 8 — MMpumep fekoMno3uuumu knacca

B npumepe nepeBoe cemelicTBO COAEPXUT TPU MepapxmMyeckux KOMMOHEHTa, rA4e KOMMOHEHTbl 2 n 3
MOTYT GbITb MPUMEHEHbI A1 BbINO/IHEHUS 3aBUCMMOCTE BMeCTO KOMNOHeHTa 1. KOMNOHEHT 3 nepapxmyeH KoM-
MOHEHTY 2 1 MOXeT NPUMEHATLCA A5 BbINO/IHEHUS 3aBUCMMOCTER BMECTO KOMMNOHEHTa 2.

B cemeiicTBe 2 UMEOTCA TPU KOMMNOHEHTA, He BCE U3 HUX nepapxmyeckm cBsasaHbl. KOMNOHEHTbI 11 2 He
nepapxnyHbl ApYrMM KOMNoHeHTaM. KOMNOHEHT 3 nepapxmyeH KOMMOHEHTY 2 U MOXET NPUMEHATLCA A7 YA0B-
NIeTBOPEHUSA 3aBNCHMOCTE BMECTO KOMMOHEHTA 2. HO He BMECTO KOMMOHeHTa 1.

B cemelicTBe 3 KOMNOHEHTbI 2. 3 14 nepapxmyHbl KOMNOHEHTY 1. KOMNOHEHTbI 2 1 3 nepapxnyHbl KOMMNO-
HeHTY 1. HO HeconocTaBMMbl MO nepapxmn mexay co6oii. KOMNOHEHT 4 nepapxmuyeH KOMNOHeHTam 2 1 3.

Takune pUCyHKM JONOMHAIOT TEKCT ONMCaHNA CEMENCTB 1 ynpoLalT naeHTudkaL o OTHOLWeHNA NX KOMMO-
HEHTOB. OHU He 3aMeHSAT NYHKT «/lepapxuyecknii 4Na» B ONUCAHUN KaX0ro KOMNOHEHTa, KOTOPbIA ycTaHaBu-
BaeT 06a3aTeNbHble YTBEPXAEHNA nepapxuu ANa Kax4oro KOMNoOHeHTa.

6.2.1 BbigeneHne N3MeHeHWi i B KOMMNOHEHTe

B3anMocBa3b KOMMNOHEHTOB B Npejenax cemeincTaa nokasaHa c UCMob30BaHNEM NOYXMUPHOTO WpnudTa.
Bce HOoBble TpeboBaHMS B TEKCTE KOMMOHEHTOB BblAeNeHbl NONYXUPHbIM WPUGTOM. 1N nepapxmyecku cBasaH-
HbIX KOMMOHEHTOB TpeboBaHWA BblAeNeHbl, €C/TM OHU pacliMpeHbl N MoOAUMULMPOBaHbI NO CPaBHEHWIO C Tpebo-
BaHUAMMW NpeblAyLiero KOMNoHeHTa. Kpome Toro, n106bie HOBble UM pacllMpeHHble N0 CPaBHEHUIO C Npeabiay-
MM KOMNOHEHTOM paspelleHHble onepaLmnmn Takke BblgeneHbl NOAY>XUPHbLIM LWPUGTOM.

10



rOCT PV CO/M3K15408-2— 2008
7 Knacc FAU. AyauTt 6e3onacHOCTU

AyauT 6e3onacHoCTM BK/oUYaeT Bcebsl pacno3HaBaHue, 3annchb, XxpaHeHne 1 aHann3 uHopMaLum, CBsizaH-
HOI1 C e ACTBUSIMU, OTHOCSILLMMUCS K 6€30MacHOCTM (Hanpumep, ¢ AeiicTBUsMU, KOHTponupyemsimu NMBO). 3anu-
Cu ayauTa, nonyyaemblie B pesysnbtaTte, MOTyT GblTb NPOAHAIM3NPOBAHbI C TeM. UTO6LI ONpeAennTb, Kakue geli-
CTBUS. OTHOCSILMECS K 6€30MaCHOCTM, MPOUCXOANIN, U KTO U3 NONb30BaTesell 3a HUX OTBEYaeT.

PucyHok 9 — [lekomnosuums knacca FAU «AyauT 6e30MacHOCTU»

7.1 ABToMaTmnyeckasa peakuunsa ayguta 6esonacHoctn (FAU_ARP)
7.1.1 XapakTepucTtuka cemeicTBa

CewmelictBo FAU_ARP onpepgenseT peakuuio Ha o6HapyxeHne cobblTuiA, yKasbiBalLWMX Ha BO3MOXHOE
HapyLweHne 6e30MacHOCTH.
7.1.2 PaHXnpoBaHne KOMMNOHEHTOB

P/n_AAPAOTOVaTMuEeCsiaH peLuLLs
BTUTOW TWMAM

PucyHok 10 — PaHxupoBaHMe KOMMOHEHTOB cemelictBa FAU_ARP

B FAU_ARP.1 «CurHanbl HapyweHuns 6esonacHocTn» ®B0 go/mkHbl npeanpuHuMaTh 4eNCcTBUSA B criyvae
06HapyXeHNss BO3MOXHOr0 HapyLleHns 6e30nacHoCTU.
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7.1.3 YnpasneHue: FAU_ARP.1

Ana dyHKkunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolue geicTams.

a) YnpasneHue gelictBuamu (4o6aBnexHue, yganenne unm moandmkauns).

7.1.4AyanT: FAU_ARP.1

Ecnu B M3/3B6 BkntoueHo cemeinctBo FAU_GEN «IeHepalus AaHHbIX ayanta 6e3onacHoCTu», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cneayoLmnx AeicTBuii:

a) MUHUManbHbINA: AecTBMA, NpeanpuHNMaeMblie B OTBET Ha OXKUAaeMble HapyLleHns 6e30nacHoCTy.

7.1.5 FAU_ARP.1 CurHanbl HapyweHuns 6e3o0nacHocTu

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3asucumoctun: FAU_SAA.1 AHanun3 noTeHUnanbHOro HapyLeHums

7.1.5.1 FAU_ARP.1.1

®BO A0MXHbI MPeANpPUHATbL [Ha3HAYeHWe: CMUCOK HAaMMeHee pa3pyLWwnTenbHbIX 4eliCTBUIA] npu
06HapyXeHUN BO3MOXHOI0 HapylleHns 6e30nacHOCTH.

7.2 TeHepauus gaHHbIX ayauta 6e3onacHoctn (FAU_GEN)

7.2.1 XapakTepucTuka cemeliicTea

CewmelictBo FAU_GEN onpegensiet Tpe6oBaHuaA K perucrpaumny BO3HUKHOBEHUSA COObITUIA, OTHOCALLUXCA K
6e30nacHOCTH, KOTOpble NOAKOHTPONbHLI PBO. laHHOe ceMelicTBO MAEHTUULNPYET YPOBEHb ayanTa, nepeymnc-
NSeT TUMbl CO6bITUIA, KOTOPbLIE NOTEHUMANBLHO A0/HKHbBI MOABEPraTbCcs ayaAnTy € ncnonb3osanmem @50, v onpege-
nsieT MUHUMasbHbI 06beM CBA3AHHON C ayAMTOM MHOpMaLMmn, KOTOpY ciedyeT NpeAcTaBfisATb B 3anmcax
ayuTa pas/iMyHoro Tmna.

7.2.2 PaHXnpoBaHNe KOMMNOHEHTOB

PucyHok 11 — PaHxupoBaHvWe KOMMOHeHTOB cemeiictBa FAU_GEN

FAU_GEN.1 «eHepauns gaHHbIX ayanTa» onpefenseT ypoBeHb COOGbITUIA, NOTEHLMa/IbHO NOABEpPraeMblxX
ayauTy, 1 coCTaB faHHbIX, KOTOPble AO/MKHbI OblTh 3apPerncTpupoBaHbl B KaX 401 3anucu.

B FAU_GEN.2 «Accouunauuna ngeHtndukatopa nonb3osatens» ®b60O AoMKHbI accoumMmpoBaTth CObbITUA,
noTeHunanbHO NoABepraemMble ayauTy, U ANYHbIE MAEHTUNKATOPbI MOb30BaTeNei.

7.2.3Y¥npaBneHue: FAU_GEN.1, FAU_GEN.2

[leicTBMA No ynpaBfeHnto He NpeyCMOTPEHbI.

7.2.4 Aygut: FAU_GEN.1, FAU_GEN.2

HeT cobbITuid, 4N5 KOTOPLIX CAeAyeT npeAycMOTPeTb BO3MOXHOCTb ayanTa.

7.2.5 FAU_GEN.1 leHepauunsa faHHbIX ayguta

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbBIX KOMMTOHEHTOB.

3asucumoctn: FPTI5TM.1 HagexHble MeTKM BpemMeHu

7.25.1 FAU_GEN.11

®BO A0/MKHbI 6bITb CNOCO6GHLI reHepupoBaTh 3aNNCb ayaguTa NS CAeAylwWwmnx cobbiTUiA, NOTEH-
LManbHO nogBepraemMblx ayguty:

a) 3anycK 1 3aBeplieHne BbINONHEHUA YHKUNA ayanTa;

b) BCe co6bITMA, NOTEHLMANbLHO NoABepraemble ayanTy, Ha [Bbi6op (BbibpaTb O0AHO U3): MUHU-
MasibHblli, 6a30BbIil, AeTaIN3NPOBAHHbI, HEONPeaEeNEeHHbIN] ypoBHe ayanTa;

c) [Ha3HaueHue: gpyrne cneuunanbHO onpefeneHHble CO6bITUA, MOTEHLNANBHO NoOABEpPraeMble
ayauTtyl.

7.2.52 FAU_GEN.1.2

®BO [O0MKHBI perncTpupoBaTbh B KaXAOW 3anucu ayauTta, N0 MeHblleld mepe, CNeAyloLWyl WH-
thopmauuio:

a) faTta n BpeMsi CO6bITUSA, TUN CO6LITUA, nAeHTUdKUKATOP cybbekTa W pe3ynbTaT cobbiTuA (yc-
NewWwHbIA NN HeycneLwHbli);
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b) ANS KaXAoro Tuna co6blTUl, NOTEHLMANBHO NOABEpraemMblx ayauTy, U3 yucna onpeneneHHbIX

B P yHKLMNOHANbHbIX KOMMNOHEHTax, KoTopble BkNtoUYeHbl B MN3/36, [Ha3HaueHune: Apyras oTHocAwasacs
Kayanty nHdopmauusa].

7.2.6 FAU_GEN.2 Accouvnauuns ngeHtucumkatopa nonb3osartens

WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3asucumocTtu: FAU_GEN.1 NeHepauusa gaHHbIX ayguta

FIA_UID.1 Bbi6op MOMeHTa ngeHTudumKaumm

7.2.6.1 FAU_GEN.2.1

®BO [O0/MKHbI 6bITb CNOCOGHBLI accouMmpoBaTb Kaxaoe cobbiTue, NOTeHUNanbHO nogsepraemoe
ayanTy, ¢ uaeHTUMKaTopom nonb3oBaTens, KOTopblli 6bI1 UHULUATOPOM 3TOr0 COObLITUSA.

7.3 AHanus ayauta 6esonacHocTtn (FAU_SAA)

7.3.1 Xapaktepuctuka cemeiictea

CewmelictBo FAU_SAA onpegenseT Tpeb6oBaHUsA ANa aBTOMaTU3UMPOBaHHbIX CPeACTB, KOTOPble aHann3u-
pyIOT nokasaTenn PyHKLMOHNPOBAHMNA CUCTEMbBI U AaHHbIe ayauTa B LeNISX Noucka BO3MOXHbIX UMW peanbHbIX
HapyleHnit 6e30NacHOCTU. TOT aHaN3 MOXeT NCNO/Ib30BaTbCA 419 NOAAEPXKM Kak 06HaPYXXeHNA MPOHNKHOBE-
HMA, TaK 1 aBTOMaTNYEeCKO peakummn Ha oxugaemoe HapyLleHne 6e30nacHoOCTu.

[eicTBuA, npeanpuHumaemble Npy 06HapyXeHun HapyLlweHuii, MoryT 6bITb NP HEOBX0AMMOCTH onpeaene-
Hbl ¢ Ucnonb3oBaHuem cemelictea FAU_ARP «ABToMaTuyeckas peakymsa ayauta 6e30nacHoCTU».

7.3.2 PaHXupoBaHue KOMMOHEHTOB

PucyHok 12 — PaHxupoBaHue KOMMNOHEHTOB cemelicTBa FAU_SAA

B FAU_SAA. 1 «AHan13 noTeHuManbHOro HapyleHusa» TpebyeTca 6a30Bblii NOPOr 06HapyXeHUsA Ha OCHOBE
yCTaHOB/IEHHOro Habopa npasu.

B FAU_SAA.2 «BbiiBeHne aHOMannun, 0CHoBaHHoe Ha npochune» @60 noagepxmsaloT oTAeNbHbIe Npo-
hunm ncnonb3oBaHNa cucCTeMsbl, rae npounes npeactasnseT cob6oi WabnoHbl NpeabICTOPUN UCMO0/b30BaHUS,
BbINO/IHABLUMECS YYacTHUKaMU LieneBoit rpynnsl npoduns. Lienesas rpynna npoduns MoxeT BKoYaTb B ceba
O/HOTO MW HECKO/IbKMUX yYaCTHUKOB (Hanpumep, OTAeNbHbI/ N0Nb30BaTe Nb; N0Nb30BaTeNN, COBMECTHO UCMO/b-
3ylolne obwmnit naeHTUKaTop Uam obLne yyeTHble JaHHble: Nofb30BaTeNn, KOTOPbIM Ha3HaYeHa OfHa posib;
BCE N0/Ib30BaTe i CUCTEMbI UIN CETEBOTO y3/a), KoTopble B3anMogeicTByoT c PB5O. KaxaoMy yyacTHUKY Lene-
BOW rpynnbl NPOUNA Ha3HavyaeTca UHAUBUAYANbHbIA PEATUHT NOA03PUTENbHOW aKTUBHOCTU, KOTOPbIA NOKa3bl-
BaeT. HAaCKOJ/IbKO TeKyLlne nokasatenun AeiiCTBUIA y4HacTHNKa COOTBETCTBYIOT YCTAHOB/IEHHbIM La6/10HaM NCMOMb-
30BaHus, NpefcTaB/ieHHbIM B Npoduie. 3TOT aHaN3 MOXeT NPOBOANTLCS BO BpeMsi DyHKLMoHMpoBaHusa OO nnm
npu aHannse faHHblxX ayaguta B nakeTHOM pexume.

B FAU_SAA.3 «[pocTas aBpucTuka atakm» ®bO f0/KHbI O6bITb CMOCO6HbLI 06HAPYXUTb BO3HUKHOBEHNE
XapaKTepHbIX COObITUIA, KOTOPblE CBUAETENbCTBYIOT O 3HAUNTENbHO yrpo3e ocyuiecTBneHuto NBO. 3ToT nonck
XapakTepHbIX COObITUIA MOXET MPONCXOANTb B PeXVMe peasbHOro BpeMeHu Uau Npu aHannse faHHbiX ayanta B
nakeTHOM pexume.

B FAU_SAA.4 «CnoxHasa aBpuctuka atakm» ®BO A0/MKHbI 6bITb CNOCOOHBI 3a4aTh U 06HAPYXUTb MHOTO-
warosble cLeHapum NPoHNKHoBeHUA. 3aecbk B0 cnoCobOHbI CpaBHUTL COOLITUA B cUCTEME (BO3MOXHO, BbINOJ-
HieMble HEeCKOMIbKMMU yYacTHUKaMM) C NOC/ef0BaTe/IbHOCTAMU COObITUIA, M3BECTHbIMU Kak NOJIHbIE CLeHapuu
NPOHNKHOBEHNA. PBO A0/KHbI 6bITb CNOCO6HBI yKa3aTbh HA 0B6HapYXeHne xapakTepHOro cobbITUA UK Nocneno-
BaTe/IbHOCTN COObLITUIA, CBUAETENLCTBYIOLLMX O BO3MOXHOM HapyweHun MNBO.

7.3.3 YnpaBneHune: FAU_SAA.1

Lnsa ddyHKuMii ynpaBneHua ns knacca FMT MoryT paccmaTpuBaTbCca cnegytoline AelicTBus:

a) conpoBoxaeHue (qobasneHune, Mogudnkauns, yaaneHme) npasua n3 Habopa npasun.

7.3.4 YnpasneHue: FAU_SAA.2

Ansa ddyHKunit ynpaBneHnua ns knacca FMT MoryT paccmaTpuBaTbCca cnegyloline AelicTBUS:

a) conpoBoxaeHue (yganeHue, mogudukauns, go6asneHune) rpynnsl NonbL3oBarteneil B LeneBoit rpynne

npoduns.
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7.3.5 YnpasneHue: FAU_SAA.3

Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTtpuBaTbCs cnegyolve aeinctesns:

a) conpoBoxaeHue (yaanexHme, mogudukayus, ob6asneHne) nogMHOXeCTBA COObITU CUCTEMBI.

7.3.6 YnpaBneHue: FAU_SAA.4

Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTtpuBaTbCs cnegyolne aeincTesns:

a) conpoBoxaeHune (yganeHue, moaudukaumsa, go6asneHne) nogMHOXeCTBa COObITUI CUCTEMBI;

b) conpoBoxaeHue (yaaneHune, mogudumkauns, gobasneHune) Habopa nocnegosareibHOCTEN COBbLITUIA cuc-
TEMbI.

7.3.7 Aygut: FAU.SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA 4

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «leHepaumsa faHHbIX ayanta 6e3onacHocTu», To cnegyet
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyoLmnx AeicTBuii:

a) MMHUMabHbIA: NOAKNIOYEHME N OTKIIoYeHne N1060ro 3 MexaHM3MoB aHaIn3a;

b) MUHUMasbHbIA: aBTOMaTUYeCKMe peakLmn, BbINONIHAEMble UHCTPYMEHTalbHbIMU CpefcTBamu.

7.3.8 FAU_SAA.1 AHanun3 noTeHUuManbHOro HapylweHunsa

Mepapxunyeckunii Ans: HET NOAUYNHEHHbBIX KOMMNOHEHTOB.

3asucumoctn: FAU_GEN.1 NeHepauusa gaHHbIX aygmra

7.3.8.1 FAU_SAA.1.1

®BO AONXHbI 6bITb CNOCO6GHLI NPUMEHATL HAboOp NMpaBuWa MOHUTOPUHIA COGbLITUIA, MoABepral-
wmMxcsa ayguTy, U ykasbiBaTb Ha BO3MOXHOe HapyweHue MBO, ocHOBbIBAACH Ha 3TUX npaBuaax.

7.3.8.2 FAU_SAA.1.2

®BO f0NXHbI OCYL,ECTBNATL CAeAyoULMe npasmaa Npu MOHUTOPUHIE COBbITUIA, NOABEpPrato L nx-
ca ayaunTy:

a) HaKonneHne uan obbvefUHEHNe N3BECTHbIX [Ha3HayeHne: MOAMHOXECTBO OonpeAeneHHbIX Cco-
O6bITUIA, NOTEHLMANBHO NOABEPraeMbiX ayANTY], ykasblBalollux Ha BO3MOXHOe HapylweHne 6e3onac-
HOCTW;

b) [Ha3HaueHue: gpyrvue npasunal.

7.3.9 FAU_SAA.2 BbifaiBfleHWe aHOManuu, ocHoBaHHoe Ha npodune

Nepapxnuecknin gnsa: FAU_SAA.1 AHann3 noTeHLManbHOro HapyLeHus

3asucumoctu: FIAJJID.1 Bbi6op MOMeHTa naeHTudmkaymm

7.3.9.1 FAU_SAA2.1

®BO [O0MKHbI 6bITb CNOCOOHBLI CONPOBOXAATb NPOUNN NCNONB30BAHUSA CUCTEMbI, FAe KaxXAblil
oTAeNbHbIV Mponab NnpeagcTaBasaeT M3BECTHbIe Wab/0HbI MPEeAbICTOPUN NCMONb30BaHNA, BbIMOMHAB-
lwecs yyacTHUKamu [HazHaueHue: cneundurkaums uenesoii rpynnsl npocuns].

7.3.9.2 FAU_SAA.2.2

®BO A0MKHbI 6bITb CNOCOGHLI CONPOBOXA4ATb PENTUHI NOJ03PUTENBHOW aKTUBHOCTU ANA KaX0-
ro nonb3oBaTtens, Ybu AelicTBUA OTpaxeHbl B npodune, roe peiTUHT NOAO3PUTENbBHOW aKTUBHOCTU
nokasbiBaeT CTENEHb HECOINacoBaHHOCTK AeNCTBUIA, BbINO/HAEMbIX NOMb30BaTeseM, C yCTaHOB/EH-
HbIMW WabnoHamyn NCNoNb30BaHUA, NpeAcTaBeHHbIMUW B npodue.

7.3.9.3 FAU_SAA.2.3

®BO fonXHbl 6bITb CNOCO6HLI YKa3biBaTh Ha OXuUpgaeMoe HapyweHue MNBO, Kkorga pelTUHT NoA40-
3pUTENbHOW akTMBHOCTM NOMb30BaTeNs nNpesBbilWaeT caefylole NOPorosblie yCA0BUA [HasHayeHue:
ycnosus, npu kotopblx PO coobw a0 T 06 aHOMasNNbHbIX eRCTBUAX].

7.3.10 FAU_SAA.3 lNMpocTas aBpucTnka ataku

Mepapxunyeckunii ans: FAU_SAA.1 AHanns noTeHLManbHOro HapyLeHus

3aBUCMMOCTU: HET 3aBUCUMOCTEN.

7.3.10.1 FAU_SAA.3.1

®BO f0MXHBI 6bITb CNOCOGHBLI CONPOBOXAAaTb BHYTPeHHee NpejcTaBieHne caeayoLWwnx xapak-
TEepHbIX COBbITUII [Ha3HaueHne: NOAMHOXECTBO COObITUI CUCTEMbI], KOTOPbIe MOTYT yKa3blBaTb Ha
HapyuweHue MBO.

7.3.10.2 FAU_SAA.3.2

®BO [O/MKHbI 6bITb CNOCOGHBI CpaBHWBATb XxapakTepHble COObITUA C 3anucbio nokasartenei
(PYHKLMOHUPOBAHNS CUCTEMBI, NOJIYyYeHHbIX NP 06paboTke [HasHayeHue: UHoOpMaLmsa, UCnosb3ye-
mMas gna onpegeneHns nokasatenei PyHKLMOHNPOBAHNA CUCTEMDbI].

7.3.10.3 FAU_SAA.3.3

®BO J0/KHbI 6bITb CNOCOGHLI YKa3blBaTb Ha oxugaemoe HapylweHue MBO, korga cobbiThe cuc-
TEMbl COOTBETCTBYET XapakTepHOMY cOobObITUIO, yKa3blBallWwemy Ha BO3MOXHoe HapylweHue MBO.
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7.3.11 FAU_SAA.4 CnoxHas aBpucTuKa aTaku

Mepapxnuecknin gnsa: FAU_SAA.3 MNpocTasn 3aBpucTuKa atakm

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

7.3.11.1 FAU_SAA4.1

®BO A0MKHbI 6bITb CNOCO6HBLI CONPOBOXAATbL BHYTPEHHEE NpeAcTaBeHre cneayowmnx nocnegosaTennb-
HoCTell COGbITUIA U3BECTHLIX CLEeHapMeB NPOHWKHOBEHUSA [Ha3HayeHuWe: CMUCOK NocsefoBaTe/lbHOC-
Tell coBbITUI CUCTEMBI, COBNAJEHNE KOTOPbIX XapaKTepPHO AN N3BECTHbIX CLLeHapUEB NMPOHUKHO-
BEHUS] U ceayoLmnx XxapakTepHbiX co6bITUii [Ha3HaYeHne: MOAMHOXECTBO COObITUI CUCTEMBI], KOTOPbIE MO-
ryT yka3biBaTb Ha BO3MOXHOe HapyLweHue MNMBO.

7.3.11.2 FAU_SAA.4.2

®BO f0MKHbI 6bITb CMOCOOHLI CPaBHUBATL XapakTepHble CobbITUA M NocnefoBaTebHOCTU COGLITUI €
3anucbio nokasaTteneil (PyHKLMOHUPOBAHUS CUCTEMBI, MONyYeHHbIX Npu 06paboTkKe [HasHavyeHue: MHopMaums,
ucnonb3yemMas Ans onpegeneHus nokasarenei pyHKLUMOHMPOBAHUS CUCTEMBI].

7.3.11.3 FAU_SAA.4.3

®BO foMKHbI 6bITb CNOCOGHBI yKa3blBaTbh HA OXugaemoe HapyweHue MBO, korga nokasatenu pyHKL M-
OHMPOBAHWA CUCTEMbl COOTBETCTBYIOT XapakTepHOMY COGbLITUIO UNW NOCNeA0BaTEIbHOCTU CO6bITUI, yKa3bl-
BalLWMM Ha BO3MOXHOe HapyweHue MBO.

7.4 TpocmoTpayauTa 6e3onacHocTn (FAU_SAR)

7.4.1 XapakTepuctuka cemeiictea

CewmeiictBo FAU_SAR onpegenset TpeboBaHua K cpeagcTBam ayauTa, K KOTOpbIM criefyeT npegocTaBuTb
[0CTYN YNO/THOMOYEHHbIM M0/Ib30BaTENAM A9 UCMO/Ib30BAHUA MPU NPOCMOTPE faHHbIX ayanTta.

7.4.2 PaHXunpoBaH/e KOMMNOHEHTOB

M1

Of_8AATNdooknpy||062a0lll»a0N] — —— M

43

PucyHok 13 — PaHxupoBaHUe KOMMNOHeHTOB cemeiictBa FAU_SAR

FAU_SAR.1 «lpocmoTp ayauTa» npegoctaBnser BO3MOXHOCTb YnTaTb MHYOpMaL Mo U3 3anvcei aygura.

FAU_SAR.2 «OrpaHu4eHHbI/i NPOCMOTp ayauTa» CoOAepXuT TpeboBaHne oTCyTCTBUS AOCTyna K MH(opMa-
uun Komy-nn6o, Kpome nosb3oBareneil, ykasaHHubix B FAU_SAR.1 «[lpocmoTp aygnta».

FAU_SAR.3 «Bbl60pOUHbI NPOCMOTP ayanTa» coaepxuTt TpeboBaHne 0T60pa AaHHbIX ayauta cpeactsamu
npocmoTpa ayjuta Ha OCHOBE KpUTepues npocmoTpa.

7.4.3 YnpaBneHune: FAU_SAR.1

[nsa dyHkumnit ynpaBnenns ns knacca FMT moryT paccmaTpusaTbCsa cregytolime aeicTens:

a) noaaepxka (yaaneuve, mogudukauus, fobasneHne) rpynnsl nosb3osaTeneii c npaBoM gocTyna KuTe-
HUIO 3anuceli ayguTa.

7.4.4Ynpasnenne: FAU_SAR.2, FAU_SAR.3

[elicTBusA No ynpasB/ieHN0 He NpeAyCMOTPEHbI.

7.45AyanT: FAU_SAR.1

Ecnwn B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayamMta 6e3onacHocTu», To cnegyet
npeAycMoTpeTb BO3MOXHOCTb ayAuTa c/iefyoLnx AeicTBuii:

a) 6a30Bblii: UTeHME MHDOPMAaL MK 13 3anncelt ayguTa.

7.4.6 Ayaut: FAU_SAR.2

Ecnu B M3/3B6 BkntoueHo cemelicTBo FAU_GEN «[leHepauus faHHbIX ayamuTa 6e3onacHocTU», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayfuTa cneayoLwmnx AeicTBuii:

a) 6a30Bblii: HeycnelwHble NONbITKM YNTaTb MHOPMALMIO U3 3anuceit ayauTa.

7.4.7 AyanTt: FAU_SAR.3

Ecnwu B M3/3B6 BkAtoueHo cemeiicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npefycmMoTpeTb BO3MOXHOCTb ayfuTa cnefyoLmx geicTeuii:

a) AeTann3npoBaHHbI: NapamMeTpbl, NCNOJIb3yeMble MPU NPOCMOTPE.
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7.4.8 FAU_SAR.1 NpocmoTp ayauta

WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMMNOHEHTOB.

3aBucumocTtu: FAU_GEN.1 lNeHepauusa gaHHbIX aygurta

KomnoHeHT FAU_SAR.1 npegocTaBuT yno/IHOMOYEHHbIM M0/ib30BaTeNIAM BO3MOXHOCTb Nosyyvyatb U UHTEpP-
npeTuposaTtb MHPOpMauuto. [1ns yenoseka-nonb3osarTens aTy MHopmaLumuio TpebyeTcsa NpeCcTaBNATb B MOHAT-
HOM ANA Hero Buge. Ans BHelwHel cywHoctTn UT nHpopmaumio TpebyeTca npeAcTaBNATb TO/IbKO B 3/IEKTPOHHOM
Bue.

7.4.8.1 FAU_SAR.1.1

®BO [o0MKHBI NpeaocTaBnsATbh [Ha3HayeHMe: YNOTHOMOYEHHbIe M0/1b30BaTeIn] BO3IMOXHOCTb
yntaTb [Ha3HauyeHue: CNNUCOK MHOpMauun ayamntal us 3anuceii aygura.

7.4 8.2 FAU_SAR.1.2

®BO fO0MKHbI NMpefocTasfiATL 3anucu ayauTa B Buje, No3BOMAOLWEM NOb30BaTE/0 BOCNPU-
HUMaTb cofepXallyloca B HUX MHopMaLmnio.

7.4.9 FAU_SAR.2 OrpaHu4eHHbIi npocMoTp aygnTa

WNepapxunyecknii 4na: HeT NOJUYUHEHHbIX KOMMOHEHTOB.

3asucumoctu: FAU_SAR.1 MNpocmoTp aygura

7.4.9.1 FAU_SAR.2.1

®BO goMKHbI 3anpewaTb BCEM MONb30BaTENAM AOCTYN K UTEHUIO 3anuceil aygnuTta, 3a uckawue-
HUeM nonb3oBaTesieil, KOTOPbIM ABHO NpegocTaBaeH JOCTYN AN YTeHus.

7.4.10 FAU_SAR.3 Bbi60pOUYHbIA NpOCMOTp ayauta

WNepapxnyecknit 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3asucumocTtu: FAU_SAR.1 MNpocmoTp aygurta

7.4.10.1 FAU_SAR.3.1

®BO [0NXHbl NPefoCcTaBNATb BO3MOXHOCTb BbIMOMHATL [BbI6GOP: NOUCK, COPTUPOBKA, ynopAaao-
YeHune] faHHbIX ayauTa, OCHOBAaHHbIV Ha [Ha3HaYeHWe: KPUTEPUN C NOTUYECKUMMN OTHOLWEHUAMMK].

7.5 Bbi6op cobbliTH ayguta 6es3onacHocTtu (FAU_SEL)

7.5.1 XapakTepucTuka cemeicTea

CewmeiictBo FAU_SEL onpepenseT Tpe6oBaHUs 4151 0T60pa Co6bITUIA, KOTOpble 6yAyT nogBepraTbCs ayanTty
BO Bpems dhyHKUMOHUpoBaHua OO, a Takxe TpeboBaHNa 4151 BKIHOYEHUS UM UCKTIOYEHUS COBbITUIA N3 COBOKYM-
HOCTW COBLITUIA, NOABEpPralLxca ayanTy.

7.5.2 PaHXnpoBaHne KOMMNOHEHTOB

PucyHok 14 — PaHxupoBaH/We KOMNOHeHTOB cemeiicTBa FAU_SEL

FAU_SEL.1 «M36upaTtesnbHblii ayanT» COLEPXUT TPe6OBaHNSA BOZMOXHOCTY BKIKOUYEHUS UM UCKTHOYEHNS
COObITMA N3 COBOKYNHOCTUN COBBLITMIA, NoABEpPraroLnxca ayanTy, Ha OCHOBe aTpMbyToB, onpefensemMbix pa3paboT-
ynkom M3/36.

7.5.3 YnpasneHue: FAU_SEL.1

Ansa dyHKUnin ynpaBneHua n3 knacca FMT mMoryT paccmaTtpuBaTbCs cnegyloline AelicTBus:

a) conpoBoOXAeHue npas npocMoTpa/moandukaLmmn cobbiTuii ayguTa.

7.5.4AyanT: FAU_SEL.1

Ecnu B M3/3B6 BkntoueHo cemelictBo FAU_GEN «IeHepalus AaHHbIX ayauTta 6e30nacHoCcTu», To ciogyeT
npefycMoTpeTb BO3MOXHOCTb ayAnTa ciefyoLwnx AeicTBuii:

a) MUHWMasbHbIA: BCe MoAUMMKaLUN KOHUTypauun ayauTa, Nnpoucxogsuine Bo Bpems cbopa faHHbIX
ayguTta.

7.5.5 FAU_SEL.1 N36upaTenbHblil aygnuT

Wepapxnyeckuii gna: HeT NOAYNHEHHbIX KOMNOHEHTOB.

3asucumocTtu: FAU_GEN.1 lNeHepauusa gaHHbIX ayguTta

FMT_MTD.1 ¥YnpasneHue gaHHoimu @60
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7.55.1 FAU_SEL.1.1

®BO [0/KHbI 6bITb CNOCO6GHbI K BKIOYEHWUIO COObITUIA, NOTEHLMANBHO NOABEPraemMblX ayauTy, B
COBOKYNHOCTb CO6ObITUI, NOABepPrawWnxca ayanuTy, UAM K UX UCKIIOYEHNI0 U3 3TOW COBOKYMHOCTM MO
cnefywumnm atpubytam:

a) [BbiGop: naeHTUukatop obbekTa, naeHTUUKaTop nonb3oBaTens, ugeHTudgukatop
cybbekTa, ugeHTudukaTop ynacetum, Tun cobbiTmnal;

b) [Ha3HauyeHne: CNUCOK AONONHUTENbHbLIX aTPUOBYTOB, HA KOTOPbIX OCHOBaHa nsbupartenb-
HOCTb ayauTa).

7.6 XpaHeHue faHHbIX ayguta 6e3onacHocTtn (FAU_STG)

7.6.1 XapakTepucTuka cemeiicTsa

CewmeliictBo FAU_STG onpegensiet TpeboBaHuUs, Npu BbINOSIHEHUN KOTOPbIX PBEO cnocobHbl co3gaBaTh 1
CONpOoBOXAaThb XypHan ayanTta 6e30nacHoOCTu.

7.6.2 PaHXunpoBaH/e KOMMNOHEHTOB

PucyHok 15 — PaHxupoBaHue KOMMOHeHTOB cemeiictBa FAU_STG

B FAU_STG.1 «3awulieHHoe XxpaHeHne xypHana ayauta)* cogepxarca TpeboBaHua 3awuTbl XypHana
ayanTa OT HeCaHKLMOHUPOBAHHOTO yaaneHunsa n/nnm moguukaumnm.

FAU_STG.2 «["apaHTun AOCTYNHOCTM [aHHbIX ayauTa» onpefensert rapaHTum Toro, uto P60 nogaepxu-
BalOT MMeloLmecs faHHble ayauta npu BO3HUKHOBEHUN HeXenaTeNbHOW cutyauymu.

FAU_STG.3 «/[leiicTBNS B ciydyae BO3MOXHOW NoTepu AaHHbIX ayanta» onpeaensiet 4eicTBus, Kotopble
Heo6Xxo4MMO NPpeANnpPUHATbL, eCN NPEeBbILEH 3afaHHblii NOPOT 3aN0/IHEHNS XypHana ayauTa.

FAU_STG.4 «MpepgoTepalyeHre NoTepy aHHbIX ayanta» onpegenseT 4elicTBUA NpU NeEPENOTHEHNN XYp-
Hana ayguTta.

7.6.3 YnpaBneHue: FAU_STG.1

[le/icTBuA No ynpaBneHnto He NpeAyCcMOTPEHbI.

7.6.4 YnpasneHue: FAU_STG.2

Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTpusaTtbCcs cnegyolme eincTens:

a) COMNpoBOX[eHVe napaMeTpoB, KOTOPbIe yNpPas/sioT BO3MOXHOCTAMU XpaHEeHUS XXypHana ayauTa.

7.6.5 YnpasneHue: FAU_STG.3

Ana dyHkunin ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbecs cnegyolme eincTens:

a) oTcrexunsaHne nopora 3anosIHeHUs:

b) conpoBoxaeHue (yaaneHue, mogndukauus, fobasneHune) AeiicTBUI, KOTOPbIE HYXHO NpeAnpPUHATL Npu
BO3MOXHOM cb0e XpaHeHus XypHana ayanrta.

7.6.6 YnpasneHune: FAU_STG .4

[Ana dyHKunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCs cnegytolne aeicTens:

a) conpoBoxXaeHue (yaaneHue, mogudukauns, gobasneHne) elicTBUN, KOTOPbIE HY)XXHO NPeANPUHATL Npu
cboe xpaHeHUs XypHana ayaura.

7.6.7 AyauT: FAU_STG.1, FAU_STG.2

HeT cobbITnii, ANA KOTOPbLIX cnegyeT npeaycMoTpeTb BO3MOXHOCTb ayauTa.

7.6.8 Ayant: FAU_STG.3

Ecnu B M3/3B6 BkAtoueHo cemelicTBo FAU_GEN «leHepauusa faHHbIx ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyLmnx aeicTeuii:

a) 6a30Bblii: NpegnpuHMMaeMble feliCTBUA Noc/e NPeBbILEHN Nopora 3anoHeHNs.

7.6.9 Aygut: FAU_STG.4

Ecnu B N3/36 BknoueHo cemelictBo FAU_GEN «leHepalus AaHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyLwmnx AeicTBuii:

a) 6a30Bblil: NpegnpuHNUMaemMble 4ecTBNA Npu cboe xpaHeHns XypHana aygmTa.
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7.6.10 FAU_STG.1 3awuuieHHoe xpaHeHne xypHana aygura

WNepapxnyeckuin 4na: HeT NoJYNHEHHbIX KOMMOHEHTOB.

3asucumocTtu: FAU_GEN.1 eHepauua gaHHbIX aygurta

7.6.10.1 FAU_STG.1.1

®BO AO/MKHbI 3aWmnwaTth XpaHnMble 3annMcu ayamta OoT HECAHKLMOHUPOBAHHOTO YAaneHus.

7.6.10.2 FAU_STG.1.2

®BO [0MKHBI 6bITh CNOCO6HbLI (BbIGOP (BbIGPATbL OAHO M3): NpejoTBpawaTb, BbIABAATb] He-
CaHKUMOHMPOBAHHYI0 MOAMUKALUID XPaHUMbIX 3anucein ayamta B XypHane ayauTa.

7.6.11 FAU_STG.2 N'apaHTUM 4OCTYNHOCTU faHHbIX ayauTa

Wepapxunueckuii gnsa: FAU_STG.1 3awuiieHHoe XxpaHeHne XypHana ayguTa.

3asucumocTtu: FAU GEN.1 NeHepauua gaHHbIX ayguTa

7.6.11.1 FAU_STG.2.1

®BO [OMKHBI 3aW UL aTb XpPaHUMble 3anucu ayanTa OT HECAHKLMOHMPOBAHHOTO yaaneHus.

7.6.11.2 FAU_STG.2.2

®BO f0MKHbI 6bITb CNOCOGHBI [BbIGOP (BbIGPaTL 04HO U3): NpeAoTBpaLaTh, BbIABASATb] HECAHKLUOHMPO-
BaHHY0 MoAndMKaLWo XpaHWMbIX 3annceii ayguTta B XkKypHasne ayanrta.

7.6.11.3 FAU_STG.2.3

®BO gonxHbl 06ecneunBaTh NOAAEPXKKY (HA3HAaUYeHMe: MOKa3aTeb COXPaHHOCTH 3anncei ayau-
Ta] npu HacTynneHWn crneaylWux cobbliTuii: (BbIGOP: NepenosiHeHNe XXypHana ayanTa, cboii, ataka].

7.6.12 FAU_STG.3 [lelicTBMA B cQlydyae BO3MOXHOW NoTepu AaHHbIX ayguta

Nepapxunyecknii 4nsa: HeT NOAUYUHEHHbIX KOMMOHEHTOB.

3asucumoctu: FAU_STG.1 3awuleHHoe xpaHeHune xypHana aygura

7.6.12.1 FAU_STG.3.1

®BO [J0/IXHbI BbINOMHATL [HA3HAUYeHUe: AeliCTBNSA, KOTOPbIe HYXHO NpeanpuHuMaThb B ciyyae
BO3MOXHOTO C605 XpaHeHUs XypHana ayanTal, ecnu xypHan ayguta npesblllaeT [HasHayeHne: NPUHA-
TOe orpaHuyeHuel.

7.6.13 FAU_STG.4 MNpepoTBpalyeHne notepu gaHHbiX ayaurta

Nepapxuyecknii gna: FAU_STG.3 leiicTBuA B cyvyae BO3MOXHOW NOTepU AaHHbIX ayauTa

3aBucumocTtn: FAU_STG.1 3awmieHHoe XxpaHeHne xXypHana aygura

7.6.13.1 FAU_STG.4.1

®BO ponxHbl [BbIGOP (BbIGPATL OLHO M3): «<MTHOPUPOBATbL COOLITUA, NOABeprawLwmnecs ayamn-
Ty», «npefoTBpawaTb Co6bITUA, NOABEPraloLLMecs ayanTy, UCkavas npeanpuHMMaeMble ynoaHo-
MOYEHHbIM MONb30BaTE/IEM CO CleumanbHbIMU NpaBamMun », «3anucbiBaTb NOBEPX CaAMbIX CTapblX Xpa-
HUMbIX 3anucel ayauta» u [HasHauyeHue: Apyrve 4eiNCTBUSA, KOTOPbI€ HYXXHO NpeAnpuHMMAaTh B CNy-
Yae BO3MOXHOTO C605 XpaHeHNs XypHana ayamnTal npu nepenosiHEHUN XypHana ayauTa.

8 Knacc FCO. CBs3b

Knacc FCO copepxuT gBa cemeiicTBa, CBA3aHHbIe C YBEPEHHOCTbI B UAEHTUYHOCTU CTOPOH, Y4acTBYIO-
WKUX B 06MeHe AaHHbIMU: AEHTUYHOCTLIO OTNPaBUTENs nepefaHHon nHpopmauum (AokasaTenbCcTBO OTNpaBne-
HUA) N NAEHTUYHOCTbIO MONyyaTensa nepefaHHon nHhopmaunn (gokasaTenbCTBO NONyYeHNs). DT cemeincTBa obec-
neynBaT TO, YTO OTNPABUTE/Ib HE CMOXET OTpULaTh hakT OTNPaB/IEHNA COOOLEHUS, a NoNyYaTe b HE CMOXET
oTpuuaTh hakT ero noayvyeHuns.

PucyHok 16 — [Jekomno3uuusa knacca FCO «CBA3b»

8.1 HeoTkaayemocTb oTnpaBneHuns (FCO_NRO)

8.1.1 XapakTepucTuka cemeicTea

CemeiictBo FCO_NRO o6ecneunBaeT HEBO3MOXHOCTb OTpUL@HUA OTNpaBMTenieM nHchopmayum hakra ee
otnpasnexns. Cemeiicteo FCO_NRO cogepxuT Tpe6oBaHue, 4To6bl P50 o6ecneunnu metos npegoctasfieHmns
Ccy6BbeKTy-nonyyaTento cBUAeTeNbCTBa OTNpaBaeHnsa nHpopmaymmn. 370 CBMAETENLCTBO MOXET ObITh 3aTEM BEPU-
(ULUMPOBAHO 3TUM CYObEKTOM UAN APYTUMUN CyObEKTamu.
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8.1.2 PaHXupoBaHuWe KOMMNOHEHTOB
FCO.NROHoonajnMKib ntpm kxmnH 3 - U
PucyHok 17 — PaHxunpoBaHue KoMnoHeHToB cemelictBa FCO_NRO

FCO_NRO-1 «M36upaTenbHoe Aoka3aTebCTBO OTNPaB/eHNA» COAEPXUT TpeboBaHue, 4Tob6bl PEO npepo-
cTaBUNN cybbekTaM BO3MOXHOCTb 3aNpOCUTb CBMAETENbCTBO OTNPaBieHna nHopmaumm.

FCO_NRO-2 «MpuHyanTenbHoe fokasaTteNbCTBO OTNPaBieHns» coaepxuTt TpebosaHune, 4ytobel P60 BCe-
raa reHepupoBann CBMAETENbCTBO OTNPaBeHNa nepegasaemoii nHopmalmn.

8.1.3 ¥YnpasnexHune: FCO.NRO.1, FCO_NRO.2

Lnsa dyHKuMid ynpaBneHnna ns knacca FMT mMoryT paccmaTpuBaThbCa cnegytouine AelicTBus:

a) ynpaBieHne n3MeHeHNAMN TUNOB 1 nonei nHchopmaummn, aTpubyTos oTnpasnTeneil MHpopmamm
yatenei cBUAETENbLCTB.

8.1.4 Ayant: FCO_NRO.1

Ecnwu B M3/3B6 BkAtoyeHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyrLmnx 4eicTBuii:

a) MUHMManbHbIA: nAeHTUgUKATOP NONb30BaTeNs, KOTOPbIA 3aNpoCK reHepaLmio CBuaeTeNbLCTBa OTNpaB-
neHus:

b) MUHUMAaNbHbI: 06paleHne K PyHKLMM HEOTKA3yeMOoCTu:

c) 6as30Bblii: naeHTUDMKaLMa nHchopMaLmmn, nosyyaTens u Konvm NnpeAocTaBsSemMoro CBMAETeNbCTBa,;

d)geTanu3npoBaHHbIi: naeHTUKaTop NobL30BaTENSA, KOTOPLIA 3anpocun BepudrkKaLmio cenjeTenbcTea.

8.1.5Ayant: FCO_NRO.2

Ecnu B M3/3B6 BkAtoueHo ceMeiicTBo FAU_GEN «leHepauus AaHHbIX ayanta 6e3o0nacHoCcTu», To cneayet
npeaycmMoTpeTb BO3MOXHOCTb ayuTa cnefyrlmnx aeicTeuii:

a) MMHMManbHbIN: obpaleHne K PyHKLUN HEeOTKa3yeMoCTH;

b) 6a30BbIii: MaeHTUdMKaLMsa nHpopmaLun, noayyaTens u KonMn NpeocTaBAseMOoro CBUAeTeNbCTBA.

C) AeTann3npoBaHHbIi: nAEHTUGNKATOP NOMb30BaTENS, KOTOPLIN 3anpocun BepucukaLmio cBuaeTenbCTea.

8.1.6 FCO_NRO.1 N3bupaTenbHoe foKa3aTeNlbCTBO OTNpaB/eHuns

Nepapxnyeckuin onsa: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3aBucumoctu: FIAJJID.1 Bbibop MOMeHTa naeHTudmkaumm

8.1.6.1 FCO_NRO.1.1

®BO A0/MKHbI 6bITh CMOCOGHLI FeHepnpoBaTb CBUAETENLCTBO OTNPaB/AeHNs nepefaBaeMoil [Ha-
3HauyeHue: CNIMCOK TUNOB MHAOpMauuun] npu 3anpoce [Boi6op: OTNpaBuTenb, Noay4vyaTesnb, [HasHa-
yeHve: cnnucokTpeTbux nmy]ll.

8.1.6.2 FCO_NRO.1.2

®BO A0MKHbI 6bITh CNOCO6HbLI CBSA3bIBATb (Ha3HayeHue: CNUCOK aTPMOYTOB] oTNpaBuUTENsa UH-
hopmMaumm n [HazHauyeHne: CNMCOK MHPOPMALMOHHBIX NONei] nHopmauun, K KoTopoii npunaraeTcs
CBUAETeNbCTBO.

8.1.6.3 FCO_NRO,1.3

®BO A0NXKHbBI NpefocTaBNsATb BO3MOXHOCTb BepuduumMposaTb CBUAETENLCTBO OTNpaBneHns
UHhopmMauumn [BeIGOp: OTNpaBuUTeNb, Nonyyartenb, [Ha3HaYeHe: CNMCOKTPeTbuX nuu]] npu ycra-
HOB/IEHHbIX [Ha3HaYeHne: OrpaHNYeHUss Ha CBUAeTeNbCTBO OTNpaB/ieHuns].

8.1.7 FCO_NRO.2 NpuHyauTenbHoe foKa3aTeNnbCTBO OTNpaB/ieHns

Mepapxuueckunii gna: FCO_NRO.1 M3bupaTtenbHoe AoKa3aTebCTBO OTNPaBAeHNs

3asucumoctu: FIA_UID.1 Bbi6op MOMeEHTa ngeHTudnkayum

8.1.7.1 FCO_NRO,2.1

®BO A0NXHbI BCerga oCcyLlWw ecTBNATL reHepaLmnio ceBugeTenscTsa oTnpaBneHna nepejaBaeMoii [HasHa-
yeHue: CMUCOKTUMNOB NHhopMauuu].

8.1.7.2 FCO_NRO0.2.2

®BO f0MKHbI 6bITb CNOCOGHBI CBA3bIBATH [Ha3HaYeHWe: CNNUCOKaTpU6yTOB] oTnpaBuTens nHopmayuu n
[Ha3HaueHMe: CNNCOK MHOPMAaLMOHHbIX NO/el] MHdopMaLuK, KKOTOpoil NpunaraeTcs CBUAETENLCTBO.

8.1.7.3 FC0_NRO.2.3

®BO A0MKHbI NPeA0CTaBNATb BO3MOXHOCTb BEpUdULMpoBaTh CBUAETENLCTBO OTNPaBAEHNS MHopMaLmm
[BbIGOP: OTNpaBuUTENb, NOMyYaTenb, [Ha3HaYeHne: CNMCOKTPeTbUX ML ]] Npu ycTaHOBNEHHbIX [Ha3HauYeHue:
orpaHMyeHns Ha cCBMAeTeNnbCTBO OTNpaBAeHuns).
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8.2 HeoTkasyemocTb nonyyenus (FCO_NRR)

8.2.1 XapakTepucTtmnka cemeictea

HeoTka3yemocTb nonyyeHns obecrneynsaeT HEBO3MOXHOCTb OTPULAHWUSA NoslydyaTenem nHpopmauumn dakra
ee nonydeHus. Cemeiicteo FCO_NRR cogepxuT TpeboBaHue, 4tTo6sl PO 06ecneynnm metos npeaocTaBneHuns
Cy6BEKTY-0TNpaBMTENIO CBMAETENLCTBA NONYYEHMA nHopMaunn. 3To CBUAETENbCTBO MOXET O6bITb 3aTEM BEPU-
hULMPOBAHO 3TUM CY6BLEKTOM WU APYTUMU CyObEKTAMM.

8.2.2 PaHXunpoBaHne KOMMNOHEHTOB

FCO_NRRHeowWwHYBKX/b nonagaHnm ZI II I-O

PucyHok 18 — PaHxXupoBaHue KOMMNOHeHTOB cemeiictBa FCO_NRR

FCO_NRR.1 «M36upatenpHoe gokasatenbCTBO NONYyYEHUsI» COAEPXUT TpeboBaHne, 4tTobbl PEO npegoc-
TaBuIN CybbekTam BO3MOXHOCTb 3aMpoCUTb CBUAETEIbCTBO MNOYyYHEHUS UH(OPMALUN.

FCO_NRR.2 «lMpuHygnTensHoe foka3aTeNbCTBO NOJy4YeHUs» cofgepxuT TpebosaHune, 4tTobbl PBO BCerga
reHepmpoBanun CBUAETENbCTBO NONYYEHNA NPUHATON MHDOPMaLUN.

8.2.3 Ynpasnenune: FCO.NRR.1, FCO_NRR.2

Ona dyHKunii ynpasneHuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolne aeicTens:

a) ynpaBfieHne n3aMeHeHnssMy TUNOB 1 nonel nHcpopmauuu, aTpubyToB oTnpasuTene nHopmaLumn u apyrux
nonyyatenei cBULEeTENbCTB.

8.2.4 Aygut: FCO_NRR.1

Ecnun B M3/3B BkntoueHo cemelictBo FAU_GEN «[leHepauus gaHHbiX ayguta 6e3onacHocTu», To cnegyer
npefycMoTpeTb BO3MOXHOCTb ayfuTa cnegytoLmnx AeicTBuii:

a) MUHUManbHbIA: nAeHTUGUKaTOp NoNb30BaTeNs, KOTOPbIV 3anpocu reHepaumio cBugeTenbLCcTea nonyye-
HUS;

b) MUHUMaNbHBINA: 06paLeHne K PYHKLNN NeoTKasyeMoCTH:

c) 6a30Bblii: naeHTUMKaLMA nHopMaL M, nonyyvaTens u Konum NpesocTaBNAeMOro CBUAETENbCTBA;

d) aeTannsnpoBaHHbIii: naeHTUMKaTOp NoNb3oBaTENS, KOTOPLIV 3anpocunn Bepudrkaumio cemaeTencTaa.

8.2.5 Aygut: FCO_NRR.2

Ecnwu B M3/3B6 BkAtoveHo cemelicTBo FAU_GEN «[leHepauusa gaHHbix ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayuTa cnefyrLmnx aeicTeunii:

a) MUHMMarbHbI: o6paleHne K yHKLMN neoTKkazyeMocTy;

b) 6a30BbIii: MAeHTUdMKaLMsa nHpopMmaLun, noayyaTens u KonMm NpefocTaBAseMOro CBUAETeNbCTBA;

C) AeTann3npoBaHHbIi: nAeHTUdKATOP NO/Ib30BaTENSA, KOTOPLIV 3anpocun BepudukaLmio CBULeTeNbCTBA.

8.2.6 FCO_NRR.1 V36upaTtenbHoe goka3aTe/ibCTBO NOJy4YeHUS

Nepapxnyeckuin 4ns; HeT NoAYNHEHHbIX KOMNOHEHTOB.

3asucumocTu: FIA_UID.1 Bbibop MOMeHTa ngeHTudgunkayum

8.2.6.1 FCO_NRR.1.1

®BO [O0MKHbLI 6bITb CNOCOGHBLI FreHepupoBaTb CBUAETENLCTBO NOMYyYEHUA NPUHATON [Ha3Hauve-
HUe: CMUCOK TUNOB MHpOpMaLun] npu 3anpoce [BbiGop: OTNpaBuTeNb, NosyvyaTenb, [Ha3HavyeHue:
CNUCOKTpeTbux nuull.

8.2.6.2 FCO_NRR.1.2

®BO AO0NXHbBI 6bITb CNOCOGHbLI CBSA3bIBaTb [Ha3HayeHMe: CNUCOK aTPUBYTOB] nonyyaTens WH-
thopmMaumm n [HazHauyeHne: CNMCOK MHPOPMALMOHHbIX NoNeii] nHopmaunn, K KoTopoii npunaraeTcs
CBUAETeNbCTBO.

8.2.6.3 FCO_NRR.1.3

®BO A0NXKHbBI NPefocTaBNATb BO3MOXHOCTb BepuduunpoBaTb CBUAETENLCTBO NONYYEHUSA WH-
¢hopmaumum [Bei6op: OTApaBuUTENb, MonyvYaTenb, [Ha3Ha4YeHne: CNMcoKTpeTbuX nuyl] npu yctaHos-
NIEHHbIX [HA3HAYEHWE: OTPAHNYEHUA HA CBUAETEe/IbCTBO OTNpaBaeHus].

8.2.7 FCO_NRR.2 NpuHyanTenpHoe gokasaTeNbCTBO NOMy4YeHUA

Mepapxunueckuii ans: FCO_NRR.1 N3bupaTtenbHoe gokasaTenbCTBO NOMYyYEHUS

3asucumocTu: FIAJJID.1 Bbi6op MOMeHTa ngeHTudnkaymm

8.2.7.1 FCO_NRR.2.1

®BO A0MKHbI OCYLW,eCTBNATL reHepaLuntio cBuaeTenbCTBa NoayyeHna NPUHATON [Ha3HavyeHne: CNUCoK
TUNOB MHdopMaLuu].
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8.27.2 FCO_NRR.2.2

®BO A0/MKHBI 6bITb CNOCO6HBI CBA3bIBATL [HA3HAUEHWE: CIMCOK aTPMUOYTOB] NonyyaTens MHopMaLmum n
[HasHauyeHne: CNMCOK MHCOPMALMOHHBIX MoNeit] uHdpopmaLu, K KOTOpPOit NpunaraeTcs CBUAETENbCTBO.

8.2.7.3 FCO_NRR.2.3

®BO f0MKHbI NPEfOCTaBNATL BO3MOXHOCTb BEPUULMPOBATL CBUAETENLCTBO NOMYyYEHUS UHGOpMaL MK
[BbIGOP: OTNPaBUTEND, NONTyYaTeNb, [HA3HAYEHWE: CNUCOK TPETbUX INL)} NPU YCTAHOB/IEHHbIX [HA3HAYEHNE:
orpaHuYeHnsi Ha CBMAETe IbCTBO OTNPaBAeHUs].

9 Knacc FCS. Kpuntorpaduyeckas nogaepxka

®BO MoryT ucnonb3oBaTh Kpuntorpaguyueckme yHKLMOHaNbHbIE BO3MOXHOCTYN A1 COAENCTBNA AOCTUXE-
HUI0 HEKOTOpPbIX, Hanbonee BaxXHbIX Lenel 6e3onacHoCcTN. K HUM OTHOCATCA (HO UMK He orpaHMyYnBaloTCA) cne-
aywwve uenun: ngeHtTudnkaunsa n ayTeHTudnkauma, HeoTKkasyeMocTb, 0BEPEHHbI/i MapLUpyT, 4OBEPEHHbI Ka-
Han. pasgeneHuve gaHHbiX. Knacc FCS npumenstoT, ecnu OO nmeeT kpuntorpaduueckmne @yHKUNN, KOTOpble MO-
ryT 6bITb peann3oBaHbl annapaTHbIMy, NPorpaMmMHo-annapaTHbIMW U/MAnM NPOrpaMmMHbIMUK CpefCcTBaMU.

Knacc FCS «KpunTtorpadunueckasn nogaepxka» cocTouT u3 asyx cemeiicts: FCS_CKM «YnpaBneHue kpun-
Torpadunyeckumu kntodamm» n FCS_COP «KpunTorpaduyeckue onepauun». B cemeiictee FCS_CKM «YnpaBsne-
HWe KkpunTorpadhnyeckMMm Knoyamm» pacCMoTpeHbl acnekTbl ynpaBneHns Kpuntorpatuyeckmumuy knyamu, Torga
kak B ceMeiictee FCS_COP «Kpuntorpadunyeckme onepaunn» paccMoOTPEHO NPakTUYECKOe NPUMEHEHMNE 3TUX
KpunTorpaduyeckux Karoyei.

PucyHok 19 — [lekomno3nums knacca FCS «KpunTorpaduueckas nogaepxkar»

9.1 YnpaBneHue kpuntorpapunueckumn knovyamm (FCS_CKM)

9.1.1 XapakTepucTunka cemeiictea

Kpuntorpachuyeckmmuy kntoyamm Heo6xoAnMO yNpaBiaTb Ha NPOTAXEHWUN BCEr0 UX XU3HEHHOTO unkna. Ce-
MmelicTBo FCS_CKM npegHasHayeHo A5 NoAAEPXKN XXU3HEHHOTO LMKNa U N03TOMY onpeaensieT Tpe6oBaHns K
crnefylwmm feicTBUAM € KpunTorpauyeckMMuy KalvaMu: reHepayms, pacnpegenerHme, JocTyn K HUM U Ux
YHUUTOXEHNe. ITO CeMeNCTBO cneayeT UCNONb30BaTh B C/iyYasnx, ecnu nMmeTcs pyHKLUNOHaNbHble TpeboBaHma
ynpasneHuns kpuntorpadmyeckumu Knovamm.

9.1.2 PaHXnpoBaHue KOMNOHEHTOB

PucyHok 20 — PaHxupoBaHue KomnoHeHToB cemelictBa FCS_CKM
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FCS_CKM.1 «[eHepauns kpuntorpauyecknx knyein» cofepXxmnt Tpe6oBaHuns K ux co3gaHunio cornacHo
onpegeneHHoMy anropuTMy 1 AINHE KI4Ya, KOTOPble MOryT OCHOBbLIBATLCS HA COOTBETCTBYOLEM CTaHAapTe.

FCS_CKM.2 «PacnpegeneHune Kpuntorpauueckux kKnyei» cogepxnt TpeboBaHne nx pacnpegeneHus
onpejeneHHbIM METOA0M, KOTOPbI MOXEeT OCHOBbIBATLCSA Ha COOTBETCTBYIOLLLEM CTaHAapTe.

FCS_CKM.3 «[ocTyn K Kpuntorpacunyeckmm karuyam» CoAepXuT TpeboBaHMe ocyLLecTBAEHNS AoCTyna K
HVWM COrnacHo onpefeneHHoOMY MeToAy, KOTOPbIi MOXeT OCHOBbIBATbCA HA COOTBETCTBYIOLLEM CTaHAapTe.

FCS_CKM.4 «YHuutoxeHue kpuntorpatunyeckmx Knyeii» cogepxmnt TpeboBaHe nx yHUUTOXEHUs cornac-
HO onpeAeneHHOMY MeToay, KOTOPbI MOXeT OCHOBbIBATHCA HA COOTBETCTBYHOLEM CTaHAapTe.

9.1.3 YnpasneHune: FCS_CKM.1. FCS_CKM.2. FCS_CKM.3, FCS_CKM.4

[na dyHKkunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolne 4eicTens:

a) ynpaBfieHne n3MeHeHnsaMun aTtpubyToB KpunTorpaduyeckunx kntoyei. Mpumepamu aTpubyTOB KNtoYa ABNA-
loTCA: naeHTudrkaTop nonb3oBaTens, TUN kaYa (Hanpumep, OTKPbIThIA, NPUBATHBLINA, CEKPETHBINR), Nnepnog aeli-
CTBMA K/OYa, a Takke BO3MOXHOE MCNoNb30BaHve (Hanpumep Ludposas NoANUCH, WNMpPoBaHMe ApYTnX K-
yeii, cornacoBaHue knwyei, wWndpoBaHne faHHbIX).

9.1.4 Ayant: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

Ecnwu B M3/3B6 BknoveHo cemelicTBo FAU_GEN «leHepauusa gaHHbIx ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefylmnx aeicTeunii:

a) MUHUMAabHbIA: YCNEeLWHbI/A UK HeyCMeLH bl pe3ynbTaT AeliCcTBuS;

b) 6a30Bblii: aTpNbYThl 06bEKTA U cofepXxaHne 06bekTa, 3a UCKIoYeHeM 10601 YyBCTBUTENLHON NHGOP-
mMauuun (HanpumMep, cCeKpeTHbIX NN NPUBATHBIX KOYei).

9.1.5 FCS_CKM.1 leHepauus kpuntorpadunyeckux knwue

Mepapxunyeckunii Ans: HeT NOAUYNHEHHbBIX KOMMNOHEHTOB.

3asucumocTu: [FCS_CKM.2 PacnpegeneHue kpuntorpadgpuyeckux kntouei nnm

FCS_COP.1 KpunTtorpadunyeckue onepaymm]
FCS_CKM.4 YHunuTOXeHne kpuntorpadumyecknx kitouei
FMT_MSA.2 Be3onacHble 3HaueHUs aTtpnbyToB 6e3onacHoCTu

9.1.5.1 FCS_CKM.1.1

®BO fO0NXHbLI TeHepupoBaTb kKpuntorpauyeckme KAUYM B COOTBETCTBUN C ONPeAeneHHbIM an-
ropuTMOM (HasHaueHue: aiITOPUTM reHepaLumn KpUNTorpagMueckux K yYen] n gnuHoit [HasHaueHue:
ONVHBI KpUNTOrpadnyecknx KYen], KoTopble 0TBEYAIOT CieAyOLIEMY: [Ha3HauyeHMe: CIMCOKCTaHaap-
TOB].

9.1.6 FCS_CKM.2 PacnpegeneHue kpuntorpadmnyecknx kawuvemn

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbBIX KOMMTOHEHTOB.

3asucumocTu: [FDPJITC.1 MIMnopT gaHHbIX NoNb3oBaTesns 6e3 atpubyTos 6€30NacHOCTU Nn

FDPJTC.2 MNopT gaHHbIX N0Nb30BaTeNs c aTpubyTamm 6e3onacHocTu, nm
FCS_CKM.1 leHepaums kpuntorpadgmnyeckux kioyeii]

FCS_CKM.4 YHunuTOXeHune kpuntorpadunuecknx kitouei

FMT_MSA.2 Be3onacHble 3Ha4eHUsa atpnbyToB 6e3onacHoOCTU

9.1.6.1 FCS_CKM.2.1

®BO fO0NXKHbLI pacnpefenaTb KpunTorpaduyeckme K104 B COOTBETCTBUM C onpeaesieHHbIM Me-
ToAOM [Ha3HaueHue: MeTod pacnpefeneHus Kpuntorpaduyecknx KnYei], koTopbliii oTBevyaeT cne-
ayouwemy: [HasHayeHue: CNMCOK cTaHAapToB].

9.1.7 FCS_CKM.3 locTyn K KpunTorpadmuyeckum knyam

Mepapxunuecknini gna: HeT NOAYNHEHHbIX KOMNOHEHTOB.

3asucumocTu: [FDPJTC.1 VIMnopT faHHbIX Nofib3oBatens 6e3 aTpubyToB 6€30nacHOCTU Uan

FDPJTC.2 IMNOpT AaHHbIX NONIb30BaTeNA C aTpubyTaMmm 6e3onacHocTu, unm
FCS_CKM.1 leHepauus kpuntorpammyeckmx Knoye]

FCS_CKM.4 YHNUTOXeHME KpunTorpadmnyecknx knyei

FMT_MSA.2 Be3onacHble 3Ha4YeHns aTpubyToB 6e3onacHocTyn

9.1.7.1 FCS_CKM.3.1

®BO AOMXHBI BbINOMHATL [HA3HAUYEHUE: TUN AOCTyNa K KpUntorpagnyeckum kawyam] B cooT-
BETCTBUU C ONpefeneHHbIM MeTo40M focTyna [HadHauyeHue: MeTO/ AOoCTyna K Kpuntorpauyeckum
Kn4yam], KoTopblii 0oTBeYaeT cneaylollemy: [HasHaueHue: CNUCOK cTaH4apToB].

9.1.8 FCS_CKM.4 YHUUYTOXEHNEe Kpuntorpadmnyecknx knwuei

Mepapxunueckunini gna: HeT NOAYNHEHHbIX KOMNOHEHTOB.
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3asucumocTu: [FDPJITC.1 MIMnopT gaHHbIX NoNb3oBaTens 6e3 atpubyTos 6e30nacHOCTM un
FDPJTC.2 IMNopT gaHHbIX N0Nb30BaTeNs ¢ aTpubytamm 6e3onacHoCTu, Uau
FCS_CKM.1 leHepauus kpuntorpadgnyeckux knwoye]
FMT_MSA.2 Be3onacHble 3Ha4eHusa aTpubyToB 6€30NacHOCTM

9.1.8.1 FCS_CKM.4.1

®BO [O/MKHBI YHUUTOXATb Kpuntorpaurnyeckme Kao4m B COOTBETCTBUMN C onpefesleHHbIM MeTo-
LOM [Ha3HayeHWe: METOA YHUUTOXEHUA KpunTorpadnyeckmx KnYvei], koTopblii oTBevaeT cnegyto-
wemy: [Ha3HauyeHue: CNMUCOK CTaHZapToOB].

9.2 Kpuntorpadguuyeckne onepaummn (FCS_COP)

9.2.1 XapakTepucTuka cemeinctsa

[lns KOPPEKTHOTOo ocyLecTBNEHNUS KpunTorpaduyeckmx onepaumnin ux Heo6xoa4MMo BbINONHATbL B COOTBET-
CTBUW C ONpefesieHHbIM a/IFOPUTMOM W KpUNTorpadmyeckMMm Kito4aMmy onpegeneHHon AAnHbl. laHHoe ceMeil-
CTBO CrieflyeT NPUMEHATb BCAKUIA pa3. ecn Heo6Xxo4MMO BbIMOMHATL Kpuntorpaduyeckme onepayuu.

K TMnnyHbIM KprnTOrpadmyecknm onepaunsMm 0OTHOCATCA: 3alndpoBaHe n/unu paclwmdpoBaHme gaHHbIX,
reHepauus n/vnav Bepudukayma LM poBbIX NOANNCEN, reHepauns KpunTorpathnyecknx KOHTPObHbBIX CYMM A
obecneyeHuns LenoCTHOCTH N/unun BepudurkaLmm KOHTPObHbIX CYMM, X3LINpOBaHMe (BblYMCNeHne XaL-o6pasa
coobuieHns), 3awncpoBarne n/mnm pacimdpoBaHme Kpuntorpagmueckmx knye, cornacosaHue kpuntorpadu-
YeCKNX Koueil.

9.2.2 PaHXupoBaHne KOMMNOHEHTOB

FCBJCOP Kpunrorpadp» ABATonepun* HM

PucyHok 21 — PaHXupoBaHMe KOMMNOHEHTOB cemeiictBa FCS_COP

FCS_COP. 1 «Kpuntorpaduyeckue onepaunm» cogepxuT TpeboBaHnsa UX BbINOSHEHWSA MO onpeaeneHHbIM
anropMtTMam ¢ NpuMMeHeHneM Kpuntorpaguyecknx Knoye onpeaeneHHon AnnHbl. ANropuTMbl U ANNHA KPUn-
Torpadymyeckux knyei MoryT OCHOBbIBATbCS Ha COOTBETCTBYIOLEM CTaHAapTe.

9.2.3 ¥YnpasneHue: FCS_COP.1

[leicTBMA No ynpaBfeHWto He NpeayCMOTPEHbI.

9.2.4Ayaut: FCS_COP.1

Ecnu B N3/3b BkNoueHo cemeiictBo FAU_GEN «[leHepauus gaHHbIX ayamuta 6e3onacHoCcTu», To cnegyeT
npeaycmMoTpeTb BO3MOXHOCTb ayauTta cnefylnx aeicTeuii:

a) MMHUMasbHbIA: yCNewHoe UAnM HeycnewHoe 3aBepLieHne, a Takxe TUM Kpuntorpadunyeckoii onepawuuuy;

b) 6a30Bblii: Nl06bIE NpUMeEHseMble KpunTorpaduyeckne pexumsl onepauuii, aTpubyTbl Cy6BLEKTOB U
06bEKTOB.

9.2.5 FCS_COP.1 KpunTtorpadguuyeckne onepayunu

Nepapxunuecknii 4na: HeT NOJUYUHEHHbIX KOMMNOHEHTOB.

3aBucumocTtun. [FDPJTC.1 mMnopT AaHHbIX Nonb3oBatens 6e3 atpnbyToB 6€30NacHOCTM Un

FDPJTC.2 MnopT gaHHbIX NONb30BaTeNs c aTpubyTamm 6e3onacHocTu, nnm
FCS_CKM.1 leHepauus kpuntorpauueckunx kiyei]

FCS_CKM.4 YHnuTOXeHue Kpuntorpadunyecknx knoyein

FMT_MSA.2 Be3onacHble 3HaYeHUsa aTpnbyToB 6e30nacHoCTH

9.25.1 FCS_COP.1i

®BO A0MXHbI BbINONHATL [Ha3HaUeHWe: CMUCOKKpUnTorpamuyecknx onepauuii] B cooTBeTcTBMM
c onpefeneHHbIMK anropuTMamuy [HasHayeHue: KpunTorpaduyeckme anropnuTMbl] u gnuHoii [HasHa-
yeHue: ANIUHbI KpUNTOrpadnyecknx kndei], koTopsle oTBeYalT cneaytouemy: [Ha3HaueHne: CNUCOK
cTaHfapToB].

10 Knacc FDP. 3awuta gaHHbIX nosib3oBartesid

Knacc FDP «3auwuTa AaHHblix Nofib30BaTesis» COAEPXNUT CEMECTBA, onpeaensiolme Tpe6oBaHns K PyHK-
unam 6esonacHocTu OO U NonuTUMKam yHkumuii 6esonacHoctTn OO. CBSA3aHHbIM C 3aL4UTON AaHHbIX NO/b30BaTE-
. OH pas6uT Ha YeTbipe rpynnbl CEMECTB, NEPEUUCIEHHbIE HIXE N NPUMEHAEeMbIe K 4aHHbIM NO/Ib30BaTeNs B
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npegenax OO npu ux UMNopTe, 3KCNOPTe U XpaHeHMK, a Takxke KaTpubytam 6e30nacHOCTU, NPSAMO CBA3AHHbLIM C
[aHHbIMY NONb30BaTeNs:

a) NOIMTUKM PyHKL M 6e30nacHOCTM AN 3alMThl faHHbIX NO/b30BaTENS:

1) FDP_ACC «[lonuTtuka ynpasneHus gocTynom».

2) FDPJFC «Monutuka ynpasfieHns MHpopMaLMoHHbIMU NMOTOKaMU».

KOMMNOHEHTbI 3TUX CEMENCTB N03BONAIT paspaboTunky M3/36 nmeHoBaTh NOANTUKN PYHKUMIA 6Ge3onacHoC-
TV ANS 3alWnTbl AaHHbIX NOb30BaTeNA U onpeAenaTb 061acTb AeCTBUA 3TUX NONUTUK, KOTOpPble HE06X0ANMO
COOTHECTH C Lenamm 6e3onacHocTun. MNpegnonaraeTcs, YTO UMEHa 3TUX NONUTUK BYAYT MCNONB30BATLCA NOBCE-
MEeCTHO B Tex (hYHKLMOHaIbHbIX KOMMOHEHTax, KOTOpble NMEIOT onepauuto, 3anpalinBarLLyo HasHadyeHne um
BbI6oOp «MPE ynpaBneHusa goctynom» n/mnun «Meb ynpaBneHns MHoOpMaLnoHHbIMKU NOoToKkammn». Npasuna, KoTo-
pble onpeaenstoT PYHKLUNOHAIbHbIE BO3MOXHOCTU MMEHOBaHHbIX MNP B ynpaBneHns 4OCTyNnoM 1 ynpaB/ieHUs UH-
hopmaLMoHHbIMK NOoTOKamu, 6yayT ycTaHoBNEHbl B ceMelicTBax FDP_ACF «®yHKUUN ynpaBneHnsa 4OCTynoM» U
FDPJFF «®yHKUMN ynpasneHns MHOPOpMaLnOHHbIMY NOTOKaMU» COOTBETCTBEHHO;

b) BUAbl 3alUMTbl fi@aHHbIX NO/b30BaTeNS:

1) FDP_ACF «®yHKLMM ynpaBneHnst 4LOCTYNOM».

2) FDPJFF «®yHKuny ynpaBieHnss MHOOPMaLNOHHbIMWN MOTOKaMmM».

3) FDPJTT «Mepepaya B npegenax OO»,

4) FDP_RIP «3awuTta ocTaTouHOW nHhopmaunms.

5) FDP_ROL «OTkaT».

6) FDP_SDI «LlenocTHOCTb XpaHUMbIX f@aHHbIX»;

C) aBTOHOMHOE XpaHeHue, UMMOPT 1 3KCNOPT AaHHbIX:

1) FDP_DAU «AyTeHTUMKaLNA faHHbIX».

2) FDP_ETC «3KcnopT AaHHbIX 3a npeaens! gelictemns ®50»,

3) FDPJTC «/MnopT faHHbIX M3-3a npeaenos geiictens ®50x».

KOMMNOHEHTbI 3TUX CEMENCTB CBA3aHbl C JOBEpPeHHON nepefayeli faHHbIx B O4P nnn n3 O4¢:

d) cBsA3b mMexay ®BO:

1) FDPJJCT «3auwmTa KoHuaeHUunanbLHoCTh faHHblX Nonb3osaTens npu nepegade mexay b60».

2) FDP_UIT «3awmTa LLeNIoCcTHOCTU faHHblX NoNb3oBaTens npu nepegadve mexay ®650».

KOMNOHEHTBI 3TUX ceMelicTB onpeaenatoT B3aumogeiictene mexay @60 cob6cTtBeHHO OO 1 gpyroro fose-
peHHoro npogykta UT.

FDPACC Narwtkaguvun g1 goctyna»  ------ 1

FDPJCF CyHKWMYy Yy Nl U1 IOCTYNOM ~ -----~ 1

PucyHok 22 — [ekomno3uuns knacca FDP «3auura gaHHbIX Nofib3oBaTens», nuct 1
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FOP_SDi Ll,aI'IMI'IHOOI'bXpaHVIMbIX,anHbIXS -MN H 3

FDPUCT 3aluT WwHhpeaMpMbloCcTMAA>M>a
MOJILIOEBTINH Mpy NBpBoaYys nesaardés0

PucyHok 22. nuct 2

10.1 NMonuTuka ynpasnoHusa goctynom (FDP_ACC)

10.1.1 XapakTepuctuka cemeiictea

CewmelictBo FDP_ACC ngeHTudguuympyet MPB ynpaBneHus 4OCTynoM, ycTaHaBnBas UM UMeHa, nonpege-
nsaet obnactu felicTBMA NOANTUK, 06pasyoLLnX MAEHTUPULUPOBAHHYIO YacTb ynpaBneHus goctynom MNBO. O6na-
CTN feiicTBMA MOXHO XapakTepu3oBaTb TPEMSA MHOXECTBaMU: Cy6beKTbl Mo ynpaBneHnem noanuTukn, 06bekTbl
nofj ynpasaeHnem NOAUTUKM 1 onepaLumn ynpasnseMblx Cy6bekToB Ha ynpaBasieMbix 06bekTax, Ha KoTopble pac-
npocTpaHsaeTca nonantuka. O6LLme KpUTepUn A0NYCKaT CyLLeCTBOBAHNE HECKONBKUX MOMNTUK, KaXAas U3 KoTo-
pbIX UMeeT YHUKas bMoe UMs. 3To foCcTUraeTcs NocpeACTBOM BbINO/IHEHNS UTepaLuii KOMNOHEHTOB paccMmaTpuBa-
eMOoro cemeiicTea No 04HOMY pasy AN KaxAoi UMeHOBaHHO NOANTUKM yNpaBaeHus goctynom. Npaeuna, onpe-
penawowme PyHKLMOHaNbHbIE BO3MOXHOCTY MN®B ynpasneHns 4octynom, 6yayT yCTaHOBAEHbI ApYyTMMy ceMeit-
cTBaMu. Takumu kak FDP_ACF «®yHKkuuu ynpasneHunsa goctynom» n FDP_SDI «LlenocTHOCTb XpaHUMbIX faH-
Hbix». MNpeanonaraetcs, 4To MeHa MN®b. ngeHTNdULNpoBaHHbie B cemelictBe FDP_ACC «[lMonuTuka ynpassne-
HWUA OCTYNOM», 6yAYyT NCNOb30BATHCA NOBCEMECTHO B (PYHKLMOHANBbHbLIX KOMMOHEHTaX, KOTOpble UMEIT onepa-
Lu10, 3anpalumBaloLLyto HazHayeHune uav sbibop «MPb ynpasneHns 4OCTYNOM».

10.1.2 PaHxunpoBaHne KOMMNOHEHTOB

PucyHok 23 — PaHxupoBaHue KOMMNOHeHTOB cemeiictBa FDP_ACC
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FDP_ACC.1 «OrpaHu4eHHoe ynpasieHne 4OCTYNOM» COAEPXUT TpeboBaHne, YTo6bl kaxaasa naeHTnduLm-
poBaHHasa M®B ynpasneHna AoCTynom cyuiecTsoBana AN NOAMHOXeCTBa BO3MOXHbIX onepaLunii Ha NoOAMHOXe-
cTBe 06bekToB B OO.

FDP_ACC.2 «lNofnHoe ynpaeneHne AoCTyNOM» COAEepXUT TpeboBaHue, 4To6bl Kaxgasa naeHTMULpoBaH-
HasA M®Bb ynpaBneHus 4OCTYNOM OxBaTbliBana Bce onepauun cy6bbekToB Ha 06bekTax, ynpaBnsiembix 3Toli MoBb.
Kpome aToro, TpebyeTcs, UTo6bl BCce 06bekTbl 1 onepauuy B Of® 6bi1n oxBayeHbl, MO MeHblIed Mepe, OfHOM
naeHTudununposaHHoii Ndb ynpaBneHnsa 4ocTynom.

10.1.3 ¥npasneHue: FDP_ACC.1, FDP_ACC.2

[le/icTBuA No ynpaBneHnto He NpeAyCcMOTPEeHbI.

10.1.4 AyanT: FDP_ACC.1, FDP_ACC.2

HeT cobbITuii, ANA KOTOPbIX CNeayeT NpeAycMoTpeTb BO3MOXHOCTb ayauTa.

10.1.5 FDP_ACC.1 OrpaHu4yeHHoe ynpaB/ieHne OCTYynom

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3asucumocTtu: FDP ACF.1 YnpaBneHue 4OCTynoM, OCHOBaHHOE Ha aTpmbyTax 6e30nacHocTu

10.1.5.1 FDP_ACC.1.1

®BO foMKHbI ocyw ecTBNATL [HasHaueHne: MPB ynpasneHnsa gocTtynom] ans [HasHavyeHne: CNn-
COKCYObeKTOB, 06 EKTOB M ONepaunii cy6beKkToB Ha 06bekTax, HaKoTopble pacnpocTpaHsaeTcs MNOB].

10.1.6 FDP_ACC.2 NonHoe ynpas/sieHne OCTynom

Nepapxunuecknii gna: FDP_ACC.1 OrpaHuyeHHoe ynpas/ieHne AocTynom

3asucumocTtu: FDP_ACF.1 YnpaBneHue 4OCTynoM, OCHOBaHHOE Ha aTpmbyTax 6e3onacHocTu

10.1.6.1 FDP_ACC.2.1

®BO fo0/MKHBI OCyLWecTBAATL [HasHaueHune. [PB ynpasneHns 4OCTynoM] ans [HasHauyeHne: CNUCOK CyObek-
TOB M 06bEKTOB] N BCex onepauuii cybbekToB Ha 06bekTax, Ha KoTopble pacnpocTpaHsaeTca MNdB.

10.1.6.2 FDP_ACC.2.2

®BO gonxHbl obecneynBaTb, 4TO6blI Ha onepauun N b6oro cy6bvektTa M3 OAP Ha nt6OM 06beEKTEe
n3 O4® pacnpocTpaHanacb kakasa-nn6o NMdB ynpaBneHus goctynom.

10.2 ®yHKUunMn ynpasneHus goctynom (FDP_ACF)

10.2.1 XapakTepuctuka cemeincTea

CewmeiictBo FDP_ACF onucbiBaeT npaBu/a A5 KOHKPETHbIX PyHKL M, KOTOpble MOTyT peann3oBaTb NoOAn-
TUKM ynpasieHns 4OoCTynom, uMeHoBaHHble B FDP_ACC. B FDP_ACC Takxe onpegensietcs o6nactb gelicTeusa
3TUX NONNTUK.

10.2.2 PaHXunpoBaHMe KOMNOHEHTOB

FDP./CF ®plimy f0obl nam LU A00TYrObl
PucyHok 24 — PaHxupoBaHne KOMMNOHeHTOB cemelictBa FDP_ACF

B 3TOM cemelicTBe pacCMOTPEHbI UCMOMb30BaHNe aTpubyToB 6€30NacHOCTU U XapakTepPUCTUKMA NONUTHK Y-
paBnieHus goctynom. MpegnonaraeTcs, 4TO KOMNOHEHT 3TOro cemeiicTBa 6yAeT MCNofb3oBaH, YTo6bl onucaTb
npasuna gna yHKunn, kotopas peanmsyet MPE. paHee ngentudunymposaHHyto B FDP_ACC «lMonnTtuka ynpas-
neHusa goctynom». PaspaboTunk MN3/36 MOXeT Takke BbINOMHATL UTepaLnn 3TOro KOMNoHeHTa, ecnn B OO nmeert-
CSl HECKOJ/IbKO TaKMX NOSTNTUK.

FDP_ACF.1 «YnpaBneHue AoCTynom, 0CHOBaHHOe Ha aTpubyTax 6e3onacHocTn» nossonsieT 6O ocyule-
CTBUTb AOCTYN. OCHOBAHHbIN Ha aTpUbyTax U UMeHOBaHHbIX rpynnax atpnbytos 6es3onacHocTn. Kpome toro, 60
MOTYT UMeTb BO3MOXHOCTb IBHO pa3peluatb Wau 3anpelwartb 4OCTYNn K 06bekTy, OCHOBbIBAsACb Ha aTpubyTax
6e3onacHocTU.

10.2.3 YnpaBneHue: FDP_ACF.1

Ansa ddyHKumnit ynpaBneHnusa ns knacca FMT mMoryT paccmaTpuBaTbCca cnegytoline AelicTBUS:

a) ynpasneHue aTpubyTamu, UCMONb3YEMbIMU 419 ABHOFO paspeLleHns uam 3anpeLieHns goctyna.

10.2.4 AyauTt: FDP_ACF.1

Ecnu B M3/3B6 BkAtoyeHo ceMeiicTBo FAU_GEN «[leHepauus gaHHbIX ayauta 6e3onacHocTu», To cnegyet
npeaycmMoTpeTb BO3MOXHOCTb ayuTa cnefyLmnx aeicTeuii:

a) MMHMManbHbIA: yCnelHble 3anpochl Ha BbINOIHEHWE onepaymnii Ha 06bekTe, Ha KOTOPbI pacnpocTpaHs-
etca MNoOb:

b) 6a30BbIii: BCe 3anNpochbl Ha BbINO/IHEHWE onepauuii Ha 06bekTe, Ha KOTopbIl pacnpocTpaHsaeTtca MNeb;
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c) [eTann3npoBaHHbIii: cneyunasnbHble aTpubyTbl 6€30NacHOCTU, MCNOJIb3yeMble NPU NpoBepke NpaBoOMepPHO-
cTngocTyna.

10.2.5 FDP_ACF.1 YnpaBneHne fOCTynoM, OCHOBaHHOe Ha aTpubyTax 6e3onacHocTu

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3aBucumoctn: FDP_ACC.1 OrpaHnyeHHoe ynpaB/ieHne 40CTYNoM

FMT_MSA.3 NlHnymanunsaumnsa ctatnyecknx aTpubytos

10.2.5.1 FDP_ACF.1.1

®BO f0MXHbI OCyW ecTBNATL [Ha3HauyeHune: M®B ynpaBieHna 4ocTynoM] K o6bekTamM, OCHOBbI-
BasiCb Ha [Ha3HayeHue: CMMCOK CYyBBLEKTOB W O0O6BEKTOB, HAXOAAWMUXCA NOJL yNpaBieHNneMm ykasaH-
HOW M®B, N AN KaX[oro M3 HUX — oTHocAWMecs K aaHHoW M®PB aTpnbyTbl 6€30NaCHOCTU UAN NUMEHO-
BaHHble rpynnbl aTpnbyToB 6e3onacHocTH].

10.2.5.2 FDP_ACF.1.2

®BO f0MXHbLI OCYLW eCcTBNATL ceAylolu e npasuaa onpeaeneHns Toro, paspelleHa M onepaumna
ynpasnfaemoro cy6bekTa Ha ynpaBnfsemMoM o6bekTe: [HasHauyeHue: npasuia ynpaBneHua fOCTynom
ynpaBnsembiXx Cy6beKTOB nynpaBisieMblM 06 bekTam C MCNO/Ib30BaHNEM yNpaBisieMblX onepaunii Ha
HUX].

10.2.5.3 FDP_ACF.1.3

®BO [O/MKHBI ABHO paspewaTb AOCTYN Cy6beKTOB K 06bekTam, OCHOBbIBAAChb Ha CAepAyloLwunx
[OMONHUTENbHbIX NpaBunax: [HasHavyeHne: Npasunia, OCHOBaHHble HaaTpnbyTax 6e30MacHoCTu, Ko-
TOpble ABHO pa3pelwatrT 40CTyNn Cy6bEKTOB K 06bekTam].

10.2.5.4 FDP_ACF.1.4

®BO [0MKHBI ABHO OTKa3biBaTb B A40CTyNe cCy6beKTOB K 06bekTaM, OCHOBbIBAsACb Ha CeayoLwmnx
[OMNOMHUTENbHLIX NpaBunax: [HazHayeHne: NpaBuia, OCHOBaHHble Ha aTpubyTax 6e3onacHoOCTH, KO-
TOpble ABHO 3anpewialT 4OoCcTyn cybbekToB K 06 bekTam].

10.3 AyTeHTudpukaumna ganHbolx (FDP_DAU)

10.3.1 XapakTepucTtunka cemelictea

AyTeHTUdUKaLNA faHHbIX NO3BONAET CYLHOCTU NPUHATL OTBETCTBEHHOCTb 3a NOA/IMHHOCTbL MHGYOpMaLMmn
(Hanpumep, ¢ ucnonb3oBaHuem Ludposoii nognucu). Cemeiicteo FDP_DAU cogepxunT MeToj npefocTaBieHuns
rapaHTUm NpaBUNbLHOCTK cneyundryeckoro Habopa AaHHbIX, KOTOPbIA MOXeT 6blITb BNOCNEACTBMN UCNONb30BaH
ANns Bepudmkaumny Toro, 4To cogepxarHme nHopmaumm He 66110 NogaenaHo nam MoANMULMPOBaHO MOLLEHHUYEC-
KUM nyTtem. B otnuuune ot knacca FAU «Ayant 6e30nacHOCTU» aHHOe CeEMeNCTBO NpeAgHasHayvyeHo N8 npuMeHe-
HUSA CKopee K CTaTU4eCKMM, YeM K nepemMeLaeMbiM AaHHbIM.

10.3.2 PaHXunpoBaHue KOMMNOHEHTOB

PucyHok 25 — PaHxupoBaHue KOMMNOHeHTOB cemelictBa FDP_DAU

FDP_DAU.1 «ba3oBas ayTeHTUukaums gaHHbIX» COAEPXUT TpeboBaHue, 4To6bl PBO 6bIIM CNOCO6HLI
npefocTaBnTb rapaHTUio NOAANHHOCTM MHhOopMaLun, cogepxaLlieiics B 06bekTax (HanpuMmep, LOKyMeHTax).

FDP_DAU.2 «AyTeHTuhmkaumsa gaHHbIx ¢ MaeHTuduKaLmein rapaHta» cogepXxuT 4ononHuTensHoe Tpebosa-
Hue, 4To6bl PBO 6b1/IM CNOCOBHBLI YCTAHOBUTbL AEHTUdUKATOP CybbekTa, KOTOpbI NpefocTaBu rapaHTuio noa-
JINHHOCTMW.

10.3.3 YnpaBsneHvne: FDP_DAU.1, FDP_DAU.2

[Ana dyHKunii ynpasnenuns us knacca FMT moryT paccmaTpuBaTtbCcs cnegylmne aeicTemsa:

a) HacTpoWika B CUCTEME HasHavyeHus unn moandrkaLum o6beKkToB, 4719 KOTOPbIX NPUMEHAETCA ayTEHTUdU-
Kauuns gaHHbIX.

10.3.4Aypgut: FDP_DAU.1

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayamMta 6e3onacHocTU», To cnegyet
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegytowmx geicTBuii:

a) MMHMMasbHbINA: ycnewHas reHepaymsa CBUAeTeNbCTBA NPaBUIbHOCTH:

b) 6a30Bblii: HeycnelwHas reHepauns cBMaeTeNbCTBa NPaBUIbHOCTU:

C) feTann3npoBaHHblii: naeHTUdMKaTop cy6bekTa, KOTOpbI 3anpocua CBUAETENbCTBO.
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10.3.5Ayaut: FDP_DAU.2

Ecnu B M3/36 BkntoueHo cemelictBo FAU_GEN «IeHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeTt
npefycMoTpeTb BO3MOXHOCTb ayauta cnegyoumnx 4eicTBuii:

a) MMHMManbHbINA: ycnelwHasn reHepaymsa cBuaeTenbCcTBa NpaBuabLHOCTH:

b) 6a30Bblii: HeycnelwHas reHepauns cengeTenbcTsa NPaBUIbLHOCTY;

C) feTanM3npoBaHHblii: nAeHTUMKATOP Cy6beKTa, KOTOPbI 3anpoCcu/ CBUAETEbCTBO;

d) getannanpoBaHHbIi: naeHTUrkaTop cybbekTa, KOTOpbI reHepupoBasn CBUAETENbLCTBO.

10.3.6 FDP_DAU.1 Ba3oBas ayTeHTU(UKaLusa gaHHbIX

MNepapxnyeckuin 4nsa: HeT NoA4YNHEHHbIX KOMMOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEA.

10.3.6.1 FDP_DAU.1.1

®BO [0/MKHbl NTpeAoCcTaBNATb BO3MOXHOCTb FeHepupoBaTh CBUAETENbCTBO, KOTOPOE MOXET O6bIThb
MCNO/MIb30BAHO KakK rapaHTus NpaBUbHOCTU [Ha3HayeHWe: CMIUCOK 06BEKTOB UAM TUNOB WHGOpMa-
yum].

10.3.6.2 FDP_DAU.1.2

®BO f0MKHbI NpefocTaBNATb [Ha3HauYeHne: CNNCOK Cy6beKTOB] BO3MOXHOCTb BepuduynpoBatb
CBUAETEeNbCTBO NPAaBWU/IbHOCTW YKa3aHHOW MHG opMaLun.

10.3.7 FDP_DAU.2 AyTeHTudunkaumnsa gaHHblx ¢ ngeHtudukayein rapaita

Nepapxunveckuin ans: FDP_DAU.1 Ba3oBas ayTeHTUMKaunsa gaHHblX

3asucumocTu: FIAJJID.1 Bbi6op MOMeHTa ngeHTudgunkaymum

10.3.7.1 FDP_DAU.2.1

®BO A0MKHBI NPeAoCTaBNATb BO3MOXHOCTb reHepMpoBaTh CBUAETENbCTBO, KOTOPOE MOXET 6bITb UCMOSb-
30BaHO Kak rapaHTusi NpaBubHOCTU [Ha3HaYeHNe: CMMCOK06BbEKTOB AN TUMOB MHopMaLuu].

10.3.7.2 FDP_DAU.2.2

®BO fO/MKHbI NpeAoCcTaBNATL [HA3HauYeHne: CMUCOKCYB6beKTOB] BO3MOXHOCTbL BepuduLumpoBaTh cBuae-
TeNbCTBO NPaBU/IbHOCTU yKa3aHHOW nHopMaLum n ngeHTudukaTop nonb3oBartens, KOTOPbIA co3gan cBu-
[eTeNbLCTBO.

10.4 2KcnopT AaHHbIX 3a Nnpeaensl gelicteua @60 (FDP_ETC)

10.4.1 XapakTtepucTuka cemeincTea

CewmelictBo FDP_ETC onpegenseT hyHKLMM ANA 3KCnopTa gaHHbliX nonb3oBatens n3 OO Tak. 4ToO6bl X
aTpnbyThl 6€30NacHOCTM 1 3awmMTa MOrn AN NONHOCTLI0 COXPaHATLCA AN UTHOPUPOBATLCS NPU IKCNOPTE 3TUX
[aHHbIX. B cemeiicTBe Takxe paccMaTpnBaloTCa OrpaHMYeHnst Ha 3KCNopT 1 accoumauua atpmbyTos 6e3onacHoc-
TW C 3KCNOPTUPYEMbIMY AaHHBIMW NONb30BaTENS.

10.4.2 PaHXxunpoBaH/Me KOMNOHEHTOB

PucyHok 26 — PaHxupoBaHne KOMMNOHEHTOB cemeiictBa FDP_ETC

FDP_ETC.1 «9KcnopT AaHHbIX N0b30BaTens 6e3 atpnbyToB 6€30MacHOCTM» COAEPXUT TpeboBaHme, YTobbl
®BO ocyuiecTBAsAAM COOTBETCTBYOWMEe NMPE Npu aKcnopTe AaHHbIX N0fib30oBaTeNs 3a npegensl gelictens ¢bO.
[laHHble nonb3oBaTens, KOTOpble 3KCMOPTUPYIOTCA 3TOW hYHKUMEN, HE CONPOBOXAAITCA acCOLUNPOBaHHLIMYU C
HUMMK aTpubyTamy 6e30NacHoOCTy.

FDP_ETC.2 «QKcnopTAaHHbIX NoNib30oBaTeNs c aTpnbytamm 6e30nacHOCTU» COAEPXUT TpeboBaHue, YToOb!
®BO ocywecTBNANM cooTBeTCcTBYOWME MNPB. MCNoNb3ya PYHKLMIO, KOTOpas TOYHO M 0AHO3HAYHO accouunpyet
aTpubyTbl 6€30MacHOCTM C IKCNOPTUPYEMbIMU f@HHbIMY NOMIb30BaTEeNS.

10.4.3 ¥YnpasneHue: FDP_ETC.1

[leicTBMA No ynpaBfieHWto He NpeayCMOTPEHbI.

10.4.4YnpasneHue: FDP_ETC.2

[nsa dyHkuunit ynpaeneHnusa ns knacca FMT moryT paccmaTpuBaThbCa cnegytoline AelicTBus:

a) M3MeHeHne A0NONHUTENbHbIX MPaBua ynpaBieHna 3KCNoOpPTOM MHdopMaL My nonb3oBaTenemM c onpeje-
NEHHOI ponblo.
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10.4.5AyauT: FDP_ETC.1, FDP_ETC.2

Ecnu B M3/3B6 BkntoyeHo cemelictBo FAU_GEN «leHepalus AaHHbIX ayauTa 6e30nacHoOCTu», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyoLmnx geicTBuii:

a) MUHUMasbHBINA: yCNeLWHbIA 3KCNopT MHhopMaLuu;

b) 6a30BbliA, BCE NONbITKA 3KCMOPTUPOBAaTL UHhopMaLuio.

10.4.6 FDP_ETC.1 2KkcnopT faHHbIX nonb3oBatens 6e3 atpubytos 6e3onacHoCTu

WNepapxnyecknit 4Ns: HET NOAYNHEHHbBIX KOMMTOHEHTOB.

3asucumocTu: [FDP_ACC.1 OrpaHuyeHHoe ynpasieHne JoCTYynom umu

FDPJFC.1 OrpaHuyeHHoe ynpaBneHne nHhopmaLMoHHbIMY NOTOKaMu]

10.4.6.1 FDP_ETC.1.1

®BO foNXKHbI ocywecTBNAThL [HasHaveHue: MNPB ynpasneHus goctynom u/mnu NMeb ynpasneHus
MH(POPMALNOHHBIMY MOTOKAMM) NPU 3KCMOPTE AaHHbIX NONb30BaTeNs, KOHTponupyemom N6, 3a npe-
nensl O0®.

10.4.6.2 FDP_ETC.1.2

®BO A0MKHbI 3KCNOPTUPOBAaTh AaHHble Nosb3oBaTens 6e3 aTrpubyTos 6e30NacHOCTM, accoLnn-
pPOBaHHbLIX C A@aHHbIMW NONb30BaTENS.

10.4.7 FDP_ETC.2 2KkcnopT AaHHblIX N0ONb30BaTeNna ¢ atpubytamun 6e3onacHocTun

Nepapxunuecknii 4nsa: HeT NOJYUHEHHbIX KOMMOHEHTOB.

3asucumocTu: [FDP_ACC.1 OrpaHu4veHHoe ynpasneHne 4OCTYNnom nam

FDPJFC.1 OrpaHuyeHHoe ynpaB/sieHne nHopMaLMOHHbIMK NOToKamu]

10.4.7.1 FDP_ETC.2.1

®BO pfoMKHbI ocylw ecTBASATL [HadHaueHue: M®B ynpaBneHus goctynom u/unu NMOB ynpasneHns
MH(OPMAaLNOHHBIMY NOTOKAMMW] Npu 3KCNOpPTe AaHHbIX NONb30BaTeNs, KOHTponupyemom MO B, 3a npe-
nensl OA®.

10.4.7.2 FDP_ETC.2.2

®BO [O0MKHBI 3KCMOPTUPOBATbL AaHHble NoMb30oBaTensa ¢ aTpubytamm 6e3onacHoOCTU, accounm-
poOBaHHbLIMU CAAHHbLIMUW NONb30BaTENSA.

10.4.7.3 FDP_ETC.2.3

®BO pgonxHbl obecneuynBaTtb, 4HTOObI Npu akcnopTe 3a npepensl OO0® aTpnbyTbl 6€30NaCHOCTMN
0/JHO3HAYHO acCoLMNPOBANINCHL C 3KCNOPTUPYEMbBIMU AAaHHbLIMW NONb30BaTENSA.

10.4.7.4 FDP_ETC.2.4

®BO f0/MKHbl OCYLWEeCTBNATL CriefyloWme npasuaa Nnpu aKCnopTe AaHHbIX Nofb3oBaTensa ns O ¢:
[HasHaueHune: AONOMHUTENIbHbIE NpaBuia ynpaBaeHUss 3KCNOPTOM UHopMaL ).

10.5 Monutuka ynpaBneHuns nHpopmaumoHHbimm notokamu (FDPJFC)

10.5.1 XapakTepucTuka cemeiicTea

CewmeiictBo FDPJFC ngeHtucduunpyet NOB ynpaBneHns MHpopMaLMoHHbIMY NOTOKaMK, ycTaHaBNnMBas um
umeHa, n onpegenseT o6iacTu 4eicTBUS NOAMTUK, 06pasyoLLNX UAEHTUULNPOBAHHYIO YacTb yNpaBieHNsa UH-
chopmayoHHbIMK noTokamu MBO. 3T 061acT feiCTBMA MOXHO XapakTepn3oBaTb TPEMS MHOXeECTBaMu: Cy6bek-
Tbl N0OJ yNpaBaeHnem noanuTukn, MHopMaLmsa nof ynpasieHneM noAUTUKL 1 onepauuy nepemMeLLeHns ynpasns-
eMoli MHhopMaLuu K ynpasnseMbiM Cy6bekTam 1 0T HAX. Ha KOTOpble pacnpocTpaHaeTca noamTuka. Oéuime kpu-
Tepumn J0oNycKalT CyLLeCTBOBAHNE HECKO/IbKMX MOSTMTUK, KaxXAas U3 KOTOPbIX UMeeT YHUKaibHoe UMs. 3To A0CTU-
raeTcsi NOCPeACTBOM BbIMO/HEHNSA UTepaL il KOMNOHEHTOB paccMaTpuBaeMoro ceMeiicTea no og4HOMY pasy Ans
KaXX,0 UMEHOBaHHOW NONNTUKN YNpaBieHnsa MHoPMaLNOHHbIMU NOTokamMu. MNpasuna, onpegensoLwme @yHKLmM-
OHasibHble BO3MOXHOCTM MPE ynpaBneHnsa MHOOpPMaLMOHHbBIMU NOTOKaMK, 6yAyT yCTaHOBAEHbI APYTVMY CEME-
cTBamu. Takumu kak FDPJFF «®yHKU1K ynpasieHna nHpopmMaLMoHHbIMY noTokamm» n FDP_SDI «LlenocTHocTb
XpaHUMbIX faHHbIX». MimeHa M®B ynpaBneHnsa nHopMaLMoHHbIMU NOTOKaMu, NAeHTUNUNPOBaHHbIE B CEME-
ctBe FDPJFC. B fanbHeliwem 6yayT MCNONb30BaTbCA NOBCEMECTHO B TeX (DYHKLMOHAIbHbIX KOMNOHEHTaX, KOTO-
pble BK/IOYaloT B cebs onepauuio, 3anpalinsaroLlyo HasHavyeHne unm Bol6op «Meb ynpasneHnsa nHopmaLloH-
HbIMW MOTOKaMM».

MexaHusm ®BO ynpaBnsieT MHPOPMaLMOHHbIMU MOTOKaMMN B COOTBETCTBUM ¢ MNP B ynpaBneHusa nHdpopma-
LIMOHHBIMM NOTOKamun. Onepayuu, KOTopble N3MeHAIN 6bl aTPNBYThl 6e3onacHoCcTV NHopPMaLnu, B 06LLeM ciyyae
HefonyCTUMbI, MOCKO/bKY 3TO 6bI110 6bl HapyLweHnem MNP B ynpaBneHns MHOOPMaLMOHHbIMY NoTokamun. OfHako,
Kak uckntoyeHune, Takne onepawum MoryT 6biTb paspelleHbl B NP6 ynpaBneHna nHgopmaLoHHbIMWU NOTOKaMK,
eC/i1 3TO ABHO onpejeneHo.
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10.5.2 PaHxuposaHue KOMMNOHEHTOB

| FDP_FC Nonetnm ynpiamms
| MHEpOpMALIMOHHBIK  MOTONUM

1 4

PucyHok 27 — PaHXupoBaHWEe KOMMNOHEHTOB cemeiictea FDPJFC

FDPJFC.1 «OrpaHuyeHHoe ynpasneHme nHpopmaLMoHHbIMWU NOTOKAMU» COAEPXUT TpeboBaHne, 4Tobb!
Kaxpgaa naeHtudunumnposaHHan MNeb ynpasneHns MHOOPMaLUOHHBIMU NOTOKaMW BbINOMHANACH 418 NOAMHOXE-
CTBa BO3MOXHbIX Onepaymii Ha NOAMHOXeCTBe MHPOPMALMOHHbIX NOoTOKOB B OO.

FDPJFC.2 «[TonHoe ynpaBneHne nHhopmMaLMOHHbIMU NOTOKaMU» COAEPXUT TpeboBaHue, 4To6bl Kaxaas
naeHTuduumposaHHas N®b ynpasieHna MHOPMaLNOHHBIMU NOTOKaMW OXBaTbiBasia BCe onepauum 415 cyobek-
TOB M MHCpbOopMauuo nog ynpasneHuem 3toli MOB. Takke TpebyeTcs, 4To6bl BCe MHDOPMALMOHHbIE NOTOKN 1
onepauun B npegenax O4® 6b1n oxBaveHbl XOTA 6bl 04HON MAEHTUULMpPOBaHHON M®B ynpaBneHus nigopma-
LWOHHbIMU NOTOKamMn. COBMECTHO C KOMNoHeHTOM FPT_RVM.1 370 o6ecneynBaeT acnekT «MNOCTOSAHHAA roTOB-
HOCTb» MOHUTOpPa obpaLyeHuit.

10.5.3 YnpasneHnue: FDPJFC.1, FDPJFC.2

[le/icTBuA No ynpaBneHnto He NpeAyCMOTPEHbI.

10.5.4 Ayput: FDPJFC.1, FDPJFC.2

HeT cobbITuii, ANA KOTOPbIX CiefyeT NpefyCcMOTpeTb BO3MOXHOCTb ayaunTa.

10.5.5 FDPJFC.1 OrpaHuyeHHoe ynpasjieHne UHMOPMaLNOHHLIMU NOTOKaAMM

Nepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3asucumocTun: FDPJFF.1 MpocTble aTpubyThl 6€30NacHOCTH

10.5.5.1 FDPJFC.11

®BO [O0MKHbI OocywecTBNAThL (HasHavyeHue: MNP ynpaBneHUs MHPOPMALUOHHLIMU NOTOKaAMMK]
ans (HasHayeHuWe: CMUCOK Cy6beKTOB, MHhopMaLmm 1 onepauunii nepemMeLy,eHus ynpasnsaemoi nHdop-
Maunmn K ynpasnsaembiM Cy6beKkTam U 0 T HUX, Ha KOTOopble pacnpocTpaHsaeTca MN®B].

10.5.6 FDPJFC.2 NonHoe ynpaBneHne NHQPOPMaLNOHHbIMUN NOTOKaAMK

Nepapxuueckunit gns: FDPJFC.1 OrpaHvyeHHoe ynpaBieHne MHMOPMaLMOHHbIMW NOTOKaMU

3aBucumocTtn: FDPJFF.1 MpocTble aTpubyThbl 6€30NacHOCTM

10.5.6.1 FDPJFC.2.1

®BO foMXHbI OCcyLecTBNATL (HasHadveHve: MNPB ynpasneHusa nHpopMauoHHbIMM NOTOKamu] 4ns (HasHa-
yeHue: CMUCOK Cy6bEKTOB M UHbopMaLun] n Bcex onepauunii nepemeleHns ynpasnsaemMmoi nHopmaumm K
ynpasnfaemMblM cy6bekTaM U OT HUX, HA KOTOpble pacnpocTpaHaeTca MOb.

10.5.6.2 FDPJFC.2.2

®BO gonxHb obecneunBaTtb, UTO6bLI B Nnpegenax OAP Ha Bce onepauun nepemel,eHus ynpas-
nsaemol nHopmMmauumn K ynpaBnsieMblM cy6bekTaM U OT HUX pacnpocTpaHsaiacbh kakasa-nn6o M6 yn-
paBsieHNs MHPOPMAaLNOHHbBIMU NOTOKaAMMN.

10.6 ®DyHKUWMM ynpaBneHna MHpopMaynoHHbiMn notokammn (FDPJFF)

10.6.1 XapakTepucTuka cemeincTea

CewmelictBo FDPJFF onucbiBaeT npaBuna A5 KOHKPETHbIX PYHKLMWIA, KOTOpble MOTyT peanu3osatb MN®b
ynpasneHusi NHPOpPMaLMOHHbIMY NOTOKaMu, UMeHoBaHHble BFDPJFC «Monutuka ynpasneHns MHOOopMaLnoHHbI-
MU NoTOoKaMmn», rae Takxe onpefesnieHa ob6nactb AeNCTBUS COOTBETCTBYIOWEN MONNTUKN. CeMeliCTBO COAePXUT
ABa Tuna Tpe6oBaHuii: nepBblli CBA3aH € 06bIYHBIMU UHPOPMALMOHHBIMK NOTOKaAMU, & BTOPO — C HepaspeLleH-
HbIMU MH(OPMAaLMOHHBLIMU NOTOKaMU (CKPbITbIMU KaHanamu). 3To pasfefieHne BO3HUKaeT, MOTOMY UTO npobnema
Hepa3speleHHbIX MHPOPMALMOHHBLIX MOTOKOB B HEKOTOPOM CMbIC/1e NPOTUBOPEUNT OCTaslbHbIM acnekram MNeb
ynpaBneHnsa nHpopMaLunoHHbIMU NOTOkaMK. M0 cyLLecTBY, CKPbITble KaHa bl 4aloT BO3MOXHOCTb 06X04nTb MNPB
ynpasneHns NHPOpPMaLNOHHBIMW NOTOKAMMW B HapyLLUeHWe NOANTUKN. Takum 06pa3om, BO3HUKAeT NOTPe6HOCTb B
cneunanbHbIX MYHKLMAX, KOTOPbIe OrpaHNyYNBaloT IM60 NpefoTBpaLLalnT UX BOSHUKHOBEHME.

10.6.2 PaHXxupoBaHne KOMNOHEHTOB

PucyHok 28 — PaHxunpoBaHne KOMMNOHeHTOB cemelictBa FDPJFF
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FDPJFF.1 «lpocTble aTpnbyTbl 6€30NaCHOCTU» COAEPXKUT TpeboBaHMe Hanuuma aTpmbyToB 6esonacHocTu
NHopMaumy n cybbeKTOB, KOTOPbIE BbICTYNAT Kak MHULMaTOPbl OTNPaBAEHNA UK NosyvyaTenmn aTo nHgopma-
uun. B Hem Takxe onpegensaTca npasunia, KOTopble HE06X04MMO peann3osaTb C UCNOMIb30BaAHNEM PYHKUUN, U
onncaHo, Kak yHKLMA nonyvaeT aTpmbyTbl 6€30NacCHOCTH.

FDPJFF.2 «Mepapxuyeckne atpnbyTbl 6e30MacHOCTM» paclimpseT TpeboBaHus NpeablAyL,ero KOMMoOHeH-
Ta. Tpebysa, uTob6bl BCe MNPB ynpasneHua nHgopmaloHHbIMY NnoTokamu B NMBO ncnonb3osanu nepapxuyeckune
aTpubyTbl 6€30MNacHOCTU, KOTOPble 06Pa3y0T HEKOTOPYHO CTPYKTYPY.

FDPJFF.3 «OrpaHnyeHne Hepa3speLleHHbIX MHOpPMaLNOHHbLIX MOTOKOB» COAEPXUT TpeboBaHue, 4Tobbl MPB
pacnpocTpaHsifiacb Ha HepaspelleHHble NHPOPMaLMOHHbIE MOTOKW, HO He 06513aTe/IbHO yCTpaHsa1a ux.

FDPJFF.4 «YacTuyHoe ycTpaHeHne HepaspeLleHHbIX MHpOpMaLMOHHbIX NOTOKOB» COAEPXMUT TpeboBaHue,
4yT06bI MPB 06ecneynna yctpaHeHne HEKOTOPbIX, HO He 0653aTeNIbHO BCEX, Hepa3peLleHHbIX MHPOPMaLNOHHbIX
MOTOKOB.

FDPJFF.5 «[MonHoe ycTpaHeHne HepaspeLleHHbIX MHOPMaLMOHHbIX MOTOKOB» COAEPXUT TpeboBaHue, YTobbI
Mdb obecneynna yctpaHeHne Bcex HepaspeLlleHHbIX MHOPMaLMOHHbIX MOTOKOB.

FDPJFF.6 «MOHUTOPVHT HepaspeLleHHbIX MH(OPMaLMOHHbIX MOTOKOB» COAEPXUT TpeboBaHue, 4Tobbl MNPE
oTcnexuBana HepaspelleHHble MH(OPMaLMOHHbIE NOTOKN, MakCMManbHas MHTEHCMBHOCTb KOTOPbLIX NPeBbIaeT
3a/laHHoe NopOroBoe 3Ha4YeHue.

10.6.3 YnpasneHue: FDPJFF.1, FDPJFF.2

Ana dyHKkunin ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolne geincTens:

a) ynpasnieHue atpubyTamu, UCMNOb3YEMbIMU A1 ABHOTO pas3peLlleHns 1 3anpeLieHus goctyna.

10.6.4 YnpasneHue: FDPJFF.3, FDPJFF.4, FDPJFF.5

[leicTBMA No ynpaBfeHnto He NpeayCMOTPEHbI.

10.6.5 Ynpasnexnue: FDPJFF.6

Ona dyHKunii ynpasneHuns us knacca FMT MoryT paccmaTtpuBaTbhCs cnegyolne aeicTens:

a) BK/Il0YEeHMe Uam oTKNIYeHne YHKLUN MOHUTOPUHTa:

b)Mogmnrkayma MakCMMasnbHO MHTEHCMBHOCTM, KOTOPAs OTCNEXUBAETCA NPY MOHUTOPUHTE.

10.6.6 AyaunT: FDPJFF.1, FDPJFF.2, FDPJFF.5

Ecnu B M3/36 BkntoyeHo cemelictBo FAU_GEN «leHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeTt
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cneayowmnx AeicTBuii:

a) MMHMManbHbI: paspeLlleHns Ha 3anpaluvBaemMble MHPOPMaLVOHHbIE NOTOKK:

b) 6a30BbIil: BCe pelleHns no 3anpocam Ha MHpoOpMaLOHHbIE NOTOKN;

C) AeTannM3npoBaHHbIii: cneynduyeckne atpmbyTsl 6€30MacHOCTH, UCNOJIb3yeMble NPY MPUHATUN PeLleHniA
No OCYLLeCTBAEHUI0 NHOPMALMOHHbIX NOTOKOB;

d) AeTannsnpoBaHHbIli: HEKOTOPbIE cneunduyeckme nogmMHoXecTsa MHhopmauumn, nepegayda kKotopoli obyc-
NI0BJIEHA LeNIAMMN NONUTUKN (HanpuMep ayAnT maTepuasnos, 418 KOTOPbIX FPUG CEKPETHOCTU Bbl1 MOHWXEH).

10.6.7 AyanT: FDPJFF.3, FDPJFF.4, FDPJFF.6

Ecnu B M3/3B6 BkntoueHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayamta 6e3onacHocTU», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLmnx AeicTBuii:

a) MMHMManbHbI: paspeLlleHns Ha 3anpalimBaemble MHPOPMaLVOHHbIE NOTOKK:

b) 6a30BbIii: BCe pelleHunsi Mo 3anpocamM Ha MH(OPMaLMOHHbIe NOTOKK;

c) 6a30BblIii: ICNO/Ib30BAHMNE BbISAB/EHHbIX CKPbITbIX KAHA/OB;

d) aeTannsnpoBaHHbIii: cneynduyueckne aTpnbyTbl 6€30NacHOCTU, UCMOb3yeMble NPU MPUHATUN peLleHNii
Mo OCYLLEeCTB/IEHNI0 UHOPMALMOHHbLIX NOTOKOB;

e)AeTann3npoBaHHbIi: HeKOTOpble cneyudryeckne NogMHoXecTsa MHpopMaLum, nepegayda KoTopoii obyc-
NoBneHa uensaMy NoOANTUKU (Hanpumep ayauT Matepuanos, 415 KOTOPbIX FPUM CEKPETHOCTMN Bbl/T NOHUXEH);

f) AeTannM3npoBaHHbIii; LCNOIb30BaHNE MAEHTUDNLNPOBAHHBIX CKPbITbIX KAHAI0B, 4151 KOTOPbIX OLLeHKa MakK-
CMMa/bHOW MHTEHCUBHOCTM NpeBbILLaeT 3aaHHOe NOPOroBoe 3HaveHue.

10.6.8 FDPJFF.1 MpocTble aTpubyTbl 6€30nacHOCTM

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3asucmumoctu: FDPJFC.1 OrpaHuyeHHoe ynpasneHne MHQopMaLMOHHbIMU NOTOKaMM

FMT_MSA.3 NHnymanunsauns ctatnyecknx aTpubytos

10.6.8.1 FDPJFF.1.1

®BO foMKHbI ocylwecTBNATL [HasHadeHue: MPB ynpasneHna nHpopMaLMoHHbIMU NOTOKaMK),
OCHOBAaHHYI0 Ha crefylLlWnx Tunax atpmbytos 6e3onacHoCTu cybbekTa n MHpopmaumn: [HasHadyeHue:
CNUCOK CYy6BbEKTOB M TUMOB UHGOPMaLMK, HAXOAAWNXCA NOoA ynpaBneHuem ykasaHHol MNeb, n gna
KaXaoro u3Hux — atpubyTbl 6e3onacHocTu].
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10.6.8.2 FDPJFF.1.2

®BO fonXHbI paspewaTs UHOOPMALMOHHbLIA NOTOK MeXAy ynpaBiasieMblM Cy6beKTOM U ynpas-
nsemoi uHdopmaumneii nocpeACTBOM ynpaBasiemMoii onepayun, ecaiv BbINOMHANTCA cnejyowne npa-
BMna: [HasHayeHne: OCHOBaHHble Ha aTpnbyTax 6e30MNacHOCTUN OTHOLWEHUSA, KOTOPble HEO6X0AUMO
noagepxuBaTb mexay atpnbytamum 6esonacHocTu cy6beKkToOB M MHOpMauumn (415 Kax Ao onepa-
unn)}.

10.6.8.3 FDPJFF.1.3

®BO A0NXHbI OCYLW,eCTBAATL [HA3HAUYeHWe: AONONIHUTENbHble NnpaBuna NMeb ynpasneHns nHdhop-
MaLMOHHbIMU NOTOKamu].

10.6.8.4 FDPJFF.1.4

®BO foMKHbBI NpefocTaBNAThL cnefyliee [Ha3HavyeHne: CNUCOK 4OMNOMHUTE/IbHbIX BO3SMOXHOC-
Ten N®B].

10.6.8.5 FDPJFF.1.5

®BO A0MXKHbI IBHO pa3pelwaTb MH(POPMaLNOHHbLIA NOTOK, OCHOBbLIBASACL Ha CAefylWnx npasu-
nax: [HasHayeHune: OCHOBaHHble Ha aTpubyTax 6e30MacHOCTM NpaBufa, KOTOPbie ABHO paspellanT
MHMOPMAaLVOHHbIE NOTOKMU].

10.6.8.6 FDPJFF.1.6

®BO A0MXHBI ABHO 3anpelaTb MHPOPMAaLWOHHbI NOTOK, OCHOBbIBASICb Ha CEAYIOLWNX NpaBu-
nax: [HasHauyeHune: OCHOBaHHble Ha aTpnbyTax 6es3onacHOCTU Npasunna, KOTOpPble ABHO 3anpeLwatnT
MHOPMaLNOHHbIE NOTOKM].

10.6.9 FDPJFF.2 Viepapxuyeckne atpubyTbl 6e30nacHoCTH

Nepapxuueckuii gna: FDPJFF.1 MpocTbiB atpubyThl 6e30nacHoOCTH

3asucumoctn: FDPJFC.1 OrpaHnyeHHOe ynpaBieHne UHOoPMaLnOHHbIMU NOTOKaMm1

FMT_MSA.3 VIHnuynanusayms ctatmyeckux atpnbyTos

10.6.9.1 FDPJFF.2.1

®BO foMKHbI OCyLLecTBNATL [Ha3HaueHue: MO B ynpaBneHns MHPOPMaLNOHHLIMU MOTOKAMU], OCHOBaH-
HYI0 Ha c/iefyloWmnx Tunax aTpubyToB 6e3onacHoCTM Cy6bekTa n MHopMaLmm: [Ha3HauyeHue: CNMCOK Cy6beKTOB
N TUNOB MHOPMALMK, HAXOAALMXCA NOA ynpaBieHneM ykazaHHow MNAPB. 1 ansa KaxAoro M3 HUX— aTpmoyThl
6e3onacHocTH].

10.6.9.2 FDPJFF.2.2

®BO fo/KHbI paspelatb MHPOPMALMOHHbIV NOTOK MexXAy ynpaBasieMblM Cy6bekToM 1 ynpaBasieMoi
nHhopmaLueit nocpeACTBOM ynpasisieMoii onepauun, ecin BbINOHATCA CrieAyioLine npasnia, OCHOBaHHbIe
Ha ynopsiJo4eHHbIX CBA3SIX MEXAY aTpubyTamuy 6e30nacHoCTU: [Ha3HavyeHne: OCHOBaHHblE Ha aTpubyTax
6e30MacHOCTM OTHOLLEHUS, KOTOPble HEOOXOAMMO NOAAEPXUBATL MeXayaTpnbyTamu 6e30nacHOCTU CyObek-
TOB U uHdopMauun (415 Kaxkaol onepauum)].

10.6.9.3 FDPJFF.2.3

®BO fOMKHbI OCYLLEeCTBASATL [HA3HaYeHne: AONONHUTe bHbIe npasuna Meb ynpaBneHs nHHopMaLMoH-
HbIMW NoKamMm].

10.6.9.4 FDPJFF.2.4

®BO foMKHbI NpeAoCcTaBNATh c/ieaytollee [Ha3HauyeHve: CNUCOK AONOMHUTE TbHbIX BO3MOXHOCTe MdB].

10.6.9.5 FDPJFF.2.5

®BO f0MKHBI ABHO paspellaTb MHPOPMaLMOHHbIA NOTOK, OCHOBbLIBASACh HAa CefyoLWnx npasmnax: [HasHa-
YyeHne: OCHOBaHHble Ha aTpnbyTax 6e3onacHOCTU Npasunia, KOTopble ABHO paspeLalnT UHOPMAaLVOHHbIE
noTokwm].

10.6.9.6 FDPJFF.2.6

®BO [0/1XHbI ABHO 3anpelyatb MHMOPMaLMOHHbI NOTOK, OCHOBbLIBASICHL Ha CNeAyoLW KX Npasuiax: [HasHa-
4yeHuWe: OCHOBaHHble Ha aTpnbyTax 6e30mMacHOCTM NpaBuaa, KOTOPble ABHO 3anpeLarT NHOoPMaLMOHHbIe
noToku].

10.6.9.7 FDPJFF.2.7

®BO A0/IXHbI OCYLWeCcTBNATL C/efyolU e OTHOWEHNA ANA N0 6bIX ABYX 4ONYCTUMbIX aTpubyToB
6e30nacHOCTV ynpaBneHus MHPopMaLnOHHbIMU NOTOKAMMK:

a) cywecTByeT PyHKLMA ynopafoUYeHns, koTopasa onpeaenset 4na 4BYX 4ONYCTUMbIX aTpubyToB
6e30MacHOCTU, ABASAKTCHA N OHU paBHbIMU, NN OANH N3 HUX 6onbwe APYroro, Wi OHM HecpaBHUMbI;

b) cyw,ecTByeT Takas «HaWMeHbllas BEPXHAS rpaHb» B COBOKYNHOCTV aTpMbByTOoB 6Ge3onacHocTu,
4YTo ANS NO6bLIX ABYX AONYCTUMbIX aTpubyToB 6€30MacHOCTM HalijeTca Takoil 4oNyCcTUMbIA aTpubyT
6e30MacHOCTU, KOTOPbIV 60MblUe UNKU paBeH ABYM AONYCTUMbIM aTpubyTam 6e3onacHoCTH;
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c) cylwiecTByeT Takas «Haubonbllas HMXHASA rpaHb» B COBOKYNMHOCTU aTpubyToB 6e30nacHoCTH,
4TOo AN NOO6bLIX ABYX AONYCTUMbIX aTpnbyToB 6e30NacHOCTN HalgeTcss Takol 4ONYyCTUMbIN aTpubyT
6e30mMacHOCTU, KOTOPbIA He 6onblie 3TUX ABYX AONYCTUMbIX aTpnbyToB 6€30MacHOCTH.

10.6.10 FDPJFF.3 OrpaHuyeHne HepaspelleHHbIX MHPOPMaLNOHHbIX NOTOKOB

Nepapxunyeckunin Ans: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3asucumoctu: AVA_CCA.1 AHanun3 cKpbITbIX KaHaN0B

FDPJFC.1 OrpaHuyeHHoe ynpasneHne nHhopmaLMoHHbIMY NOTOKamu

10.6.10.1 FDPJFF.3.1

®BO [O/MKHbI OCyWecTBNATL [Ha3HaveHue: MN®Bb ynpaBneHna MHPOPMaLUOHHBIMKU NOTOKaAMWU],
4TO6bl OrPaHNUYNTb UHTEHCUBHOCTbL [Ha3HayYeHue: TUMbl HepaspeleHHbIX NUHPOPMALMOHHBLIX NOTO-
KOB] A0 [Ha3HauyeHMe: MakCMManbHast UHTEHCUBHOCTb].

10.6.11 FDPJFF.4 YacTuyHoe ycTpaHeHne Hepa3pelleHHbIX MHPOPMAaLNOHHbBIX NOTOKOB

Nepapxuueckunii gna: FDPJFF.3 OrpaHnyeHne HepaspeLeHHbIX MHPOPMaLMOHHbIX MOTOKOB

3aBucumocTtu: AVA_CCA.1 AHanns ckpbITbiX KaHaN0B

FDPJFC.1 OrpaHnyeHHoe ynpassieHne nHHopMaLnoHHbIMM NoToKaMmmn

10.6.11.1 FDPJFF.4.1

®BO foMmKHbI OCYLLECTBAATL [HasHaueHue: MNOB ynpaBneHnsa MHopMaLOHHbIMI MOTOKaMK], YTo6bI Or-
PaHUYNTb MHTEHCUBHOCTb [HadHaYeHne: TUMNbl Hepa3peLleHHbIX MH(DOPMAaLNOHHbIX MOTOKOB] A0 [Ha3HaueHue:
MakcuMasibHast UHTEHCUBHOCTL].

10.6.11.2 FDPJFF.4.2

®BO foMKHbI NpefoTBpawaTb [HasHayeHne: TUNbl HepaspewweHHbIX MHPOPMAaLNOHHbIX NOTO -
KOB].

10.6.12 FDPJFF.5 OTcyTCcTB/ME Hepa3pel eHHbIX MHPOPMaLNOHHbIX MOTOKOB

Wepapxunyeckuii gna: FDPJFF.4 YacTuuHoe ycTpaHeHne HepaspeLlleHHbIX MHOPMaLVOHHbIX MOTOKOB

3asucumocTtn: AVA_CCA.3 VcuepnbiBatoWwmnii aHann3 CKpbITbiX KAHa0B

FDPJFC.1 OrpaHnyeHHoe ynpassieHne NHpopMaLMOHHbIMW NOTOKaMu

10.6.12.1 FDPJFF.5.1

®BO gonxHbL obecneynBaTb, YTOObI He CyL,eCTBOBANO HepaspelweHHbIX MHPOPMALUOHHbLIX NO-
TOKOB, CMOCOG6GHBIX HApPYWMUTb [HadHayeHue: nma MOB ynpaBneHns nHoOpMaLMOHHbBIMU MOTOKamMu].

10.6.13 FDPJFF.6 MOHUTOPUWHTI Hepa3pelleHHbIX MHpOPMaLNOHHbIX NOTOKOB

Wepapxuyecknit gns: HeT NOJUYNHEHHbIX KOMMTOHEHTOB.

3asucumoctn: AVA_CCA.1 AHann3 CKpbITbIX KaHa/10B

FDPJFC.1 OrpaHnyeHHoe ynpassieHne MHHOPMaLNOHHbIMUW NOTOKaMmn

10.6.13.1 FDPJFF.6.1

®BO fo/MKHbI ocywecTBnsATb [HaszHavyeHune: MNPB ynpaBneHns nHpopmMaynoHHbIMY NOTOKaMm],
4TO6bl OTCNEAUTL [Ha3HaUYeHne: TUMN bl Hepa3peleHHbIX UHPOPMAaLMOHHbIX NOTOKOB], Korga oHu npe-
BblW AT [Ha3HauyeHne: MakCMMaibHas UHTEHCUBHOCTb].

10.7 MmMnopT AaHHbIX U3-3a npefenos geiictena ®60 (FDPJTC)

10.7.1 XapakTepucTuka cemelicTBa

CewmeiictBo FDPJTC onpegensieT MexaHusMbl 415 nepegayun faHHblx nonb3oatens B OO Tak. YTOObI 3TU
[aHHble MMeNn COOTBETCTBYLWMe aTpubyThl 6e30nacHoCTM 1 3almnTy. B cemelicTBe Takxe paccmaTpuBaloTcs
orpaHnyYeHns Ha UMNopT K onpejenieHne TpebyeMbix aTpubyToB 6€30MacHOCTH, a Takxe MHTepnpeTauus atpuoby-
TOB 6€30MaCHOCTU, aCCOLMNPOBAHHbIX C aHHbIMMW NO/Ib30BaTENA.

PucyHok 29 — PaHxupoBaHue KOMNOHeHTOB cemeiictBa FDPJTC

10.7.2 PaHxunpoBaHne KOMMNOHEHTOB

KomnoHeHT FDP_ITC.1 «/IMNopT gaHHbIX Nofb30BaTens 6e3 atpnbyTos 6€30nacHOCTU» COAepXMT TpeboBa-
HUA. YTO6LI aTPMBYTHI 6€30NacHOCTY NPaBUILHO NPeCTaBANN AaHHble NO/b30BaTeNs U NoCTaBNANNCHL He3aBU-
CMMO OT 06beKTa.
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KomnoHeHT FDPJTC.2 «MIMNopT faHHbIX NONb30BaTens catpmbytaMmym 6€30nacHOCTU» COAEPXUT TpeboBa-
HWS, 4TOObl aTPUBYTHI 6E30NacHOCTN NPaBuUIbHO NPeACTaBNANMN AaHHble NONb30BaTe A, a TakKe TOYHO U O HO-
3HaYHO accouMMpoBaInCh C laHHbLIMM NOMIb30BaTENA, UMNOPTUPYEMbIMU U3-3a Npegenos ON®.
10.7.3 ¥YnpasneHue: FDPJTC.1, FDPJTC.2
Ana dyHKunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolmne aeicTemsa:
a) Moandmkaumna 4ONONHUTEbHbLIX NPaBuUa yNpasieHUs, UCNONb3yeMbIX 418 UMiopTa.
10.7.4 AygnT: FDPJTC.1, FDPJTC.2
Ecnu B M3/3B6 BkntoveHo cemelicTBo FAU_GEN «leHepauus faHHbix ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTta cnefylmnx aeicTeunii:
a) MUHVMMarnbHbIA: yCMewWHbli UMNOPT faHHbIX N0/Ib30BaTeNs, Bka4vas ntobbie atpubyThl 6€30NacHOCTY;
b) 6a30Bblii: BCE NOMbITKW MMNOPTUPOBAaTbL AaHHble NOMb30BaTeNs, BKoYasa No6ble aTpnbyThl 6€30nacHo-
cTH;
C) AeTann3npoBaHHbIii: cneundukalmsa aTpnbyTos 6€30MacHOCTY 415 UMNOPTUPYEMbIX faHHbIX N0/1b30Ba-
Tens. BbINOSIHEHHASA YNO/THOMOYEHHbIM NO/1b30BaTENEM.
10.7.5 FDPJTC.1 UmnopT faHHbIX nonb3oBatena 6e3 atpubyToB 6e30nacHoOCTU
Mepapxuueckuii 4Ns: HeT NOAUYNHEHHbBIX KOMMNOHEHTOB.
3asucumoctn: [FDP_ACC.1 OrpaHnyeHHoe ynpaBsieHune 4OCTYNOM Uin
FDPJFC.1 OrpaHnyeHHoe ynpasfieHne MHopMaLnoHHbIMU NOTOKaMW]
FMT_MSA.3 NHnymanusauus ctatnyeckmx atpnubytos
10.7.5.1 FDPJTC.1.1
®BO [JO/MKHbI OCYL,ecTBSATb [Ha3HayeHne: NONNTUKKM PB ynpaBneHus 4ocTtynom wu/mam nonm-
TUKM b ynpasneHns MIHPOPMAaLMNOHHBIMU MOTOKAMMU] NP MMNOPTE AaHHbIX NOMIb30BaTENSs, KOHTPO-
nupyemom MNaob, ns-za npegenos OAP.
10.7.5.2FDPJTC.1.2
®BO [0MXKHbI UTHOpUpOBaTb Nt06ble aTpubyThl 6€30NaCHOCTU, aCCOLMNPOBAHHbIE C AaHHbIMU
nonb3oBaTesnisa, Nnpy umnopTte m3-3a npegenos O4P.
10.7.5.3FDPJTC.1.3
®BO A0MXHbLI OCYWeCTBAATL Cneayloline npasuaa Npu MMNOpPTe AaHHbIX NOMb30BaTesNA, KOHT-
ponupyemom MN®B, n3-3a npogenos OAd: [Ha3HayeHue: AOMNOJIHUTENbHbIE NpaBuna ynpaBneHnsa um-
noptom].
10.7.6 FDPJTC.2 UMnopT faHHbIX NoNb30BaTeNns c aTpnubyramm 6e30nNacHoCTH
Nepapxnyecknit 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.
3asucumoctn: [FDP_ACC.1 OrpaHuyeHHoe ynpaBneHne 4oCTynom unu
FDPJFC.1 OrpaHu4eHHoe ynpasaeHne nHhopmaLMoHHbIMWU NOTOKaMu]
[FTPJITC.1 [loBepeHHbIii kaHan nepegaun mexgy P60 nan
FTP_TRP.1 joBepeHHbIi mappyT]
FPT_TDC.1 ba3oBas cornacoBaHHOCTb faHHbIX PBO mexay ®bO
10.7.6.1 FDPJTC.2.1
®BO [oMKHbI OCylWw ecTBNATbL [HasHayeHue: MNPB ynpasneHus goctynom u/mnu NMeb ynpasneHus
MH(OPMAaLNOHHBIMYU MOTOKAMU] NP MMNOPTe AaHHbIX N0Nb30BaTens, KOHTponupyemom MOB, n3-3a
npenenos O4®.
10.7.6.2 FDPJTC.2.2
®BO [OMKHBI MCNONb30BaTb aTpMbyTbl 6€30NacHOCTH, acCoLuMMPOBaHHbIE C UMNOPTUPYEMbIMU
AaHHbIMW NoNb3oBaTens.
10.7.6.3FDPJTC.2.3
®BO fonMXKHb obecneynBaTtb, 4TOObI MCNONb3yeMblli NPOTOKON NpeAgycMaTpmMBan 0O4HO3HAUYHYIO
accouunauuno mexay atpubytammn 6e30nacHOCTU U MOMYYEHHbIMU AaHHLIMW NONb30BaTENS.
10.7.6.4 FDPJTC.2.4
®BO pgonxHbl obecneynBaTtb, YTO6bl MHTepnpeTauna atpubyTos 6€30MaCHOCTU UMMOPTUPYEMbIX
OaHHbIX Nonb3oBaTena 6blna Takoi, Kak NPegycMOTPEHO UCTOYHUKOM fJaHHbIX Nonb3oBaTens.
10.7.6.5FDPJTC.2.5
®BO A0/MXHbI OCYWECTBNATL CAeayloline npasuaa Npu MMNoOpTe AaHHbIX NOoMb30BaTeNA, KOHT-
ponupyemom MN®B, n3-3a npegenos OAd: [Ha3HavyeHue: AOMNOJIHUTENbHbLIE NpaBuna ynpaBneHnsa um-
noptom].
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10.8 Tepepava B npegenax 00 (FDPJTT)

10.8.1 XapakTepucTtunka cemelictea

CewmeiictBo FDPJTT coaepxut Tpe6oBaHusi, CBA3aHHbIe € 3alWMTON AaHHbIX N0/1b30BaTeNs NPU UX nepeja-
ye Mexay pasnnyHbiMu yactamm OO nNo BHYTPEHHEMY KaHany. 3TUM aHHOe CEMECTBO OT/IMYAEeTCA OT CEMEeCTB
FDPJJCT «3awmTta KoHthnaeHunanbHOCTM AaHHbIX NoNb30BaTens Nnpu nepegave mexay ®60» n FDP_UIT «3a-
WuTa LEeNoCTHOCTU AaHHbIX Nosib3oBaTens npu nepegave mexay ®b6O», koTopble ob6ecneunsarT 3aWwuTy fAaH-
HbIX NONb30BaTENA NpPU UX Nepegade mMexay pasnuuusiMn 650 nNo BHeWHeMY KaHany, a Takxe OT CeMeicTB
FDP_ETC «3KcnopT gaHHbIX 3a npegensl geiicteus ®60» n FDPJTC «/MnNopT AaHHbIX N3-3a Npeaenos Aeli-
cTBuA ®BO». KOTOpble CBA3aHbl C Nepefayeli faHHbIX 3a Npegensl UNn ns-3a npegenos gelicteus ®60O.

10.8.2 PaHxunpoBaHne KOMMNOHEHTOB

PucyHok 30 — PaHxunpoBaHne KOMMNOHeHTOB cemeiictBa FDPJTT

FDPJTT.1 «ba3oBas 3alwuta BHYTPEHHEN nepeaayun» cofepxunt TpeboBaHmne, 4Tobbl faHHbIe NONb30BaTe-
N8 661K 3aluLLeHbl Npy Nnepegade mexay yactamu OO.

FDPJTT.2 «Pa3genexnve nepefayun no arpnbyrtam» COAEpXUT B ONOSTHEHNE K TEPBOMY KOMMOHEHTY Tpe-
60BaHMe pas3geneHns gaHHbiX, OCHOBAHHOIO Ha 3Ha4YeHnsax npucywmnx MNeOB aTpubyToB.

FDPJTT.3 «MOHUTOPUHT LLENIOCTHOCTU» COAEPXUT TpeboBaHne, 4To6bl @B KOHTPOMPOBasia faHHble N0b30-
BaTens. nepefasaemble Mexay yactamu OO, Ha Hannune NAEeHTUPULNPOBAHHBIX OLINBOK LLeTIOCTHOCTU.

FDPJTT.4 «MOHUTOPWHT LLe/IOCTHOCTU No aTpmbyTaM» paclumpsieT TpeTnit KOMNOHEHT, pa3peLuas A0M0HK-
TeNbHY0 POPMY MOHUTOPUHIA LLEeIOCTHOCTH C pasgeneHunem, ncnonb3yowmm npucywme NMOB atpnbyThl.

10.8.3 ¥Ynpasnexnue: FDPJTT.1, FDPJTT.2

Ona dyHKkunii ynpasneHns us knacca FMT MoryT paccmaTpuBaTtbCs cnegyolne aeicTens:

a) ecnn ®bO npefocTaBNAT HECKO/IbKO METOA0B 3alUUTbl AaHHbIX NONb30BATENSA BO BPEMSA nepegayu
mMexay usnueckn pasgeneHHoiMy yactamm OO. To PBO mMoryT npeAgycMoTpeTb NpegonpeseneHHy posb ¢
BbIGOPOM MeToAa, KOTOpbIl 6yAeT NCNO/Ib30BaH.

10.8.4 YnpaBnexHue: FDPJTT.3, FDPJTT.4

Ansa dyHKuuit ynpaBneHnua n3 knacca FMT mMoryT paccmaTpuBaTbCa cnegyloline AelicTBus:

a) BO3MOXHOCTb HACTpOIikn cneundunkayuy geiicTBuin, npeanpuHNMaeMbIX nocne obHapyXeHus oWwnokm
LeI0CTHOCTU.

10.8.5 Ayaut: FDPJTT.1, FDPJTT.2

Ecnu B M3/3B6 BknoueHo cemelicTBo FAU_GEN «leHepauusa gaHHbIx ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyLmnx aeicTeunii:

a) MMHMMAasbHBINA: yCcnellHble nepefayn 4aHHbIX N0Nb30BaTe N C ngeHTudrKalmeid ncnonb3yemMoro Metoga
3alUnThl;

b) 6a30Bblii: BCe NONbLITKM NepeaTh fAaHHble N0/b30BaTeNsa ¢ ngeHTudukalmein nCNonbL3yeMmoro metoaa
3aluTbl U N106bLIX Npon3oLWwefwmnx ownbok.

10.8.6 Ayaut: FDPJTT.3, FDPJTT.4

Ecnu B M3/3B6 BkntoyeHo cemelictBo FAU_GEN «IeHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeT
npefycMoTpeTb BO3MOXHOCTb ayuTa cnefyoLwmnx AeiiCTBUii:

a) MMHUMAaNbHbINA: ycnelwHble nepegayun JaHHbiX N0Nb30BaTeNs ¢ uageHTndmrkaymeil nCnonbL3yemoro metoga
3aluThl LLe/IOCTHOCTH;

b) 6a30Bblii: BCe NOMbITKM NepefaTth AaHHble N0ob30BaTeNs ¢ ngeHTudmrkauneil NCNoabL3yemMoro MmetToga
3alUmnTbl LeNOCTHOCTU NN OLIX NPpOoM30LWeALLNX OLWNGOK;

c) 6a30Bblii: HECAHKLMOHMPOBAHHbIE MONbITKN U3MEHUTL METO/, 3aLUNUThI LLle/IOCTHOCTK;

d) feTann3nmpoBaHHbIii: AeiicTBUS, NpegnpvHUMaemMble Nocae 06HapyXeHUs OWNBKN LLeI0CTHOCTH.

10.8.7 FDPJTT.1 ba3oBas 3aluTa BHyTPeHHel nepegaun

Mepapxuueckuii 4ns: HeT NOAUYNHEHHbBIX KOMMNOHEHTOB.
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3asucumoctu: [FDP_ACC.1 OrpaHuyeHHoe ynpasseHne 4OCTynom unu
FDP IFC.1 OrpaHu4yeHHoe ynpasaeHne nHopmaLMoHHbIMIU NOTOKaMu]
10.8.7.1 FDPJTT.1.1
®BO f0NXKHbI OCylW,ecTBNATbL [Has3HayeHue: MNPB ynpasneHus goctynom u/mnu NMeb ynpasneHus
MHPOPMALNOHHBIMYU NOTOKaAMW], UTOGbLI NpefoTBpawaTth [Bbi6Gop: packpbiTue, Mogndukaums, Heno-
CTYMHOCTb] AaHHbIX NONb30BATENS NPU UX Nepefaye Mexay pu3nyeckn pasgeneHHbiMu yactamu 00.
10.8.8 FDPJTT.2 Pa3geneHue nepegaun no arpubyram
Mepapxnuecknin gnsa: FDPJTT.1 Ba3soBas 3awuta BHYTPEHHE nepegaun
3asucumoctn: [FDP_ACC.1 OrpaHnyeHHoe ynpassieHune 4OCTYNOM Un
FDPJFC.1 OrpaHunyeHHoe ynpasaeHne MHHOPMaLMOHHbIMY NOTOKaMu]
10.8.8.1 FDPJTT.2.1
®BO fomkHbI ocyLLecTBNsAThL [HasHaveHue: MNOE ynpasnexnnsa goctynom n/vnmn NOB ynpasneHns nHdop-
MaUMOHHbIMU MOTOKaMU], 4To6bl NpegoTBpaLLaTh [BbIGOP: pacKpbiTUE, MOAUDUKALUS, HEAOCTYNHOCTb] AaH-
HbIX MONb30BaTENA NPU UX Nepegade mexay dpusnyeckn pasgeneHHbiMy yactamm OO.
10.8.8.2 FDPJTT.2.2
®BO fo0NKHbI pa3fenatb AaHHble, KOHTpoaAupyemMble MNOB. Nnpn nx nepegave mexay usmyeckmn
pasgeneHHbiMu yactamm OO. OCHOBbIBAsiCb Ha 3HAYEHUAX cnefylwWwmnx aTpnubyTos: [Ha3HavyeHue: aT-
pubyTbl 6e30MacHOCTU, KOTOPble TpebGyo T pa3feneHns gaHHbix].
10.8.9 FDPJTT.3 MOHMUTOPUHT LLENOCTHOCTH
WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMMOHEHTOB.
3asucumoctn: [FDP_ACC.1 OrpaHu4yeHHoe ynpaBneHvne 4OCTYyNnoM Uau
FDPJFC.1 OrpaHuyeHHoe ynpasieHne UHHOPMaLMOHHbIMY NOTOKamMu]
FDPJTT.1 basoBas 3aluTa BHyTpeHHel nepegayun
10.8.9.1 FDPJTT.3.1
®BO [oMKHbI OCylW ecTBNATbL [HadHayeHue: MNPBb ynpasnexHusa goctynom u/mnu NMeb ynpasneHus
MH(OPMALMNOHHBIMU MOTOKAMMN], 4TOGLI KOHTPONMPOBATHL flaHHbIE NONb30BATENSA, NEpPejaBaeMble MeX-
oy thusnyeckn pasgeneHHbiMu yactamu OO, Ha Hanvuve crefyrwmnx owmnb6ok: [HasHayeHme: OWNGKN
LenocTHocTH].
10.8.9.2 FDPJTT.3.2
Mpu o6HapyXeHUN OWUNGKN LENOCTHOCTU AaHHbIX ®BEO A0MXHbI [HAa3zHauyeHue: AEWCTBUSA Npu
owmnbKe LenocTHOCTH].
10.8.10 FDPJTT.4 MOHUTOPWHT LENOCTHOCTMN NO aTpmubyTam
Nepapxuyeckuii gna: FDPJTT.3 MOHUTOPUHT LLENOCTHOCTMN
3asucumoctu: [FDP_ACC.1 OrpaHunyeHHOe ynpaB/ieHne 4oCTynomM uam
FDPJFC.1 OrpaHuyeHHoe ynpasaeHne nHopmaLMoHHbIMU NOTOKaMu]
FDPJTT.2 Pa3geneHune nepegayn no atpnbyram
10.8.10.1 FDPJTT.4.1
®BO fonXHbI ocywWwecTBNATL [Ha3HayeHune: NMOB ynpasneHuns goctynom n/wnm NMNeb ynpasneHusa nHdop-
MaLUVOHHbIMM NOTOKaMW], 4To6bl KOHTPOIMPOBATb faHHble MO/b30BaTe s, NepefaBaeMbie Mexay hrn3nyeckm
pasgeneHHbIMu YacTsMm OO. Ha Hanuume cnepyLimnx oWwmn6oK: [HasHavyeHne: OWNOKN LLeTOCTHOCTU], OCHO-
BblBasChb Ha cnefywuwunx atpubytax: [HasHauyeHue: aTpubyThl 6e€30NacHOCTU, KOTOpPble Tpebyt T
pasgeneHvs kaHanoB nepegauu).
10.8.10.2 FDPJTT.4.2
Mpu 06HapYXXEHUN OWNBKN LLeNOCTHOCTM AaHHbIX ®BO f0/MKHbI [Ha3HauYeHve: 4eNCTBUSA NpyY OLWNGKe Le-
nocTtHocTH].
10.9 3awuTta octatouyHoi nHopmauun (FDP_RIP)
10.9.1 XapakTepucTtuka cemelictea
CewmelictBo FDP_RIP cBfi3aHO ¢ HE06X04MMOCTbI0 06ecneyeHuns nocneaywweid He4OCTYNHOCTU yaaeH-
HOIi MHbopMaLMmn 1 OTCYTCTBUS BO BHOBb CO3JaHHbIX 06bekTax MHopMaLmmn, KOTOpylo He cnegyeT ocTaBNATb
LOCTYNHON. 3TO CEMENCTBO COAEPXUT TpeboBaHMA 3aLLnTbl MHhopMaL MK, KOTOpas YXXe N0rMyeckn yaaneHa nim
NCK0YEHa 13 PacCMOTPEHMS, HO (hu3nYeckn BCe el e MOXeT NpucyTcTBoBaTh B npegenax OO.
10.9.2 PaHxunpoBaHne KOMMNOHEHTOB

PucyHok 31 — PaHxupoBaHne KOMMNOHEHTOB cemelicTBa FDP_RIP
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FDP_RIP.1 «OrpaHn4eHHas 3aLiuTta ocTaTo4HON MHhopmaunm» coaepxnt TpeboaHne, 4tobbl P50 ob6ec-
neynnn HegoCTYNHOCTb COAEPXKaHUA BCeN 0CTaTOUHOW UHhopmaLumnm Nobbix pecypcoB A48 onpefenieHHoro noa-
MHOXecTBa 06bekToB B O npu pacnpegeneHnn nam ocsoboxgeHun pecypca.

FDP_RIP.2 «lMonHas 3awmuTa octaTouHol nHopmaLumn» coaepxunt tpebosaHune, utobel PO obecneunnu
HeAO0CTYNHOCTb CofepXaHnsa Bcell ocTaToOYHOM HhopmaLmm NiobbiX pecypcoBs A48 BceX 06beKTOB Npu pacnpe-
[eneHnn unn ocsoboxaeHnn pecypca.

10.9.3 Ynpasnexue: FDP_RIP.1, FDP_RIP.2

Ana dyHkunin ynpasnenuns us knacca FMT MoryT paccmaTpusaTtbCcs cnegyolme aeincTens:

a) BO3MOXHOCTb HaCTPOIKM, KOr4a BbIMOJTHATH 3aLMTy 0CTaTOUYHON MHdhopMaLmm (To ecTb Npu pacnpegerne-
HUKM nnn ocBoboxaeHun) B npegenax 00.

10.9.4 Aygut: FDP_RIP.1, FDP_RIP.2

HeT co6bITWiA, AN KOTOPbLIX CNeayeT NpeAycMOTPeTb BO3MOXHOCTb ayanTa.

10.9.5 FDP_RIP.1 OrpaHunyeHHas 3aluTa oCTaTOYHOW MHOpmaLmm

WNepapxuyeckunii 4nA: HeT NOAYNHEHHbIX KOMMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTE.

10.9.5.1 FDP_RIP.1.1

®BO foMKHbI obecneunBaTb HEJOCTYNMHOCTb Nt06GOro NpeabiAylero nHhopmaLnoHHOro cogep-
XaHus pecypcoB npu [BbI6op: pacnpegeneHne pecypca, 0CBo60xXAeHne pecypcal 4ns cnefyrolmx o6bek-
TOB: [Ha3Ha4yeHMe: CNUCOK 06bEKTOB].

10.9.6 FDP_RIP.2 MonHasa 3awuta ocTaTouHOl MHpopmayum

Nepapxuyeckunii gna: FDP_RIR1 OrpaHnyeHHas 3aliuTa ocTaTouHoli nHhopmMaLmm

3aBNCMMOCTU: HET 3aBUCUMOCTEN.

10.9.6.1 FDP_RIP.2.1

®BO foMmKHBI 06ecneymnBaTb HeOCTYNHOCTb /10600 NpeablayLwero MHPOPMaLNOHHOIO CoepxaHusa pe-
CypcoB npwu [BbIGOP: pacnpejenieHne pecypca, 0CBoboxXeHne pecypca] 415 Bcex 06beKTOB.

10.10 OrTkat (FDP_ROL)

10.10.1 XapakTepucTuka cemeiicTea

Onepauus oTkata Bk/O4YaeT B ce6s OTMeHYy nocnegHen onepayun unm paga onepawyuii, orpaHnyeHHbIX
HEeKOTOpbIM NpeAenom (Hanpumep, NepmoaomM BpeMeHU), U BO3BPAT K NpeALlecTByOLEeMY N3BECTHOMY COCTOSA-
Huo. OTKaT NpeAocTaBnsieT BO3MOXHOCTb OTMEHUTb pe3y/ibTaTbl Onepauumn uan psaga onepauuii, 4yTobbl COXpaHUTb
LeNI0CTHOCTb AaHHbIX NO/Ib30BaTeNS.

10.10.2 PaHxunpoBaHne KOMMNOHEHTOB

mPJWLOner
PucyHok 32 — PaHXupoBaHUe KOMMOHEHTOB cemelictBa FDP_ROL

FDP_ROL.1 «ba30Bblil 0TKaT» CBSA3aH C HEO6XOANUMOCTbIO BEPHYTb 06paTHO UM OTMEHUTb OFPpaHUYeHHoe
yucno onepauuii B onpefenexHHbix npegenax.

FDP_ROL.2 «PaclnpeHHblil 0TKaT» CBSI3aH C HEO6X04MMOCTb0 BEPHYTb 06paTHO UM OTMEHUTL BCE One-
pauun B onpeeneHHblx npegenax.

10.10.3 YnpasneHue: FDP_ROL.1, FDP_ROL.2

[nsa ddyHKLuMit ynpaBneHna ns knacca FMT mMoryT paccmaTpuBaTbCsi cnegytoline AelicTBus:

a) BO3MOXHOCTb HACTpPOiku npeAena orpaHnyeHunii, 4,0 KOTOPOro BO3MOXeH oTkaT B npegenax OO;

b) paspelueHne BbINONHATb ONepaLnio oTkaTa To/IbKO BNOJIHE onpefefieHHbIM PONsAM.

10.10.4 Aygut: FDP_ROL.1, FDP_ROL.2

Ecnu B M3/3B6 BkAoyeHo cemelicTBo FAU_GEN «leHepauus gaHHbIx ayanta 6e30nacHoOCTU», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTta cnefylmnx aeicTeunii:

a) MMHUMasbHbIA: BCE YCNeLllHble onepawum oTkaTa;

b) 6a30Bblii: BCE NONbITKMA BbINO/IHUTL ONepayumn oTkara;

C) AeTann3npoBaHHbIli: BCe MONbITKA BbIMOMHUTL ONepayluy oTkata ¢ ngeHtudukaymeli TMNoB onepayuii,
OTMEHEHHBbIX NPK OTKaTe.

10.10.5 FDP_ROL1 Ba3oBblii oTKaT

WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3asucumoctn: [FDP_ACC.1 OrpaHuyeHHoe ynpaBieHune 4OCTYNOM Uim

FDPJFC.1 OrpaHnyeHHoe ynpasneHne MHhopmMaLnoHHbIMU NOTOKamMu]
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10.10.5.1 FDP_ROL.1.1

®BO poMKHbI OCyWwecTBAATL [HadHaueHue: NMPB ynpaBneHusa goctynom u/vunu NAOB ynpasneHuns
MHOPMAaLNOHHBIMY NOTOKamMmn], 4To6bl paspewaTb OTKaT [Ha3HauyeHue: CNUCOK onepauyuii] Ha [Ha-
3HayYeHune: CNUCOK 06bEeKTOB].

10.10.5.2 FDP_ROL.1.2

®BO AO0NXHbI paspelwaTb OTKaT B npegenax [HasHayeHue: orpaHuyeHune BbINOJIHEHNSA oTKaTal].

10.10.6 FDP_ROL.2 PaclmnpeHHblii oTkaT

Nepapxuueckuit ans: FDP_ROL.1 Ba3oBblii oTKaT

3asucumocTtu: [FDP_ACC.1 OrpaHn4yeHHOe ynpaBsieHne 4OCTYNOMUIN

FDPJFC.1 OrpaHvnyeHHoe ynpasieHne MHHOPMaLMOHHbIMY NOTOKamMu]

10.10.6.1 FDP_ROL.2.1

®BO fomkHbI ocylecTBNAThL [HasHaveHue: MNOB ynpasnexnnsa goctynom n/vnmn NOB ynpasneHns nHdop-
MaLMOHHLIMY NOTOKaMM], UToGbl pa3peLlaTb 0TKaT BCex onepaynii Ha [HazHauyeHue: CIUCOK 06 bEKTOB].

10.10.6.2 FDP_ROL.2.2

®BO foMmKHbI paspellaTh OTKaT B Npejesnax [HasHauyeHne: orpaHMyeHne BbiNosIHEHMA oTkaTa].

10.11 LilenocTHOCTb XpaHuMbiX gaHHbIX (FDP_SDI)

10.11.1 XapakTepucTuka cemelictBa

CewmelictBo FDP_SDI coaepxuT Tpe6oBaHus, CBA3aHHbIe C 3alLUTON faHHbIX NOb30BaTENSA BO BpEMSA UX
xpaHeHus B npegenax O4d. OWn6KM LeNOCTHOCTM MOTYT BO3eiicTBOBaTbL Ha jaHHble N0b30BaTe s, XxpaHumMble
Kak B onepaTuBHOl NaMATU, TakK 1 Ha 3anoMUHalLW WX YCTpoincTBax. AToO ceMeliCcTBO OT/IMYaeTCs OT ceMeicTBa
FDPJTT «lNepepava B npegenax OO». koTopoe 3aluwaeT AaHHble No/ib30BaTena oT owmnboK LeNoCTHOCTH BO
Bpems ux nepegayn B npegenax CHO.

10.11.2 PaHXupoBaHne KOMMNOHEHTOB

PucyHok 33 — PaHxupoBaHue KOMNoHeHTOB cemeiictea FDP_SDI

FDP_SDI.1 «MOHUTOPUWHT LLeJIOCTHOCTU XPaHUMbIX JaHHbIX» COAEPXUT TpebosaHune, 4To6bl PB KOHTPOIU-
poBana faHHble Nosb30BaTens, xpaHumMele B npegenax Od. Ha Hannure NAeHTUMULMPOBaHHbIX OLLNGOK Lieno-
CTHOCTW.

FDP_SDI.2 «MOHUTOPWHT LENIOCTHOCTM XPaHUMbIX flaHHbIX ¥ NpeanpuHMMaemMble feiicTBUS» AONONHSAET
npeablAyLnii KOMNOHEHT AeicTBMAMM, NpeanprHUMaeMbiMy NOC/e 06HapPYXXeHNs OLLINGOK.

10.11.3 YnpasneHune: FDP_SDI.1

[lei/icTBMA No ynpaBneHnto He NpeAyCcMOTPEeHbI.

10.11.4 ¥Ynpasnenune: FDP_SDI.2

[na dyHKynii ynpaBneHus us knacca FMT moryT paccmaTpuBaTtbCcs cnegyolyue aeicTams:

a) BO3MOXXHOCTb HACTPOIKN AeACTBUIA, NpeAnpUHUMaeMbIX NOCNE 0GHAPYXEHNSI OLUINOKM LLeT0OCTHOCTK.

10.11.5Ayput: FDP_SDI.1

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayauta 6e30nacHoOCTU», To cneayet
npeaycMoTpeTb BO3MOXHOCTb ayauTa cnefyoLwmx 4eicTenii:

a) MMHMMasbHbIA: ycnelHble NONbITKA NPOBEPKM LLeNIOCTHOCTH faHHbIX NONb30BaTeNa C UHANKaLmel pe-
3y/IbTaTOB NPOBEPKY;

b) 6a30Bblii: BCe MONbITKA NPOBEPKM LLENIOCTHOCTU AaHHbIX NOb30BaTeNsa C MHAMKaLMeli pe3ynbLTaToB nNpo-
BEPKW. eCNU OHa bOblna BbINOMHEHA;

C) AeTann3npoBaHHbIA: TN 06GHAPYXXEHHOW OLWNGKN LLeTOCTHOCTH.

10.11.6 AyanT: FDP_SDI.2

Ecnun B M3/3B6 BKkNtoveHo cemeiicTBo FAU_GEN «leHepauusa gaHHbIx ayguTa 6e3onacHoCcTu», To cnegyeT
npeaycMoTpeTb BO3IMOXHOCTb ayAuTa cnefyowmx 4encTenii:

a) MUHMMaJIbHBINA: yCMeLHble MONbITKM NPOBEPKN Lie/IOCTHOCTM AaHHbIX NOb30BaTeNs C uHAnKaunei pe-
3y/IbTAaTOB NPOBEPKU;

b) 6a30Bblli: BCe MONbITKA NPOBEPKM LLENIOCTHOCTU AaHHbIX NOb30BaTeNsA C MHAMKaL el pe3ynbTaToB Npo-
BEPKW. eCNn OHa bblna BbINOJIHEHA:
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C) AeTannM3npoBaHHbIA: TN 06HAPYXXEHHOW OLNGKN LLeNOCTHOCTH;

d) aeTanusnpoBaHHbIii: elicTBUSA, NpegnpuHMMaeMble Npy 06HaPYXEeHUN OLLNGKIN LLENTOCTHOCTH.

10.11.7 FDP_SDI.1 MOHUTOPWHI LENOCTHOCTU XPaHUMbIX JAaHHbIX

Nepapxnyeckuin ona: HeT NoAYNHEHHbIX KOMMNOHEHTOB.

3aBUCMMOCTU: OTCYTCTBYIOT.

10.11.7.1 FDP_SDI.1.1

®BO A0MXKHBI KOHTPO/MPOBATL AaHHble NoMb30BaTeNs, xpaHumbole B npegenax OAP, Ha Hanu-
uyne [HasHauyeHue: OWMNOKM LLENOCTHOCTU] ANsi BCeX 06BbEKTOB, OCHOBbLIBAACh Ha CreAylWnx atpuoy-
Tax: [HasHauyeHue: aTpubyThl AaHHbIX NOoNb30BaTeNs].

10.11.8 FDP_SDI.2 MOHUTOPUHT LLeIOCTHOCTN XPaHUMbIX flaHHbIX U NpeAnpuHUMaemMble feicTBNA

Mepapxunueckuii ana: FDP_SDI.1 MOHUTOPUHT LLEeNOCTHOCTU XPaHUMbIX AaHHbIX

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

10.11.8.1 FDP.SDI.2.1

®BO f0/MKHBI KOHTPONMPOBATL AAaHHbIE NONb30BaTeNs, XpaHumble B npegenax O4®. Ha Hannume [HasHa-
YeHue: OWNGKN LeNnoCTHOCTU] 415 BCEX 06BEKTOB, OCHOBBLIBASsICb Ha C/efylWNX aTpubyTax: [HasHauyeHue:
aTpubyTbl AaHHbIX NOMb30BaTENSA].

10.11.8.2 FDP_SDI.2.2

Mpn o6HapyXeHUn OWNGKN LeNOCTHOCTU AaHHbIX ®BO fONXHbLI [Ha3HavyeHue: npegnpuHumae-
Mble feincTBuns].

10.12 3awuTta KOHPUAEHLNaNnbHOCTN faHHbIX N0ONb30BaTeNna npu nepegave mexay 60 (FDP_UCT)

10.12.1 XapakTepucTuka cemeiicTea

CewmeiictBo FDP_UCT onpegenseT Tpe6oBaHusa no o6ecneyeHmnto KOHPUAEHUNANbHOCTM AaHHbIX NONb30Ba-
Tena npu ux nepegadye ¢ UCNOMb30BAHNEM BHELWIHEro KaHana mexgay pasnnuusiMyu OO unm nonb3oBaTensamu
pa3nnyHbix OO0.

10.12.2 PaHXunpoBaHne KOMMNOHEHTOB

FDP_UCT3ei*cm KBHOMAMALLWLIMIOCT JaHHbIX
numTaw Ta npynopoa»*» Mexay 050
PucyHex 34 — PaHxupoBaHMe KOMMOHEHTOB cemelictBa FDP_UCT

Llens komnoHeHnta FDP_UCT.1 «ba3oBasi KOH(pUAEHLNANbHOCTL 06MeEHa JaHHbIMU» COCTOUT B NpeAoCcTas-
JNIEHUN 3alUNTbl OT PACKPbITUA AaHHbIX NO/Ib30BaTEIA BO BpeMs UX nepejayun.

10.12.3 ¥YnpaBnenue: FDP_UCT.1

[leiicTBuA no ynpaBneHnto He NpeAyCMOTPEHbI.

10.12.4 Ayaunt: FDP_UCT.1

Ecnu B N3/36 BkntoyeHo cemelictBo FAU_GEN «IeHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeTt
npefycMoTpeTb BO3MOXHOCTb ayAuTa cneaytowmnx 4eicTBuii:

a) MUHUManbHbIA: ngeHTUcukaTop N060ro NonbL30BaTeNs uam cy6bekTa, MCNosb3yoLwero MmexaHn3mbl 06-
MeHa laHHbIMK;

b) 6a30Bblii: AeHTUDMKATOP NO60ro HEYNOTHOMOYEHHOT0 NOoIb30BaTeNs AN cy6bekTa, AenaLero no-
NbITKY NCMOMb30BaTh MEXaHU3Mbl 06MeHa fJaHHbIMU;

C) 6a30BbIii: CCbI/IKA Ha UMEHa UK APYrylo UHOpMaLmnIio nHaeKcauuu, NonesHyo npu naeHtTudukayum
[aHHbIX NoNb30BaTesis, KOTopble Obl/IN NepefaHbl AN NosyvyeHbl. MoXeT BKo4YaTh B ceba atpmubyTbl 6e30nacHo-
CTW, acCoLMMpOBaHHbIe C UHhopMaLnei.

10.12.5 FDP_UCT.1 ba3oBas KOHUAEHLNanbHOCTb 0O6MeHa faHHbIMU

WNepapxnyecknit 4Ns: HET NOAUYNHEHHbIX KOMMTOHEHTOB.

3asucumoctu: [FTPJTC.1 [loBepeHHblii kaHan nepegayun mexgy @60 nan

FTP_TRP.1 loBepeHHbI/i MapLpyT]
[FDP_ACC.1 OrpaHuyeHHoe yrnpas/iieHne JOCTYNnoM Un
FDPJFC.1 OrpaHnyeHHoe ynpasfieHne nHopMaLnoHHbIMU NOTOKaMu]

10.12.5.1 FDP_UCT.1.1

®BO A0NXHbI ocywecTBNATb [HadHayeHue: MNPB ynpasBneHus goctynom n/vnu M6 ynpasneHus
MHOPMaLMOHHBIMUY NOTOKaAMM], NpeAocTaBAsOW Y0 BO3MOXHOCTb [BbIGOP: OTNpaBieHune, nonyye-
HUe] faHHbIX MONb30BaTENA CNOCO6OM, 3al ML EHHBIM OT HECAHKLWOHUPOBAHHOTO PacKpbITUS.
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10.13 3awmuTa LEeNOoCTHOCTK AaHHbIX NONb30BaTens npu nepegave mexgy 60 (FDP_UIT)

10.13.1 XapakTepucTuka cemeincrea

CewmelictBo FDPJJIT onpepensieT Tpe6oBaHus no o6ecneyeHnto LeNIOCTHOCTU AaHHbIX N0/1b30BaTeNS NPU
ux nepepadve mexay @60 n gpyrum goBepeHHbIM NPOAYKTOM UT, a Takxke 415 UX BOCCTAHOBIEHUA Npy 06Hapy-
XeHun ownbok. Kak MUHUMYM, AaHHOEe CEMENCTBO KOHTPONUPYET LLeNOCTHOCTb AiaHHbIX N0b30BaTeNs Ha Npes-
meT mogudmkauum. Kpome Toro, ceMeiicTBO NoAAEPXKMNBAET pPas/iMyHble CMOCO6bI UCNPaBAEHNA 06HAPYXEHHbIX
OLWNBOK LLeTOCTHOCTK.

10.13.2 PaHxunpoBaHne KOMMNOHEHTOB

PucyHok 35 — PaHXupoBaHWe KOMMNOHEHTOB cemeiictea FDPJJIT

FDP_UIT.1 «LlenocTHOCTb NepefaBaemblX flaHHbIX» CBA3aH C 06HapyXeHnem mogudukauuu, yaganeHui,
BCTABOK M NOBTOPEHNA NepeAaBaemblX AaHHbIX N0b30BaTENS.

FDP_UIT.2 «BoccTaHoBeHe nepefaHHblX AaHHbIX NCTOYHUKOM» CBA3aH C BOCCTAHOBIEHUEM UCXOAHbIX
[aHHbIX Nosib3oBaTens, nonyyeHHoix P6O. ¢ NOMOLLbI0O NCTOYHMKA — A0BEPEHHOTO nNpoAykTa UT.

FDP_UIT.3 «BoccTaHoB/IEHNE NepefaHHbIX aHHbIX nonyyaTenem» CBsi3aH C CaMOCTOATE/IbHbIM BOCCTa-
HOB/IEHNEM NCXOAHbIX AaHHbIX NONb30BaTens, NonyvyeHHbix P60, 6e3 kakol-nM6o NOMOLLN NCTOYHNKA — [0Be-
peHHoro npoaykrta UT.

10.13.3 YnpasneHue: FDP_UIT.1, FDP_UIT.2, FDP_UIT.3

[lelicTBuA no ynpaBneHunto He npeayCcMOTPeHbl.

10.13.4 AyauT: FDP_UIT.1

Ecnu B M3/3B6 BkAtoueHo ceMeiicTBo FAU_GEN «[leHepauusa fgaHHbIX ayanuta 6€30nacHOCTU», To cnegyeTt
npefycMoTpeTb BO3MOXHOCTb ayAuTa cneayoLwmnx AeicTBuii:

a) MUMHMManbHbIR: naeHTUdnKaTop NI060ro NonbL3oBaTeNa Uan cy6beKTa, UCNOMb3YHLLLEero MexaHu3mbl 06-
MeHa laHHbIMK;

b) 6a30BbIii: MAEHTUdMKATOP N060r0 NoNb3oBaTens un cybbekTa, NbiTaloLWerocs NCnoab3oBaTb MeXaHn3-
Mbl 06MeHa AaHHbIMW NONb30BaTeNsA, HO HE YNO/THOMOYEHHOro AenaTb 370 TakuM 06pa3om;

c) 6a30Bblii; CCbl/IKA HA UMEHa WU APYTy0 MHOPMaLMI0 nHAeKcaum, NonesHy npu ngeHtTudrkaymm
[aHHbIX NONb30BaTeNs, KOTopble 6bl/IM NepefaHbl AN NosyyYeHbl. MOXeT BKYaTb B ceba atpubyThl 6e30nacHo-
CTU. acCOLMNPOBaHHbIE C JaHHbIMU NOJIb30BaTENS;

d) 6a30Bblii: N06bIE NAEHTUDNLMPOBAaHHbIE NOMNbLITKM 610KMPOBaTb Nepefady AaHHbIX N0/Ib30BaTens:

e) AeTann3npPoBaHHbIA: TUNbI /MNKN pe3ynbTaTbl N06bIX 06HAPYXEHHbIX MogUdUKaLnii NnepeaaHHbIX faH-
HbIX NoJib30BaTens.

10.13.5 AyauT: FDPJJIT.2, FDP_UIT.3

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayauta 6esonacHocTu», To cnegyet
npeAycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyrLmnx 4eicTBnii:

a) MUHMManbHbIA: ngeHTUdukaTop M060ro Nonb3oBaTens uam cy6bekTa, UCNosb3yoLWwero MexaHn3mMbl 06-
MeHa faHHbIMU;

b) MMHUMa bHbIW: yCNelwHoe BOCCTAHOBNEHMe Noc/e OWNB0K, BKAOYasa TN 06HaPYXXEHHOW OWN6KH;

c) 6a30Bblil: nAeHTUUKATOP N1060ro NoNb3oBaTeNA UM CyGbekTa, NbiTallerocs NCnob3oBaTb MeXaHN3-
Mbl 06MeHa faHHbIMY MONb30BaTeNsA, HO HE YNO/THOMOYEHHOTO AenaTb 370 Takum 06pa3om;

d) 6a30Bblii: CCbIIKA HA MMEHA WK APpYTy0 MHDOpMaLMI0 MHAeKcaL MW, NONEe3HY Npu ngeHTudunkaymm
[aHHbIX NONb30BaTeNs, KOTopble 6bl/IM NepefaHbl AN NonyyYeHbl. MOXeT BKNoYaTb B ceba atpubyTbl 6e30nacHo-
CTW. accouMmpoBaHHble C JaHHbIMU NONb30BaTeNs;

e) 6a30Bblii: M06bIE NAEHTUMULNPOBAHHbIE MONbLITKM 6/10KMPOBaTL Nepefady faHHbIX N0b30BaTens:

f) peTanusvpoBaHHbI: TUMbI U/MNK pe3ynbTaTbl NI06bIX 06HAPYXEHHbIX MoAUdKaLWi NnepefaHHbIX AaHHbIX
nonb3osaTens.
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10.13.6 FDP_UIT.1 LlenocTHOCTb nepegaBaemblX JaHHbIX
Nepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMNOHEHTOB.
3asucumoctn: [FDP_ACC.1 OrpaHu4yeHHoe ynpaBieHune 4oCTynom uim
FDPJFC.1 OrpaHnyeHHoe ynpasieHne MHHopMaLnoHHbIMU NOTOKaMu]
[FTPJTC.1 loBepeHHbI KaHan nepegaun mexay 60 nau
FTP_TRP.1 loBepeHHbIi MapLpyT]
10.13.6.1 FDPJJIT.1.1
®BO A0NXHbI ocywecTBNATb [HasHaveHne: NPBynpaBneHns goctynom un/mnu NOb ynpasneHus
MHOPMaALMOHHBIMUY NOTOKAMM], NpeAoCTaBASIOLW Y0 BO3MOXHOCTb [BbIGOpP: OTNpasieHune, nonyye-
HUe] LaHHbIX NoNb30BaTeNA CNOCO60M, 3alULLLEeHHbIM OT Cleylo WX oWnN6okK: [Bbl6op: MoAndIMKaLmMa,
ypaneHue, BctaBka, MoBTOpeHue].
10.13.6.2 FDPJJIT.1.2
®BO f0NXHbl 6bITh CNOCOGHBLI ONpeAensaATb NOCAe NONYYEHUS faHHbIX N0ONb30BaTeNs, NPOM30LW -
v nu cnegywme owmnbku: [Boi6op: Mmoandukaunsa, yaganeHme, sctaBka, noBTopeHue].
10.13.7 FDP_UIT.2 BoccTaHOB/NeHWe NepefaHHbiX aHHbIX NCTOYHUKOM
Nepapxunyecknii 4na: HeT NOJUYUHEHHbIX KOMMOHEHTOB.
3aBucumocTtu: [FDP_ACC.1 OrpaHuyeHue ynpasaeHne 4oCTynom uim
FDPJFC.1 OrpaHnyeHHoe ynpaBneHne nHopmMaLMoHHbIMY MOTOKaMm]
FDP_UIT.1 LlenocTtHOCTb NepepaBaeMbiX faHHbIX
FTPJTC.1 [loBepeHHblii kaHan nepegaun mexagy 60
10.13.7.1 FDPJJIT.2.1
®BO foMKHbI ocywecTBNAThL [HasHayeHue: NPB ynpasneHns goctynom u/unu N6 ynpasneHus
MHOPMaLMOHHBIMM MOTOKaAMM], NpefocTaBAAOLY0 BO3MOXHOCTb BOCCTAHOBMEHNUS nocne [HasHa-
YyeHne: CMUCOK NOTEHUMANbHO NCMPAaBAsEMbIX OWINOOK] C NOMOLW b0 UCTOYHUKA — [LOBEPEHHOTO NPO-
nykta WT.
10.13.8 FDP_UIT.3 BoccTtaHOB/IeHUe nepefaHHbIX AaHHbIX nosyyaTenem
Nepapxnyeckunit gns: FDPJJIT.2 BoccTaHoBNeHWe nepegaHHbIX AaHHbIX NCTOYHUKOM
3asucumoctu: [FDP_ACC.1 OrpaHunyeHHOe ynpas/seHne 4OCTYyNnom unu
FDPJFC.1 OrpaHuyeHHOe ynpaBneHne nHhopmaLMoHHbIMU NOTOKaMu]
FDPJJIT.1 LienocTHOCTbL NepefasaeMblX faHHbIX
FTPJTC.1 [loBepeHHblii kaHan nepegaun mexgy ®60
10.13.8.1 FDP_UIT.3.1
®BO f0MKHbI OCyLLecTBNATL [HasHaueHne: MPE ynpasneHua goctynom u/vnm Neb ynpasneHns nHdop-
MaLUMOHHbIMM MOTOKaMU]. NpeA0CTaBASOW Y0 BO3MOXHOCTb BOCCTAHOB/IEHUS NOC/E [Ha3HaYeHMe: CIIMCOK NOo-
TeHUnanbHO ncnpaensembix ownbokK] 6e3 Kakoin-nM60o NOMOLM NCTOYHNKA — [OBEPEHHOro npoaykTa UT.

11 Knacc FIA. NgeHTudmkaumsa n ayTeHTuukayms

CewmeliicTBa knacca FIA cogepxaT Tpeb6oBaHUs K PYHKLMAM YCTaHOBEHUS 1 Bepndmkaunm 3assBNeHHOro
naeHTupukaTopa nonbL3osaTens.

NaeHTndurkauma n ayteHTumnkalmsa Tpebyotca gna obecneyeHms accoymaunm nonb3osaTesneil ¢ COOTBET-
CTBYHOLMMUN aTpubyTamu 6e30nacHoCTu {TakuMmn Kak naeHTUunKaTop, rpynnbl, poau, yposH1 6e30nacHoOCTU unm
LLefIoCTHOCTH).

OfHO3HauYHan nAaeHTMduKaLmnsa ynoTHOMOYEHHbIX NONb30BaTenei n npasnabHas accoymanmsa aTpubyTos
6e30nNacHOCTM C NO1b30BaTENIAMU U Cy6beKTaMn KPUTUYHBI 151 OCYLLeCTBEHUSA NPUHATLIX NOMTUK 6e3onacHoc-
1. CemelicTBa 3TOr0 Knacca CBsidaHbl C onpefesieHnemM n BepudukaLmein ngeHTMPuKaTopos nosb3osaTenei,
onpejeneHnem nx NosIHoOMounii Ha B3anmogeiictene ¢ OO. a Takxe ¢ npasBu/bHON accounaLmeit aTpnbyTos 6e30-
MacHOCTM C KaXAbIM YNOJTHOMOYEHHbIM Nofib30BaTeneM. dpdhekTBHOCTb Tpe6OBaHUA APYruxX Knaccos (Takmx
Kak «3alnta JaHHblX NoNb30BaTeNs». «AyanT 6€30NacHOCTU») BO MHOIOM 3aBUCUT OT NPaBu/1bHO NPOBEEHHbIX
naeHTumnKaLum n ayTeHTudnKaLymm nonb3osareneii.
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PucyHok 36 — [Jekomnosuumus knacca FIA «NgeHTudmkauus n ayteHTudmnkayms»

11.1 OTka3bl ayTeHTudnkayun (FIA_AFL)

11.1.1 XapakTepuctuka cemelictsa

CewmelictBo FIA_AFL cogepxuT TpeboBaHMa K onpeAeneHunto Yncna HeycnelHblX NONbITOK ayTeHTudnka-
unm n k geiictenam 60 npu NpeBbIWEHNN OrPaHUYEHNIA Ha HeycneLlHble NONbITK ayTeHTudrkauun. NapameTpa-
MU. ONpefensoLwumMmm BO3MOXHOE YNCN0 NOMbITOK ayTeHTudukaLmum, cpean npoynx MoryT 6biTb YNCI0 NOMbLITOK U
[0NYCTUMbIA MHTEpBa BPeMEHN.

11.1.2 PaHXupoBaHne KOMMNOHEHTOB

RAMNFLONCSU myTwuntapmw ymn
PucyHok 37 — PaHxupoBaHne KOMMNOHEHTOB cemMeiicTBa F1A_AFL

FIA_AFL.1 «O6paboTka 0TKa3oB ayTeHTUdMKaLnn» coaepxnT TpeboBaHne, 4To6bl PEO 6bIIN CNOCO6HLI
npepBaTtb NPOLLECC OTKPbITUA CeaHca noc/e onpeAeneHHoro Yncna HeycneLHbIX NonbITOK ayTeHTUMKALMN NONb30-
BaTens. Takxe TpebyeTcs, UTO6bI NOCNe NpepbiBaHNA NpoLecca oTKpbITUS ceaHca PBO 6b1M cNOCOb6HbI 610KMpPO-
BaTb y4YeTHble laHHbIe NONb30BaTENA UM MECTO BXoAa (Hanpumep, pabouylo CTaHLM), C KOTOPOTro BbINOTHANNCH
NonNbITKW, O HACTYN/IEHUA ONpeAeNeHHOro aAMUHNCTPATOPOM YCOBUSA.

11.1.3 YnpaBnexue: FIA_AFL.1

[nsa dyHKymiA ynpaBneHna ns knacca FMT MoryT paccmaTpuBaTbCa cnegytoline AelicTBus:

a) ynpas/fieHve orpaHUYeHNAMM 415 HeYCNeLHbIX MOMNbITOK ayTeHTUhUKaLmu;

b)ynpasnexue gencTeuaMu, npeanpuHUMaemMbIMn NPU HeyCneLwwHoW ayTeHTUdKaLmm.
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11.1.4Ayant: FIA_AFL.1

Ecnu a M3/3B6 BknoyeHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyoLmnx AeicTBuii:

a) MUHUMANbHbIA: 4OCTUXKEHME OrpaHNYeHNa HeYyCneLHbIX MONbITOK ayTeHTUkauum n npeanpuHaTblie gei-
cTBUA (Hanpumep 6710KMpOBaHMe TepMuHana), a Takxe, npm Heob6xo4MMOCTH, Nocneayolee BOCCTaHOBNEHNE
HOpPMasiIbHOTO COCTOSAHMA (Hanpumep Aeb10KMpoBaHe TepMuHana).

11.1.5 FIA_AFL.1 O6pa60oTka 0Tka30B ayTeHTUdMKaLmm

WNepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3asucumoctun: FIA_UAU.1 Bbibop momeHTa ayTeHTUdmKaLmmm

11.1.5.1 FIA_AFL.1.1

®BO ponxHbI 06HapyXuBaThb, Korga npousoigeT [Bbi6op: [Ha3HavYeHNe: NON0XUTEeNbHOE Lenoe
yucnol, yctaHaBnnBaeMoe agMUHUCTPATOPOM NOMIOXMUTENbHOE Liesi0e Yncno B npegenax [HasHave-
HUe: AnanasoH A0oNYCTUMbIX 3HAYEHU]] HeycnewWwHbIX NONbITOK ayTEHTU(NKALUN, OTHOCSALWUXCS K [Ha-
3HayeHne: CNMCOK cobbITUA ayTeHTUdUKayuml.

11.1.5.2 FIA_AFL.1.2

Mpwn [OCTUXEHUN UNN NPEBbLIWLEHUN ONPEAENEeHHOro YNcna HeyCcnelwHbIX NONbITOK ayTeHTudnka-
U ®BO [O/KHbBI BbINONHUTL [Ha3HaYeHMe: CNUCOK A eACTBUIA].

11.2 OnpepgeneHne atpnbyTtos nonb3oBartens (FIA_ATD)

11.2.1 XapakTepuctuka cemelictea

Bce ynonHoMo4eHHble NONb30BaTENN MOTYT MOMUMO naeHTUrkaTopa nonbL3oBaTena UMeTb Apyrue aTpu-
6yTbl 6€30MacHOCTUN, NpUMeHsieMble Npu ocyuiecTeneHun NBO. CemelicTBo FIA_ATD onpegensiet Tpe6oBaHus
Ans accoumnalmm atpubyToB 6€30MacHOCTM C NOMb30BaTENsAMU B COOTBETCTBUM C HEOOXOAMMOCTLIO NOAAEpPX-
kn MBO.

11.2.2 PaHXunpoBaHue KOMMNOHEHTOB

PucyHok 38 — PaHxupoBaHne KOMMOHEHTOB cemelicTBa FIA_ATD

FIA_ATD.1 «OnpegenexHne aTpnbyToB Nosib3oBaTeNnsi» NO3BOMAET NOALAEPXUBATL aTpMbyThbl 6e30nacHoCTH
nosib3oBaTens A Kaxhoro nosib3osartesnis UHANBUAYasbHO.

11.2.3 YnpaBnexue: FIA_ATD.1

Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTtpuBaTbCs cnegyolne aeincTsns:

a) YNOJTHOMOYEHHBI aMUHUCTPATOP MOXeT 6bITb CNOCO6EH onpeAeaTh 4ONOHUTE bHbIE aTPUByThl 6€30-
nacHocTuW AN5 Nonb3oBaTenenn, ecnm 3To ykasaHo B onepauuy HasHavyeHus.

11.2.4 AyanT: FIA_ATD.1

HeT cob6bITuii, AN KOTOPbIX cNegyeT NpeAycMOTPeTb BO3MOXHOCTb ayanTa.

11.2.5 FIA_ATD.1 OnpegeneHne atpnbyToB nosib3oBaTens

Nepapxuyecknii AN5: HET NOAYNHEHHbBIX KOMMTOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEIA.

11.2.5.1 FIA_ATD.1.1

®BO A0/MKHbI MOAAEPXUBATL A8 KAXAOro Nofb3oBaTens caeaylowmnii Cnmcok aTpudyTos 6e30-
nacHocTu: [HasHauyeHue: CMIUCOK aTpubyTOB H6esonacHocTu].

11.3 Cneuundukayus cekpetos (FIA_SOS)

11.3.1 XapakTepucTuka cemeicrsa

CewmeiictBo FIA_SOS onpepgensieT TpeboBaHns K MeXaHn3MaM, KOTOpble peannsyoT onpeseneHHyo MeTpu-
Ky KayecTBa A5 NpefoCTaBASAEMbIX CEKPETOB M FeHepupyoT cekpeTbl, COOTBETCTBYOL e onpeAeieHHol MeT-
puke.

11.3.2 PaHXunpoBaHue KOMMNOHEHTOB

PucyHok 39 — PaHxupoBaH/We KOMMOHeHTOB cemelicTBa FIA_SOS
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FIA_SOS.1 «Bepudukaunsa cekpeTos» cogepxmT TpebosaHme, 4tobbl B0 Bepudununposany, oTBevaloT n

ceKkpeTbl onpeaesieHHO MeTpuke kKayecTsa.

FIA_SOS.2 «I'eHepauus cekpetoB PEO» coaepxut tpebosaHune, 4tobbl PEO 6b121M CNOCOBHBI FEHEPUPO-

BaTb CEKpeTbl, 0TBeYalwLL e onpeseneHHoli MeTpuke kayecTsa.

11.3.3 ¥YnpaBneHue: FIA_SOS.1

[nsa ddyHKumnin ynpaBneHua ns knacca FMT mMoryT paccmaTpuBaTbCs cnegyloline AelicTBUs:

a) ynpaBneHne MeTpukoii, MCNonb3yemol AN BepudrkaLmum cekpeTos.

11.3.4 YnpaBneHue: FIA_SOS.2

[nsa ddyHKunit ynpaBneHua ns knacca FMT mMoryT paccmaTpuBaTbCa cnegyloline AelicTBUS:

a) ynpaBneHne MeTpUKOi, NCNONb3yeMoli Npu reHepasmmn cekpeTos.

11.3.5 AyauTt: FIA_SOS.1, FIA_SOS.2

Ecnu B M3/3B6 BkAtoueHo ceMeiicTBo FAU_GEN «leHepauus faHHbIX ayanta 6e3onacHoCcTu», To cneayet

npeaycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyLmnx aeicTeuii:

a) MUHUMaNbHbIN: OTKNOHeHne ®PBO Nboro NpoBepeHHOro cekpeTa:

b) 6a30Bblii: OTK/IOHEHUE AW NpUHATME PBO NI060ro NPOBEPEHHOIO CEKPeTa;

C) AeTann3npoBaHHbIi: nageHTnrKaunsa Nobbix UI3MEHEeHNI 3aaHHblIX METPUK KavyecTsa.

11.3.6 FIA_SOS.1 Bepugukaumsa cekpeTtos

Nepapxunuecknii 4na: HeT NOSUYUHEHHbIX KOMMOHEHTOB.

3aBUCMMOCTUN: HET 3aBUCUMOCTEA.

11.3.6.1 FIA_SOS.1.1

®BO f0NMXHbBI NpefoCcTaBNATb MexaHu3sM AN BepudukaLum Toro, 4To CeKpeTbl COOTBETCTBYHOT

[HasHauyeHue: onpefeneHHas MeTpuUKa KauecTea).

11.3.7 FIA_SOS.2 l'eHepauus cekpetos ®b0O

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbBIX KOMMTOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEA.

11.3.7.1 FIA_SOS.2.1

®BO [O/MKHBI NpefoCcTaBNATbL MEXaHU3M reHepalumn CeKpeToB, COOTBETCTBYOLWMNX [Ha3HayeHune:

onpefeneHHass MeTpuka kauyecTsal.

11.3.7.2 FIA_S0OS.2.2
®BO A0/MXHbI 6biTb CNOCO6HbLI UCMNONbL30BAaTh FEHEpUpPyeMble UMU CeKpeTbl AN [HasHauyeHue:

cnucok yHkumnii ®6O].

11.4 AyTeHTndgukauma nonbsoatens (FIA_UAU)
11.4.1 XapakTepucTuka cemelictea
CewmeliictBo F1AJJAU onpegenseT Tunbl MeXaHW3MOB ayTeHTUdUKaLMM NonbL30BaTens, npegocrasnse-

Mble ®B50. OHO Takxe onpeaensiert Te aTpubyTbl, HA KOTOPbLIX HEO6X0AUMO 6a3MpPOBaTb MEXaHW3Mbl ayTEHTUDUKA-
UMM nonb3oBatens.

11.4.2 PaHxupoBaHne KOMMNOHEHTOB

FIA_UAU.1 «Bbl6op MOMeHTa ayTeHTUdMKaLm» No3BoASET N0b30BaTE/NI0 BbINMOHUTL HEKOTOPbIE AeliCTBUSA

[0 ayTeHTuUKaLmm nonb3oBartens.
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FIA_UAU-2 «AyTeHTurkaumns 4o Nib6bix 4eicTBUA NoNb3oBaTens» coaepxuT TpebosaHne, 4Tobbl N01b30-
BaTenu 6bInn ayTeHTULpoBaHbl npexae, yem 650 gact MM BO3MOXHOCTb NpeAnpuHNMaTh Kakme-nnm6o gei-
cTBUSA.

FIA_UAU.3 «AyTeHTudmKaLus, 3aliyiieHHas oT noaaesnok» cogepxunTt TpebosaHne, 4To6bl MEXaHU3M ayTeH-
Tuchmkaymm 6611 cNOCO6EH BbIABUTL ayTEHTUDMKALMOHHbIE AaHHbIEe, KOTOopPble 6blN hanbCUULMPOBaHbI UK CKO-
NMpOBaHbl. N NPeAoTBPaTUTbL UX UCNO/b30BaHNE.

FIA_UAU.4 «<MexaH13Mbl 04HOPa30BOIi ayTeHTUMKaLUN» COAEePXNT Tpe6oBaHNe HaTMYnMA MexaHn3ma ayTeH-
TUMKaLUW. KOTOPbIA onepupyeT ayTeHTUPUKALNOHHBIMY AaHHBIMW O4HOPa30BOro UCNO/Ib30BaHUS.

FIA_UAU.5 «Co4yeTaHne MexaHM3MOB ayTeHTudukauum» cogepxumT TpeboBaHve npegocTaBneHnsa n npume-
HEeHUsi pa3/INYHbIX MeXaHn3MOoB ayTeHTUUKaLumn nonb3osBaTesneli B oCOObIX CayyasXx.

FIA_UAU.6 «MoBTOpHasa ayTeHTUduKaLma» cogqepxuT TpeboBaHne BO3MOXHOCTM onpeaeneHuns cobbITui,
npu KOTOPbIX HEOBX0oAMMa NOBTOPHAaA ayTeHTUdUKALMA NONb30BaTENS.

FIAJIAU.7 «AyTeHTudmnkauus c 3aliueHHon obpaTHON CBA3bIO» COAepXNT TpeboBaHne, YTo6bI BO Bpems
ayTeHTUMKaunm nonb3oBaTento NpeaocTaBnsanack CTPOro orpaHnyeHHas nHpopmauus o Hell.

11.4.3 YnpaBnenue: FIA_UAU.1

Ansa dyHKumnit ynpaBneHnna ns knacca FMT mMoryT paccmaTpuBaTbCa cnegyloline AelicTBus:

a) ynpasneHue ayTeHTU(UKALNOHHBIMU AaHHbIMW aAMUHUCTPATOPOM;

b)ynpasneHne ayTeHTUPUKALNOHHBIMW fl@aHHbIMY NONb30BaTENEM, aCCOLMUPOBAHHBIM C 3TUMMW faHHbIMU:

C) ynpaBnieHvie CMCKOM AeiCTBUIA, KOTOpble MOTYT ObITb NPeANPUHATBI [0 TOro, Kak Mo/b30BaTelb ayTEHTU-
dhuympoBaH.

11.4.4 YnpasneHue: FIA_UAU.2

Ana dyHkumnit ynpaBnenns ns knacca FMT moryT paccMatpuBaTtbhCs ciegytouine aeiicTBus:

a) ynpas/ieHne ayTeHTUNKALVOHHBIMU aHHBIMU aAMUHUCTPATOPOM;

b)ynpasneHne ayTeHTUpKaLMOHHbIMW fLaHHbIMY NONb30BaTeNeM, acCOLMMPOBAHHBIM C 3TUMMW faHHbIMW.

11.4.5 YnpasneHue: FIA_UAU.3, FIA_UAU .4, FIA_UAU.7

[lelicTBuA no ynpaBneHuto He npeayCcMOTPeHbl.

11.4.6 YnpasneHue: FIA_UAU.5

[nsa dbyHKuuit ynpaBneHnua ns knacca FMT MoryT paccmaTpuBaTbCa cnegytoline AelicTBUS:

a) ynpasieHve mexaHusmamm ayTeHTUdUKaLnu:

b)ynpaBneHvie npasunamm ayTeHTudmnkaumnm.

11.4.7 YnpasneHue: FIA_UAU.6

Ans dyHKumnit ynpaBneHna ns knacca FMT moryT paccmaTpuBaTbCa cnegytoline AelicTBus:

a) ynpaBneHune 3anpocom Ha NOBTOPHYO ayTeHTUdMKaLNo, ecnm Ansa ynoHOMOYEHHOTo agMUHNcTpaTopa
npefycMoTpeHa BO3MOXHOCTb TaKoro 3anpoca.

11.4.8 Ayaut: FIA_UAU.1

Ecnwn B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayamta 6e3onacHocTu», To cnegyet
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyLmnx geicTBuii:

a) MUHMManbHbIA: HeyCcrnelHoe UCM0/Ib30BaHne MexaHn3ma ayTeHTudnkaumm;

b) 6a30Bblii: BCe Cy4yan MCNONb30BaHUSA MexaHn3Ma ayTeHTudmkaumm;

C) fleTann3npoBaHHblii: BCce AeincTBuA npu nocpeaHnyectse ®bO [0 ayTeHTUdUKaLUM NONb30BaTENS.

11.49 Ayaut: FIA_UAU.2

Ecnu B M3/3B6 BknoveHo cemelicTBo FAU_GEN «leHepauusa gaHHbIX ayanta 6e3onacHocTu», To cneagyet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyLmnx aeicTeunii:

a) MUHMManbHbI: HeyCcnelwHoe UCN0/Ib30BaHne MexaHn3ma ayTeHTudnkaumm;

b) 6a30Bblii: BCe Cyvyan MCNONb30BaHUA MexaHn3ma ayTeHTudkauum.

11.4.10 AyaunTt: FIAUAU.3

Ecnu B M3/3B6 BkAtoueHo ceMeiicTBo FAU_GEN «[leHepauus gaHHbIX ayanta 6e3onacHocTu», To cneayet
npeaycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyLmnx aeicTeuii:

a) MUHUMabHbIV: 06HapyXeHne hanbCUULMPOBaHHbIX ayTEHTU(PUKALNOHHbLIX AAHHbIX;

b) 6a30BbIii: BCe 6e30TnararesibHO NpeAnpuHNUMaeMble Mepbl U pe3ynbTaTbl MPOBEPOK Ha hanbcudunymnpo-
BaHHble laHHble.

11.4.11 AyanT: FIAJJAU .4

Ecnu B M3/3B6 BkAtoueHo ceMeiicTBo FAU_GEN «leHepauus AaHHbIX aygnta 6e3onacHoCcTu», To cneayet
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLmnx AeicTBuii:

a) MYUHMMa bHbIA: NOMbITKM MOBTOPHOMO NCNOb30BaHNA ayTeHTUNKALMOHHbIX faHHbIX.
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11.4.12 AyauT: FIA.UAU.5

Ecnu B M3/3B6 BkntoueHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayauTa cnegyoLwmnx geicTBuii:

a) MUHMMabHbIN: UTOTOBOE peLleHne No ayTeHTudukaumum;

b) 6a30Bblii: pe3ynbTaT 4eliCTBMA KaxX40ro akTMBU3NPOBaHHOrO MexaHn3mMa BMecTe C UTOr0BbIM peLleHnemM.

11.4.13 Ayaunt: FIAUAU.6

Ecnwu B M3/3B6 BkAtoveHo cemeiicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTu», To cneayet
npeaycmMoTpeTb BO3MOXHOCTb ayAuTa cnefylmnx aeicTeuii:

a) MMHUMAaNbHbIN: HeycnelwHas NoBTopHasa ayTeHTudukauuu;

b) 6a30BbIii: BCe MOMbITKM MOBTOPHOW ayTeHTudmKaLmu.

11.4.14 AyanT: FIA_UAU.7

HeT cobbITUin, 4Na KOTOpbIX cnefyeT npeaycMoTpeTb BO3MOXHOCTbL ayanTa.

11.4.15 FIA_UAU.1 Bbi6op MOMeHTa ayTeHTUmkaumm

WNepapxnyecknit 4Ns: HET NOAYNHEHHbBIX KOMMTOHEHTOB.

3asucumocTtu: FIA UlD.1 Bbi6op MOMeHTa ngeHTudukaymm

11.4.15.1 FIAJJAU.1.1

®BO AO0MXHbI foNyCcKaTb BbINOJIHEHWE [HA3HAYEHME: CMUCOK AeNCTBUI, BbIMOIHAEMbIX NPU MNO-
cpegHnyectse ®BO) oT MeHM Nonb3oBaTens, Npexae YeMm Nonb3oBaTenb ayTeHTUULMPOBAH.

11.4.15.2 FIAJJAU.1.2

®BO gonMKHbI TpeboBaTb, YUTO6GbLI KaXAblii NoNb30BaTeNb 6bl/1 YCNEWHO ayTeHTUPULUPOBAH A0
paspelieHns N0 60ro Apyroro AecTBuA, BbINOJHAEMOTr0o Npu nocpeaHnyecTso 6O OT MMeHM 3Toro
nonb3oBartens.

11.4.16 FIA_UAU.2 AyTeHTudukaumsa 4o N bblx ecTBUIA nonb3oBaTens

WNepapxuyeckuii gna: FIA_UAU.1 Bbl6Gop MOMeHTa ayTeHTUdmkaumnm

3aBucumoctu: FIA_UID.1 Bbibop MOMeHTa naeHtudmkaumm

11.4.16.1 FIAJJAU.2.1

®BO fomxHbl TpeboBaTh, YTOGbI KaXAbl NONb30BaTeNb 6bi yCNeLwWwHo ayTeHTUULMPOBAaH A0 pa3peLleHuns
no6oro geiicTBnA, BbINOIHAEMOro npu nocpegHnyectse 65O OT UMEHM 3TOro Nob3oBaTeNs.

11.4.17 FIA_UAU.3 AyTeHTudnkauns, 3awuiieHHas ot nogaenok

WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

11.4.17.1 FIA_UAU.3.1

®BO gonxHbI [BbIGOP: O6GHaApPYXMBaTb, NpeAoTBpaliaTb) NpUMeHeHUe N0 6bIM NONb30BATENEM
®BO ayTeHTU(UKALNOHHBIX AaHHbIX, KOTOPble 6bINN NoALeNaHbl.

11.4.17.2 FIA_UAU.3.2

®BO ponxHbl [BbiGOp: 06HapyxuBaTb, npepoTBpalwiatb) npuMeHeHne Nwb6bIM Nonb3oBaTe-
nem ®b0O ayTeHTUMUKALNOHHBIX aHHbIX, KOTOPblIe 6bIN CKOMMPOBAaHblI Yy 10600 A4PYroro nonb3osa-
Tensa ®6O.

11.4.18 FIA_UAU.4 MexaHu3Mbl OJHOPa30BOI ayTeHTUUKaLuu

Mepapxuueckuii 4Ns: HeT NOAUYNHEHHBIX KOMNOHEHTOB.

3aBNCMMOCTU: HET 3aBNCMMOCTER.

11.4.18.1 FIA_UAU.4.1

®BO fO0MKHbBI NpegoTBpaw,aTb NOBTOPHOE NMPUMEHEHUEe ayTEHTUM MKALNOHHBIX faHHbIX, CBA3aH-
HbIX C [Ha3HayeHVe: UAEHTU(ULNPOBAHHbIA MexaHM3M (MexaHu3Mbl) ayTeHTugukawumm).

11.4.19 F1AJJAU.5 CoyeTaHne mexaHW3MOB ayTeHTUduKaynm

Mepapxunueckunii Ans: HeT NOAYNHEHHbIX KOMNOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEA.

11.4.19.1 FIAJJAU 5.1

®BO fOoMKHbI NpefoCTaBNATbL [Ha3HauyeHne: CNUCOK coOYeTaeMblX MEXAHU3MOB ayTeHTud nka-
Lun) ANna nognepXkn ayTeHTMd MKaLum nonb3oBaTtens.

11.4.19.2 FIAJJAU.5.2

®BO AoMXHB ayTeHTuduUuMpoBaTh 060N NpefcTaBNeHHbI naeHTMduUKaTop nosb3oBarens
CcOrnacHo [HasHauyeHue: NpaBuia, onucbiBalwlime, kKak coyeTaHme MeXaHM3MOB ayTeHTug nkaLmm obec-
neynBaeTayTeHTUdukayuni).
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11.4.20 FIA_UAU.6 MNoBTOopHas ayTeHTUdnkaums

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

11.4.20.1 FIAJJAU 6.1

®BO A0NXHbI NOBTOPHO ayTeHTUdUUMpOBaTb NoMb30oBaTensda npu [HazHauyeHue: CMUCOK YC/0-
BUIA, MPU KOTOpPbLIX TPebyeTca NOBTOpPHAasA ayTeHTudukaumsal.

11.4.21 FIA_UAU.7 AyTeHTudnKaumns c 3awmeHHoil o06paTtHO CBA3bI0

WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3asucumoctun: FIA_UAU.1 Bbibop momeHTa ayTeHTUdmKaLmm

11.4.21.1 FIAJJAU.7.1

®BO A0NXHbI NPefOoCTaBNAATbL NO/b30BATE/NI0 TONbKO [Ha3HaYeHMe: CMUCOK 40NYCTUMON nHop-
Maunnm o6paTHOW CBA3U] BO BPEMSI BbINOMIHEHUSA ayTEHTUdUKALUN.

11.5 WpeHTudukauma nonb3osatens (FIA_UID)

11.5.1 XapakTepucTtuka cemeiictea

CewmelictBo FIAJJID onpeaensieT ycqoBus, Npu KOTOPbIX OT NoJsib30BaTe el TpebyeTca naeHTnudmymposaTb
ceb6s 00 BbINONHEHMA Npu nocpegHnyectse PBO kakmx-nnbo apyrux AeicTBuid, TpebyLwmnx nageHtTudukannm
nonb3oBarens.

11.5.2 PaHXunpoBaHue KOMMNOHEHTOB

PucyHok 41 — PaHxupoBaHne KOMMNOHeHTOB cemeiictBa FIAJJID

FIAJJID.1 «Bbi6op MOMeEHTa naeHTUrkaunm» Nno3BosaseT Nosib30BaTENO BbINOMHUTL HEKOTOPLIE AeliCTBUS
nepeg csoein ngeHtTudukaumnein c ucnonbsosaHmem ®60.

FIA_UID.2 «MaeHTudmkauma no niobbix AeicTBuiA NoNb3oBaTens» CoAepXnT TpebosaHne, 4Tobbl N0Nb30Ba-
Tenun naeHTuduunpoBanm cebs npexae, yem @50 NO3BONAT UM NpeANpPUHUMATL Kakne-nm6o feicTBus.

11.5.3 Ynpasnenue: FIA_UID.1

Ana dyHkunii ynpasnenus us knacca FMT MoryT paccmaTtpuBaTbCs cnegyolne aeincTens:

a) ynpasneHve ngeHTudrkatopamu nonb3osarenei;

b) ynpaBfieHne CNucKoM AeliCTBMIA, eCNn YNONHOMOUYEHHbI afMUHUCTPATOP MOXeT U3MEHATb AeicTBuS,
paspeLleHHble [0 naeHTudmkaymn.

11.5.4 YnpasneHue: FIA_UID.2

Ona dyHKunii ynpaBneHns us knacca FMT MmoryT paccmaTpuBaTtbCcs cnegyolyne aeicTens:

a) ynpasneHune ngeHtudurkaTtopamm nonb3oBartenei.

11.5.5Aygut: FIA_UID.1, FIAJJID.2

Ecnu B M3/3B6 BkntoyeHo cemelictBo FAU_GEN «[leHepauus gaHHbIx ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyLmnx aeicTeunii:

a) MMHUMasTbHbIV: HeycnewHoe NCnoib30BaHne MexaHn3Ma naeHTudukalum noab3oBaTens, Bkaoyasa npeg-
CTaB/IEHHbI naeHTUnkaTop Nonb3oBaTenNs;

b) 6a30Bblii: BCE Cnyyan UCNONb30BaHUA MexaHu3dMa ngeHTudrkanmm nons3osaTens, Bkawoyan npeacras-
NIeHHbI ngeHTudmkaTop nonb3oBarens.

11.5.6 FIA_UID.1 Bbl60op MOMeHTa nageHTudnkaynm

Mepapxuueckuii 4ns: HeT NOAUYNHEHHBIX KOMMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

11.5.6.1 FIAJJID.1.1

®BO foMKHbI fonyckaTb [Ha3HayeHWe: CMUCOK AEeCTBUIA, BbINOSIHAEMbIX NPU NOCpeAHNYeCcTBe
®BO] oT MMeHV MoMb30BaTeNs NPexae, YeM OH UAEHTUGULNPOBAH.

11.5.6.2 FIA_UID.1.2

®BO [O0MKHbI TpeboBaTb, 4TOObI KaXAbli Nnonb3oBaTeNnb 6blN yCNEWHO MAEHTUULUpPoOBaH 40
paspeweHns N0 60ro Apyroro AecTBUA, BbIMOSIHAEMOrO Npu nocpegHnyectse 6O OT MMeHM 3TOro
nonb3osaTens.

11.5.7 FIA_UID.2 NpeHTudunkaumnsa ao nobbix geiicTBuii nonb3osaTens

Nepapxuyeckuii gnsa: FIA_UID.1 Bbi6op MOMEHTa nAeHTUdUKaLmmn

3aBUCMMOCTU: HET 3aBUCMMOCTEA.
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11.5.7.1 FIA_UID.2.1

®BO AoMmKHbI TPE6OoBaTb, YTOObI KaXAblVi NOb30BaTENb ObI/T yCNELWHO NAEHTUMNLMPOBAH A0 pas3peLleHns
n6oro AeiicTBMSA, BbIMOHAEMOro Npu nocpegHnyecTse 65O OT UMEHW 3TOro NoNb3oBaTeNs.

11.6 CgA3biBaHWe nonb3oBaTenb-cyb6bekT (FIA_USB)

11.6.1 XapakTepucTuka cemeincTa

[ns pa6oTbl ¢ OO ayTeHTUMLMPOBaHHbI NO/Ib30BaTeNb 06bIYHO aKTUBU3NPYET KaKo-N1nmbo cy6bekT. ATpu-
6yTbl 6€30MaCHOCTY 3TOr0 NONb30BATE/NA ACCOLMNPYIOTCA (MOSIHOCTLIO MM HACTUYHO) C 3TUM Cy6bekToM. Cemeli-
ctBo FIA USB onpegenseT Tpe6oBaHUA N0 CO34aHNI0 U CONPOBOXAEHMIO accolmaLlmm atpnbyTos 6e30nacHOCTH
nosib3oBaTesna c Cy6bekToM, Ae/iCTBYIOLWMM OT MMeHU Nofb3oBartens.

11.6.2 PaHxupoBaHne KOMMNOHEHTOB

PucyHok 42 — PaHxupoBaHue KOMMOHeHTOB cemeiicTBa FIA_USB

F1A USB.1 «CBs3blBaHWNe N0/b30BaTE/b-CYy6BbEKT» TpebyeT cneyndukaLnm Kakux-nmbo npasu, onpeaensto-
WMx accoumnanmnio mexay atpubytamu nonb3osatens n arpubytamm cybbekTa, B KOTOPble OHM OToBpaxaloTcs.

11.6.3 ¥YnpasneHue: FIA_USB.1

Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTpusaTtbCs cnegyolme geincTens:

a)onpegenieHne ynosIHOMOYEHHbIM agMUHUCTPATOPOM aTpnbyToB 6e30nacHoCTH cybbekTa, 3afaBaemblx
no yMO/I4aHuio;

b)U3MEHEHNE YNOTHOMOYEHHbBIM aAMUHUCTPATOPOM aTpnbyTOB 6€30NacHOCTU CybbekTa.

11.6.4 AyanT: FIA_USB.1

Ecnu B M3/36 BkntoveHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayanta 6e3onacHocTu», To cnegyet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefylmnx aeicTeunii:

a) MUHMMabHbI: HeycnelHoe CBA3biBaHne aTpubyToB 6€30MacHOCTH NOJIb30BaTENs C Cy6bEKTOM (Hanpu-
mMep. npu co3faHunm cybbekTa);

b) 6a30Bblli: yCNewHoe nan HeycnewHoe cBA3biBaHWe aTpnbyToB 6e30nacHOCTU Nob3oBaTeNs ¢ cybbek-
TOM (HanpumMep, ycnewHoe Ui HeycnewHoe co3fjaHne cyobekra).

11.6.5 FIA_USB.1 CBsi3biBaHne Nonb3oBaTtenb-cyb6bekT

WNepapxuyeckunii 4na: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3asucumocTu: FIA_ATD.1 OnpegeneHne aTpubyToB nosb3oBatens

11.6.5.1 FIAJJSB.1.1

®BO [O0NXHbBI accouMnposaTb COOTBETCTBYOUW ME aTpMbyTbl 6€e30MacHOCTM Nonb3oBaTens ¢
cy6bekTamMu, AeliCTBYOLW MMM OT UMEHW 3TOrO NOMb30BaTENA: [Ha3HayeHne: cnucokaTpmbyToB 6e3o-
nacHocTu nonb3oBaTtend).

11.6.5.2 FIAJJSB.1.2

®BO A0/KHbI OCYLW,eCcTBNATL CAeAylolne npasmaa NCXo0AHONW accoymnaunm atpubytos 6esonac-
HOCTU Nonb3oBaTenei c cybbekTamu, A4eACTBYOWMNMYU OT UMEHN NoNb30BaTeneli: [Ha3HayeHne: NpaBu-
na ucxopfHol accoynaumm atpubyToB].

11.6.5.3FIAJJSB.1.3

®BO A0MKHbI OCYLWEeCcTBAATL Cneaylolne npasnna ynpasieHns usMeHeHnammn atpubytos 6e30-
nacHocTu nonb3oBaTeneli, acCoLMMPOBaHHbBIMMN C Cy6beKkTamMu, AeiCTBYOWMMMN OT UMEHU NOoNb30oBaTe-
neii: [Ha3HauyeHne: NpaBMaa M3MeHeHns aTpmbyToB]

12 Knacc FMT. YnpaBrieHne 6e30MacHOCTbIO

Knacc FMT npegHasHauyeH gna cneuyndukaymm ynpasneHms HekoTopbiMy acnektamm ®BO: atpubytamu
6e30nacHOCTU, laHHbIMU Y OTAENbHBIMU (PYHKLMAMU. MOryT 6bITb YCTAHOBNEHbI pa3/iIMyHble Pou ynpasieHus, a
Takxe onpegeneHo ux BzanMogeiicteme, Hanpumep pacnpegeneHne ob6a3aHHoOCTelR.

Knacc FMT nossosisieT pewartb creywlme 3agayn:

a) ynpaBneHue gaHHbiMn ®BO. KOTOpble BkAOYalOT B cebs, HanpuMmep npegynpexaatwlyme coobuieHus;

b) ynpaBneHne atpuéytamu 6e30NacHOCTM, KOTOPble BKAOYAOT B cebs, HanpuMep CNUCKu ynpasneHus
[OCTYNOM 1 NepeyYHn BO3MOXHOCTEI:
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c) ynpaBneHue dyHKunsmu ns umcna ®60. koTopoe BkloYaeT B cebs, Hanpumep BbI6Op hyHKLMA, a Takke
npasuna AN YCNOBUIA, BAUSIOLWUX HA PEXUM BbiNosiHeHnsa ®BO;
d) onpepeneHune poneit 6esonacHocTy.

PucyHok 43 — [lekomnosmuymnsa knacca FMT «YnpaBrieHne 6e30nNacHOCTbIO»

12.1 YnpaBneHue otaefibHbIMU PyHKUMAMU P60 (FMT_MOF)

12.1.1 XapakTepuctuka cemeiictea

CewmeiictBo FMT_MOF no3BonsieT yno/IHOMOYEHHbIM M0/Ib30BATENSIM YyNPasAATh PyHKUnAMM n3umncna 0.
K HUM OTHOCATCA, Hanpumep PYHKUUY ayauTa u ayTeHTudukauymm.

12.1.2 PaHXunpoBaHne KOMMNOHEHTOB

FIfT_UOFY npuTMM OTATM LU 1
hyréunTHdbO

PucyHok 44 — PaHxunpoBaH/ne KOMMOHeHTOB cemelictBa FMT_MOF

FMT_MOF.1 «YnpaBneHve peXxMMoM BbINMOAHEHNS pyHKLMIF 6€30NacHOCTN» NO3BOSET YNO/THOMOYEHHbIM
nosib3oBaTensAm (ponsAM) ynpasiaTb PEXVMOM BbINOAHEHUSA yHKLMI 13 yncna ®6O. ncnonb3yoLWwmux npasmna
Unu npegycmatpusarLmx onpegesieHHble yCN0BUSA, KOTOPbIMU MOXHO ynpasisaTh.

12.1.3 YnpasnexHue: FMT_MOF.1

[na dyHkymnit ynpaBnenns n3 knacca FMT mMoxeT paccmatpuBaTtbhCs cnegytollee geiicTBue;

a) ynpas/fieHune rpynnoi ponei, kOTopble MOryT B3aMMoAeincTBoBaTh ¢ PyHKUMAMM 13 yncna ®bO.
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12.1.4 Ayaut: FMT_MOF.1

Ecnu B M3/3B6 BknoyeHo cemeinctBo FAU_GEN «leHepauus gaHHbIX ayguta 6e30nacHOCTU», TO coayeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLmnx AeiicTBuii:

a) 6a30Bblii: BCe MOANMDMKALUY PeXMMa BbIMONHEHNSA YHKUNIA U3 yncna ®BO.

12.1.5 FMT_MOF.1 YnpaBneHue pexumMoM BblNONHEHUA PYHKUMUA 6e3onacHOCTM

Mepapxuueckuii 4Ns: HeT NOAUYNHEHHbBIX KOMMNOHEHTOB.

3asucumocTtn: FMT_SMR.1 Ponu 6e3onacHocTu

FMT_SMF.1 Cneundukauns yHkUnii ynpaBneHuns

12.1.5.1 FMT.MOF.1.1

®BO f0MKHbI NpeAoCcTaBNsATb BO3MOXHOCTb [BbI6GOP: ONPeAEeNATb PEXUM BbINONTHEHUSA; OTK IO -
yaTb, NOAKAOYATL, MOANMULNPOBATL PEXUM BbINOMHEHUA] PyHKUMNI [Ha3HauyeHne: CANCOK (PYHK-
LMi] ToNbKO [Ha3HauyeHue: YNONTHOMOYEHHblIE NAEHTUULUPOBaHHbIE ponu].

12.2 YnpaBneHue atpubytamu 6esonacHoctun (FMT_MSA)

12.2.1 XapakTepucTuka cemelictea

CewmeiictBo FMT.MSA no3BonseT ynosIHOMOYEHHbIM NO/b30BaTENIAM YNpaBAATh aTpubyTamm 6e3onacHoc-
TW. Takoe ynpaB/iieHne MOXeT BKoYaTb B ceb6s BO3MOXHOCTM NpocMoTpa U moaudukauumn atpubytos 6esonac-
HOCTW.

12.2.2 PaHXunpoBaHne KOMNOHEHTOB

FMT_MBAYnpesnem*
6e3onacHoe™

PucyHok 45 — PaHXupoBaHue KOMMNOHEHTOB cemelictBa FMT_MSA

FMT_MSA.1 «YnpaBneHue atpubytamy 6e30nacHoCT» N03BOASET YNO/THOMOYEHHbLIM Nob30oBaTeNsiM (po-
NAaM) ynpaenaTb onpegeneHHbIMy atpubytamm 6e30nacHocTu.

FMT_MSA.2 «be3onacHble 3HaYeHnss aTpubyTos 6e3onacHocTu» obecneynsaeT, YTo6bl 3HaYEHUSA, MPUCBO-
eHHble aTpubyTam 6e30MacHoOCTH, 6bI/IM AONYCTUMbI MO 6€30NacHOCTH.

FMT_MSA.3 «MHnymanm3saumsa ctaTuyeckmx atpnbyTtoB» obecneynsaeT, 4ToObl 3Ha4eHusa aTpnbyToB 6e30-
NacHOCTMW N0 YMOYaHWIO ABASINCH NO CYTU paspeluarLwmMmy NM60 orpaHnynTeNbHbIMU.

12.2.3 Ynpasnenue: FMT_MSA.1

Ans dyHKumnit ynpaBneHna ns knacca FMT moryT paccmaTtpuaTtbCs cnegytoline AelicTBus:

a) ynpaBneHue rpynnoii ponei, kKoTopble MOTyT onepupoBaTtb atpubytamm 6e30nacHoOCTu.

12.2.4 YnpasneHnue: FMT_MSA.2

[leiicTBuA No ynpaBneHnto He NpeAyCcMOTPEeHbI.

12.2.5 YnpasneHue: FMT_MSA.3

[Ana dyHKkunii ynpasnenuns us knacca FMT moryT paccmaTpuBaTtbCs cnegyolve aeicTemsa:

a) ynpasnieHue rpynnoii poneii, KOTopble MOTYT ONpeAensiTb HavyanbHble 3HaYeHNA:

b) ynpasneHne yCTaHOBKOI paspelualLmnx nam orpaHniunTesibHbIX 3Ha4eHU N0 yMONYaHUIO0 AN AaHHOW
M®b ynpasneHus 4OCTYNOM.

12.2.6 AyanT: FMTJV1SA.1

Ecnu B M3/3B6 BkntoueHo ceMelicTBo FAU_GEN «[leHepauus AaHHbIX ayamuTta 6e3onacHocTu», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayAnTa cnegyoLmnx AeicTBuii:

a) 6a3oBblii: Bce MoAuMKaL MM 3Ha4eHnn aTpnbyToB 6€30NacHOCTY.

12.2.7 Ayant: FMT_MSA.2

Ecnu B M3/3B6 BkntoueHo cemelicTBo FAU_GEN «[leHepauus AaHHbIX ayamTa 6e3onacHocTU», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayauTa cnegytoLwmnx geicTBuii:

a) MMHMManbHbIN: BCe NpefnaraemMble N OTKNOHEHHbIe 3HaYeHNs aTpubyToB 6e30nacHoCTy;

b)aeTann3npoBaHHblii: BCe Npeanaraemble U NPpUHATbIE 6e30nacHble 3HavYeHnsa aTpubyToB 6€30nacHoOCTy.
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12.2.8 Ayant: FMT_MSA.3
Ecnu a M3/3B6 BknoyeHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyoLmnx AeicTBuii:
a) 6a30Bblii: MOAUMMKAL MM HACTPOKKN MO YMOHaHMIO pa3peLlaoLmx Ui orpaHninTenbHbIX NPaBu;
b) 6a30BbIil: BCce MOogMdMKaLUM HavanbHbIX 3Ha4YeHuli aTpnbyToB 6e3onacHoCcTu.
12.2.9 FMT_MSA.1 YnpaBneHue atpubytamn 6e3onacHocTu
Nepapxunuecknii 4na: HeT NOJYUHEHHbIX KOMMNOHEHTOB.
3asucumocTtun: [FDP_ACC.1 OrpaHuyeHHoe ynpaBieHue 4OCTYNnoM unm
FDPJFC.1 OrpaHu4eHHoe ynpaBneHne nHopmaLMoHHbIMWU NOTOKaMu]
FMT_SMR.1 Ponu 6e3onacHoctu
FMT_SMF.1 CneuudukaLma yHKLMI ynpaBneHus
12.2.9.1 FMT_MSA.1.1
®BO gomkHbI ocywecTBAATbL [HasHadyeHune: NPB ynpasneHus goctynom, MNOb ynpasneHns uH-
opMaLNOHHbIMU MOTOKAMU], NpeAoCcTaBAALW Y0 BO3MOXHOCTb [BbIGOP: UBMEHATH 3HAYEHUSA NO YMOJ1-
yaHuto, 3anpawunBartb, MoagnduuuposaTb, yaanaTb [Ha3HauvyeHune: Apyrue onepaumn] atpubyTsl 6e-
30MacHOCTM [Ha3HavyeHne: CNNCOK aTpubyToB 6e30MacHOCTU] TONbKO [HasHayeHue: YNOTHOMOYEH-
Hble NAeHTUMULUNPOBaHHbIE PONn].
12.2.10 FMT_MSA.2 Be3onacHble 3HayeHna atpnbyToB 6e3onacHoOCTu
WNepapxunyecknii 4na: HeT NOSUYUHEHHbIX KOMMOHEHTOB.
3aBucumoctu: ADV_SPM.1 HedopmanbHas Mogenb noAnTukm 6esonacHoctt 0 0
[FDP_ACC.1 OrpaHu4eHHoe ynpaBfieHue 4ocTynom uim
FDPJFC.1 OrpaHnyeHHOe ynpasieHne nHOopMaLMOHHbIMY NOTOKaMM]
FMT_MSA.1 ¥YnpaBneHue atpubytamu 6e3onacHocTu
FMT_SMR.1 Ponu 6e3onacHocTu
12.2.10.1 FMTMSA.2.1
®BO pgonxHbl 0becneynBaTb NpUcBOeHNe aTtpubyTam 6e30MacHOCTU TONbKO 6€30MNacHbIX 3Have-
HWIA.
12.2.11 FMT_MSA.3 VIlHnunanu3ayuna ctatnyecknx atpmbytos
WNepapxunuecknii 4nsa: HeT NOJUYUHEHHbIX KOMMOHEHTOB.
3asucumoct: FMT_MSA.1 YnpaBneHue aTpubytamu 6e3onacHocT
FMT_SMR.1 Ponun 6e3onacHocTu
12.2.11.1 FMT_MSA.3.1
®BO foMXKHbI ocyuwecTBNATL [Ha3HayeHune: NPE ynpasneHnsa goctynom, N6 ynpasneHns uH-
hopmMaLnoHHbIMKN NOTOKaMu], npegycmaTprBatoLyyio [Bbl60p (BbIGpaTh 04HO U3): OTPaHNYNTENbHbIE,
paspelwatwuime, gpyrve cBoiictea) 3HaueHuin No ymonyaHuio Ans atpubyToB 6e30NacHOCTU, KOTOPbIE
ncnonb3ywTca Ana ocywecteneHua NMNeb.
12.2.11.2 FMT_MSA.3.2
®BO [Oo/MKHbI MO3BOMSATL [HA3HAYeHUe: YNOTHOMOYEHHbIE NAEHTUULMPOBAaHHbIE posin] onpe-
[enATb anbTepHaTUBHbIe HayalibHble 3Ha4YeHUsA AN OTMEeHbl 3HAYEHW N0 YMONYaHWI0O NPW co3faHnm
ob6bekTa nnun nHopmaunm.
12.3 YnpasneHue gaHHbiMun 60 (FMT_MTD)
12.3.1. XapakTepuctuka cemeiictea
CewmeiictBo FMT_MTD no3BonsieT yNno/IHOMOYEHHbIM Mofib30oBaTensam (possim) ynpasaaTb AaHHbIMU ®BO.
Mpumepsl gaHHbIXx PBO: nHpopmaunsa aygura, Tekyllee 3Ha4yeHne BpemMeHn, KoHurypauma cuctemsl, apyrue
napameTpbl KOHurypauum ®BO.
12.3.2 PaHXupoBaHue KOMNOHEHTOB

rf 1l

FWT WTDttipanm * gauHbiiHPEO — — 2

PucyHok 46 — PaHXupoBaHWe KOMMNOHEHTOB cemelictBa FMTMTD
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FMT_MTD.1 «YnpaBneHue gaHHbiMy ®50» no3BoNAET yNONHOMOYEHHbIM NOJIb30BATE/NSAM YNPaBAATb faH-
HbiMU ®BO.
FMT_MTD.2 «YnpaBfieHne orpaHnyeHnsamMm gaHHbix ®650» onpegenset gelicTeus, npegnpuHuMaemMsie npu
LOCTVXXEHUN UW NPEBLILIEHNN OTpaHUYeHnli faHHbiX BO.
FMT_MTD.3 «be3onacHble faHHble PEO» obecneunBaeT, UTOObl 3HAYEHUSA, NPUCBOEHHbIE AaHHbIM ®BO.
66111 fOoNyCTUMBI MO 6€30NacHOCTY.
12.3.3 YnpasneHune: FMT_MTD.1
Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolme geincTens:
a) ynpasrieHue rpynnoii poneii, KOTopbie MOFyT onepupoBaTb AaHHbIMU ®BO.
12.3.4 YnpasneHue: FMT_MTD.2
[Ana dyHKkunii ynpasneHuns us knacca FMT moryT paccmaTpuBaTtbCcs cnegyolue aeicTemsa:
a) ynpasrieHue rpynnoii poneii, KOTopble MOTYT ONepMpoBaTh OrPaHNYEeHUAMU AaHHbIX PBO.
12.3.5 YnpaBneHue: FMT_MTD.3
[leicTBMA No ynpaBfeHWto He NpeayCMOTPEHbI.
12.3.6 Ayaut: FMT_MTD.1
Ecnu B M3/3B6 BkAoyeHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayauta 6e30nacHoOCTu», To cneayet
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefyroLmnx 4eicTBuii:
a) 6a30Bblil: BCe MoandMKaLnum 3HaYeHmnli gaHHbix PBO.
12.3.7 Aygut: FMT_MTD.2
Ecnwu B MN3/3B6 BknoveHo cemelicTBo FAU_GEN «leHepauusa gaHHbix ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyLmnx aeicTeunii:
a) 6a30Bblii: Bce MogMdMnKaLumn orpaHnyeHmnii gaHHbix PBO:
b) 6a30BbIii: BCe MmoagnduKaLmmn aeicTBuil, npegnpuHNUMaeMbiX Npy HapyLLEeHNAX OrpaHnyeHmni.
12.3.8 Ayant: FMT_MTD.3
Ecnu B M3/3B6 BkAtoueHo ceMeiicTBo FAU_GEN «leHepauus faHHbIX ayanta 6e3onacHoCcTu», To cneayet
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefyroLmnx 4eicTBuii:
a) MWHMManbHbI: BCe OTKIOHEHHbIE 3HaYeHNS fAaHHbIX PBO.
12.3.9 FMT_MTD.1 ¥YnpaBneHue gaHHbiMn ®60
Nepapxunyecknii 4na: HeT NOJYNHEHHbIX KOMMNOHEHTOB.
3asucumocTtn: FMT_SMR.1 Ponu 6e3onacHocTu
FMT_SMF.1 Cneuudmkauunsa yHKLnii ynpaBneHus
12.3.9.1 FMT.MTD.1.1
®BO [O/MKHbI NPEAOCTaBNSATL BO3MOXHOCTL [BbI60OP: UBMEHEHUE 3HAYEHUNI MO YMOYaHUI0, 3an-
poc, moaudukaLus, yganeHme, o4ncTka, [HasHauyeHve: Apyrve onepaunn7] cnegyrowmnx gaHHbix [Ha-
3HaveHune: CNUCOK faHHbIX PBO] TonbKo [Ha3HayeHne: yNOSTHOMOYEHHbIE MAEHTUULUPOBaHHbIE PONK].
12.3.10 FMT_MTD.2 ¥YnpaBneHue orpaHuyeHnammn gaHHolx 60
WNepapxnyecknit 4ns: HeT NOAYNHEHHbBIX KOMMTOHEHTOB.
3asucumoct: FMT_MTD. 1 ¥YnpasneHue gaHHbimn @60
FMT_SMR.1 Ponu 6e3onacHocTu
12.3.10.1 FMT_MTD.2.1
®BO A0MKHbI MPeAoCTaBNSATb BO3MOXHOCTb ONpefeneHns orpaHuyeHunii 4na [HasHavyeHue: CNu-
COK flaHHbIX PBO] ToNbKO [Ha3HaueHne: YNOSTHOMOYEHHbIE NAEHTUPULUPOBAHHBIE ponu].
12.3.10.2 FMT_MTD.2.2
®BO fOoMKHBI NpegnpMHMMaTh cregyllwme geiicTBUA NpyU JOCTUXKEHUN UAN NPEeBbIWEHNN AaH-
HbiMU ®BO yCTAHOB/IEHHbIX Bbllle OrpaHMueHunii: [HasHaueHne: NnpegnpuHMMaeMslie gelicTeus].
12.3.11 FMT_MTD.3 be3onacHble gaHHble ®BO
Wepapxuuecknii gns: HeT NOJUYNHEHHbIX KOMMOHEHTOB.
3asucumoctu: ADV_SPM.1 HedopmanbHas Mmogenb nonntukm 6esonacHoctn OO
FMT_MTD.1 YnpaBneHue gaHHoiMn 60
12.3.11.1 FMT_MTD.3.1
®BO pgonxHbl obecneynBaTb NPUCBOEHME AaHHbIM ®BO TONbKO 6€30MNaCHbIX 3HAYEHWI.
12.4 OtmeHa (FMT_REV)
12.4.1 XapakTepucTuka cemeiictsa

CewmeiictBo FMT_REV cBA3aHO C OTMeHOI aTpubyToB 6€30MacHOCTM pas3/IMYHbIX CyLWHOCTe B npeje-
nax OO.
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12.4.2 PaHXupoBaHWe KOMMNOHEHTOB

FMT_REVOngTa

PucyHok 47 — PaHXupoBaHWe KOMNOHEHTOB cemeiicTBa FMT_REV

FMT_REV.1 «OTmeHa» npegycmaTtpuBaeT OTMeEHY aTpubyToB 6€30MacHOCTU, OCYL,eCTB/ISEMYI0 B HEKOTO-
pblii MOMEHT BpEMEHN.

12.4.3 YnpasneHue: FMT_REV.1

[nsa ddyHKumnit ynpaBneHua ns knacca FMT MoryT paccmaTpuBaTbCa cnegytouine AelicTBus:

a) ynpasJ/ieHune rpynnoii ponei, KoTopble MOryT Bbi3blBaTb OTMEHY aTpubyTOB 6€30MacHOCTH:

b) ynpasneHue cnuckamu nosb3oBateneli, cy6bekToB, 06EKTOB U APYrnX PecypcoB, 418 KOTOPbIX BO3-
MOXHa OTMEHa;

C) ynpasnieHne npasuaiaMmu OTMEHbI.

12.4.4 Aygut: FMT_REV.1

Ecnwu B M3/3B6 BkntoueHo cemelicTBo FAU_GEN «[leHepauus faHHbIX ayamuTa 6e3onacHocTU», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLwmnx AeicTBuii:

a) MMHMManbHbINR: HeycnewHas oTMeHa aTtpubyToB 6e3onacHoCTy;

b) 6a30Bblii: BCE MOMNbITKM OTMEHUTb aTPUBYThI 6E30NACHOCTH.

12.45 FMT_REV.1 OTmeHa

Mepapxunyeckuii Ans: HeT NOAUYNHEHHbBIX KOMNOHEHTOB.

3asucumoctn: FMT SMR.1 Ponun 6e3onacHocTun

12.45.1 FMT_REV.1.1

®BO [0MKHbI NPefocTaBNATb BO3MOXHOCTb OTMeHbl aTpnbyToB 6€30NacHOCTM, accoLMnpoBaH-
HbIX C [BbIGOP: MONIb30BaTENN, CyOBbEKTHI, 06 bEKTHI, [HA3HAUYEHUe: Apyrue 4ONOHUTENbHbIE pecyp-
cbl™], B npegenax OA® TonbKo [Ha3HayeHue: YNOHOMOYEHHbIE MAEHTUPULUPOBAHHbIE PON].

12.4.5.2 FMT.REV.1.2

®BO [OMKHBI OCYW ecTBNATL NpaBuaa [HasHayeHne: npasnna OTMeHbI].

12.5 CpokpgelictBus aTpnbyrta 6esonacHoctn (FMT_SAE)

12.5.1 XapakTepucTuka cemeincrtea

CewmelictBo FMT_SAE cBA3aHO C BO3MOXHOCTbIO YCTAHOB/IEHUSA cpoka gelicTBUs aTpubyToB 6e3onac-
HoCTW.

12.5.2 PaHxunpoBaH©e KOMNOHEHTOB

FVT_BAE Cpc« geiictBun HTpnOyTa I_M

PucyHok 48 — PaHxupoBaHne KOMNOHeHTOB cemelicTBa FMT_SAE

FMT_SAE.1 «OrpaHuyeHHas no BpeMeHn asTopusaumsa» npeocrasnsaer BO3MOXHOCTb YMO/THOMOYEHHOMY
nonb30BaTesio ycTaHaBAnBaTh CPOK AeNCTBMSA onpeesieHHblX aTpnbyToB 6e30nacHoCTy.

12.5.3 YnpaBneHune: FMT_SAE.1

[nsa ddyHKumnit ynpaBneHnua ns knacca FMT mMoryT paccmaTpuBaTbCa cnegytolne AelicTBuUS:

a) ynpas/iieHne CnMckom aTpnbyToB 6€30MacHOCTU C Ha3Ha4YeHHbIM CPOKOM AeicTBUS;

b) npeanpuHNUMaemMble N0 UCTEYEHNN Ha3HAYEHHOTO CpoKa AeCTBUSA.

12.5.4 Ayant: FMT_SAE.1

Ecnu B M3/3B6 BkAtoveHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTta cnefylmnx 4eicTBuii:

a) 6a30Bblii: HA3HaYeHNe cpoka AelicTBuA ANs atpubyTa;

b) 6a30BbIii: feliCTBNA, NPeANPUHATLIE MO UCTEYEHUN Ha3HAYEeHHOro CPoKa.

12.5.5 FMT_SAE.1 OrpaHuuyeHHas no BpemMeHu aBTopusayuns

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3aBucumoctn: FMT_SMR.1 Ponu 6e3onacHocTu

FPT_STM.1 HapexHble MeTK/ BpeMeHu
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12.5.5.1 FMT_SAE.1.1

®BO A0MXKHbBI NPeaocTaBNATb BO3MOXHOCTb Ha3HayaTb CPOK AelicTBUA ANa [HasHayeHue: CNuU-
cokaTpnbyToB 6e30nacHOCTU, ANAKOTOPbIX NPeAyCMOTPEHO YCTAHOBIEHME CPOKa AeNCTBUA] TONb-
KO [Ha3HaueHue: MAEHTUPULUPOBaHHbIE YNONHOMOYEHHbIE pon].

12.5.5.2 FMT_SAE.1.2

Ana Kax[oro n3 atux atpubytos 6e3onacHocT ®BO [O/KHBI O6bITb CNOCOBGHLI K [Ha3HaueHue:
Cnucok aelicTBuii, NnpegnpuHUMaemMblx AN Kaxaoro atpubéyta 6e3onacHOCTU] No ucTeyeHumn ero
cpoka gencteus.

12.6 Cneuudukayna pyHkunii ynpasnevus (FMT_SMF)

12.6.1 XapakTepucTuka cemeincTea

CewmeiictBo FMT_SMF no3sonsieT cneymduumnpoBath yHKUUN ynpaBneHus, npegoctaBnsemMslie OO. OyHK-
uun ynpasneHus npegoctasnsioT MPBO. KoTopblii N03BONSET agMUHUCTpaTopam onpefensitb napameTpbl ynpas-
neHna pyHkumoHnposaHmem OO BYaCTM acnekToB, OTHOCALLMXCS K 6e30nacHOCTU, HanpuMmep atpubyThl 3auTbl
OaHHbIX, atpnbyThl 3awuTbl OO, aTpUbYThl ayauTa, aTpubyThl MAEHTUMKALUN N ayTeHTudukauum. ®yHKLMmM yn-
paBneHus Takxe BKIYaloT B ceba dhyHKLMK, BbINOIHAEMbIE onepaTopamu Ans o6ecnevyeHns HenpepbiBHON pa6o-
Tbl OO, Takue Kak pe3epBrMpoBaHue U BOCCTaHOBNeHMe. [laHHOe ceMelicTBO NCNO/b3yeTCs COBMECTHO C APYTnMu
KOMMNoHeHTaMu u3 knacca FMT «YnpaBneHne 6€30NacHOCTbIO»: KOMNOHEHT U3 3TOr0 ceMelicTBa npegycmarpusa-
eT Hannuue yHKLMIA ynpaBneHus, a gpyrue cemeiictea us knacca FMT «YnpaBneHne 6e30nacHOCTbIO» Haknagbl-
BalT OrpaHMyeHUs Ha BO3MOXHOCTb UCNOb30BaHNA 3TUX PYHKL NI ynpaBneHus.

12.6.2 PaHxunpoBaHne KOMNOHEHTOB

FMTJQUF Cnv*chiwds copmpid
jrpoBiene)

PucyHok 49 — PaHXupoBaHWe KoMnoHeHToB cemeiictBa FMT_SMF

FMT_SMF.1 «Cneuyudukayns yHKUMiA ynpaBneHusa» TpedyeT, 4Toobl PBO npefocTaBnsaim KOHKpPeTHbIe
hyHKLMM ynpaBieHus.

12.6.3 YnpasneHne FMT_SMF.1

[le/icTBuA No ynpaBneHnto He NpeAyCcMOTPEeHbI.

12.6.4 Ayant FMT_SMF.1

Ecnu B N3/36 BknoyeHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayauTa cnegytoLmnx geicTBuii:

a) MMHUManbHBbINA: icnonb3oBaHne yHKLMUIA ynpaBneHus.

12.6.5 FMT_SMF.1 Cneuundunkauma @yHKLWA ynpaBneHus

WNepapxnyeckuin 4na: HeT NoOAYNHEHHbIX KOMMOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

12.6.5.1 FMT.SMF.1.1

®BO [O0MKHbI 6blTb CNOCOGHbLI K BbINOMTHEHMNIO cnefylwux MyHKUNA ynpasneHns 6esonacHo-
CTbl0: [Ha3HauyeHve: CMMCOK PYHKLUI ynpaBaeHns 6e3onacHoCTbio, npegoctaBnsembix ®BO].

12.7 Ponu ynpaBneHus 6esonacHocTbio (FMT_SMR)

12.7.1 XapakTepucTuka cemelicTBa

CemeiictBo FMT_SMR npegHa3sHayeHo 4151 ynpaB/ieHUsl Ha3HauYeHNEM pa3INYHbIX Posieil NoNb3oBaTensim.
B0O3MOXHOCTM 3TVX posieii no ynpassieHnto 6€30NacHOCTbI0 ONUcaHbl B 4pYrnx ceMmeincTBax aToro knacca.

12.7.2 PaHXunpoBaHne KOMMNOHEHTOB

-MHMN

RITjSUR PennyTpunaHHa BaaoWMXMbIi

4 3

PucyHok 50 — PaHxupoBaHWe KOMMNOHeHTOB cemeiicTBa FMT_SMR
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FMT_SMR.1 «Ponu 6e3onacHocTu» onpegenser posu, OTHOcsAlWmecs K 6e30nacHOCTM U pacno3Hasae-
Mble ®BO.

FMT_SMR.2 «OrpaHnyeHns Ha ponv 6e3onacHOCTU» onpegensier, 4yTo B A40MNO/THEHNE K ONpeAesieHnto po-
nei nmetoTcA Npasuna, ynpaBnsatolime oOTHOWEHNAMN MeXAY Ponsamu.

FMT_SMR.3 «[puHATHe ponei» cogepxut tpeboBaHune, 4Tobbl NPUHATAE PON MPOU3BOANIOCH TOSBKO Ye-
pes sBHbIli 3anpoc k PEO.

12.7.3 YnpasneHue: FMT_SMR.1

Ana dyHkunii ynpasnenuns us knacca FMT MoryT paccmaTtpuBaTbCs cnegyolve aeincTesns:

a) ynpaBneHue rpynnoii nonb3osaTesieil — UCNoaHnTeNei ponu.

12.7.4 YnpaBneHune: FMT_SMR.2

[nsa dbyHKumnit ynpaBneHna ns knacca FMT MoryT paccmaTpuBaTbCa cnegytoline AelicTBus:

a) ynpassieHune rpynnoii nonb3oBartenein — UcnonHuTeneli ponu;

b)ynpasnieHne ycnoBMAMMU, KOTOPbIM AO/IKHbI YA0BNETBOPATH PONN.

12.7.5 ¥Ynpasnexnune: FMT_SMR.3

[eiicTBuA no ynpaBneHnto He NpeAyCcMOTPEeHbI.

12.7.6 Aygut: FMT_SMR.1

Ecnwu B M3/3B6 BkntoueHo cemelictBo FAU_GEN «[leHepauus faHHbIX ayamta 6e3onacHocTU», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLmnx AeicTBuii:

a) MUHMManbHbIA: MoandKaLmus rpynnel Nonb3oBaTeneil — UcnonHuTenel ponu;

b) AeTann3npoBaHHbIi: KaXA0e UCMOb30BaHMe Npas, MPeAoCTaB/IeHHbIX POSIbIO.

12.7.7 AyanT: FMT_SMR.2

Ecnu B M3/3B6 BknoueHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayfuTa cnegyoLmnx geicTBuii:

a) MUHUManbHbI: MoguduKaLmsa B rpynne nosb3osaTesieil — UCNOHUTENER ponu:

b) MMHUMaNbHbIN: HeycneLHble NONbITKA MCNO/b30BaTh PO/b BCNEACTBME OFPaHUYEHNiA, HaknajblBaeMblx
Ha posnu;

C) AeTann3npoBaHHbIii: Kaxg0e Ucnosib3oBaHne npas, NPeAoCTaBNEeHHbIX PO/bIO.

12.7.8 Ayant: FMT_SMR.3

Ecnu B M3/3B6 BkAtoueHo cemeiicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefyrolmnx aeicTeuii:

a) MUMHMMasbHbIA: KOHKPEeTHbIE 3anpocChl Ha MPUHATUE PONN.

12.7.9 FMT_SMR.1 Ponun 6e30nacHoOCTu

Nepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMMNOHEHTOB.

3asucumocTtu: FIA_UID.1 Bbibop MOMeHTa ngeHTudukaymum

12.7.9.1 FMT_SMR.1.1

®BO foMKHbLI NogAepXuBaTb cheaylolime ponu (HazHayeHue: YNOTHOMOYEHHbIe UAEHTUULN-
poBaHHble ponu).

12.7.9.2 FMT_SMR.1.2

®BO f0MKHbBI 6bITh CNOCOGHBLI accouMnpoBaTbh Nonb3oBaTteneli ¢ ponAMu.

12.7.10 FMT_SMR.2 OrpaHuyeHna Ha posun 6e3onacHoCTH

Mepapxunyeckunin ans: FMT_SMR.1 Ponu 6e3onacHocTu

3asucumocTtu: FIAJJID.1 Bbibop MOMeEHTa ngeHTudukayum

12.7.10.1 FMT_SMR.2.1

®BO foMKHbI MOAAEPXMBATL CliefytoLine ponu [HasHavyeHne: YNoSIHOMOYEHHbIE MLEHTUULNPOBaHHbIE
ponu].

12.7.10.2 FMT_SMR.2.2

®BO A0MKHbI 6bITb CNOCO6HBLI aCCOLMMPOBATL MO/Ib30BaTENEN C PONAMU.

12.7.10.3 FMT_SMR.2.3

®BO fomkHbl 06ecneynBaTh, UTO6bI YCNOBUS [Ha3HauYeHWe: yCNIOBUSA 418 pa3IMyHbIX poneid) yn0B-
neTBOPANNCH.

12.7.11 FMT_SMR.3 MpuHAatue ponei

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3aBucumoctn: FMT SMR.1 Ponu 6e3onacHocTun

12.7.11.1 FMT_SMR.3.1

®BO gonxHbl TpeboBaTb ABHbLIA 3aNpoC AN NPUHATUA CAeAYyOWUX poeli [HasHayeHne: CMNNCOK
poneit).
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13 Knacc FPR. lNpuBaTHOCTL

Knacc FPR cogepxuT Tpe6oBaHus npuBaTHOCTU. T Tpe60BaHMs NPeA0CTaBAAT N0/1b30BATENIO0 3ALUTY
OT PaCKpbITUS ero NAeHTUMUKaTOPa 1 3/10yNoTPEe6IeHUs 3TUM APYTMMU NONb30BATENSAMN.

PucyHok 51 — [Jlekomno3suuus knacca FPR «[puBaTHOCTb»

13.1 AHOHUMHOCTb (FPR_ANO)

13.1.1 XapakTtepucTuka cemeiicTea

CewmelictBo FPR_ANO obecneunBaeT N0/1b30BaTE 0 BO3MOXHOCTb MCNOMb30BaTh pecypc unm ycnyry OO
6e3 packpbITuA CBOEro naeHTudmkaTopa. TpeboBaHus ceMeincTea NpefjocTaBAsaIoT 3allnTy naeHTudukaropa nosb3o-
BaTena. CemMelicTBO He NpeAHa3HauYeHo A4S 3aWnUTbl NLEHTUUKATOPOB CyOHLEKTOB.

13.1.2 PaHxupoBaHue KOMMNOHEHTOB

RPR_AMD Aun3Hwa-HOCtb

PucyHok 52 — PaHxupoBaHue KOMMNOHeHTOB cemelictBa FPR_ANO

FPR_ANO,1 «AHOHUMHOCTb» COAEPXUT TpeboBaHue, 4TOObI 4pyrne nosb3oBaTenn uam cyobLEeKTbI He MOrn
onpegenunTb nAEHTUMUKATOP NONb30BATENSA, CBA3AHHOIO C Cy6bEeKTOM UK onepaumeil.

FPR_ANO0.2 «/AHOHMMHOCTb 6€3 3anpoca nHgpopmaumm» pacwunpset tpe6osaHnd FPR_ANO.1 «AHOHUM-
HOCTb». 06ecrneynsas, 4To6bl PBO He 3anpalumsany MLEHTUAUKATOP NOMb30BaTENS.

13.1.3 ¥YnpaBneHue: FPR.ANO.1, FPR_ANO.2

[lelicTBuA no ynpasneHuto He npefycMOTPeHb.

13.1.4Ayaut: FPR_ANO.1. FPR_ANO.2

Ecnwu B M3/36 BkntoveHo cemelicTBo FAU_GEN «[leHepauusa gaHHbIX ayanta 6e3onacHocTu», To cneayet
npefycMoTpeTb BO3MOXHOCTb ay/uTa cnefyowmnx AeicTBrii:

a) MMHUMasbHbI: 0bpaLleHre K MexaHu3my aHOHUMHOCTH.

13.1.5 FPR_ANO.1 AHOHUMHOCTb

Nepapxnyeckunit Ans: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBNCYMOCTU: HET 3aBUCUMOCTEA.

13.1.5.1 FPR_ANO.1.1

®BO gonxHb o6ecneynBaTh, YUTO6blI [Ha3HaYeHUE: COBOKYNHOCTb Nofib3oBaTenei n/unm cyobek-
TOB] 6bl1a HO cnoco6Ha onpefennTb MOAJIMHHOE MMSA NOJib30BaTesis, CBSA3aHHOTO C [HasHauyeHue:
CNUCcoK cy6beKTOB U/unu onepauuii, n/nnm o6 bLeKToB].
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13.1.6  FPR_ANO.2 AHOHMMHOCTb 6e3 3anpoca uHopmaumuu

Mepapxnuecknin gnsa: FPR_ANO.1 AHOHUMHOCTb

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

13.1.6.1 FPR.ANO.2.1

®BO foNXHbI o6ecneunBaTb, YTo6bl [HA3HAYEHME: COBOKYNHOCTb MOJ/Ib30BaTeNen n/unu cy6bLekTos]
6bls1a He cnoco6Ha onpeAennTb NOAIMHHOE UMS MO/Ib30BATESA, CBSI3AHHOTO C [HAa3HAYEHME: CHOCOK Cy6beKTOB
n/vnu onepauuii, n/Mnm 06HLEKTOB.

13.1.6.2 FPR_ANO0.2.2

®BO [oMXKHbI NMpeaocTaBnsiTh [HA3HA4YeHWe: CANCOK YCNyr] Ans [HasHauyeHue: CMUCOK Cybbek-
TOoB] 6e3 3anpoca kakoli-nM6o CCbIIKM Ha NOAJIMHHOE UMS MoNb30oBaTens.

13.2 MceBgoHnMHocTb (FPR_PSE)

13.2.1 XapakTepuctuka cemeiictea

CewmelictBo FPR_PSE obecneunBaeT nonb30BaTe/to BO3MOXHOCTb MCNO/Ib30BaTb Pecypc unu ycnyry 6es
packpbITUA CBOEro naeHTUUKaTopa, 0cTaBasch B TO Xe BPEMSI OTBETCTBEHHbIM 3@ 3TO UCMNO/Ib30BaHMe.

13.2.2 PaHxXunpoBaHne KOMMOHEHTOB

PucyHok 53 — PaHxunpoBaHune KOMNOHeHTOB cemeiictBa FPR_PSE

FPR_PSE.1 «[ceBAOHUMHOCTb» COAEPXUT TpeboBaHue, 4UTOObl HEKOTOpas COBOKYNHOCTb Nofib3oBartenei
n/vnn cy6LEKTOB Bbla He cnocobHa onpeAennTb MAeHTUMUKATOP NOJIb30BaTesIsA, CBA3AHHOIO C CY6GbEeKTOM Un
onepauueli, HO B TO XXxe BpeMA 3TOT No/ib30BaTe/1b 0CTaBa/ICs OTBETCTBEHHbLIM 3a CBOU [elCTBUA.

FPR_PSE.2 «O6paTtumas nceBAOHUMHOCTb» COAepXUT TpeboBaHne, 4To6bl PEO npepocTaBuav BO3MOX-
HOCTb ONpeAenMTb NepBOHaYanbHbIii NAeHTUUKaToOp Nob30BaTeN1s, OCHOBbLIBASICh HA NPeACTaB/IeHHOM NCeBA0-
HUMe.

FPR_PSE.3 «AnbTepHaTuBHas NCEBAOHUMHOCTb» COAEPXUT TpeboBaHue, YTO6bI NpU co34aHnn NCeBAOHMN-
mMaana ngeHtTudukaTopa nosnb3osarens @60 cnegosanu onpefesieHHbIM Npasuiam.

13.2.3 ¥Ynpasnenune: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

[elicTBuA no ynpasneHnto HO NpesyCcMOTPEHbI.

13.2.4 Ayput: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

Ecnu B M3/3b BkntoyeHo cemelictBo FAU_GEN «[eHepauusa gaHHbIX ayguTa 6e3onacHoCcTu», To cnegyet
npefycMoTpeTb BO3MOXHOCTb ayauTa cnefyowmx 4encTeunii:

a) MUHMManbHbIi: naeHTudnkaTop cybbekTa/nonb3oeartens. KOTOpPbI NOTpe6oBan packpbITUS NaeHTUdMKa-
TOopa nosbL3oBarens.

13.2.5 FPR_PSE.1 NceBAOHUMHOCTb

Nepapxnyecknit 4NA: HET NOJYMHEHHbIX KOMNOHEHTOB.

3aBNCMMOCTU: HET 3aBUCUMOCTE.

13.2.5.1 FPRPSE.1.1

®BO agonxHbl o6ecneynBaTth, YTO6bl [Ha3HaYeHNe: COBOKYNHOCTb Nosib3oBaTenei n/mnm cybbek-
TOB] 6blna He cnoco6Ha onpeAenATb NOAMIMHHOE UMS NOMb30BaTeNsd, CBA3AHHOIO C [HasHauyeHue:
CNMUCOK cy6bekToB n/vunu onepayunii, n/mnm o6bLEKToB].

13.2.5.2 FPR_PSE.1.2

®BO AO0NXHbBI 6bITb CNOCOGHBLI NPefoCTaBNATbL [Ha3HaYeHue: YUC/O0 NCEBAOHNUMOB] nNceBAOHMU-
MOB NOA/IMHHOTO UMEHW NONb30BaTeNs ANA [Ha3HAuYeHne: CNUCOK CyO6beKToB].

13.2.5.3 FPR_PSE.1.3

®BO f0MKHbI 6bITh CNOCOGHLI [BbIGOP (BbIGPATh OA4HO M3): ONPeAeNnsaATbL NCEeBAOHNUM NONb30Ba-
Tena, NnpuHMMaThb NCEBAOHUM OT Nonb3oBaTtens] v sepuduuMpoBaTb ero cOoTBETCTBUE [Ha3Hauve-
HWe: MeTpuka NncesgoHNUMOB].

13.2.6 FPR_PSE.2 O6paTumas nceBLOHUMHOCTb

Nepapxunueckuii gna: FPR_PSE.1 MNceBAOHUMHOCTb

3asucumocTu: FIA_UID.1 Bbi6op MOMeHTa naeHTudmnkaunm
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13.2.6.1 FPRPSE.2.1

®BO fomkHbI 06ecneunBaTtb, YTo6bl [HA3HAYEHME: COBOKYMHOCTb Mo/ib30BaTenei u/mnm cy6bekTos]
6bls1a He cnoco6Ha onpeaensaTh NOA/MHHOE UMS MO/Ib30BaTeNs, CBA3aHHOe C [Ha3HauyeHue: CNCOK Cy6bekToB
n/vnu onepaumii, n/unun o6bBKMNB].

13.2.6.2 FPR PSE.2.2

®BO foMKHBI 6bITb CMOCOGHBI NPEOCTaBASATL [HA3HAYEHUE: YNC/IO NCEBAOHMMOB] NCEBAOHMMOB NOA/NH-
HOro UMeHU nonb3oBaTtens ANa [HasHayeHne: CNUCOK Cy6beKTOB].

13.2.6.3 FPR PSE.2.3

®BO [0MKHbI 6bITb CNOCO6HBI [BbIGOP {BLIGPATL OAHO 13): ONPeAeNATb NCEBAOHUM N0/b30BaTEeNA, NpKU-
HUMaTb NCEBAOHVMM O T MOJIb30BaTENA] M BepuhULMPOBaTL €ro COOTBETCTBIE [Ha3HauYeHne: MeTpuKa nceso-
HUMOB.

13.2.6.4 FPR_PSE.2.4

®BO JOMXHBI NPEeAOCTaBNAATL [BbIGOP: YNOJIHOMOYEHHbIV NONb30BaTeNb, [HA3HAYEeHMe: CNMCcoK
[O0BepeHHbIX CYyObeKTOB]] BO3MOXHOCTbL onpefensiTb uaeHTudukatop nonbL3oBaTens no npepcras-
NIEHHOMY NMCEBAOHUMY TONbKO MPY BbINOMTHEHUN [HA3HAYEHUE: CMIMCOK YC/TOBUNA].

13.2.7 FPR_PSE.3 AnbTepHaTuBHas nNnceBAOHUMHOCTb

Nepapxuueckunit gns: FPR_PSE.1 MNMceBAOHUMHOCTb

3aBNCMMOCTU: HET 3aBNCMMOCTEA.

13.2.7.1 FPR_PSE.3.1

®BO gomkHbI 06ecneunBaThb, UTO6bI [HA3HAUEHWe: COBOKYMHOCTL No/ib30BaTesneli u/unu cybbLekToB] 6bina
He cnoco6Ha onpeaensTb NOA/IMHHOE WMS NOJIb30BaTeNsi, CBA3aHHOe C [Ha3HauyeHue; CMNCOK CyObekToB
n/vnu onepauuii, n/mnm o6bLEKTOB].

13.2.7.2 FPR PSE.3.2

®BO fomkHbI 6bITb CMOCOGHBI NPEOCTaBASATL [HA3HAYEHUE: YNC/IO NCEBLOHVMMOB] NCEBAOHUMOB NOAVH-
HOro MMeHU nonb3oBaTens Ans [HazHauyeHne: CNUCOK CyObeKTOB].

13.2.7.3 FPR PSE.3.3

®BO [0KHbI 6bITb CNOCO6HBI [BLIGOP (BbIGPATHL OAHO 13): ONPeAeNATb NCEeBAOHUM N0/ib30BaTeNd, Npu-
HUMaTb NCEBAOHVM O T MOJIb30BaTENA] U BepuhULMPOBaTL €0 COOTBETCTBUE [Ha3HauYeHne: MeTpuKa ncesao-
HUMOB].

13.2.7.4 FPR_PSE.3.4

®BO f0NXHbI NpeocTaBNATbL NCEBAOHUM A4NA NOANUHHOTO UMEHU NONb30BaTeNs, KOTOPbIA A0N-
XeH OblTb UAEHTUYEH NCEeBAOHUMY, NPefoCcTaBNeHHOMY paHee, Npu CNeAywWUX yCnoBuax [HasHaue-
HWe: CNNCOK YCNOBUIA]-, B NPOTUBHOM C/llyyae npefocTaBAseMblil NCEBAOHNM JO/IXEH 6biTb He CBSi3aH
C npefnoctaB/leHHbIMKX paHee NnceBOHUMMaMu.

13.3 HeBo3moxHocTb accoynayun (FPR_UNL)

13.3.1 XapakTepucTuka cemeliictea

CewmeiictBo FPR_UNL o6ecneunBaeT nonb30BaTe o BO3MOXHOCTb HEOLHOKPATHO NCNOb30BaTh PECYPChI
WU yCnyru, He flaBasi B TO XK€ BPEMS HUKOMY BO3MOXHOCTU CBA3aTb BMECTe UX NCMOMb30BaHme.

FPRJJM. HamakMmLwaTs mMioLmuaLHm

PucyHok 54 — PaHxupoBaHue KOMMOHEHTOB cemelicTBa FPRJJINL

13.3.2 PaHxupoBaHue KOMMNOHEHTOB

FPR_UNL.1 «HeB03MOXHOCTb accoumaLnum» coaepxuT TpeboBaHune, 4Tobbl NoNb30BaTENN N/NK CYObEKTbI
6b1711 He CNOCO6HbLI ONpefennTb, MHALMUPOBaHLI I ONpeesieHHble onepauun B CUCTEME OAHUM 1 TEM Xe M0J1b30-
Barefnem.

13.3.3 ¥YnpaBneHune: FPR_UNL.1

Ansa dyHKLuMin ynpaBneHns ns knacca FMT moryT paccmaTpmuBaTbCs cregylouime AeiicTBus:

a) ynpaBneHue pyHkumell npefoTBpaLleHma accoumnaumm.

13.3.4 AyanT: FPR_UNL.1

Ecnu B M3/3B6 BkntoyeHo cemeiicTBo FAU_GEN «[leHepauus faHHbIX ayguta 6€30nacHoOCTU», To cnegyet
npegycMoTpeTb BO3MOXHOCTb ayanTa cnefyowmx 4eicTeunii:

a) MMHUMAanbHbIV: o6paLlleHne K MexaHu3My npefoTepalleHnsa accoymanmuu.
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13.3.5 FPR_UNL.1 HeB0O3MOXHOCTb accouunaymnmu

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

13.3.5.1 FPR_UNL.1.1

®BO aoMkHbI 06ecneunBaTh, YTO6bI [Ha3HaYeHUe: COBOKYMHOCTb NoNb3oBateneit n/mnm cybbek-
TOB] 6bina He cnoco6Ha onpeAensiTb, UTO [Ha3HaA4YeHMe: CNUCOK onepaywnii] [Bbi6op: GbIAN MHALUKUPO-
BaHbl OHUM U TEM Xe NoNb3oBaTesieM, CBA3aHbl cneAyowmnm o6pasom[HasHavyeHne: CNMCOKCOOTHO-
LweHnn\.

13.4 CkpbiTHOCTb (FPRJJINO)

13.4.1 XapakTepucTuka cemeiicTea

CemeiictBo FPRJJINO ob6ecneuynBaeT BO3MOXHOCTb N0O/Ib30BaTE/I0 MCNONb30BaTb Pecypc unm ycnyry 6es
npegocTaB/ieHnst KOMy-N160o, B 0CO6EHHOCTM TpeTbeli CTOPOHe, MHhopMaLun 06 MCNo/Ib30BaHUN AaHHOTO pecyp-
ca U gaHHom ycnyru.

13.4.2 PaHxunpoBaHne KOMNOHEHTOB

PucyHok 55 — PaHXnpoBaHue KOMMOHeHTOB cemeiicTBa FPRJINO

FPRJJNO.1 «CKpbITHOCTb» COAEPXNT TpeboBaHue, 4Tobbl NosIb30BaTENMN /UK CYObEKTHI HE MOTIN onpe-
[EeNnnTb. BbINOMHAETCA N onepauyms.

FPR_UNO.2 «PacnpegeneHne nHopmauuu, BN EE HA CKPbITHOCTb» COAEPXUT TpeboBaHue, 4ToOb!
®BO npegocTaBuan cneymanbHbie MeXaHu3Mbl 415 NpeAoTBpalleHns KOHLeHTpauumn nipopmaLlum, cBsa3aHHol ¢
npuBaTHOCTbLIO, B npegenax OO. Takaa KOHUeHTpaLuusa mMorna 6bl NOBNMATL Ha o6ecnevyeHne CKPbITHOCTY Npu
HapyLleHnax 6e30nacHoOCTu.

FPR_UNO.3 «CKpbITHOCTb 6€3 3anpoca uHopmauumn» cogepxut tpebosaHune, 4ytobel P60 He nbiTannch
nosyyYnTb MHpOPMAaLMIO, CBA3AHHYIO C MPUBATHOCTBLIO, YTO MOXET UCNO0/b30BaTbCA A1 HAPYLIEHNUA CKPbITHOCTU.

FPRJJINO.4 «OTKpbITOCTb 419 YNO/THOMOYEHHOI0 NO/1b30BaTENA» COAEPXUT TpeboBaHue, 4Tobbl PBO npe-
[0CTaBUAN OAHOMY WU/IN HECKOJIbKUM YNO/THOMOYEHHbIM M0/1b30BaTeNAM BO3MOXHOCTb Habnwgartb 3a UCNOb30-
BaHWEM pecypcoB WU/UAn ycnyr.

13.4.3 YnpasneHune: FPRJINO.1, FPRJJNO.2

Ana dyHKkunii ynpasnenuns us knacca FMT MoryT paccmaTpusaTtbCcs cnegyolne aeincTens:

a) ynpasneHne pexxmumoM BbINOSHEHNSA (DYHKLUN CKPLITHOCTH.

13.4.4yYnpaBneHune: FPRJINO.3

[lelicTBuA no ynpaBneHunto He npeayCcMOTPeHbl.

13.4.5¥YnpaBsneHune: FPRJJIJNO.4

[nsa ddyHKumnit ynpaBneHua ns knacca FMT mMoryT paccmaTtpuBaTbCsi cnegytouine AelicTBus:

a) ynpaBneHne COBOKYMHOCTbIO YMOTHOMOYEHHbIX NOJib30BaTeell, KOTopble CNOCO6HbLI ONpesenuTb, Bbl-
NONHANUCHL NN onepauuu.

13.4.6 AyanT: FPRJINO.1, FPRJJNO.2

Ecnu B M3/3B6 BkntoueHo cemelicTBo FAU_GEN «[leHepauus AaHHbIX ayamuta 6e3onacHocTU», To cnegyet
npefycmMoTpeTb BO3MOXHOCTb ayfuTa cneayoLmnx AeicTBuii:

a) MUHUMasbHbIW: obpaLleHne K MexaHn3My CKPpbITHOCTH.

13.4.7 AyanT: FPRJJINO.3

HeT cob6bITWiA, AN KOTOPbIX CNeayeT NpeAycMoTPeTb BO3MOXHOCTb ayanTa.

13.4.8 Ayaunt: FPRJJINO.4

Ecnu B M3/3B6 BkAtoueHo cemelicTBo FAU_GEN «leHepauusa gaHHbIX ayanta 6e3onacHocTu», To cnegyet
npeAycmMoTpeTb BO3MOXHOCTb ayauTta cnefylmnx aeicTeunii:

a) MMHUMabHbI: HablAeHVe 3a UCNOIb30BaHWEM pecypca v ycayru nofb3oBatenem Ui cy6bekToM.
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13.4.9 FPR_UNO.1 CKpbITHOCTb

WNepapxnyecknin 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBNCUMOCTU: HEeT 3aBUCUMOCTEWA.

13.4.9.1 FPR_UNO.11

®BO foMKHbI 06ecneynBaTb, YTO6bLI [Ha3HaYeHne: COBOKYNHOCTb Nofb3oBaTeneil n/mnm cybbek-
TOoB] 6bi/1a He cnoco6Ha HabnAaTh cneaylolyme onepayny [HasHauyeHne: CNMCOK onepauunii] Ha [Ha-
3HayeHue: CMNCOK 06 bEKTOB], BbINONHAEMble [Ha3HaYeHNe: COBOKYMHOCTb 3aluljaeMblX NoNb30Ba-
Tenen n/mnm cy6bbekToB].

13.4.10 FPR_UNO.2 PacnpegeneHvne niopmaynmn, BAMsaOLWee Ha CKPbITHOCTb

Nepapxuueckunii gna: FPR_UNO,1 CKpbITHOCTb

3aBNCUMOCTU: HET 3aBUCUMOCTEN

13.4.10.1 FPRJJNO.2.1

®BO fo/MKHbI 06ecneumBaTh, YTOObI [Ha3HaUYeHne: COBOKYMHOCTb MOfib30BaTenel u/nnm cyb6bLekTos] 6bina
He cnoco6Ha HabnaaTh creayoline onepauuy [HazHaueHme: CNUCOK onepauuii] Ha [HazHaueHue: CNNCOK 06bEK-
TOB]. BbINONHSiIEMblE [HA3HaYeHWe: COBOKYNHOCTb 3alluLiaemMbix Nonb30BaTeneli u/mnm cy6bLekTos].

13.4.10.2 FPRJJNO.2.2

®BO A0NXHbI pacnpefenaTb [HazHauyeHne: MHpopMaLmsa, cBA3aHHaA CO CKPbITHOCTbIO] cpeaun
pasnunyHbliXx Yyacteih OO Tak, 4To6bl BO Bpems CylW ecTBOBaHWA MHOPMaLWM BbINOMTHANUCH CEeAYH0-
e ycnosusa: [HasHayeHne: CNUCOK yCNOBUIA].

13.4.11 FPR_UNO.3 CKkpbITHOCTb 6€3 3anpoca uHgopmaumu

Nepapxnyecknit N9 HET NOJYMHEHHbIX KOMNOHEHTOB.

3asucumoctn: FPR_UNO.1 CKpbITHOCTb

13.4.11.1 FPR_UNO0.3.1

®BO A0MXHBI NpefoCcTaBNATb [Ha3HayeHue: CMUCOK YCNyr] Ans [Ha3HayeHue: CMUCOK Cybbek-
ToB] 6e3 3anpoca Kakux-nm6o cCbiNOK Ha [HasHayeHue: MHOpMaLns, CBA3aHHas C NPMBaATHOCTbIO].

13.4.12 FPR_UNO0.4 OTKpPbITOCTb A1 YNIOJ/THOMOYEHHOTO nosib3oBaTens

Wepapxuyecknii gna: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBNCUMOCTU: HET 3aBUCUMOCTEN

13.4.12.1 FPRUNO.4.1

®BO AO0MXHbBI MpefoCcTaBNAThL [HA3HaYeHne: COBOKYNMHOCTb YNO/ITHOMOYEHHbIX NO/ib30BaTenei]
BO3MOXHOCTb HabnoAaTh 3a NCNONb30BaHWEM [HasdHayeHue: CNUCOK pecypcoB n/unu ycnyrl.

14 Knacc FPT. 3awuta ®60

Knacc FPT cogepxuT cemelicTBa yHKLMOHaNbHbIX TPe60BaHWI, CBA3@HHbIX C LLeIOCTHOCTbLIO U ynpaBne-
HUEeM MexaHu3mMamu, peann3oBaHHbIMM B PEO (He 3aBMCS Npu 3TOM OT ocobeHHocTel MNBO). a Takxe ¢ LenocT-
HOCTbI0 aHHbIX PBO (He 3aBMCA OT cneyncunyeckoro cogepxaHus gaHHoix NM60). B HEKOTOPOM CMbIC/ie, KOMMO-
HEeHTbI CEMeiicTB 3TOro knacca Ay61mpyoT KOMNOHEHThI U3 knacca FDP v MoryT flaxe ncnonb3oBaTb O4HN U Te Xe
mexaHu3mbl. OfgHako knacc FDP «3auwuta flaHHbIX N0oJib30BaTeNA» CPOKYCUPOBaH Ha 3alinTe JaHHbIX NoJb30-
BaTefif. B TO BpeMs Kak knacc FPT «3awuta $bO» — Ha 3awute gaHHbix PBO. ®akTn4eckn, KOMNOHEHTbI U3
knacca FPT Heob6xoguMmbl Ana o6ecnevyeHns Tpe60BaHMn HEBO3MOXHOCTU HapylleHnsa n o6xoga nonntuk ®b
naHHoro OO.

B pamkax fjaHHOr0 Knacca Bbl4eNsAoT TPU BaXHble cOCTaBHble YacTn ®BO:

1)abcTpakTHas mawmHa PBO. To ecTb BUPTYasibHasa Unn husnyeckas MallrHa, Ha KOTOPOii BbINOHSAETCS
oueHvBaemasn peanusauuna ®60O;

2) peanusauua @O, koTopas BbINONHAETCA HAa abCTPAKTHON MallnHe 1 peannsyeT MexaHu3Mbl, OCyLLecTB-
nawwmne NMBO;

3) faHHble PBO. koTopble ABAATCA aAMUHUCTPATUBHBIMU 6a3amu JaHHbIX, YNPaBAsoLW MmN ocyllecTBe-
Huewm MBO.
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14.1 TecTupoBaHue 6a30B0oi abcTpakTHON MawnHbl (FPT_AMT)

14.1.1 XapakTepuctuka cemelictea

CewmelictBo FPT_AMT onpegfensieT Tpe60BaHuMsA K BbINONIHEHWUIO TeCTMpoBaHus ®BO, geMOoHCTpUpyoLLero
npeanonoxeHns 6€30NacHOCTU OTHOCUTENbHO 6a30BOl abCTPaKTHOW MallWHbI, HAa KOTopyto nonaratTca ®BO.
«ABCTpaKkTHaaA» MalwunHa MOXeT 6bITb kak N1aT@opmMoi annapaTHbIX/NporpaMmMHo-annapaTHbIX CPeAcTB, Tak u
HEKOTOPbIM M3BECTHbLIM M MPOLUEALLMM OLeHKY CoYeTaHneM annapaTHbiX/MporpaMMHbIX CPEACTB, AeCTBYOLWNM
KaK BMpTyasibHas mMalluHa.

14.1.2 PaHXupoBaHne KOMNOHEHTOB

PucyHok 57 — PaHXupoBaHue KOMMNOHEHTOB cemeiictBa FPT AMT

FPT_AMT.1 «TecTupoBaHue abCTPaKTHOW MaLlvHbI» NpefocTaBnseT BO3MOXHOCTbL NPOBepk/ 6a30BOii a6CT-
pakTHOW MallvHbI.

14.1.3 YnpaBneHue: FPT_AMT.1

[na dyHKunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolne 4eicTens:

a) ynpasJ/ieHve yClI0BUAMU, NPU KOTOPbIX MPOUCXOAUT TeCTUPOBaHNE abCTPaKTHON MaLLUHbI, Hanpumep, npu
nepsoHavyasibHOM 3arnycke, C NOCTOAHHLIM UHTEPBAIOM, NPU 3a[aHHbIX YCI0BUAX:

b)ynpasneHve BpeMeHHbIM UHTepBasom (Npu Heob6xoANMOCTH).

14.1.4 Aygnt: FPT_AMT.1

Ecnwu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus faHHbIX ayamMTa 6€30nacHOCTU», To cnegyeTt
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefyrLmnx aeicTeuii:

a) 6a30Bblii: BbINO/IHEHWE TECTUPOBaHUA 6a30BOI MaLUWHbI U pe3y/bTaTbl TECTUPOBaHUS.

14.1.5 FPT_AMT.1 TecTupoBaHue abCTpPakTHON MallWHbl

Nepapxnyecknit 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBNCUMOCTU: HET 3aBUCUMOCTEWA.

14.15.1 FPT_AMT.1.1

®BO [0MKHbI BbINOMHATL NakeT TeCTOBbIX NporpamMmM [Bbl6op: MPW nNepBoHayvYasibHOM 3anycke,
nepnognyeckn Bo BpeMs HOpMasibHOro PYHKLMOHUPOBAHMA, NO 3aNPOCy YNOJTHOMOYEHHOIO NoJib30Ba-
Tens, [HasHauyeHue: gpyrue ycnosus]] 4na gemMoHcTpayuu NnpaBuUIbHOCTH BbINOJIHEHUSA Npeanoioxe-
Huit 6esonacHocTu, obecneuynBaemMbix abCTpakTHON MallWHON, KoTopas aBnseTca 6asosoli gna ®EO.

14.2 be3onacHocTb npu cb6oe (FPT_FLS)

14.2.1 XapakTepucTuka cemeicTBa

Tpe6osaHua cemelictea FPT_FLS o6ecneunBaloT BO3MOXHOCTb COXpaHeHns nonuTunkn 6esonacHoctu 00
npu nAeHTUULMpoBaHHbIX Tnax c6oes ®BO.

14.2.2 PaHXunpoBaHue KOMMNOHEHTOB

PucyHok 58 — ParXupoBaHWe KOMMNOHeHTOB cemelictBa FPT_FLS

OTO CeMeincTBO COCTOUT U3 04HOT0 KOMNoHeHTa, FPT_FLS.1 «C6oii ¢ coxpaHeHneM 6e30nacHoOro cocros-
HUSA», cofepxalero TpebosaHue, 4ytobbl PEO coxpaHanun 6e3onacHoe COCTOSHWE NPU NAEHTUMNLNPOBAHHbLIX
cbonx.

14.2.3 YnpaBneHue: FPT_FLS.1

[lei/icTBMA No ynpaBneHuto He NpeAyCcMOTPEeHbI.

14.2.4 Aygut: FPT_FLS.1

Ecnu B M3/3B6 BknoyeHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTu», To ciegyeTt
npefycMoTpeTb BO3MOXHOCTb ayAuTa /eyl nx AeicTBuii:

a) 6a3oBblii: c6oi PBO.

14.2.5 FPT_FLS.1 C60li c coxpaHeHMeM 6e30nacHOro cocTosHus

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3asucumocTtn: ADV_SPM.1 HedbopmanbHas Mogenb nonutukn 6esonacHoctn OO
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14.25.1 FPT_FLS.1.1

®BO [OMKHbI COXpaHATb 6e3onacHoe COCTOAHWE Mpu cneaywlwmnx Tmnax cboes: [HasHayeHwue:
cnucokTnunos cboes ®BO].

14.3 [loCTynHOCTb 3KCNOPTUPYEMbIX AaHHbIX PBEO (FPTJTA)

14.3.1 XapakTepucTuka cemelicTBa

CewmelictBo FPTJTA onpegenset npaBuna npefoTBpaleHnsa notTepu 4OCTYNHOCTM faHHbIX ®PBO. nepepa-
BaeMbIx Mexay ®BO v yganeHHbIM 4OBEPEHHbIM NPOAYKTOM UT. 3TO MOryT 6bITb, HANPUMEP, KPUTUYHbIE faHHble
®BO. Takne Kak napoau, Kwun, AaHHble ayauTa nam BoinonHsemblii kog PB0.

14.3.2 PaHXupoBaHne KOMMNOHEHTOB

PucyHok 59 — PaHxunpoBaHue KOMMNOHeHTOB cemelictBa FPTJTA

D70 ceMeliCTBO COCTOUT N3 04HOro komnoHeHta FPTJTA.1 «[JOCTYNHOCTb 3KCNOPTUPYEMbIX AaHHbIX PBEO
B Npejenax 3aflaHHoi MeTpukn», cogepxallero Tpe6osaHune, 4Tobul 5O ob6ecneunnn ¢ 3afaHHoN BEPOSATHOCTLIO
[OCTYNHOCTb flaHHbIX PBO. npegocTasnsaemMbix yaaneHHOMY fJOBEPEHHOMY NPOAYKTY UT.

14.3.3 YnpasnexHue: FPTJTA.1

[na dyHkumnin ynpasnenus ns knacca FMT MoryT paccmaTtpusaTbCs cnejyloline AelicTBus:

a) ynpasJieHne CNUCKOM TUMOB AaHHbIX PBO. KOTOPbIE AO/IKHbI ObITb JOCTYMHbI YAaNeHHOMY [JOBEPEHHO-
My npoaykty UT.

14.3.4 Aygnt: FPTJTA.1

Ecnwu B M3/3B6 BkAtoueHo cemeiicTBo FAU_GEN «[leHepauus gaHHbIX ayanta 6e30nacHoOCTu», To cneayet
npefycmMoTpeTb BO3MOXHOCTb ayuTa cnefyoLmnx eicTBuii:

a) MUHUMasbHbI: 0TCyTCTBME AaHHbIX PBO. korga oHun 3anpoweHsl O0.

14.3.5 FPTJTA.1 [loCTYNHOCTb 3KCNOpPTUpPYyeMbIX AaHHbIXx PBO B nNpegenax 3agaHHON MeTpUKK

WNepapxnyecknint 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBNCUMOCTU: HET 3aBUCUMOCTEN.

14.35.1 FPTJTA.1.1

®BO fomkHbI 06ecneymBaTb JOCTYNHOCTbL [Ha3HayeHne: CNUCOK TUNOB AaHHbIX PBO] ans ypa-
NeHHOTo AOBepeHHOro npogykta UT B npefgenax [Ha3HauyeHue: 3afaHHasd MeTpuka AOCTYNHOCTU]
npu BbINOJIHEHWUW CNeAY WX YCN0BUIA (Ha3HavYeHne: yCNoBUA obecneyeHns 4OCTYNHOCTH].

14.4 KoH(uageHUManbHOCTb 3KCMOPTUPYEMbIX faHHbIX PBO (FPTJTC)

14.4.1 XapakTepucTuka cemeincrtea

CewmeliictBo FPTJTC onpegenseT npaBuia 3awmnTbl faHHbIX 5O 0T HECAHKLMOHMPOBAHHOTO PacKpbITUA
npu nepegave mexay @60 1 yganeHHbIM OBEpPeHHbIM NPOAYKTOM UT. 3To MOTyT 6bITh, HANPUMeEp, KPUTUYHBIE
naHHble ®BO. Takme Kak naposiv, Kaumn, AaHHble ayguta unm BbinosHsaemblii kog PBO.

14.4.2 PaHxXunpoBaHue KOMMNOHEHTOB

PucyHok 60 — PaHxunpoBaHMe KOMNOHEHTOB cemeiictBa FPTJTC

OT0 cemelicTBO COCTOMT U3 ogHOro komnoHeHta FPTJTC. 1 «KoHhnAEHUNaNbHOCTb 3KCNOPTUPYEMbBIX AaH-
HbiIXx ®BO npu nepegaye», cogepxaliero tpebosaHne, 4To6b6l PEO 06ecneynnun 3alWmnTy AaHHbIX, Nepegasae-
MbIX Mexay P50 1 yaaneHHbIM O0BepeHHbIM NPoAYKTOM T. OT packpbiTus npu nepegadye.

14.4.3 Ynpasnenue: FPTJTC.1

[lelicTBMA No ynpaBneHnto He NpeAyCMOTPEHbI.

14.4.4 Ayput: FPTJTC.1

HeT cobbITuiA, 4NA KOTOPbIX cnegyeT npefycMoTpeTb BO3MOXHOCTbL ayanTa.

14.45 FPTJTC.1 KoH(MAEHUMaNIbHOCTb 3KCMNOPTUPYEMBIX AaHHbIX PBO npu nepepaHo

Nepapxnyecknit 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBUCMMOCTU: HET 3aBUCUMOCTEN.
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14.45.1 FPTJTC.1.1

PBEO foMKHBbI 3aWwnwaTh Bce gaHHble P60, nepepaBaemble oT PEO K yganeHHOMY AOBEpPEHHO-
My NpoAykTy WUT, oT HECAHKLMOHWPOBAHHOIO packpbiTUsA Npu nepepgave.

145 LlenocTHOCTb 3KCMOPTUPYEMbIX AaHHbIX PBEO (FPTJTI)

14.5.1 XapakTepucTuka cemelictBa

CewmeiictBo FPTJT1 onpeaensieT npasuia 3awnTbl AaHHbIX PBO 0T HECAHKLMOHUPOBAHHOW Moandmrkaymm
npu nepegadve mexay ®60 1 yaganeHHbIM OBEPEHHbLIM NPOAYKTOM UT. 3TO MOryT 6bITh, HANPUMEP, KPUTUYHbIE
naHHble ®BO. Takme Kak naposiv, Kaumn, AaHHble ayanta uam BbinosHsemslii kog ®B0.

14.5.2 PaHXunpoBaHWe KOMMOHEHTOB

FPTJTI LU BnoeTtHoaTb*axio pT>tb]Ju1 *X

ol -eH3

PucyHok 61 — PaHxXmpoBaHue KOMMOHeHTOB cemelictBa FPTJTI

FPTJTI.1 «O6HapyxeHne mogmdunkaunum akcnopTupyemMbix faHHbiXx PEO» no3BonseT 06HapPYyXMTb MOAMN-
hukaumio gaHHbix P60 npu nepegave mexay P60 nyganeHHbIM fOBEPEHHBIM NpoaykTOM UT npu gonyweHun,
4YTO NOCNeAHEMY N3BECTEH UCMNOb3YEMbI/i MEXaHU3M nepegayn.

FPTJTI.2 «O6HapyxeHve n ncnpabseHne Mogudukaumm akCnopTupyembix gaHHbix ®50» no3sonseT yga-
NEeHHOMY floBEPEHHOMY NPoAyKTYy VT He TONbKO 06HapyXnUTb MoAMdMKaALMIO, HO U BOCCTAHOBUTL AaHHble PBO,
MoaudmumpoBaHHble npu nepegadve ot ®6O. npu gonyweHnmn, 4To NnocnefHeMy U3BeCcTeH UCNOb3yeMblil Mexa-
HU3M nepegauu.

14.5.3 ¥Ynpasnenune: FPTJTI.1

[leficTBMA No ynpaBfeHnto He NpeyCMOTPEHbI.

14.5.4 YnpasneHue: FPTJTI.2

Ona dyHKkunii ynpasnenuns us knacca FMT moryT paccmaTtpuBaTbhCs cnegytolne eicTens:

a) ynpaBneHue Tunamu gaHHbix ®60. koTopble PBEO cnegyeT NbiTaTbCA UCNPABUTL, ECAIN OHU MOAUD NLN-
poBaHbl Npu nepegave;

b)ynpasneHue Tunamu feicTenii, kotopble P50 MOryT NnpeanpuHAThL, ecnn gaHHble 50 mogucuunposa-
Hbl NpV Nepegave.

14.55AypuTt: FPTJTI.1

Ecnwu B M3/3B6 BknoueHo cemelicTBo FAU_GEN «leHepauusa faHHbIx ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayuTa cnefyLmnx aeicTeunii:

a) MMHUMasbHbI: 06HapyXeHne moandrkaym nepegaBaembix AaHHbIX PBO;

b) 6a30Bblii: feliCTBUA, NPeANnpPUHATLIE NPU 06HapYXeHUN MogudrKaLnm nepefasaemMblx JaHHbiXx PBO.

14.5.6 Aygut: FPTJTI.2

Ecnu B N3/3B6 BkAtoueHo cemeiicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e3onacHoCcTu», To cnegyet
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefyrLmnx aeicTeuii:

a) MUHUManbHbI: 06HapyXxeHne mogudukauun nepegasaemblx gaHHbix PBO;

b) 6a30BbIii: felicTBMA, NPeANnpPUHATLIE NPU 06HapYXeHUn Moagndrkaun nepegaBaemMblix aHHbix PBO;

c) 6a30BbIii: UCNONb30BaHNE MeXaHN3Ma BOCCTaHOB/IEHUS.

14.5.7 FPTJTI.1 O6HapyXeHne moamdukaymm aKCNopTUpyembix fgaHHbix PBO

WNepapxnyecknii 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEA.

145.7.1 FPTJTI.11

®BO [0M1XHbl NpefocTaBiATb BO3MOXHOCTb 06HapyxXmBaTb mogudnkaunto no6bix gaHHbIX PBO
npu nepegayve mexgy 60 n yganeHHblM fOBEepeHHbIM NpoAaykToM VT B npegenax cnepyouiein metpu-
Ku: [HasHauyeHue: MeTpuka mogudunkaLnml.

14.5.7.2 FPTJTI.1.2

®BO [O0MKHBI NpefocTaBNATb BO3MOXHOCTb BEpUULMPOBaTb LLENOCTHOCTbL BCeX AaHHbIX ®PBO
npu nx nepegaye mexay ®60 u yganeHHbIM foBEPEHHbIM NPOAYKTOM UT 1 BbINONHATL [HA3HaYeHue:
npeanpuHUMaemble AeicTBUA], ecnm moaudrkauus obHapyxeHa.

14.5.8 FPTJTI.2 O6HapyxeHvne u ncnpaeneHne MogndurkaLmm aKkCnopTupyembix gaHHbix @60

Mepapxuueckunii ana: FPTJTI.1 O6HapyxeHne moandgukaymm akcnopTupyemMbix gaHHbiXx P50

3aBNCYMOCTU: HET 3aBNCMMOCTEN.
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1458.1 FPTJTL2.1

®BO foMKHBI NPefoCcTaBNATb BO3MOXHOCTb 06HapyXumMBaTh MogndunkaLumio ntobbix gaHHbIXx PBEO npu ne-
pepade mexay ®60 u yganeHHbIM JOBEPEHHbIM NpoAykToM UT B npegenax cnefyolweii MeTpukn: [HasHave-
HWe: MeTpukKa Mmogudmkauum).

14.5.8.2 FPTJTI.2.2

®BO foMKHbI NpefocTaBNATb BO3MOXHOCTb BepudunpoBaTth LEe/IOCTHOCTb BCeX AaHHbIXx ®BO npu nx
nepepaye mexay @60 n yfganeHHbIM JOBEPEHHBIM NMPOAYKTOM VT 1 BbINOMHATL [Ha3HayeHune: npegnpuHumae-
Mble AeiCTBUS], ecnu moandrkaLus o6HapyxeHa.

14.5.8.3FPTJTI.2.3

®BO [Oo/MKHbI NPeAoCcTaB/siTb BO3SMOXHOCTb UCMPaBNAATL [Ha3HavYeHne: Tun mogudukaynm) sco
faHHble ®BO, nepepaBaemMbie mexay P50 1 yganeHHbIM JOBEPEHHbLIM NPoAYyKTOM WUT.

14.6 TMepepava faHHbiXx PBO B npepgenax 00 (FPTJTT)

14.6.1 XapakTepucTuka cemelictea

CewmelictBo FPTJITT copepxut Tpeb6oBaHus 3awuThbl AaHHbIX PBO npu nx nepegaye mexay pasfeneHHbl-
Mu yacTamMun OO No BHYTPEHHEMY KaHany.

14.6.2 PaHXunpoBaH/ne KOMNOHEHTOB

PucyHok 62 — PaHxupoBaHue KOMNOHEHTOB cemeilictBa FPTJITT

FPTJTT.1 «ba3oBas 3awmTa BHyTpeHHeln nepegaum gaHHbiXx PBO» cogepxuT TpeboBaHme, 4Tobbl faHHble
®BO 6binKM 3awWmLLeHbl NPy X Nnepegade Mexay pasgeneHHoimm yactamu OO.

FPTJTT.2 «Pasgenexune gaHHbix P60 npu nepegave» cogepxut TpeboBaHune, 4Tobbl Npu nepegave P60
OTAENANN faHHble NoNb3oBaTenen ot gaHHbiX PBO.

FPTJTT.3 «MOHUTOPUWHT LLEeIOCTHOCTU AaHHbiX PBEO» coaepxuTt TpeboBaHne, 4Tobbl faHHble PBEO, nepe-

faBaemble Mexay pas3geneHHbiMu yactamu OO. KOHTPOIMPOBAIUCH HA MAEHTUNLMPOBAHHbIE OLMGKY LLe0CT-
HOCTMW.

14.6.3 YnpasneHue: FPTJTT.1

[nsa ddyHKunii ynpaBneHua ns knacca FMT MoryT paccmaTpuBaTbCa cnegytoline AelicTBus:

a) ynpasJsieHne Tunamun mogudukauyuu, ot kotopeix P60 crnegyeT 3awuwatb nepefasaemMble aHHble:

b) ynpasfeHne mexaHu3MoOM, NCNOMb3YyeMbIM A1 06ecnevyeHns 3awnTbl faHHbIX NPU Nepejade Mexay
pas3nnyHbiMu Yyactamum PBO.

14.6.4 YnpasneHue: FPTJTT.2

Ans dyHkumnit ynpaBneHnua ns knacca FMT mMoryT paccmaTpuaTbCs cnegytoline AelicTBus:

a) ynpaneHue Tunamu mogudukauuu, ot kotopbix P60 cnegyeT 3awmwars nepefaBaemMble aHHble;

b) ynpaBneHune mexaHW3MOM, UCNOJIb3YyeEMbIM A1 06ecneyeHmnsa 3awuTbl JaHHbIX NPU Nepejade Mexay
pas3nnyHbiMu Yactamu P6O;

C) ynpaB/ieHne MexaHu3MOoM pasfesieHns faHHbIX.

14.6.5 YnpasneHue: FPTJTT.3

[nsa ddyHKumnit ynpaBneHua ns knacca FMT MoryT paccmaTpuBaTbCa cnegytoline AelicTBUS:

a) ynpasieHue tunamn mogudukauun, ot Kotopelx P50 cnegyeT 3awmuiaTe nepefasaemMble aHHbIe;

b) ynpaBneHne MexaHu3moMm, UCNOMb3yeMbIM A8 06ecnevyeHns 3awnTbl faHHbIX NPU Nepegade Mexay
pas3nnyHbiMu Yyactamum PBO;

C) ynpaBrieHne Tunamm mogndukaunm gaHHbix P6O. koTopble PBO crnegyeT NbiTaTbCsA 06HAPYXUTD;

d) ynpaBneHuve geiicTBusamMun, npegnprHumMaeMbiMum nocae obHapyxeHus mogudukauuu.

14.6.6 Aygut: FPTJTT.1, FPTJTT.2

HeT cob6bITUiA, 415 KOTOPBLIX CNeayeT NpeAycMOTPeTb BO3MOXHOCTb ayanTa.
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14.6.7 Ayput: FPTJITT.3

Ecnu a M3/3B6 BknoyeHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npefycMoTpeTb BO3MOXHOCTb ayuTa cnefyoLmnx AeiicTBuii:

a) MUHUMasbHbI: 06HapyxeHne moandunkaumm gaHHbix ®60;

b) 6a30BbIi: AeiCTBUSA, NPpeANnpPUHATLIE NOCNE 06HAPYXEHMUSA OWNGOK LLeTOCTHOCTHU.

14.6.8 FPTJTT.1 ba3oBas 3awuTa BHYTPEHHEW nepegayn gaHHbix P60

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3aBUCMMOCTU: HET 3aBUCUMOCTEN.

14.6.8.1 FPTJTT.1.1

®BO A0/MKHbI 3alMLLaTh CBOU AaHHble OT [BbIGOP: packpbiTue, Moandnkaymsa] npu nx nepegave
Mexay pasgeneHHboiMn yactamu 00.

14.6.9 FPTJTT.2 Pa3pgeneHne gaHHolx ®bO npu nepepave

Nepapxunuecknii gna: FPTJITT.1 basosas 3aluTa BHyTpeHHell nepegayn gaHHbix ®60O.

3aBUCMMOCTU: HET 3aBUCUMOCTEN.

14.6.9.1 FPTJTT.2.1

®BO fO/MKHbI 3alLMLLaTL CBOU faHHble OT [BbIGOP: packpbliTue, Mmoaudrkauns] npyu nx nepegade mexay
pasgeneHHbiMy yactamum OO.

14.6.9.2 FPTJTT.2.2

®BO A0MKHbI OTAENATb faHHble Nofb3oBaTena oT AaHHbIX PBO npu ux nepepavye mexay pas-
neneHHblMu yactamm OO.

14.6.10 FPTJTT.3 MOHUTOPWUHT LLE/TOCTHOCTU AaHHbIX PBO

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3aBucumoctun: FPTJTT.1 Ba3oBas 3awWmnTa BHYTPEHHe nepegaym gaHHbix P50

14.6.10.1 FPTJTT.3.1

®BO A0MXKHbI 6bITb CNOCO6GHBLI 06GHAPYXMBATb [BbIGOP: MOAUP MKALNA faHHbIX, NOAMEHA fAaHHbIX,
nepectaHoBKa AaHHbIX, yAasieHne gaHHbIX, [HazHauyeHue: apyrne ownbKM LenoCTHOCTU] B AaHHbIX
P®Bb0O. nepefaBsaemMbix Mexay pasgeneHHbimm vyactamu OO.

14.6.10.2 FPTJTT.3.2

Mpn o6Hapy>XeHUn OWNBKN LLEeNOCTHOCTM AaHHbIX ®BO A0MXHbLI NpeAnpuHUMAaTbL cnegylouine
nelicTBus: [HasHauyeHne: BbIMOMIHAEMbIe fecTBuA].

14.7 dwusnueckan 3awuta P60 (FPT_PHP)

14.7.1 XapakTepucTtuka cemeiictea

KoMnoHeHTbl cemeiicTBa FPT_PHP gatoT BO3MOXHOCTb OrpaHnymBaTh pnsnyeckuin goctyn k @60, a Takxe
pearnpoBaTtb Ha HeCaHKLMOHNPOBaHHY0 (hn3nyeckyto mogudrkalmio uam nogmeHy peanusauun @60 v npoTnso-
nelictesoBaTb UM.

Tpe6oBaHNA KOMMNOHEHTOB fJaHHOTO ceMelicTBa obecneynBatoT, UTo66l PEO GbINN 3aluLLEeHbl OT u3nyec-
KOro BO34eliCTBUS U BMellaTenbCcTBa. Y/ 40BNeTBOpeHUe Tpeb6oBaHNn 3TUX KOMMOHEHTOB NO3BOISET NONY4YUTb pe-
anusaunio P60, KOMNOHYEeMYI0 U MCNOMb3YyEMYH0 CNOCO60M, NpefycMaTpuBaloLWnm obHapyxeHne usnyeckoro
BO3/eiCTBMA Nu NpotTuBogeiicTeme emy. be3 aTux kKoMnoHeHTOB 3awwuTa PBO TepseT ahhekTUBHOCTL B Cpese,
rae He MoXeT ObITb MpeAoTBpalLLeHo hru3nyeckoe NnoBpexaeHne. 3To CEMENCTBO TakXe COAepPXUT TpeboBaHMA K
peakunn @60 Ha NonbITKM PU3NYECKOro BO3AENCTBUA Ha UX peann3aunio.

14.7.2 PaHXunpoBaHue KOMNOHEHTOB

PucyHok 63 — PaHxupoBaHue KOMMNOHeHTOB cemelictBa FPT_PHP

FPT_PHP.1 «MaccnBHOe obHapyxeHne hrnsnyeckoro HanageHus» npefoctaBasieT BO3MOXHOCTb U3BecC-
TUTb 0 BMeLlaTebCTBe BYCTPONCTBA UK 3N1eMeHTbl, peanusyoumne ®60. OgHako onoselyeHe 0 BMeLwarte/ib-
CTBE He AelicTByeT aBTOMaTMyeckn; ynosIHOMOYEHHOMY M0/ib30BaTetlo He06X0AUMO Bbi3BaTb a4MUHNCTPATUB-
HYI0 (hyHKLMIO 6e30MacHOCTM U NPOBEPUTL CAMOMY, MPOMU3O0LLO0 SIN BMELLATeIbCTBO.
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FPT_PHP.2 «OnoBeleHne 0 hnu3nyeckom HanageHun» obecneumBaetT aBToMaTuyeckoe onoBeLleHne o
BMellaTebCTBe A1 yCTaHOB/IEHHOTO NMOAMHOXECTBa (PU3NUYECKUX NPOHUKHOBEHWIA.

FPT_PHP.3 «MpoTnBogeiicTBre hn3nyeckoMy HanageHuo» npegocTasisieT BO3MOXHOCTU NpejoTBpalye-
HWSA NN NPOTUBOAENCTBMA (PU3MUECKOMY BMeLLaTeNbCTBY B yCTPOWCTBA U 3N1eMeHTbI, peanusyolme ®BO.

14.7.3 Ynpasnenue: FPT_PHP.1

Ansa dyHKumnit ynpaBnenna n3 knacca FMT mMoryT paccmaTtpuBaTbCs cnegyloline AelicTBus:

a) ynpas/ieHve nofb3oBaTesieM Uau posibio, KOTOpble ONpeensioT NPOM30LLI0 N1 hru3nyeckoe BMeLlaTe lb-
CTBO.

14.7.4 ¥YnpaBneHue: FPT_PHP.2

[nsa dyHkymnit ynpaBnenns ns knacca FMT moryT paccmaTtpusaTbCs crnefytolime aeiicTens:

a) ynpassieHue nosib3oBaTesiemM Uan posiblo, KOTOPble NoyYalT UHPOPMaLNI0 O BTOPXKEHUAX:

b)ynpassieHne CMMCKOM YCTPOICTB, O BTOPXXEHUN B KOTOPbIe C/ieAyeT OMOBECTUTb yKa3aHHOro nosib3oBarte-
NnA AN ponb.

14.7.5 YnpasneHune: FPT_PHP.3

Ana dyHkumnit ynpaeneHnna ns knacca FMT moryT paccmaTtpusaTbCs cnegyloline AelicTBus:

a) ynpaBneHne aBTOMaTU4eCKON peakunein Ha omsnyeckoe Bo3aelicTBme.

14.7.6 Aygnt: FPT_PHP.1

Ecnwu B M3/3B6 BkAtoveHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npefycMoTpeTb BO3MOXHOCTb ayanTa cnefytoLwmx AencTeuii:

a) MMHMMasbHBbIA: 06HapyxeHne BTopxeHnsa cpegcteamu UT.

14.7.7 AyauT: FPT_PHP.2

Ecnu B M3/3B6 BkntoyeHo cemelictBo FAU_GEN «leHepalus faHHbIX ayauTa 6e30nacHoOCTU», To cieayeT
npeAycMoTpeTb BO3MOXHOCTb ayuTa c/ieyoLnx AeiCTBUiA:

a) MUHMManbHbIA: 06HapyXeHne BTOPXeHNS.

14.7.8 Aygut: FPT_PHP.3

HeT cobbITnit, 4N5 KOTOPbIX C/iegyeT NpeAycMOTPeTb BO3MOXHOCTb ayanTa.

14.7.9 FPT_PHP.1 MaccuBHOe o6HapyxeHne )M3nyeckoro HanageHus

Nepapxunyeckunin Ans: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3aBNCYMOCTU: HET 3aBNCHMOCTENA.

14.7.9.1 FPT_PHP.1.1

®BO ponxHb o6ecneynBaTb 0HO3HAYHOE O6HapyXeHWe PMU3nMYeckoro Bo3felCTBUSA, KOTOpoe
MOXeT yrpoxatb BbinosHeHutio ®BO.

14.7.9.2 FPT_PHP.1.2

®BO foMXHBI NpefocTaBNsATb BO3MOXHOCTb ONpeAensaTh, NPON30LWN0o N u3nyeckoe Bo3aei-
CTBUE Ha yCTpOWCTBA WU 3/IEMEHTHI, peanusywwmne ®60.

14.7.10 FPT_PHP.2 OnoBeleHne o hm3nyeckom HanageHumn

Nepapxuyeckunii gna: FPT_PHP1 MaccuBHoe o6HapyXeHne hu3nyeckoii ataku

3asucumocTtn: FMT_MOF.1 YnpaBneHue pexvMoM BbINOAHeHUS PyHKUNIF 6e3onacHoCTH

14.7.10.1 FPT_PHP.2.1

®BO gomkHbl o6ecneynsaTb 0OAHO3HaYHOe 06HapyxeHne PU3NYecKoro BO3AEWCTBUA, KOTOPOe MOXeT
yrpoxartb BblnosiHeHUo ®BO.

14.7.10.2 FPT_PHP.2.2

®BO fo/MKHBI NPefoCcTaBNsATh BO3MOXHOCTb ONpeAenaTb, Npon3oLwWwao A1 usnyeckoe Bo3aeiicTBne Ha
yCTpolicTBa Un anemeHThl, peanunsyoume ®EO.

14.7.10.3 FPT_PHP.2.3

Ona [HasHavyeHue: CNUCOK YCTPONCTB/3NBMBHTOB, peanusywnx ®60, Ana KOTOpbIX Tpeby-
eTcs akTuBHOe obHapyxeHne] ®BO [0/IXHbI MOCTOAHHO KOHTPO/IMPOBATbL YCTPOWCTBA, 3/IEMEHTHI U
onoselaTb [Ha3HayeHMe: Ha3HaYeHHbI NONb30BaTeNb UAN POb], HTO NPOM30OLW N0 PU3NYECKOE BO3-
feiicTBue Ha ycTpoiicTBa UM 3/ieMeHThl, peanusywoume ®EO.

14.7.11 FPT_PHP.3 NpoTuBoaeiictBne dnM3nyeckoMmy HanageHuto

Nepapxunueckuii 4na: HeT NOJUNUHEHHbIX KOMMOHEHTOB.

3aBMCUMOCTW: HET 3aBUCHMOCTEIA.

14.7.11.1 FPT_PHP.3.1

®BO JONXHbI NPOTUBOAECTBOBATL [HA3HaYeHue: clueHapu U3n4eckoro Bo3aeincTemns] Ha [Ha-
3HayeHue: CNUCOK yCTPOMNCTB/3NBMBHTOB, peannsywwmnx ®60], pearnpys aBTomaTn4yecku Tak, 4to-
6bl NnpepoTBpal,aTb Hapywenue MBO.
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14.8 HapexHoe BoccTaHoBneHne (FPT_RCV)

14.8.1 XapakTepucTtmnka cemeiictea

Tpe6oBaHusa cemeiictBa FPT_RCV obecneunsatoT, 4UTo6bl PO MOrnv onpefennTb OTCYTCTBUE HapPYLLEHNUS
3awntel P60 npu 3anycke n BoccTaHaBnMBaTbCA 6€3 HapyLWeHUs 3alnTbl Noc/e npepbiBaHna onepaunii. 31o
CeMeincTBO BaXHO, NOTOMY 4YTO HayanbHoe cocTosHne ®BO npu 3anycke UAn BOCCTAHOB/IEHMM onpefenseT 3a-
wmuieHHocts 00 B nocnegyowem.

14.8.2 PaHXunpoBaHne KOMMNOHEHTOB

PucyHok 64 — PaHxupoBaHue KOMMNOHeHTOB cemeiictea FPT_RCV

FPT_RCV.1 «Py4yHoe BoccTaHoB/ieHne» no3sonseT OO npefocTaBUTb TONILKO Takne mexaHu3Mbl BO3Bpara
K 6€30nacHOMY COCTOSIHMIO, KOTOPbIE NpeanoiaralnT BMeLaTeIbCTBO YeoBekKa.

FPT_RCV.2 «<ABTOMaTU4E€CKOE BOCCTAHOB/IEHNE» NpeocTaBnaeT XoTa 6bl 419 O4HOr0 TUna npepbiBaHns
06CNyXnBaHNA BOCCTaHOBNEHNE 6€30NacHOro COCTOAHUA 6e3 BMellaTeNbCTBa YeN0BeKa; BOCCTaAHOB/EHME NoC-
Ne NpepbIBaHUiA ApYrnX TUMOB MOXeT NoTpe6oBaTh BMeLlaTebCTBA YeoBeka.

FPT_RCV.3 «ABTOMaTU4YeCKOE BOCCTAHOB/IEHNE 6E3 HEAOMYCTUMO NOTEPM» Takxe npeaycMaTpuBaeT aB-
TOoMaTnyeckoe BOCCTAHOBNEHNE, HO NOBbILWAET ypoBeHb TpeboBaHwWiA, NPenAaTCTBYS HeAONYCTUMON noTepe 3aLyu-
LLleHHbIX 06 LEKTOB.

FPT_RCV.4 «BoccTaHoB/ieHME (DYHKLMN» NpegycmaTpuBaeT BOCCTaHOBJIEHME HA YPOBHE OTAe/bHbIX Pb.
obecneunBas nx HopmanbHoe 3aBepLieHne nocne c6o0a Nnnb6o Bo3BpaT K 6€30MacHOMY COCTOAHUIO AaHHbIX PBO.

14.8.3 YnpasneHune: FPT_RCV.1

Ans dyHKumnit ynpaBneHna ns knacca FMT moryT paccmaTpuaTbCs cnegyloline AelicTBus:

a) ynpasfieHne CNMCKOM JOCTyna K cpeficTBam BOCCTAHOB/IEHNS B peXMUMe aBapuinHoin noaaepxku.

14.8.4 YnpasneHue: FPT_RCV.2, FPT_RCV.3

Ona dyHKkunii ynpasnenns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolne geicTens:

a) ynpasfieHne CNMCKOM JOCTyna K CpeficTBam BOCCTAHOB/IEHNS B peXMUMe aBapuinHon noaaepxkm;

b)ynpaBaeHune cnuckom c6oes/npepbiBaHunii 06CnyxusaHus, koTopble 6yayT o6pabaTbiBaTbCs aBTOMaTU-
Yyeckumu npoueaypamu.

14.8.5 YnpaBnenue: FPT_RCV. 4

[lelicTBuA No ynpaBneHnto He NpeAyCMOTPEHbI.

14.8.6 Aygut: FPT_RCV.1, FPT_RCV.2, FPT_RCV.3

Ecnu B M3/3B6 BkntoueHo cemelictBo FAU_GEN «IeHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeTt
npefycMoTpeTb BO3MOXHOCTb ayAuTa cneayoLwmnx AeiCTBUii:

a) MUHMManbHbINA: hakT BO3HUKHOBEHUSA c60A AN NpepbiBaHUSA 06CNYXMNBaHNS;

b) MUHVMaNbHbI: BO306GHOBNEHWE HOPMabHOW paboThl;

c) 6a30BbIii: TN 605 UM NpepbIBaHNA 06CNYXUBAHUS.

14.8.7 Ayant: FPT_RCV.4

Ecnwu B M3/3B6 BkAtoueHo cemelicTBo FAU_GEN «[leHepauusi gaHHbIX ayamuTa 6e30nacHOCTU», TO cnegyeTt
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLmnx AeicTBuii:

a) MUHUMaNbHbIN: HEBO3MOXHOCTb BO3BpaTta k 6e30nacHOMY COCTOSAHMI0 nocne c605 yHKLM 6e3onacHo-
CTW. eC/IN ayAUT BO3MOXEH;

b) 6a30Bblii: 06HapyxeHune c60sa PyHKLUYM 6€30NacCHOCTK, eC/IN ayAUT BO3SMOXEH.

14.8.8 FPT_RCV.1 PyyHOe BOCCTaHOB/IEHME

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3asucumoctn: AGD_ADM.1 PykoBoACTBO agMuHucTparopa

ADV_SPM.1 HedopmanbHas Mogenb NnonntTukm 6esonacHoct 0 0

14.8.8.1 FPT_RCV.1.1

Mocne [Ha3HaueHue: CNUCOK c60BB/NpepbiBaHunii 06¢cnyxuBaHnsa] @650 [0MXHbI NEPEX0fUTL B
pexum aBapuiiHOW noaAepXKu, KOTOPbIA NpegocTaBNseT BO3MOXHOCTb Bo3Bpata 00 k 6e3onacHomy
COCTOSAHUIO.
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14.8.9 FPT_RCV.2 ABTOMaTu4yeckoe BOCCTaHOB/IeHUne

Mepapxunueckunii gnsa: FPT_RCV.1 PyyHoe BOCcCTaHOBNEHME

3asucumoctn: AGD_ADM.1 PykoBOACTBO agMuUHMUcCTparopa

ADV_SPM.1 HedopmanbHas mogesb NoNnTnkn 6esonacHoctn 0 0

14.8.9.1 FPT_RCV.2.1

Ecnu aBTOMaTnyeckoe BOCCTAHOB/IeHME Noc/e [HasHaueHne: CNMCOK cOoeB/NpepbIBaHNiA 06CNyXMBa-
HVA] HEBO3MOXHO, ®BO f0/MKHBI NEPEXOANTL B PEXUM aBapuitHOW NoaaepXKu, KOTOpbI/ NpefocTaBnsieT BO3-
MOXHOCTb Bo3BpaTa OO kK 6€30MacHOMY COCTOSIHUIO.

14.8.9.2FPTRCV.2.2

Ons [Ha3HauyeHue: cNUCOK c60eB/npepbiBaHnii 06¢nyxuBaHua] 60 foNxHbI o6ecneynBaTb BO3-
BpaT 00 k 6e30MNacHOMY COCTOAHUIO C UCNONb30BAHUEM aBTOMAaTUYECKUX npoueayp.

14.8.10 FPT_RCV.3 ABTOMaTn4yeckoe BoccTaHOBNeHUe 6e3 HegonycTuMoi notepu

Mepapxnueckuin gns: FPT_RCV.2 ABToMaTuyeckoe BOCCTaHOBMEHWE

3aBucumoctn: AGD_ADM.1 PykoBOACTBO agMuHUCTpaTopa

ADV_SPM.1 HedopmanbHas mogenb nonntukmn 6esonacHoctvn 0 0

14.8.10.1 FPT.RCV.3.1

Ecnv aBTOMaTMyeckoe BOCCTAHOB/IEHME Noc/e [HazHaueHue: CNUCcoK c60eB/npepbiBaHUn 06CNyXMBaHNS]
HEBO3MOXHO. PBO A0/XHbI NEPexXoAnTb B PeXUM aBapuiiHOW nNoafepKn, KOTOPbIR NpefocTaBiseT BO3MOX-
HOCTb Bo3BpaTa 0 0 k 6e30nacHOMY COCTOSHUIO.

14.8.10.2 FPT.RCV.3.2

Ona [HazHauyeHue: cnucok cboeB/npepbiBaHNii 06cnyxmBaHna] @50 fomkHbl o6ecneunBaTtb Bo3spat 00
K 6€30NacHOMY COCTOSIHUIO C UCMOJIb30BaHNEM aBTOMaTUYECKUX NpoLeayp.

14.8.10.3 FPT_RCV.3.3

®dyHKUMM 13 yncna B0, npefHa3HayYeHHble 419 NPeoAONeHnsa nocnencTeuii c60s8 unu npepbl-
BaHUA 06CNyxnMBaHusa, fOMXKHbL ob6ecneymBaTb BOCCTAHOB/IeHWE 6e30MNacHOro HayanbHOro COoCTOA-
HUS 6e3 NpeBblWEHNS [Ha3HAUYeHUe: KONMYecTBEHHAasAs Mepa) noTepu faHHbiXx 5O MM 06bEKTOB B
npepgenax O4®.

14.8.10.4 FPT_RCV.3.4

®BO foMXKHb obecneynBaTb CNOCOBGHOCTb ONpeAeneHns, Kakme o6 beKTbl MOryT, a Kakne He Mo-
r'yT 6bITb BOCCTAHOBJ/IEHbI.

14.8.11 FPT_RCV.4 BoccTtaHoBneHne yHKLUN

Mepapxunueckunii Ans: HeT NOAYNHEHHbBIX KOMMNOHEHTOB.

3aBucumoctn: ADV_SPM.1 HedopmanbHas mogens nonutukn 6esonacHoctn OO

14.8.11.1 FPT.RCV.4.1

®BO pgonmkHbl ob6ecneynBaTb cneayloliee CBOWCTBO A4NA [HadHavyeHue: cnMcoK ®b n cueHapues
c6oeB]: Pb HopmanbHO 3akaHuYuBaeT paboTy unu, ANs NpeaycMOTPEHHbIX cueHapuesB cb6oeB, BoccTa-
HaBNMBaeTCHA ee ycTolumBoe U 6e3onacHoe COCTOAHUE.

14.9 OG6HapyxeHne NOBTOPHOro ucnosnb3osaHus (FPT_RPL)

149.1 XapakTepuctuka cemeiicTea

CewmeiictBo FPT_RPL cBA3aHO c 06HapyXeHnem NoBTOPHOI0 UCMOIb30BaHUSA Pa3IMyHbIX TUNOB CyLLHOC-
Te (Takmx kak coobLieHns, 3anpockl Ha 06CNyXnBaHNe, OTBETbI HA 3aNPOChl 06CNYXMBAHNA) U NOCNEAYIOWMMN
AelicTBMAMM MO ero ycTpaHeHuto. MNpu 06HapyXeHny MOBTOPHOIO UCNO/Ib30BaHUA BbINOSIHEHNE Tpe6oBaHUii ce-
MeiicTBa ahheKkTUBHO NpegoTBpaLLaeT ero.

14.9.2 PaHXxupoBaHne KOMNOHEHTOB

ppT_sisi_O6HapY> XM MOBTOPHOMO
MCTILLIbICLLIHVSA

PucyHok 65 — PaHxupoBaHue KOMMNOHEHTOB cemelictBa FPT_RPL
CeMeiicTBO COCTOUT U3 0AHOT0 KOMMNoHeHTa FPT_RPL.1 «O6HapyXeHne NoBTOPHOTO UCMOJIb30BaHMUA», KO-

TOPbI cogepxnT TpebosaHne, 4To6bl PBO 6bIN CNOCO6HLI 06HAPYXMUTL NOBTOPHOE UCNO/Ib30BaHNe NAeHTUd K-
LMpOBaHHbIX CYyLHOCTEN.
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14.9.3 YnpasneHue: FPT_RPL.1

Ana dyHKunin ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolue aeicTsmsa:

a) ynpaB/ieHve CNNCKOM NAEHTU(NLMPOBAHHbIX CyLLHOCTE, A1 KOTOPbIX MOBTOPHOE UCMOMb30BaHne f0/1-
XHO 6bITb 0B6HAPYXEHO;

b) ynpaBneHue cnuckom AelicTBuii, KOTopble He06X04MMO NPeANPUHATL NPY NOBTOPHOM UCNONb30BAHUN.

14.9.4 Ayant: FPT_RPL.1

Ecnwu B M3/3B6 BkAoueHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayanta 6e3onacHocTu», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefyrlmnx aeicTeuii:

a) 6a30BbIii: 06HApPYXXeHHble HanajeHusi NocpeACcTBOM MOBTOPHOTO NCMNO/Ib30BaHUS;

b)AeTann3npoBaHHbIi: NpeAnpuHATLIE clelnanbHble AelCTBUSA.

14.9.5 FPT_RPL.1 O6HapyXeHne NOBTOPHOI0 NCNONb30BaHUSA

Nepapxuyecknii AN5: HET NOAYNHEHHbBIX KOMMTOHEHTOB.

3aBNCUMOCTU: HET 3aBUCUMOCTEN.

14.9.5.1 FPT_RPL.1.1

®BO pgoMmKHbI 06HapyXnMBaTb NOBTOPHOE MCNO/MIb30BaHWe AN1A CAeAYlLWnX CylwHoCcTel: [Ha3Ha-
yeHne: CMUCOK MAEHTUULUPOBAHHBIX CYLLHOCTEN].

149.5.2 FPT.RPL1.2

®BO [O0/XHbI BbIMOJIHATL [Ha3HAauYeHUe: CNUCOK cneunanbHbiX 4eACTBUIA] Nnpu o6HapyXeHun
NOBTOPHOIO MCNO/Ib30BAHUSA.

14.10 NMocpepgHuyecTtBo npu obpaweHnsax (FPT_RVM)

14.10.1 XapakTepucTuka cemeiicTea

TpeboBaHus cemelictea FPT_RVM cBA3aHbl C aCNEKTOM «MOCTOAHHASA FOTOBHOCTb» TPaAULMOHHOTO MOHU-
Topa obpauieHunii. Llenb aToro cemeictea cocTomT B obecneyeHun gns 3agaHHoli N6, ytTobbl Bce feicTeus,
Tpebylouime ocywecTBneHnsa noAnTnkn, nposepsanuce P60 Ha cooTBeTcTBME MPB. ECAM NnOMMMO 3TOrO YacTb
®BO. ocyujecTBnswowas Ndb. BbinoNHAET Tpe6oBaHNA COOTBETCTBYIOLLNX KOMMOHEHTOB 13 cemelicTe FPT_SEP
«Pa3peneHve gomeHa» MADVINT «BHyTpeHHAS cTpykTypa ®BEO». To aTa yacTb B0 obecneynBaeT «<MOHUTOP
o6palleHuit» gna atoii MNoOBb.

®BO npu peanusauuun NEBb npegocTaBNAT aPPEKTUBHYIO 3aLUTY OT HECAHKLMOHNPOBAHHbIX onepavmnii
TOrAa n ToNbKO TOrga, Kkoraa NpaBoMOYHOCTb BCEX NOTEHLUMANIbHO OCYLLeCTBNAEMbIX AeACTBUIA (Hanpumep, 4OCTY-
na K 06bekTam), 3anpoLlleHHbIX CybbekTaMn, HeOBEPEHHbIMN OTHOCUTE/IbHO BCEX UM UMEHHO AaHHOW MPb.
npoepsetcs ®BO A0 BbINONHEHNUS AecTBUIA. Ecnu gelicTBUA No NpoBepKe, KOTOpble AO/KHbI BbINONHATHCSA
®BO. BbINOMIHEHbI HENPABULHO UM NPOUTHOPUPOBaHbI (060AEHbI), TO ocyuiecTBeHne MAB B uenom MoxeTt
6bITb NOCTAB/IEHO NMOA Yrpo3y (ee MOXHO 0601iTu). Toraa cy6bekTbl CMOryT 06xoanTb MO B pa3nuyHbiMm cnocoba-
MU (Takumu kak 06xo NpoBepkM AOCTyna A5 HEKOTOPbIX CY6beKTOB 1M 06bEKTOB, 06X04 NPOBEPKM A/18 06beK-
TOB. 3alMTa KOTOPbIX ynpasaseTcsa npuknagHbIMy nporpaMmammn, coxpaHeHume npasa 4ocTyna nocje nctevyeHums
yCTaHOBJIEHHOTO CpoKa fieiicTBUA, 06Xx0f ayanTa AeiCTBUIA, Moanexalymx ayauty, 06xon ayTeHTudumkayum). BaxHo
OTMETUTb, YTO HEKOTOPbIM Cy6BbEeKTaM, Tak Ha3blBaeMbIM «40BEPEHHbIM CYy6beKkTam» OTHOCUTENBHO OAHOM 13 MNOB.
MOXeT 6blTb HENOCPEACTBEHHO AOBEPEHO OCYyLLecTBNeHne aTol MPB. npegocTaBNAs TeM caMblM BO3MOXHOCTb
o060liTuch 6e3 ee NnocpegHnyecTsa.

14.10.2 PaHXunpoBaHne KOMMNOHEHTOB

PucyHok 66 — PaHXupoBaHWe KOMMNOHEHTOB cemeiicTea FPT_RVM

370 cemeicTBO COCTOUT TO/MbKO U3 O4HOr0 KOMNoHeHTa. FPT_RVM.1 «HeB03mMoOXHOCTb 06xofa MBO»,
KOTOpbI coaepXnT TpeboBaHne npeaoTBpaleHns o6xoga ans scex N6 ns MeO.

14.10.3 YnpaBnexue: FPT_RVM.1

[eiicTBMA No ynpaB/eHNo He NpeayCMOTPEHbI.

14.10.4 AyanT: FPT_RVM.1

HeT co6bITWiA, AN KOTOPbIX CNeayeT NpeAycMOTPeTb BO3MOXHOCTb ayanTa.

14.10.5 FPT_RVM.1 HeB03MOXHOCTb 06xoga MO

WNepapxnyeckuin 4na: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.
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14.10.5.1 FPT_RVM.1.1

®BO fonXHbl 06ecneunBaTb, YTOObl PyHKUMK, ocyuwecTBAAoWw e MBO, BbI3biBANUCH U YCNELWHO
BbIMOJITHANNCHL, NPeXAe YeM paspeliaeTcs BbiNOHEeHWe N 6o apyroi yHkunn B npegenax Of4d.

14.11 PaspgeneHue gomeHa (FPT_SEP)

14.11.1 XapakTepucTuka cemeictea

KoMnoHeHTbl cemelictBa FPT_SEP o6ecneunBatoT, 4To6bI, MO MEeHbLUE Mepe, OAUH AOMEH 6e30MacHOCTH
6bI171 4OCTYNEH TOMbKO A1 COOCTBEHHOIO BbiNONHEHUSs PBO, 1 aTum ®BO 6bIM 6bl 3alULLEHbI OT BHELIHEro
BMelLaTeNnbCTBa N UCKaxeHna (Hanpumep, MoaudmnkaLmm koga unm cTpyktTyp AaHHbix ®B50) co CTOPOHbI HefoBe-
pPEeHHbIX Cy6BbEKTOB. BbinonHeHne Tpe6oBaHmMii 3TOro cemeiicTBa yctaHaBAuBaeT Takyt camosawuty 60O, uTto
nefoBEepPEHHbIN Cy6BEKT HE CMOXET MoagncLMpoBaTh Uan nospeants PBO.

OT0 CeMeicTBO COAEPXUT cnepyoune TpeboBaHUs:

a) pecypcol fomeHa 6e3onacHocTM ®PBO («3alWnWeHHOro JoOMeHa») 1 pecypcbl Cy6bekTOB U aKTUBHbIX
CyLLHOCTel, BHELLIHMX N0 OTHOLLEHUIO K 3TOMY AOMEHY, AO/DKHbI pa3fensaTbCa Tak. YTO6bl CYLHOCTU, BHELUHME N0
OTHOLLEHWIO K 3aLLULLLEHHOMY JIOMEHY, HE MOTIN NONYUNTb UM MoandurLMpoBaTh AaHHble nnu kog P60 B npege-
nax 3alimiLeHHoro jomMeHa:

b)06MeH MexAay foOMeHaMu 4O/HKEH YNpaBnATbCA Tak, HTOObl MPOU3BO/bHbIV BXOA B 3aLULLEHHbIA JOMEH
W1 NPON3BOJIbHBIN BbIXOA U3 HETFO 6bl/IN HEBO3MOXHbI;

C) napameTpbl No/b30BaTENS NN NPUKNAAHON MPOrpaMMbl, NepeAaHHble B 3aLiULLeHHbI JOMeH No agpe-
CY. AO/IKHbI NPOBEPATLCA OTHOCUTE/IbHO aAPECHOro NPoCTpaHCcTBa 3aliulieHHOro 4JoMeHa, a nepejaHHble no
3HAYEeHWI0 — OTHOCUTE/NIbHO 3HAYEHWIA, OXMNAaEeMbIX 3TVUM OMEHOM.

d) 3awWueHHble OMeHbl CY6beKTOB A0/MKHbI OblTb pasfesieHsbl, 3a UCK/TI0YEHNEM CllyYyaeB, Korja CoBMecT-
HOe ncnonb3oBaHne oAHoro fomeHa ynpasnsercsa ®bO.

14.11.2 PaHXupoBaHne KOMMNOHEHTOB

PucyHok 67 — PaHxXumpoBaH/ne KOMMNOHeHTOB cemelicTBa FPT_SEP

FPT_SEP.1 «OTpeneHve gomeHa ®B5O0» obecneunBaeT OTAENbHbIN 3alULLLEHHbIN goMeH Ana PBO un pas-
nenexHve mexay cybbektamu B O4.

FPT_SEP.2 «<OTgenenne gomeHa N®b» cogepxuTt TpeboBaHnsa fanbHeliero paséneHnsa 3alueHHoro
nomeHa ®BO c BbigeneHneM otaensbHoro(bix) gomeHa(oB) 4N MAEHTURULMPOBAHHO cCOBOKYNHOCTU M®B. kOTO-
pble feliCTBYIOT Kak MOHMTOpPbI 06paLleHnii 45 HUX. 1 AOMeHa 415 oCTanbHON YacTn ®BO. a Takke JOMEHOB
ansa yacteih OO, He cBA3aHHbIX ¢ DBO.

FPT_SEP.3 «[lMoNHbIN MOHUTOP 06paLLeHnii» coaepXxnT TpeboBaHns, YTobbl MMencsa oTaenbHblli(blie)ao-
MeH(bl) Ana ocywecTtsneHna MNBO. goMeH ANa ocTanbHOW Yyactu ®BO. a Takxe foMeHbl gna yacteit OO. He
cBfi3aHHbIX ¢ PBO.

14.11.3 Ynpasnenue: FPT_SEP.1, FPT_SEP.2, FPT_SEP.3

[le/icTBuA No ynpaBneHnto He NpeAyCcMOTPEeHbI.

14.11.4 Aygut: FPT_SEP.1, FPT_SEP.2, FPT_SEP.3

HeT cobbiTuii, ANA KOTOPbLIX cneayeT NpeAaycMoTpeTb BO3MOXHOCTb ayauTa.

14.11.5 FPT_SEP.1 OtpaeneHve gomeHa 60

Mepapxunyeckunii Ans: HET NOAUYNHEHHbBIX KOMMNOHEHTOB.

3aBMCMMOCTU: HET 3aBUCUMOCTEN.

14.11.5.1 FPT_SEP.1.1

®BO foNXHLI NogAepXNBaTb fOMEH 6e30NacHOCTM AN COGCTBEHHOTO BbINO/IHEHNSA, 3aLiMLat-
WKW nX 0T BMelwaTenbCTBa U NCKAXEHNA HELOBEPEHHbBIMU Cy6beKTamMu.

14.11.5.2 FPT_SEP1.2

®BO [OMKHBI OCYWEeCTBNATL pa3jeneHne mexay jomeHamu 6e3onacHocTn cy6bektos B O4d.

14.11.6 FPT_SEP.2 OTtpeneHvne gomeHa Nob

Nepapxunueckunii gnsa: FPT_SEP.1 OtgeneHve gomeHa 60

3aBUCMMOCTU: HET 3aBUCMMOCTEIA.

14.11.6.1 FPT_SEP.2.1

HewnsonuposaHHaa yacteb B0 fokHa nognepxunsatb foMeH 6€30MacHOCTN 419 CO6CTBEHHOrO Bbl-
NOMIHEHNSA. 3alyULL a0 NX OT BMELLATeIbCTBA U UCKAXEHUSA HEA0BEPEHHbIMU Cy6bekTamu.
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14.11.6.2 FPT.SEP.2.2

®BO foMKHbI OCYLLECTBAATL pasaesieHne Mexay fomeHamum 6e3onacHocTu cybbektos B O 0.

14.11.6.3 FPT_SEP.2.3

®BO foMKHLI noafepxuBatb 4acTb ®BO, cBA3aHHbIX C [Ha3HayYyeHune: cnucok N®b ynpaBneHus
LOCTYNnOM u/unu ynpasneHns MHPOPMaLoOHHbIMU NOTOKaMW], B LJOMOHe 6e30NacHOCTU ANA UX CO6-
CTBEHHOTO BbINO/IHEHMSA, 3aliMUialoWemM X 0T BMewaTenbCcTBa U UCKaXeHNsA ocTanbHOl yacTbio PO
n cybbekTaMu, HeOBEPEHHbIMW OTHOCUTENBHO 3TUX MNOB.

14.11.7 FPT_SEP.3T0NHbI MOHUTOpP O6paLweHunia

Nepapxuueckunii gns. FPT_SEP.2 OTaeneHune gomeHa MNob

3aBUCMMOCTHU: OTCYTCTBYIOT.

14.11.7.1 FPT_SEP.3.1

HeunsonuposaHHas yactb PBO fo/MmKHa NoAAep)KuBaTh JOMEH 6€30MacHOCTU A1 COBCTBEHHOIO BbINOJIHE-
HUA. 3almLaLmii uX oT BMeLwaTenbCTBa N UCKaXXEHNA HeL0BEPEHHbIMU Cy6bEKTaMu.

14.11.7.2 FPT_SEP.3.2

®BO foMKHBI OCYLLECTBAAThL pasfesieHne Mexay gomeHamum 6e3onacHocTu cybbektos B O 0.

14.11.7.3 FPT_SEP.3.3

®BO pomkHbl nopgaepxusatb vactb PBO. koTopasda ocyuwecTBndet MNMNPB ynpaBneHUs [AOCTYyNnoM
n/vnun ynpasneHnsa MHOOPMaLNOHHbIMU NOTOKaMu, B JOMeHe 6e30MacHOCTM AN5 Ce COBCTBEHHOIO BbINOJI-
HEeHMS. 3aluLaloLLemM Ux OT BMelaTeNnbCTBa U UCKaXeHUs ocTasbHol yacTblo B0 u cybbekTaMmu, He,0BEepeH-
HbIMU OTHOCUTENbHO MBO.

14.12 TIpOTOKON CMHXPOHU3aLMKU COCTOAHUIA (FPT_SSP)

14.12.1 XapakTepucTuka cemeicrea

PacnpegeneHHble cucTeMbl MOTYT UMeTb 60/bLUYI0 CIOXHOCTb, YEM HepacnpefeneHHble, 13-3a MHOroo6-
pasua cocTOAHWIA YacTell cucTeMbl, a Takxke 3aJepXxek CBsA3N. B 601bIMHCTBE CyYaeB CMHXPOHM3aLNa COCToA-
HUA Mexay pacnpegeneHHbiMu hyHKLMAMN BKIOYaEeT B Ce658 MOMUMO 06bIYHbIX A4eACTBUI MPUMEHEHNE NMPOTOKO-
naobmeHa. Ecnu B cpefie pacnpefeneHHbIX CUCTEM CYLLEeCTBYIOT yrpo3bl 6e3onacHocTun, noTpebytoTca 6onee
C/I0XHble 3alULEeHHbIE NPOTOKO/IbI.

CewmelictBo FPT_SSP «[1poTOKON CUHXPOHMU3AL NN COCTOAHNI» yCTaHaBMBaeT TpeboBaHve Ncnosb3oBa-
HUA HafeXHbIX NPOTOKONOB HEKOTOPbIMU KPUTUUYHBIMMK MO 6e30nacHoCcTn yHKuuamMun ns yncna ®b0O. laHHoe
cemelicTBO o6ecneunBaeT, UTo6bl ABe pacnpegesieHHble yactn OO (HanpyMep rnaBHble 3BM) cMHXpOHU3NpOBa-
1N CBOW COCTOSAAHUA Nocne AeCTBUIA, CBSA3aHHbIX C 6€30MacHOCTbI0.

14.12.2 PaHXnpoBaHne KOMMNOHEHTOB

PucyHok 68 — PaHxupoBaHMe KOMMNOHEHTOB cemeiictBa FPT_SSP

FPT_SSP.1 «OHOCTOPOHHEE HafeXHoe NOATBEPXKAEHNE» COAEPXUT TpeboBaHe NOATBEPXKAEHNS OAHUM
NUWb noayyaTenem gaHHbIX.

FPT_SSP.2 «B3anmHOe HagexHoe noATBepPXAeHne» coaepXunT TpeboBaHne B3avMHOr0 NOATBEPXAEHNS
obmMeHa gaHHbIMU.

14.12.3 YnpasneHue: FPT_SSP.1, FPT_SSP.2

[leiicTBuA No ynpaBneHnto He NpeAyCcMOTPEeHbI.

14.12.4 Aygunt: FPT_SSP.1, FPT_SSP.2

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus faHHbIX ayamMta 6e3onacHoCcTU», To cnegyet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefynLmnx aeicTeunii:

a) MVHMMAasbHbIR: HEMNONTYYEHUE 0XNAAEMOTO0 NOATBEPKAEHNS.

14.12.5 FPT_SSP.1 OaHOCTOpPOHHEE HafexHoe NoATBepXAeHne

WNepapxuyeckunii 4na: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3asucumocTtn: FPTJITT.1 BasoBas 3awuta BHyTPEHHeE nepefayun gaHHbix P60

14.12.5.1 FPT_SSP.1.1

®BO foMXHL NoATBepxXAaTb nocne 3anpoca Apyroin yactm ®BO nonyvyeHue HemoandULMpo-
BaHHbIX AaHHbIX ®PBO npun nepepave.
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14.12.6 FPT_SSP.2 B3aumHoe HajexHoe noATBepxXaeHne

Mepapxnuecknin gnsa: FPT_SSP.1 OgHOCTOpOHHEe HafeXHoe NoATBepXAeHne

3asucumocTtun: FPTJTT.1 Ba3oBas 3awuta BHyTPEHHe nepegaun gaHHoix @50

14.12.6.1 FPT_SSP.2.1

®BO po/mkHbI NOATBEPXAATb Nocne 3anpoca gpyroii yactm @60 nonyyeHne HeMoaUPULMPOBAHHbIX AaH-
Hbix PBO npu nepepave.

14.12.6.2 FPT_SSP.2.2

®BO foMKHbI 06ecneymBaTb, HTO6bI cooTBeTCTBYOWME YacTn PBO n3Bewanmcb, MCNOAb3YysA NOA-
TBEPXAEHNA O NPaBU/IbHOM COCTOAHUW AaHHbIX, NepefaBaeMblX MexAy pas3/iMyHbiMu yactamm ®bO.

14.13 MeTkn BpemeHu (FPT_STM)

14.13.1 XapakTepucTuka cemelicTBa

CewmelictBo FPT_STM coaepxuT Tpe6oBaHWs No NpefocTaBeHN0 HaeXHbIX METOK BPEMEHN B Npeae-
nax00.

14.13.2 PaHxunpoBaHne KOMMNOHEHTOB

FFT_j5TM Manwu BpemeHn I—M

PucyHok 69 — PaHxupoBaHue KOMMOHEHTOB cemeiictBa FPT STM

OT0 CEMENCTBO COCTOMUT U3 0AHOro KomnoHeHTa FPT_STM.1 «HapfexHble MeTkn BpeMeHn», KOTopbli cogep-
XWUT TpeboBaHue, 4Tob6bl PEO NpefoCTaBNANMN HAAEXKHbIE METKU BPEMEHN AN DYHKUMIA U3 yncna ®BO.

14.13.3 YnpasneHue: FPT_STM.1

Ana dyHKkunii ynpasnenuns us knacca FMT MoryT paccmaTpuBaTtbCs cnegyolne geincTens:

a) ynpaBneHune BHYyTPEHHUM NpeAcTaBfeHNEM BPEMEHM.

14.13.4 Ayaut: FPT_STM.1

Ecnu B M3/3B6 BknoyeHo cemelictBo FAU_GEN «IeHepalus faHHbIX ayauTa 6e30nacHoOCTU», TO coayeT
npefycMoTpeTb BO3MOXHOCTb ayauTa cnegyoLmnx AeicTBuii:

a) MUHUManbHbIA: N3MEHEHNSI BHYTPEHHET0 NpeAcTaB/IeHNsS BPEMEHU.

b)AeTann3npoBaHHbIi: NpegocTaBieHne MeToK BpEMEHN.

14.13.5 FPT_STM.1 HafexHble METKN BPEMEHH

Mepapxunyeckuin ons: HeT NOAYNHEHHbIX KOMMNOHEHTOB.

3aBMCMMOCTU: HET 3aBUCUMOCTEN.

14.13.5.1 FPT.STM.1.1

®BO [O0MKHBI 6bITb CNOCO6HbLI NPEeAOCTaBNAThL HAAEXHbIE METKM BPpeMeHU A1 COOGCTBEHHOrO
Mcnosib3oBaHUA.

14.14 CornacoBaHHOCTb flaHHbIX PBO mMexay @60 (FPT_TDC)

14.14.1 XapakTepucTuka comeiicTea

B cpefe pacnpegeneHHol nam cnoxHon cuctembl 0T 0 0 MoxeT noTpeboBaTbCsA NPOM3BECTU OOMEH AaHHbI-
Mu ®BO (HanpumMep aTpubyTamu NeB, accouMMpPoBaHHbIMU CAAHHbLIMUW, MHhopMayuel ayauta nnu ngeHTudmka-
1K) c Apyrum goBepeHHbIM npoayktom UT. CemeiictBo FPT_TDC onpegensiet Tpe6oBaHMsa 415 COBMECTHOTO
MCNONb30BAHNSA U COrTacoBaHHOW MHTepnpeTaunn aTnux atpubyToB mexay @60 napyrum foBepeHHbIM NPoayK-
TOM UT.

14.14.2 PaHXupoBaHue KOMMNOHEHTOB

PucyHok 70 — PaHxupoBaHue KOMMNOHeHTOB cemelictBa FPT_TDC

FPT_TDC.1 «ba3oBas cornacoBaHHOCTb flaHHbIX DBEO mexay PBO» coaepxut TpeboBaHue, 4Tobbl PO
npefocTaBnIn BO3MOXHOCTb 06ecneynTb COrnacoBaHHOCTb aTpubyTos mexay ®6O0.

14.14.3 YnpasneHue: FPT_TDC.1

[LleiicTBMA No ynpaBneHnto He NpeAyCcMOTPEeHbI.
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14.14.4 AyaunT: FPT_TDC.1

Ecnu B MN3/3B6 BknoyeHo cemelictBo FAU_GEN «leHepauusa gaHHbIX ayauta 6e30nacHoOCTU», TO ciegyeT
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyoLmnx AeicTBuii:

a) MUHUMAasbHbIA: yCneLwHoe Ncnob3oBaHne MexaHn3MoB cornacoBaHus gaHHbix ®60;

b) 6a30Bblli: ICNONb30BaHWE MEXAaHW3MOB COracoBaHns gaHHbix P6O:

c) 6a3oBblit: ngeHTUrKayma ®6O. gaHHbIe KOTOPbLIX MHTEPNPETUPYIOTCS:

d) 6a30Bblii: 06HapyXeHne MoAMPULUPOBAHHbIX AaHHbIX PBO.

14.145 FPT_TDC.1 ba3oBas cornacoBaHHOCTb flaHHbIX PBEO mMexay ®BO

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3aBNCUMOCTU: HET 3aBUCUMOCTEN.

14.145.1 FPTTDC.1.1

®BO fonxHbl 06ecneynBaTb CNOCOBHOCTbL COMrTaCOBAHHO MHTEPNPeTMpPOBaTh [Ha3HayeHue: CNu-
COKTUNOB AaHHbiX PBO], coBMecTHO ncnonbdyemble P60 1 ApyrumM fOBEpPEHHbIM NPOAYyKTOM UT.

14.14.5.2 FPT_TDC.1.2

®BO f0/KHbBI NCNOMb30BaTh [HA3HAYeHMe: CMTUCOKNPaBUI nHTepnpeTaummn, npuMmeHsemMmbix P60]
npu nHTepnpetaynm gaHHblx ®bO, NONYyYEHHbIX OT APYroro foBepeHHoOro npogykra UT.

14.15 CornacoBaHHOCTb gaHHbiXx ®BO npu gy6nmnpoBaHun B npegenax 00 (FPT_TRC)

14.15.1 XapakTepucTuka cemeiicTea

TpeboBaHus cemeiictea FPT_TRC Heo6xoauMbl, 4TO6GbI 06ecneynTs CornacoBaHHOCTb gaHHbliXx PBO. ecnmn
oHV gy6nupytotcs B npegenax 00 . Takue gaHHble MOTYT CTaTb HECOr1aCoBaHHbIMU NPU HapyLleHun paboTocno-
COOHOCTU BHYTpPEHHero kaHana mexgy vactamy OO. Ecnun OO BHyTpeHHe CTPYKTypUpOBaH Kak CeTb, TO 3TO
MOXEeT MPOU30NTN N3-3a OTK/IOYEHNS OTAE/bHbIX YacTel ceTu Npu paspbiBe CETEBbIX COeAUHEHWIA.

14.15.2 PaHxunpoBaHne KOMMNOHEHTOB

FFTJTRCCcrnasawi MoTb 4 U H a PEO
npv ayBr*poseH>x B npagensc OO

PucyHok 71 — PaHXupoBaHUe KOMMNOHEHTOB cemelictBa FPT_TRC

OT0 ceMeicTBO COCTOMT U3 04HOro kKomnoHeHTa FPT_TRC.1 «CornacoBaHHOCTb Ay6npyeMbiX AaHHbIX
PBEOx». cogepxalero TpeboBaHne, 4Tobbl PEO 0b6ecneunnn HENPOTUBOPEUNBOCTb AaHHbIX PBO. Ay6NMpyemMbix
B Hecko/ibkux yactax OO0.

14.15.3 YnpasneHue: aona FPT_TRC.1

[leficTBMA No ynpaBfeHnto He NpeayCMOTPEHbI.

14.15.4 AygvT: pna FPT_TRC.1

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «leHepauus gaHHbix ayanta 6e3onacHocTu», To cneagyet
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefylmnx aeicTeunii:

a) MUHVMManbHbIR: BOCCTAHOB/IEHME COr1aCOBAHHOCTY NOC/ie BOCCTAHOB/IEHUS COEANHEHWS;

b) 6a30Bblli: BbIBEHWE HECOrNacoBaHHOCTU MeXAy AaHHbIMK ®BO.

14.15.5 FPT_TRC.1 CornacoBaHHOCTb y6/MpyeMbiX gaHHbIX P50

WNepapxnyecknit 4Ns: HET NOAYNHEHHbBIX KOMMTOHEHTOB.

3asucumoctu: FPTJITT .1 ba3oBas 3aluta BHyTpeHHel nepegayun gaHHbix 6O

14.15.5.1 FPTTRC.1.1

®BO gonxHbl obecneymBaTb COrlacoBaHHOCTb AaHHbIX PBEO npu gy6nmpoBaHumM nx B pasnny-
HbIX yacTax OO.

14.155.2 FPTTRC.1.2

Korga yactn OO. cogepxauwue agybnmpyemble gavHole 60, pasbeguHeHbl, PEO gonxHbI 06€ec-
neynmBaTb COrnacoBaHHOCTb Ay6nmMpyemMblx gaHHbix PBEO nocne BOCCTaHOBNEHUA COeAUHEHNA Nepep
06paboTKoli N6GbLIX 3aNPOCOB K [Ha3HaueHue: CNMCOK ®b, 3aBUCALUX O T COrnacoBaHHOCTU Ay6nu-
pyeMbiX faHHbiXx PBO].

14.16 CamoTtecTtupoBaHue 50 (FPT_TST)

14.16.1 XapakTepucTtuka cemeicTBa

CewmeiicTBo FPT_TST onpegensieT Tpe6oBaHus 4nsi camotecTupoBaHus @50 B 4acTu HEKOTOPbIX TUMUYHbBIX
onepauuii ¢ M3BeCTHbIM pe3ynbTaToM. [Npumepamu MOryT CAyxuTb obpalyeHns K nHTepdeiicam peannsyemblx
hyHKLMI, a TakKe HEKOTOPble apudmeTnyeckne onepaymm, BbiNoHAEMble KPUTUYHBIMK YacTaMn OO. 3TN TecThbl
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MOTYT BbINOMHATLCA MPKU 3anycke, Nepnoanyeckn, no 3anpocy ynosIHOMOYEHHOro Nosib3oBaTensa unv npu ya0s-
neTBOPEHUN Apyrux ycnosuii. fleiicteua 00. npegnpuHuMaeMsble No pesynbTatam caMoTecTMpoBaHus, onpeje-
NeHbl B APYrMx ceMeicTBax.

Tpe6oBaHWA 3TOro ceMeicTBa Takxe He06Xo4UMbI AN 06HAPYXXEHUS NCKaXKeHUs BbiNoNHAeMoro koga 5O
(To ecTb nporpaMmHoii peanusauum P60) 1 gaHHbIX PBO pasnnyHbIMK C60AMKU, KOTOPbIE HE BCerga NpuBoAAT K
npuoctaHoBke pyHKLMoHMpoBaHma OO (paccMOTPEHHO B Apyrnx cemeiicTsax). Takme npoBepkn HEO6X0ANMO
BbINO/IHATL, TaK Kak Nofgo6Hble cbou He BCcerga MOXHO NpefoTBpaTuTb. Takne c60M MOryT NPOUCXOANTL U3-3a
HenpeaycMOTPeHHbIX BUA0B C60eB 1IN UMEIOLLMXCA HETOYHOCTEN B NPOeKTe annapartHblX, NporpaMMHo-annapar-

HbIX N MPOrpPamMMHbIX CpeACTB NN60 BCAeCTBME 3/1I0HAMepPeHHOro nckaxeHns ®6O. gonyleHHoro n3-3a Heafek-
BaTHOI /I0rM4eckoii n/vnun rsnyeckoi 3awnTsl.

14.16.2 PaHxXupoBaHMe KOMMOHEHTOB

PucyHok 72 — PaHXupoBaHWe KOMNOHEHTOB ceMelicTBa FPT_TST

FPT_TST.1 «TectnpoBaHune ®650» No3BONAET NPOBEPATbL NPABUIbHOCTL BbiNosIHeHNA ®BO. TecTbl MoryT
BbIMO/IHATLCA NpY 3anycke, Nepuoanyeckun, no 3anpocy ynosIHOMOYEHHOro No/ib30BaTe s NN NPU BbINOSTHEHUN
APYrMX 3apaHee 0roBOPEHHbIX YCN0BWIA. JaHHbI/i KOMNOHEHT Takxe NpeaocTaBnseT BO3MOXHOCTb BEpUULMpo-
BaTb L,e/IOCTHOCTb JaHHbIX 1 BbiNonHAeMoro koga ®bO.

14.16.3 YnpaBnexue: gna FPT_TST.1

[na dyHKunii ynpaBneHns us knacca FMT MoryT paccmaTpuBaTtbCsl cneaylne 4eicTens:

a) ynpaB/ieHue yc/noBmMaMu, Npu KOTOPbIX NPOMCXOAUT caMoTecTupoBaHne ®B0 (npu 3anycke, ¢ NOCTOSAH-
HbIM UHTEPBANIOM UNY NPU ONpeeNeHHbIX yCNOBUSAX);

b)ynpasaeHne NnepnognYHOCTbIO BbIMOSHEHUSA (MPU HEO6X0AUMOCTH).

14.16.4 Ayaut: ana FPT_TST.1

Ecnu B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayamMta 6e3onacHocTu», To cnegyet
npeAycmMoTpeTb BO3MOXHOCTb ayuTa cnefyrLmnx aeicTeunii:

a) 6a30Bblii: BbINOIHEHWE U pe3ynbTaTbl camoTecTupoBaHuns ®B0.

14.16.5 FPT_TST.1 TectuposaHue ®b0O

Mepapxunyeckunii Ans: HeT NOAUYNHEHHbBIX KOMMNOHEHTOB.

3asucumoctn: FPT_AMT.1 TecTupoBaHue abCTpakTHOW MallnHbI

14.16.5.1 FPT_TST.11

®BO [O0MKHBI BLINOMHATL NakeT NporpamMM caMoTecTMupoBaHua [Bel6op: NpuK 3anycke, nepnogu-
Yyecku B npouecce HOPMasbHOro PYHKLMOHMPOBAaHUSA, NO 3aNpocy yNoJIHOMOYEHHOro nonb3oBaTtens,
npuycnoBusax[Ha3HauyeHue: yC/IOBUSA, MPUKOTOPbLIX cNefyeT npegycmMoTpeTb camoTecTupoBaHuel]]
AN AeMOHCTpaLuum NpaBuIbHOTO BbINOMIHEHWS [BbIGOpP: [Ha3HaveHue: yactun ®b0O], dEO].

14.16.5.2 FPTTST.1.2

®BO [O0MKHBI NPeaocTaBNATb YNOMTHOMOYEHHbIM NONb30BaTENAM BO3MOXHOCTb Bepudmumpo-
BaTb LEe/NIOCTHOCTb [BbIGOpP: [HA3HaYeHMne: gaHHbix YacTeli PBO], gaHHbIX PBO].

14.16.5.3 FPT_TST.1.3

®BO [OMKHBI NPefocTaBNATb YNONTHOMOYEHHbIM NONb30BaTENAM BO3MOXHOCTb Bepuduumpo-
BaTb LLE/IOCTHOCTb XPaHUMOTO BbiNOoNHAeMOro koga ®60.

15 Knacc FRU. Vcnonb3oBaHue pecypcoB

Knacc FRU cogepxuT Tpu cemeiicTea, KOTopble NOAAEPXUBAKOT AOCTYNHOCTL TpebyeMbiX pecypcoB, Takmx
KakK BblYNCINTEbHbIE BO3MOXHOCTU U/unmn o6bem namatn. Cemeincteo FRU_FLT «OTKa30ycToUMBOCTb» Npefo-
cTaBnsieT 3alWuTy oT HeAOCTYNMHOCTU PECYPCOB, BbI3BaHHOM c60em 0 0. CemelictBo FRU_PRS «[Mpuoputet 06-
CNnyXunsaHusi» obecneymBaeT, YTOObI pecypchbl BblAENANNCh Hanb0o1ee BaXHbIM UM KPUTUYHBIM N0 BpEMEHU 3aja-
yam U He Moran 6bITb MOHONONM3NPOBaHbI 3ajgadamu ¢ 6onee HU3kUM npuoputeTom. CemeiictBo FRU_RSA
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«PacnpegeneHne pecypcoB» ycTaHaB/MBaeT OrpaHUYeHns 1NCNoNb30BaHuUs AOCTYMHbIX PECYPCOB, NpeaoTBpa-
was MOHOMO/IM3aL M0 PECYPCOB NOMb30BaTENAMN.

PucyHok 73 — [lekomnosunuyma knacca FRU «lMcnonb3oBaHue pecypcos»

15.1 OTkasoycToinumeocTb (FRU_FLT)

15.1.1 XapakTepucTuka cemeictea

TpeboBaHusa cemelictea FRU_FLT o6ecneunBatot, 4to6bl OO nNpoao/mxmna nogaepXusatb npaBuibHoe
hyHKLMOHMPOBaHWe faxe B ciyyae cboeB.

15.1.2 PaHXxunpoBaHne KOMNOHEHTOB

PucyHok 74 — PaHXupoBaHWe KOMMNOHEeHTOB cemelictBa FRU_FLT

FRU_FLT.1 «lMoHMWXeHHas 0TKa3oyCTONUYNBOCTb» COAEPXUT TpeboBaHue, 4to6bl OO NPoACIKUA NpaBUb-
HOe BbIMOJIHEHME YKa3aHHbIX BO3MOXHOCTE B ciy4yae ngeHTuduunpoBaHHbIX c60eB.

FRU_FLT.2 «OrpaHm4yeHHasi 0TKa30yCTONYMBOCTb» COLEPXMUT TpeboBaHme, 4To6bl OO NPOAO/IKNUI NPaBUb-
HOe BbINOJIHEHME BCEX CBOMX BO3MOXHOCTEN B cnyyae naeHTnduLnpoBaHHbIX c60eB.

15.1.3 YnpasneHue: FRU_FLT.1, FRU_FLT.2

[le/icTBuA No ynpaBneHnto He NpeAyCMOTPEHbI.

15.1.4 Aygut: FRU_FLT.1

Ecnu B M3/3B6 BkntoueHo cemelictBo FAU_GEN «IeHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeTt
npefycMoTpeTb BO3MOXHOCTb ayAuTa cnegyoLwmnx AeicTBuii:

a) MUHUManbHbI: N0601 cbol, 06HapyX eHHbIli PBO;

b) 6a30BbIii: Bce onepaunm OO. npepBaHHble n3-3a cbos.

15.1.5 Ayaut: FRU_FLT.2

Ecnwn B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus faHHbIX ayamMTa 6e3onacHocTu», To cnegyet
npeaycmMoTpeTb BO3MOXHOCTb ayuTa cnefyLmnx aeicTeunii:

a) MMHUMaNbHbI: N060V c60ii, 06Hapyx eHHbI PBO.

15.1.6 FRU_FLT.1 MoOHMXeHHana 0TKa30yCTONYNBOCTb

WNepapxnyeckuin 4na: HeT NoJYNHEHHbIX KOMNOHEHTOB.

3aBucumocTun: FPT_FLS.1 C6o0ii c coxpaHeHMeM 6e30nacHOro COCToAHNA

15.1.6.1 FRU_FLT.1.1

®BO fonxHbl o6ecneuynBaTh BbiNO/IHEHME [HA3HAYEHME: CMUCOK BO3MOXHOCTel OO0], korga npo-
ncxopsaT cnepyrwwme cb6oun: [HasHayeHne: CNMCOKTUNOB cboes].

15.1.7 FRU_FLT.2 OrpaHuMuyeHHasa 0TKa3oyCcTONYMBOCTb

Mepapxunueckunii gnsa: FRU_FLT.1 MNMoHmKeHHas 0TKa3oyCcTOoWYMBOCTb

3aBucumocTu: FPT_FLS.1 C6o0ii c coxpaHeHMeM 6e30nacHOro COCTOAHNA

15.1.7.1 FRU_FLT.2.1

®BO fo/mKHbI 06ecneunBaTth BbINMO/HEHNE BCEX BO3MOXHOCTeN OO, korga nponcxoaaT cneaytouine céou:
[Ha3HauyeHue: cnMcoKkTUNOB cboes].

15.2 nMpuoputetobenyxusaHma (FRU_PRS)

15.2.1 XapakTepucTuka cemelictsa

TpeboBaHusa cemelictea FRU_PRS nossonstoT @50 ynpaBnsiTe NCNONb30BaHWEM PECYPCOB NOJib30BaTe-
NAMU 1 cy6beKTaMu B npegenax cBoei 06nactv AeicTeusA Tak. 4To6bl BbICOKONPUOPUTETHbIE OnepaLluu B npeje-
nax O® scerga BbIMOMHANNCH 6€3 NPEnATCTBUIA NN 3aiepPXeK CO CTOPOHbI onepaumnii c 60/1ee HU3KUM NPUopu-
TETOM.
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15.2.2 PaHXupoBaHMe KOMMOHEHTOB

FRUPRA IMpropuTeT 060y K/BaHVA HI I Ig

PucyHok 75 — PaHXupoBaHWe KOMNOHeHToB cemeiicTBa FRU_PRS

FRU_PRS.1 «OrpaHunyeHHbIi npuopmnteT 06CnyXnBaHns» npegoctaBnsiet npuopuTeThl 418 NCNOb30BaHUSA
cyb6bekTamMu NogMHOXecTBa pecypcos B npegenax Ofd.

FRU_PRS.2 «[onHbIi NpuopuTeT 06CNYXMBaHNA» NpegocTaBnseT NPUopuTeThl A8 NCNONb30BaHUS CyObek-
TaMmun Bcex pecypcos B npegenax O4®.

15.2.3 ¥YnpasneHune: FRU_PRS.1,FRU_PRS.2

Ans dyHkumnit ynpaBneHnna ns knacca FMT mMoryT paccmaTtpuaTtbCs cnegytoline AelicTBus:

a) HasHauyeHne NPUOpPUTETOB KaxaoMy cy6bekTy B ®BO.

15.2.4 Aygut: FRU.PRS.1, FRU_PRS.2

Ecnu B M3/3B6 BkAtoueHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTta cnefyolmnx 4eicTBuii:

a) MVHUMaSIbHBINA: OTK/IOHEHVE onepaLMm Ha OCHOBaHUK UCMOJIb30BaHMSA NpuopuTeTa Npu pacnpeseneHnu
pecypca;

b) 6a30Bblil: BCe MOMNbITKN NCMOMb30BaHNA OYHKLUKN pacnpefeneHna pecypcoB € y4eTOM NPUOPUTETHOCTH
ob6cnyxunsaHus.

15.2.5 FRU_PRS.1 OrpaHun4YeHHbI# npuoputeT 06CAyXmMBaHs

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

15.2.5.1 FRU_PRS.1.1

®BO [0MXHbI ycTaHaBNMBaTb NPUOPUTET KaxaomMy cybbekTty B ®BO.

15.2.5.2 FRU_PRS.1.2

®BO gonxHbl obecneuynBaTb 4OCTYN K [Ha3HavyeHne: ynpaBnsemble pecypcbl] Ha ocHOBe Npuopu-
TETOB, Ha3HAYeHHbIX Cyb6bekTaMm.

15.2.6 FRU_PRS.2 MonHbIli npyopuTeT 06CNYyXUBaHnA

Nepapxunuecknit gna: FRU_PRS.1 OrpaHu4eHHbIli npuopnuTeT 06CNyX1MBaHns

3aBUCMMOCTU: HET 3aBUCUMOCTEN.

15.2.6.1 FRU_PRS.2.1

®BO A0/MKHbBI yCTaHaBAMBaTb NPUOPUTET KaxgoMy CybbekTy B PBO.

15.2.6.2 FRU_PRS.2.2

®BO fomKHbI 0b6ecrneymBaTb AOCTYN KO BCOM COBMECTHO UCNONb3yeMblM pecypcam Ha OCHOBe npu-
OpuUTETOB. Ha3HAaYeHHbIX CybbeKkTaMm.

15.3 Pacnpepenenne pecypcoB (FRU_RSA)

15.3.1 XapakTepucTuka cemelictea

TpeboBaHua cemelictea FRU_RSA no3sonstT @60 ynpaBnsTe NCNosb30BaHWEM PeCypcoB Nosib3oBarte-
NAMU N cybbekTamm Tak. YTobbl He NPOUCXOANI0 0TKA30B B 06CNYXMNBAHUMN N3-32 HECAHKLMOHUPOBAHHON MOHOMO-
nn3aumu pecypcos.

15.3.2 PaHxunpoBaHne KOMMNOHEHTOB

FRU_RSAPBB[t0feNBHH3 pecypcos

PucyHok 76 — PaHXupoBaHue KOMMOHeHTOB cemeiicTBa FRU PSA

FRU_RSA.1 «MakcuMManbHble KBOTbI» COAEPXUT Tpeb6oBaHUsA K MexaHn3MaM KBOTMPOBaHUA, KOTopble 06ec-
neynBatoT, YTOObI NOb30BaTENN N CYObEKTbI HE MOHOMNOIM3MPOBANN YyNpaBaseMblil pecypc.

FRU_RSA.2 «MUHUManbHble 1 MakcmasibHble KBOTbI» COAEPXUT TpeboBaHns K MexaHu3mMam KBOTUpoBa-
HWS, KOTOpble obecneymBaloT, YTOObLI NONb30BATENN Y CYyOBEKTbI BCErAa UMenu XoTs bl MUHUMYM cneundgunumnpo-
BAHHOr0O pecypca, HO Mpu 3TOM He MOTrn 6bl MOHOMON3UPOBATL 3TOT pecypc.

15.3.3 YnpasneHue: FRU_RSA.1

Ana dyHKkunii ynpasnenuns us knacca FMT MmoryT paccmaTpuBaTtbCs cnegylmne aeicTams:

a) onpejeneHne agMUHUCTPATOPOM MakCMMasbHbIX KBOT pecypca fnsa rpynn u/unm otaenbHbIX N0b30Ba-
Tenei n'mnn cy6bLEKToB.
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15.3.4¥npaBneHune: FRU_RSA.2

Ana dyHKkynii ynpasnenuns us knacca FMT mMoryT paccmaTtpuBaTbCs cnegyolve aeincTesns:

a) onpefenexHve agMUHUCTPATOPOM MUHMMasbHbIX U MakCMMasibHbIX KBOT pecypca Ansa rpynn n/mnm oT-
OeNnbHbIX NoNb3oBaTenein n/mnm cyobLEKTOB.

15.3.5 AyanT: FRU_RSA.1, FRU_RSA.2

Ecnu B M3/3B6 BkntoveHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cnoayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefylmnx aeicTeunii:

a) MUHVMMarnbHbI: OTKNOHEHWe onepauuy pacnpegeneHuns pecypca u3-3a ero orpaHM4eHHOCTH;

b) 6a30Bblil: BCe 0b6paLleHns K PyHKLMAM pacnpegeneHns pecypcos, ynpasnsembix PbO.

15.3.6 FRU_RSA.1 MakcuMarsnbHble KBOTbI

MNepapxnyeckuin onsa: HeT NoAYNHEHHbIX KOMMOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEA.

15.3.6.1 FRU_RSA.1.1

®BO A0MXKHBI peann3oBbiBaTb MakCuMaibHble KBOTbl ClefylLW WX pecypcoB: [HazHayeHue: yn-
paBnsiemMble pecypchbl), kKoTopble [Bbi6oOp: OTAEbHbIE MONb30BaTENN, ONpefenNeHHble rpynnbl N0Nb30-
BaTeneli, cy6bekTbl] MOryT Mcnonb3oBaTh [BbIGOP: OAHOBPEMEHHO, B TEHEHME ONpPeAesIeHHOro ne-
pruoaa BpemeHu].

15.3.7 FRU_RSA.2 MUHUManbHble 1 MaKCUMasibHble KBOTbI

Nepapxunueckunii ans: FRU_RSA.1 MakcuManbHble KBOTbI

3aBMCMMOCTM: HET 3aBUCUMOCTEN.

15.3.7.1 FRU_RSA.2.1

®BO f0MKHBI peann3oBbiBaTb MakCMMaibHble KBOThI C/IeAYyOLWNX pecypcoB: [Ha3HayeHune: ynpasnsemMble
pecypcel], koTopble [Bbi6Op: OTAEbHbIE NO/L30BATENN, ONPEAE/IEHHbIE TPYNNbl N0/b30BaTeNell, Cyb6bekThI]
MOTYT KCMo/Ib30BaTh [BbIGOP: OAHOBPEMEHHO, B TEYEHME ONpeaeneHHOro nepuoa BpemMeHu].

15.3.7.2 FRU_RSA.2.2

®BO fonXHbl obecneymBaTtb BblfeNleHWE MUHUMaNbHOrO Yyucna Kaxporo us [HasHadyeHue: yn-
paBnsieMble pecypchbl], KOTopble ABASATCSA AOCTYNHbIMU AN15 [BbI6GOP: OTAENbHbIN NONb30BaTE b, ON-
pefieneHHas rpynna nonb3oBaTtenei, cy6bekTbl], uTo6bl UCNONb30BATL [BbI6OP: OAHOBPEMEHHO, B
TeyeHune onpefeneHHOro nepuoaa BpemMeHu).

16 Knacc FTA. Joctyn k00
Knacc FTA onpegensieT yHKUMOHaNbHble TPe60BaHUA K ynpaBaeHNo OTKPbITUEM ceaHca Nnonb3oBaTtesns.

FTALBA Orpkimamm oftHu K Kbl Li— 1
npuCyn» -

FWI iCO OrpLuebiamm hi napyvianybia l E H 3

FTAJAB [*nw L lwamm namn
npBYoErsBrkHMLL AacTyn k OO -
FTAJAH Vcwmsa poctyn*k 00 _H
MA.TaEOA'WABOMACOO _I/I

PucyHok 77 — [lekomnosnyus knacca FTA «[Joctyn k OO»
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16.1 OrpaHuyeHne o6nacTtu Belbnpaembix atpnbytos (FTA_LSA)

16.1.1 XapakTepucTtuka cemelictea

CewmeiictBo FTA_LSA onpefenseT Tpe60oBaHNUsi N0 OrpaHMyeHunio o61actn aTpnbyToB 6€30NacHOCTM ceaHca,
KOTOpble MOXeT BblGMpaTh 418 HEro nosnb3oBaTesb.

16.1.2 PaHXxupoBaHue KOMNOHEHTOB

FT\_LSAOrpwmMHuo olMxru Beibchambix

PucyHok 78 — PaHxunpoBaHne KOMNoHeHTOB cemeiicTBa FTA_LSA

FTA_LSA,1 «OrpaHunyeHune o6nacTtu Bbibupaembix aTpubyToB» cofepXnt tpebosaHme Kk OO no orpaHuye-
HUI0 061acTu aTpubyToB 6€30NacHOCTU CeaHca BO BPEMS Or0 OTKPbLITUSA.

16.1.3 YnpaBneHue: FTA_LSA.1

Ana dyHKumnii ynpaBneHuna n3 knacca FMT MoryT paccmaTpuBaTtbCs cnegytouime geiicTBua:

a) ynpas/ieHne afMUHUCTPATOPOM 061acTbio aTpubyToB 6e30MacHOCTM ceaHca.

16.1.4 Aygut: FTA_LSA.1

Ecnu B M3/3B6 BknoueHo cemelictBo FAU_GEN «IeHepalus gaHHbIX ayauTta 6e3onacHocTu», To ciegyeTt
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cneayoLwmnx AeicTBuii:

a) MUHUMAaNbHbINA: BCe HeycneLHble NONbITKN BbiIGopa aTpubyToB 6€30NacHOCTU CeaHca,;

b) 6a30BbIil: BCe NONbITKM BbiGOpa aTpMbyTOB 6€30MacHOCTU ceaHca;

C) leTann3npoBaHHblii: hukcalms 3HauyeHnih aTpnbyToB 6€30MaCHOCTU KaXA40ro ceaHca.

16.1.5 FTA_LSA.1 OrpaHuyeHune o6nacTtu Bolbnupaembix atpubyTos

WNepapxnyeckuin 4na: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBUCMMOCTUN: HET 3aBUCUMOCTEN.

16.1.5.1 FTAJ.SA.1.1

®BO [J0/MKHBI OrpaHMYMBaTh 06/1acTh aTpUGYTOB 6e30MacHOCTM ceaHca [Ha3HauyeHue: aTpuby-
Tbl 6€30NacHOCTM CeaHca], OCHOBbIBasACb Ha [Ha3HauyeHne: aTpuobyThi].

16.2 OrpaHuyeHune Ha napannenbHble ceaHcbl (FTA_MCS)

16.2.1 XapakTepucTuka cemeicTBa

CewmelictBo FTA_MCS onpegensieT Tpe60BaH/s N0 OrpaHnyeHnto Yucna napanienbHbiX CEaHCOB, Mpeaoc-
TaB/sAEeMbIX O4HOMY 1 TOMY Xe No/ib30oBaTenio.

16.2.2 PaHXxunpoBaHne KOMMNOHEHTOB

PucyHok 79 — PaHxupoBaHne KOMMOHeHTOB cemeiictBa FTA MCS

FTA_MCS.1 «ba3oBoe orpaHuyeHue Ha napasesibHble CeaHCbl» NpefocTaBnfAeT orpaHndyeHuns, Kotopble
NPUMEHAIOTCA KO BCeM nosib3oBaresnam ®BO.

FTA_MCS.2 «OrpaHunyeHmne Ha napasnesibHble ceaHcbl N0 aTpubyTam nonb3osarens» pacwmpset FTA_MCS.1
«ba3oBoe orpaHnyeHne Ha napannesbHble ceaHCbl» TpeboBaHMeM BO3MOXHOCTY ONpeaennTb OrpaHnyeHuns Ha
4YUC/I0 NapasnesibHbIX CeaHCoB, OCHOBbIBAACL Ha aTpubyTax 6e30NacHOCTU, CBA3AHHbIX C MO/Ib30BaTE/NIEM.

16.2.3 Ynpasnexuune: FTA_MCS.1

Ana dyHkunin ynpasnenuns us knacca FMT MoryT paccmaTpusaTtbCcs cnegyolme eincTens:

a) ynpasJ/ieHne afMUHUCTPATOPOM MakKCUMasibHO AONYCTUMbBIM YNC/IOM NapasnsefibHblX CeaHcos, npegoc-
TaBNAEMbIX M0/1b30BATENIO.

16.2.4 YnpaBneHune: FTA_MCS.2

[nsa dyHkumnit ynpaBneHnua ns knacca FMT mMoryT paccmaTpuBaTbCa cnegytoline AelicTBuUs:

a) ynpas/fieHne agMUHUCTPATOPOM npasuaiamu, KOTopble onpeaensanT MakCMManbHO 0MyCTUMOE YUCI0
napannenbHblX CEaHCOB, NpefoCTaBNSEMbIX N0/1b30BaTeN0.

16.2.5 Ayaut: FTA_MCS.1, FTA_MCS.2

Ecnu B N3/36 BkNtoveHo cemeiictBo FAU_GEN «leHepauumsa gaHHbIX ayauta 6e3onacHocTu», To cnegyeT
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefylmnx aeicTeuii:

a) MUHUMabHbIV: OTKTOHEHWE HOBOTO CeaHca, OCHOBAHHOE Ha OrpaHMYyeHUn Yncna napanienbHblX ceaH-
COB;
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b) feTannsnpoBaHHbIii: rkcauns Yyncna napasnnenbHblX CeaHCoB Nosb30BaTeNs, a Takxe aTpnubytos 6e30-
NacHOCTW 3TOro Nosb3oBaTens.

16.2.6 FTA_MCS.1 ba3oBoe orpaHuyeHue Ha napaJssiefibHble ceaHChbl

Nepapxnyeckuin 4nsa: HeT NoAYNHEHHbIX KOMNOHEHTOB.

3asucumocTu: FIA_UID.1 Bbibop MOMeEHTa ngeHTudukaymum

16.2.6.1 FTA_MCS.1.1

®BO A0NXHbLI OrpaHMYMBaTL MakCcUMassbHOE YUC/I0 napafieslbHbiX CEaHCOoB, NpeAoCcTaBAsAEeMbIX
OJHOMY 1 TOMY Xe nonb3oBaTento.

16.2.6.2 FTA_MCS.1.2

®BO fO0oNXHbLI 3agaBaTbh MO YMOYaHWI0 orpaHuyeHne [HasHadyeHne: 3agaBaemMoe No ymonyaHuio
4YnCo] ceaHCcoOB Nofb3oBaTens.

16.2.7 FTA_MCS.2 OrpaHuyeHne Ha napansefibHble ceaHCcbl No aTpubyTam nosnb3oBaTens

Nepapxnyeckunit gnsi: FTA_MCS.1 Ba3oBoe orpaHuyeHve Ha napafiesibHble CeaHchbl

3asucumocTtu: FIA_UID.1 Bbibop MOMeEHTa ngeHTudunkayum

16.2.7.1 FTA_MCS.2.1
®B0 0/MKHbI OTPaHNYMBaTL MakCMMaibHOE YNC/I0 napasfiefibHbiX CeaHCoB, NPefoCTaBIAeMbIX 04HOMY 1

TOMY Xe Nosb30BaTesNio, CornacHo npasnnamM [HazHavyeHue: npasunaa onpegeneHns MakCMmManbHOro yuc-
nanapannefbHbiX CeaHCoB].

16.2.7.2 FTA_MCS.2.2

®BO foMKHbLI 3aaBaTb N0 YMONYaHWUIO OrpaHnyeHne [HasHauyeHue: 3a4aBaeMoe No yMOSTHaHo Yncno)
CceaHCcoB nonb3oBartens.

16.3 bBbnokuposaHue ceaHca (FTA_SSL)

16.3.1 XapakTepucTtuka cemeiictea

CewmelictBo FTA_SSL onpegensieT Tpe6oBaHma K 50 no npefocTaBieHNo BO3MOXHOCTY Kak ®BO. Tak n
nosib3oBarento 6,10KMpoBaTh U Pa3bIOKMPOBaTL MHTEPAKTUBHbIN CeaHc.

16.3.2 PaHxupoBaHne KOMNOHEHTOB

PucyHok 80 — PaHxupoBaHue KOMMNOHEHTOB cemelicTBa FTA_SSL

FTA_SSL.1 «BnokupoBaHue ceaHca, uHuyunposaHHoe ®60» BkIoYaeT B ceba MHULUNPOBAHHOE CUcTe-
MO 6/10KMpOBaHVe NHTePaKTUBHOIO ceaHca noc/e onpeAesieHHoro nepuoga 6e3feicTasms Nnonb3osBaTens.

FTA_SSL.2 «bnokupoBaHune, MHULUNPOBAHHOE NO/Nb30BaTesieM» NpeaocTasisieT NoJ/ib30BaTes1t0 BO3MOX-
HOCTb 6/10KMpOBaTh U pa3b/10KNpPOBaTh CBOW COOCTBEHHbIE NHTEPAKTUBHbIE CEAHCHI.

FTA_SSL.3 «3aBeplieHune, numyunposaHHoe P60» npegoctasnseT Tpeb6oBaHusa K P50 no 3aBepLIEHUIO
ceaHca nocne onpegeneHHoro nepuoga 6e3neincTens nonb3osartens.

16.3.3 YnpasneHune: FTA_SSL.1

Ona dyHKunii ynpasneHuns us knacca FMT moryT paccmaTtpuBaTbhCs cneayolne aeicTens:

a) 3aflaHne BpeMeHu 6e34eincTBuA nonb3oBaTens, nocae KOTOPOro NpomcxoaunT 6/10KMpPOBKa ceaHca:

b) 3afaHne No ymon4aHuio BpemeHun 6e3feincTBus nonb3oBaTens, nocsie KOTOPOro NpoucxXoAnT 6/10KMPOBKa;

C) ynpaBfieHue cobbITUSIMU, KOTOPbIE NpeAycMaTpmBaloTCcs A0 pa3bi1oKMpoBaHNA ceaHca.

16.3.4 YnpaBnenune: FTA_SSL.2

Ansa ddyHKunit ynpaBneHnua ns knacca FMT MoryT paccmaTpuBaTbCca cnegyloline AelicTBUS:

a) ynpasneHue cobbiTUAMU, KOTOPbIe NpefycMmaTpmBaloTcs 40 pa3biokupoBaHna ceaHca.

16.3.5 YnpasneHue: FTA_SSL.3

Ansa ddyHKumnit ynpaBneHnua ns knacca FMT mMoryT paccmaTpuBaTbCa cnegyloline AelicTBUS:

a) 3alaHne BpeMeHun 6e3feiicTBMSA Nofb3oBaTens, Noc/se KOTOPOro NPOMCXOANT 3aBepLUeHne NHTepakTuB-
HOTO ceaHca;
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b) 3agaHune no ymonuaHuio BpemeHmn 6e3felicTBusA Nonb3oBartens, nocae KOTOPOro NPoMCXo4uT 3aBeplue-
HMe NHTepakTUBHOTIO ceaHca.

16.3.6 Aygut: FTA_SSL.1, FTA_SSL.2

Ecnwn B M3/36 BkntoyeHo cemelictBo FAU_GEN «leHepaumsa gaHHbIX ayanta 6e3onacHocTu», To cnegyet
npeaycmMoTpeTb BO3MOXHOCTb ayauTa cnefyrlmnx aeicTeuii:

a) MMHMManbHbIR: 6/10KMpPOBaHNE MHTEPAKTUBHOIO ceaHca MexaHM3MOoM 6/10KMpOBaHNSA CeaHca;

b) MUHUMaNbHBINA: ycnelwHoe pa3baoknpoBaHne MHTEePakTUBHOIO CeaHca;

c) 6a30Bblil: BCe NONbITKA Pa3610KMPOBaHUS MHTEPAKTUBHOIO CeaHca.

16.3.7 Ayaut: FTA_SSL.3

Ecnu B M3/3B6 BkAtoueHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayanta 6e3onacHoCcTu», To cneayet
npefycmMoTpeTb BO3MOXHOCTb ayAuTa cnefyoLmnx AeicTBuii:

a) MMHMManbHbIN: 3aBepLlUeHe UHTEePaKTUBHOIO ceaHca MexaHu3MoM 6/10KMPOBaHUA ceaHca.

16.3.8 FTA_SSL.1 bnokupoBaHue ceaHca, uHnunnposaHHoe ®60

WNepapxnyecknit 4Ns: HET NOAYNHEHHbBIX KOMMTOHEHTOB.

3asucumocTtu: FIA_UAU.1 Bbibop MOMeHTa ayTeHTudmKaLum

16.3.8.1 FTA_SSL.1.1

®BO A0MXHbl 6/10KMPOBATb MHTEPAKTUBHbBIW ceaHc Nocnie [Ha3HayeHne: UHTepBas BpeMeHN 6e3-
AeicTBUA NnoNb3oBaTens], 4na 4ero npegnpuHUMalOTCa cnegywlume eiicTBus:

a) oUMCTKa UM nepesannucb yCTPOKWCTB OTOGPaXeHUs, NnpugaHne ux Tekylwemy cofepxaHuo He-
yntaemoro Buaa;

b) 6noknpoBaHue N 6bbIX AeiCTBUIA NO 4OCTYNY K AaHHbIM Nonb3oBaTensa/ycTpoiicteam otobpa-
XEeHUA, KPOMO HeobxoauMbIX ANA pa3bnoKMpoBaHMS ceaHca.

16.3.8.2 FTA_SSL.1.2

®BO foMmKHbI TpeboBaTb, 4TOObLI A0 pa3bnokupoBaHUA ceaHca NMpousownun cnegywuwme cobbl-
Tna: [Ha3HayeHne: CO6GbLITUA, KOTOpPble BYAYT NPOUCXOAUTD].

16.3.9 FTA_SSL.2 bnokupoBaHue, NHULUMPOBAHHOE NoJib30BaTenemM

Nepapxunuecknii 4na: HeT NOSYUHEHHbIX KOMMOHEHTOB.

3asucumocTtu: FIA_UAU.1 Bbibop MOMeHTa ayTeHTUmnkaymm

16.3.9.1 FTA_SSL.2.1

®BO fO0NXHbI AOoNycKaTb MHULMMPOBAHHOE NoNb3oBaTenem 610KMpoOBaHME CBOEr0 COGCTBEHHO-
ro MHTEePaKTUBHOTO ceaHca, 419 Yero npeAgnpuHMMalTca cneaywoune geiicTens:

a) ouncTka unm nepesanncb yCTPONCTB OTO6GpaxeHUs, NnpuaaHne UX Tekylemy cCoAepXaHuto He-
yntTaemoro Buaa;

b) 610KMpoBaHue M0 6bIX AeiCTBUIA MO AOCTYNYy K AaHHbIM Nofb3oBaTens/ycTpoiicTeam otobpa-
XEeHUsa, KpoMe Heob6XoAMMbIX A8 pa3b/OKMpPOBaHUA ceaHca.

16.3.9.2 FTA_SSL.2.2

®BO foMmKHbI TpebosaTb, 4TOOLI A0 pa3bnokupoBaHWA ceaHca NMpousownun cnegywuwme cobbl-
Tns: [Ha3HayeHne: CO6GbLITUA, KOTOPbIe BYAYT NPONCXOANTH].

16.3.10 FTA_SSL.3 3aBeplueHune, nHuymnmposaHHoe ®60

Mepapxuueckuii 4ns: HeT NOAUYNHEHHbBIX KOMMNOHEHTOB.

3aBNCYMOCTU: HET 3aBNCMMOCTEA.

16.3.10.1 FTA_SSL.3.1

®BO f0MXHbI 3aBepllaTb MHTEPAKTUBHbIA ceaHC nocne [HasHavyeHue: UHTepBa/a BpeMeHun 6e3s-
AelicTBusa nonb3oBaTtens].

16.4 TMpepynpexaeHus nepepf npepoctasneHnem goctyna Kk OO (FTAJTAB)

16.4.1 XapakTepucTuka cemelicTBa

CewmeiictBo FTA_TAB onpegensieT TpeboBaHuns KOTOOGpaXeHUto ANs Nosib3oBaTeneit npegynpexaatroLero
co06LeHNa ¢ NnepecTpanBaeMoii KOHdMrypauneli OTHOCMTENbHO XapakTepa ucnosb3osaHmsa OO.

16.4.2 PaHXunpoBaHne KOMMNOHEHTOB

FT\_TAB npwgmpwvWMH* i, T
npAocnvneMion Joctyne*.00

PucyHok 81 — PaHXupoBaHue KOMMNOHEHTOB cemeiicTBa FTA_TAB
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FTATAB.1 «MpegynpexaeHns no ymon4yaHuio nepes npegocTtasneHmem goctyna k 00» cogepxut tpebo-
BaHWS K npefynpexaalLmmMm coobLweHnamM, KoTopble 0To6paxalTca nepes Hayanom gnanora B ceaHce.

16.4.3 YnpaBneHue: FTA_TAB.1

Ona dyHKkunii ynpasneHns us knacca FMT MoryT paccmaTpuBaTtbCcs cnegyolne geicTens:

a) ConpoBOXAeHWe YNOTHOMOYEHHbIM aAMUHUCTPATOPOM NpeaynpexaatoLnx coobLeHuA.

16.4.4 Ayaut: FTA_TAB.1

HeT cobbITuii, ANA KOTOPbIX CNegyeT NpeaycMoTpeTb BO3MOXHOCTb ayauTa.

16.4.5 FTA_TAB.1 MpegynpexaeHua no ymonyaHuio nepepj npegocrasneHmem goctyna Kk 00

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3aBUCMMOCTU: HET 3aBUCMMOCTEA.

16.4.5.1 FTA_TAB.1.1

Mepep oTKpbITUEM ceaHca nonb3oBatena ®bO AOMXHLI 0TO6paxaTb nNpegynpexgjatwliee coob-
LieHne 0 HecaHKLUMOHNPOBaHHOM ncnonb3oBaHum 00.

16.5 WcTtopusa goctyna k00 (FTAJTAH)

16.5.1 XapakTepucTtuka cemelicta

CewmelictBo FTAJTAH onpepenseT Tpe6oBaHus kK P50 no oTobpaxeHnio Ana nonb3osartens, npun ycnelu-

HOM OTKPbITUWN ceaHca, UCTOPUN YCNELIHbIX N HEYCNEeLIHbIX NONbITOK NOMYYUTb A4OCTYN OT MMEHWN 3TOrI0 NoJib3oBa-
Tensa.

16.5.2 PaHXupoBaHWe KOMMNOHEHTOB

PucyHok 82 — PaHxupoBaHne KOMMOHEHTOB cemeicTtBa FTAJTAH

FTAJTAH.1 «VcTtopusa goctyna k OO» cogepxut TpeboBaHus k CHO no oTo6paxeHunto uHgopmaummn, CBA3aH-
HOli C MpeAblAYL UMY MOMNbITKAMMW OTKPbITb CEAHC.

16.5.3 ¥YnpasneHune: FTAJTAH.1

[leficTBMA No ynpaBfeHnto He NpeyCMOTPEHbI.

16.5.4 AyaunTt: FTAJTAH.1

HeT cobbITuii, ANA KOTOPbIX CNegyeT NpeaycMoTpeTb BO3MOXHOCTb ayauTa.

16.5.5 FTAJTAH.1 VNctopua goctyna k 00

WNepapxnyecknit 4Ns: HeT NOAYNHEHHbIX KOMMTOHEHTOB.

3aBUCMMOCTU: HET 3aBUCUMOCTEN.

16.5.5.1 FTAJTAH.1.1

Mpwn ycnewHom oTKpbITUKN ceaHca PBO fAoMXKHbLI 0oTO6paxaTts [Bbib6op: AaTa, Bpema, meTopq, pac-
NosoXeHne] nocnegHero ycnewHoro oTKpbITUA ceaHca OT UMEHU 3TOT0 Nofib3oBaTeNs.

16.5.5.2 FTAJTAH.1.2

Mpwn ycnewHom oTKpbITUKN ceaHca PBO fAoMXHbLI 0oTO6paxaTts [Bbi6Op: faTa, Bpema, meToq, pac-
NofI0XeHne] nocnefHel HeycnewHON NONbITKA OTKPbITUA CeaHCA M YMC0 HeyCMelHbIX NONbITOK CO
BPeEMEeHU NOCNEeAHEro YCNewHOoro OTKPbITUA ceaHca.

16.5.5.3 FTAJTAH.1.3

®BO He J0/MKHbI YyaanaTe uHpopmaynto 06 nctopun goctyna u3 nHTepdelica nonb3osartens 6es
npepocTaBneHNs NoNb30BaTeNtl0o BO3MOXHOCTM NPOCMOTPETH €ee.

16.6 OTkpbITMe ceaHca c 00 (FTAJTSE)

16.6.1 XapakTepuctuka cemeincTea

CewmeiictBo FTAJTSE onpeaensieT TpeboBaHus NO 3anpeLLeHunto Nosib3oBaTensaM oTkpbiTUsA ceaHca ¢ OO.

16.6.2 PaHXunpoBaHue KOMNOHEHTOB

FDV_TBE O n*tmi0oBake c00
PucyHok 83 — PaHxupoBaHMe KOMMNOHEHTOB cemelictBa FTAJTSE

FTAJTSE.1 «OTkpbITMe ceaHca ¢ OO» cofepXuT ycnoBua 3anpeLLeHns nons3osarenam goctyna k OO.
OCHOBAaHHOrO Ha aTpmbyTax.
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16.6.3 ¥YnpasneHune: FTA_TSE.1

Ana dyHKkunii ynpasnenuns us knacca FMT MoryT paccmaTpusaTtbCcs cnegyolve aeicTsmsa:

a) ynpasneHune ynosHOMOYEHHbIM a4MUHUCTPATOPOM YCNOBUSAMU OTKPLITUSA CeaHca.

16.6.4 Ayaut: FTAJTSE.1

Ecnwn B M3/36 BkntoyeHo cemelictBo FAU_GEN «leHepaumsa gaHHbIX ayanta 6e3onacHocTu», To cnegyet
npeAycmMoTpeTb BO3MOXHOCTb ayauTa cnefynLmnx aeicTeunii:

a) MVHUMasIbHBIN: 3anpeLleHe OTKPbITUS ceaHca MexaHM3MOM OTKPbITUSI ceaHca:

b) 6a30Bblii: BCe MNOMbITKN OTKPbITUS CeaHca Nonb3oBaTens:

C) AeTann3npoBaHHblii: hrkcaumnsa 3HadyeHuin BbiIbpaHHbIX NapameTpoB focTyna (Takux, kKak MecTo gocTyna
UNn Bpema foctyna).

16.6.5 FTA_TSE.1 OTkpbiTue ceaHca c 00

Nepapxnyecknit 4ns: HeT NOAYNHEHHbIX KOMMOHEHTOB.

3aBUCMMOCTU: HET 3aBUCUMOCTEN.

16.6.5.1 FTA_TSE.1.1

®BO A0MKHbI 6bITh CNOCO6GHBLI OTKa3biBaTb B OTKPbITUM CeaHca, OCHOBbIBASICb Ha [HasHauyeHwue:
aTpubyThl].

17 Knacc FTP. [loBepeHHbIl MmapwpyT/kaHan

CewmelicTBa knacca FTP cogepxat Tpeb6oBaHMA Kak K LJOBEPEHHOMY MapLUpyTy CBA3N MexAay nonb3oBaTe-
namn n ®60O. Tak U K 4OBEPEHHOMY KaHany cBa3u Mexay ®bO v gpyruMmu foBepeHHbIMU npogykramun UT.
[loBepeHHble MapLpyTbl K KaHanbl UMeIT cneaytolne obuime ceoiicTea:

- MapLpyT CBA3M CO34aeTCs C UCNOb30BaHNEM BHYTPEHHUX Y BHELLIHUX KaHanoB CBA3W (B COOTBETCTBUM C
KOMMOHEHTOM), KOTOPbIE N30NUPYIOT nAeHTULMpoBaHHOE NOAMHOXECTBO AaHHbIX M KOMaHa ®BO oT ocTanbHOWA
yacTu faHHbIX nonb3oBatenei n ®6O:

- UCMONb30BaHNe MapLupyTa CBA3M MOXeT 6biTb MHULMUPOBAHO Nofb3oBatenem u/mnun ®6O (B cooTBET-
CTBUW C KOMMOHEHTOM):

- MapLipyT cBA3u cnocobeH obecneynTb fOBEPME TOMY, UTO NOIb30BaTe b B3anMoeliicTByeT ¢ Tpebyembl-
Mn @50 nnn P60 — ¢ TpebyeMbiM NoNbL30BaTENEM (B COOTBETCTBMMU C KOMNOHEHTOM).

B AaHHOI napagurMe OBepeHHbI KaHan — 3TO KaHan CBA3U, KOTOPbIA MOXeT 6bITb UHULUUPOBAH Nt060iA
13 CBA3bIBAKOLLNXCA CTOPOH nobecneynsaeT xapakTePUCTUKN HEOTKA3yeMOCTH NO OTHOLLEHWIO K MAEHTUdMKaLK-
OHHbIM MpU3HaKaM CTOPOH KaHana.

[loBepeHHbIN MapLpyT npefgocTaBnseT Nob30BaTeNa M CpefCcTBa AN BbiNONHEHNUS hyHKLmMi nyTem obec-
neyeHns NpsiMoro B3anmogeincTemsa ¢ P60. [loBepeHHbl/i MapLpyT 06bIYHO XenaTesieH Npu HavyanbHOW MAEeHTH-
dhvkaumm n/mnn ayTeHTUUKaLUM NoNbL30BaTENSA, HO MOXET 6bITb TaKXe MPUMEHEH Ha MPOTSXXEHNN BCEro ceaHca
nonb3osartens. O6MeHbl N0 JOBEPEHHOMY MapLUpyTy MOTyT 6bITb MUHULMNPOBAHbI NoNb3oBatenem unn ®bO. la-
paHTMpyeTCA. YTO OTBETHI NO/Ib30BATENA C NPUMEHEHNEM [OBEPEHHOTO MapLlpyTa 6yAyT 3awueHsl oT Mogudun-
Kauum nnm packpbiTUS HeJ0BEPEHHBIMUW MPUTOXEHUAMM.

FTPJTC [oBepeHHblii N 1 N nepegHs
wm v*60 Ha

| FTPJRP [loBepeHHbIM MSABAPYT
13

PucyHok 84 — [flekomnosuuyus knacca FPT «[loBepeHHblii maplipyT/kaHan»

17.1 loBepeHHbI KaHan nepegaun mexgy ®60 (FTPJTC)

17.1.1 XapakTepucTuka cemeiicTea

CewmeiictBo FTPJTC onpepgenseT npaBuia co3faHnsa LOBeEPEHHOro kaHana mexay ®60 n gpyrumu gose-
peHHbIMU NpoaykTamu VT Ans BbINOSIHEHUSA onepaunii, KpMTUYHbIX A8 6e30nacHOCTU. DTO cemeiicTBo cnegyet
MCnonbL30BaTh BCAKUIA pas. korAa nmetoTca TpeboBaHns 6e3onacHon nepegayv faHHbix nonb3osarens ninm 60
mexay OO v aApyrumu AOBepPeHHbIMY npogykTamu UT.
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17.1.2 PaHXupoBaHMe KOMMOHEHTOB

PucyHok 85 — PaHxuposaHue komnoHeHToB FTPJTC

FTPJTC.1 «/[loBepeHHbIii kaHan nepefgaun mexgy P60» cogepxuT TpebosaHue, 4uTobbl PEO nNpegocTas-
NANW [0BEPEHHbIN KaHan CBA3W MeXAy HUMMN 1 APYTUM AOBEPEHHbIM NpoAykTom UT.

17.1.3 Ynpasnenue: FTPJTC.1

Ans dyHKumnit ynpaBneHna ns knacca FMT mMoryT paccmaTtpuaTbCs cnegytoline AelicTBus:

a) nsmeHeHne Habopa onepauymii, KOTopble TPEOYIOT LOBEPEHHOIO KaHana (ecnm nmeeTcs).

17.1.4 AypuT: FTPJTC.1

Ecnu B M3/3B6 BkAtoyeHo cemelicTBo FAU_GEN «leHepauus gaHHbIX ayanta 6e30nacHoOCTU», To cneayet
npeAycmMoTpeTb BO3MOXHOCTb ayauTta cnefylmnx aeicTeunii:

a) MUHUManbHbIA: c601 PYHKLUIA JOBEPEHHOTO KaHana;

b) MUHUMANbHBIN: MAEHTUdMKaLNA MHULMaTopa n agpecaTa oTkasaBlwnx pyHKUNii fOBEPEHHOTO KaHana,;

c) 6a30BblIiA, BCe NONbITKA NCNOb30BaHNS (DYHKUNIA LOBEPEHHOTO KaHana,

d) 6a30BbIii: nAEHTUd KaLMA nHULMaTOpa 1 agpecarta BceX (OYHKL M JOBEPEHHOTO KaHana.

17.1.5 FTPJTC.1 [loBepeHHbIli KaHan nepegaun mexgy ®b60

WNepapxuyecxuin 4na: HeT NoJYNHEHHbIX KOMMOHEHTOB.

3aBNCMMOCTU: HET 3aBNCHMMOCTEA.

17.15.1 FTPJTC.11

®BO f0MKHbBI NPefoCcTaBAATb KAHAN CBA3N MeXAY HUMU 1N yfaNeHHbIM 4OBEPEHHbIM NPOAYKTOM
WT, KOTOPbI NOTMYECKN OT/IMYMM OT APYTUX KaHa/0B CBA3M M o6ecneymBaeT yBEPEHHYO MAEeHTUd MKa-
LMo ero KOHeYHbIX CTOPOH, a TakXe 3aluTy AaHHbIX KaHana oT MogUdUKALUN NN PACKPbITUA.

17.1.5.2FTPJTC.1.2

®BO fonXHbl No3BONAThL [BbIGOp: ®BO. yganeHHbl fOBEPEHHbI NPOAYKT UT] uHuynuposath
CBA3b Yepe3 [OBEPEHHbI KaHan.

17.1.5.3FTPJTC.1.3

®BO AONXHBI MHULMUPOBATbL CBA3b Yepe3 AOBEPEHHbI KaHan ANA BbiNONHEHUA [Ha3HavyeHue:
CNUCOK PYHKLMIA, ONA KOTOPbIX TPebyeTCcsA [OBEPEHHbIV kaHan].

17.2 [LoBepeHHblIh mapwpyT (FTP_TRP)

17.2.1 XapakTepucTuka cemelictea

CewmelictBo FTPJTRP onpegensieT Tpe60BaHNsa yCTaHOBKY U NOAAEPXaHNSA AOBEPEHHOI CBA3M MEXAY N0Nb30-
BaTenamu n ®BO. [loBepeHHbIl MapwpyT MoXeT noTpeboBaTbca ANA N1060ro CBA3aHHOIO ¢ 6€30MacHOCTbI0
B3ammMmogeiicTBns. O6GMeH No f,0BEPEHHOMY MapLIpyTy MOXET 6biTb MHULMUPOBAH NOJIb30BaTE1EM NPU B3aNMO-
pevicteum ¢ ®60. nan ®BO MoryT ycTaHaBnvMBaTh CBA3b C N0/Ib30BaTe/IeM N0 4OBEPEHHOMY MapLUpPYTY.

17.2.2 PaHXxunpoBaHne KOMNOHEHTOB

ftpjthp JOBEpPeHHbIN U*pu*yT

PucyHok 86 — ParXupoBaHWe KOMMNOHeHToB cemeiictBa FTP TRP

FTP_TRP.1 «[loBepeHHbIl MapLLpyT» COAEepPXUT TpeboBaHune, YTOOb! 4OBEPEHHbIN MapLpyT Mexay P50 un
nonb3oBaTtesnieM NpefocTasAnCcs 4151 COBOKYNMHOCTY COObITUIA, onpeAeneHHbiX paspaboTunkom MN3/36. Bo3amox-
HOCTb MHULMMPOBATb AOBEPEHHbI MapLLIPyT MOFYT UMeTb nosib3oBartens n/unn ®60.

17.2.3 YnpasneHue: FTP_TRP.1

[nsa dyHkumnit ynpaenenns ns knacca FMT moryT paccmaTpusaTbCs cregytolime aeicTens:

a) n3meHeHne Habopa onepauuii, kKoTopble TpebyoT JOBEPEHHOTO MapLIpyTa, eC/lM OH UMeeTcA.

17.2.4 Aygut: FTP_TRP.1

Ecnwn B M3/3B6 BkntoyeHo cemelicTBo FAU_GEN «[leHepauus gaHHbIX ayamTa 6e3onacHoCcTU», To cnegyet
npeaycMoTpeTb BO3MOXHOCTb ayuTa ciefyoLnx AeicTBuii:

a) MMHUManbHbI: 60l hyHKLUNI fOBEPEHHOTO MapLUpyTa;
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b) MMHUManNbHBINA: nAgeHTUdMKaLUa NoNb3oBaTeNeil, accoLMMpPOBaHHbIX CO BCEMU OTKa3amun JOBEPEHHOro
mMapLipyTa (ecnm aTo BO3MOXHO);

c) 6a30BbIii, BCe NOMbITKA MCNO/Ib30BaHNA (DYHKUMIA LOBEPEHHOTO MapLIpyTa;

d) 6a30Bblii: MageHTUdMKaLNS NoNb30BaTesnell, acCoUuMNPOBAHHbIX CO BCEMMW BbI30BaMu [OBEPEHHOTO
mapLipyTa (ec/iv 3T0 BO3MOXHO).

17.2.5 FTP_TRP.1 jloBepeHHbIi MapwpyT

Nepapxuyecknii 4Ns: HET NOAUYNHEHHbBIX KOMMTOHEHTOB.

3aBNCMMOCTU: HET 3aBNCMMOCTEIA.

17.25.1 FTP_TRP.1.1

®BO JOMKHbI NPefoCTaBNATL MapLWpPyT CBSA3U Mexay co6oil 1 (Bbl60p: yAaNeHHbI, TOKabHbIA)
nonb3oBaTesieM, KOTOPbIA NOTUYECKU OTINYMM OT APYTMX MapLIpPyTOB CBA3KN U 06ecneynBaeT yBeEPEH-
HYI0 ngeHTudunKaymnio ero Hayana n KoHua, a Takke 3aluTy nepejaBaeMbiX JaHHbIX OT MoAgUd nKaLmum
NN packpbITUA.

17.2.5.2 FTP_TRP.1.2

®BO A0MXHbI N03BONUTL [BbIGOop: PBO, NOKanbHbIE NONb30BaTENM, YAaEeHHbIE NOIb30BaTENN)
WHULMMpPOBATb CBA3b Yepe3 JOBEPEeHHbIi MapLpyT.

17.2.5.3 FTP_TRP.1.3

®BO foMXHbI TpeboBaTb UCNOMbL30BAHUSA JOBEPEHHOTO MapLpyTa 4ns [Bbl6op: HaYabHad ayTeH-
Tudmkauma nonb3oBaTens, [HasHaueHne: gpyrue ycnyru, onsa KotTopbiXx TpebyeTcsa fOBEepeHHbIn Map-

wpyT]].
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MpunoxexHne A
(o6sA3aTenbHoe)

3amMeyaHnsa No NPUMEHEHUI QYHKLMOHANbHLIX Tpe6oBaHNnii 6e30MacHoCTK

HacTosiee npunoxeHne coAepXxuT AONOIHUTENbHOE PYKOBOZACTBO MO WMCMOMb30BAHWNIO CEMENCTB U KOMMOHEH-
TOB, ONpefieNieHHbIX B pasfenax HacToswero ctaHgapTa, KOTOpoe MOXeT MoHagobuTbca noTpebutenam, pa3paboTum-
KaM MU OuEeHLMKaM Npy MCNoNb30BaHUN KOMMOHEHTOB. [15 ynpolweHns noucka Tpebyemoil nHpopmauny nopsaok
CnefoBaHNA KNaccoB, CEMECTB U KOMMNOHEHTOB B MPUIOXEHMAX TOT Xe, YTO U B pas3fgenax HacTosWwero ctaHaapTa.

A.1 CTpykTypa 3ameyvaHuii

HacToswuii pasgen onpegensiet cogepxaHue n GopMy 3aMedaHuil, OTHOCALLNXCA K (PYHKLMOHaNbHbIM TpeboBa-
Huam MCO/M3K 15408.

A.11 CTpyKkTypa Knacca

CTpyKTypa (PyHKLMOHANLHOrO Knacca B npunoxeHmax C— M npueegeHa Ha pucyHke A.l.

A.1.1.1 Nma knacca

Mms knacca — 3TO yHMKa/IbHOE MMSA Knacca, onpefesieHHoe B COOTBETCTBYIOLLMX pa3fenax HacTosero ctaHgapTa.

A.1.1.2 MNpepgcTtaBneHne knacca

B npeactaBneHun knacca B npunoxeHunsax C—M npusefeHa MHcopmauus 06 1CNonb3oBaHWM CeMencTB U KOM-
NOHEeHTOB knacca. [laHHas uHopmauyms AONOTHEHA COOTBETCTBYIOWMM PUCYHKOM, MOKa3blBAIOLLMM OpraHu3aLunio Kax-
[l0ro knacca 1 ceMelicTB B KaX/A0OM Knacce, a Takke nepapxuyeckne CBA3N MeXAy KOMMOHEHTaMU B KaXAoM cemelicTse.

A.1.2 CTpyKkTypa cemelicTBa

CTpykTypa (hyHKLMOHANLHOTO cemelicTBa B 3aMeyaHusix Mo NpUMeHeHWo npuBeAeHa Ha pucyHke A.2.

PucyHok A.2 — CTpyKTypa (hyHKLMOHA/IbHOTO CEMeicTBa B 3aMeyYaHUsiX Mo NMpPUMEHEHNI0
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A.1.2.1 Nms cemelicTBa

Mma cemelicTBa — 3TO YHMKaNbHOE MMSA ceMelicTBa, onpefeneHHoe B COOTBETCTBYHOLMX pasfgenax HacToAlero
cTaHpapTa.

A.1.2.2 3ameyaHuna gna nonb3oBartens

3ameuaHus Ana nonb3oBaTens cojepxat AONONHUTENbHYK MHGOpMaLuMio, KoTopas npeacTaBnseT uHTepec Ansa
noTeHuManbHbIX NoMb30BaTenell cemeiicTea, Takmx kak paspabotunku M3, 36, hyHKUMOHaNbHbLIX NakeTos, a Takke OO.
[laHHble 3aMeyaHusi UMEeKT MHAOPMAaTUBHBIA XapakTep U MOTyT OxBaTbiBaTb NpeaynpexaeHus 06 orpaHuyeHusx npu-
MeHeHUs1 1 acnekTax, TpebylLwmx 0Co60ro BHUMAHUSA NPU UCNOb30BAHUN KOMMOHEHTOB.

A.1.2.3 3ameyaHua 419 OUEHLMKa

3ameyaHus Ana oueHLwmKa cogepxaT Nby MHdopmauyumio, KoTopas npeacTtaBnseT UHTepec ANA pa3paboTum-
KOB U1 oueHlumkoB OO npu NpoBepke ero Ha COOTBETCTBME KOMMOHEHTaM ceMelcTBa. 3ameyaHusi HOCAT MHopMaTmB-
HbI/i XapakTep U MOryT OTHOCUTLCA K Pas/inyHbIM 061acTAM, TpebylLWmnmM 0cob60ro BHUMaHUA Npu oueHke. [aHHble
3aMeyvaHus MOryT BK/IUaTb B ce6s pasbsCHEHUE HA3HAUYEHWUS U onpefeneHne BO3MOXHbIX NyTeli MHTepnpeTauuu
TpeboBaHuii, a Takxe NpefocTePeXeHnNs v npedynpexaeHus, npeacraBnsiowme ocobblii MHTepec ANA OLEHLLMKOB.

[MoANyHKTbI C 3aMevYaHnsiMy ANA NONb30BaTeNA N OUEHL KA He ABNAAITCA 06a3aTelbHbIMU U NPUBOASATCA TO/bKO
npyv Heo6Xxo4MMOCTH.

A.1.3CTpyKTYypa KOMMNOHEHTa

CTpykTypa (YHKUMOHANbHbIX KOMMOHEHTOB B 3aMe4aHusAX Mo MPUMEHEHWI0 NnokasaHa Ha pucyHke A.3.

KomnoHeHT

Manrnth— wu o ToHakKTa

O60CHOBaHME N3MMNOHAKTB
n samouiiHms nonpaiim — >

FtofMU— ompauM

PucyHok A.3 — CTpyKTypa (PyHKLMOHANLHOTO KOMMOHEHTa

A.1.3.1 NpgeHTndnkaums KOMNOHeHTa

MMA KOMNOHEHTa — 3TO YHUKa/lbHOE UMSA KOMMOHEHTa, onpejesieHHoe B COOTBETCTBYIOLMX pa3aeniax HacTosule-
ro ctaHgapra.

A.1.3.2 0O60CcHOBaH/NE KOMMNOHEHTA 1 3aMeYaHuns No NPYMEHEeHNIo

B faHHOM NOANYHKTE MOXET cofepxXaTbCa Nt06ast OTHOCALLAACA K KOMMNOHEHTY «MHOpMaLuns».

O60CHOBaHNE COAEPXUT Takne AeTanu, KoTopble YTOUHAKT 06wue hopmMynnpoBKM NPUMEHUTENBHO K onpeae-
JIEHHOMY YPOBHIO; €ro cnefyeT UCNO/b30BaTb TO/LKO B Clyvae, eC/im Ha 3TOM YpoBHe TpebyeTcsi pacluMpeHHoe onuca-
Hue.

3ameuaHns N0 NPUMEHEHNIO CoAepXaT AONOMHNTEIbHOE YyTOUYHEHe B BUAe ONUCaHWs, OTHOCSILLLEroca K onpeje-
NIeHHOMY KOMMOHEHTY. YTOYHeHWe MOXeT KacaTbCs 3ameyaHuii AN Nonb3oBaTens U/Wan  OueHLIMKa, Kak ykasaHo
B A.1.2. laHHOE YTOYHEHME MOXET MCNO/Ib30BaTbCS NMPU 06bACHEHUNU MPUPOLbI 3aBUCUMMOCTENR (Hanpumep, COBMECTHO
npuMeHsiemas uHpopmauus unu gericTeune).

[laHHbIli MOANYHKT He ABNAeTcA 06sA3aTeslbHbIM U NPUBOAUTCA TOSIbKO NpU HEO6XOAUMOCTW.

A.1.3.3 Pa3pelueHHble onepayuu

B gaHHOM NOAMYHKTe ANS KaXAO0ro KOMMOHEHTa COAepXaTcs pekoMeHAauuu Mo BbINOSHEHUIO pa3pelleHHbIX B
[aHHOM KOMMOHEeHTe onepauuii.

OTOT NOANYHKT He ABnseTcA 06a3aTeflbHbIM U MPUBOAUTCA TONLKO NPU HEOGXOANMOCTW.

A.2 Tabnuuybl 3aBUCUMOCTE

B cnegyowux tabnuuyax 3aBucmmocTeid 4na yHKUWOHANbHBIX KOMNOHEHTOB NpefcTaBeHbl NpsAMble, KOCBEHHbIE
1 BblbMpaemble 3aBUCUMOCTU (PYHKLMOHAbHBIX KOMMOHEHTOB. [ KaXA40ro KOMMOHeHTa, OT KOTOPOro 3aBUCAT Kakue-
nn6o PyHKUMOHAbHblEe KOMMNOHEHTbI, 0TBeAeH cTon6ey Tabnuubl. JNA Kax[oro yHKLMOHaNbLHOrO KOMMNOHEHTa OTBe-
feHa cTpoka Tabnuupbl. 3Haku Ha nepeceyeHnn CTPOK 1 CTON6LOB Tabnuubl ykasbiBaloT XxapakTep 3aByCMMOCTN COOTBET-
CTBYIOLUMX KOMMOHEHTOB; «X» — npsAMas 3aBUCUMOCTb; «-» — KOCBEHHas, a «O» — Bblbupaemas.

Bbi6rpaemyto 3aBUCMMOCTb paccMOTpUM Ha npumepe KomnoHeHTa FDP_ETC.1 «3KcnopT AaHHbix nofb3oBaTe-
ns 6e3 atpubyToB 6e3onacHoCTUSA. Tpebyluiero npucyTcTBns KomnoHeHta FDP_ACC.1 «OrpaHu4YeHHOe ynpaBneHue
[OCTYynoM» nn6o komnoHeHTa FDPJFC.1 «OrpaHuyeHHOe ynpaBieHne WHOPMaUMOHHbIMU NoToKkamu». Tak. ecnu
BbiipaH KomMnoHeHT FDP_ACC.1 «OrpaHu4YeHHOe ynpaBfieHue focTyrnomM», To npucytcteue FDPJFC.1 «OrpaHuyeHHoe
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ynpasneHne UHopMaunoHHbIMKM NOTOKaMn» Heobs3aTesibHO KU HaobopoT. Ecnnm nepeceyeHne CTpPokM U ctonbua Tab-
/ML MYCTO, KOMMOHEHT U3 CTPOKW HEe 3aBWCUT OT KOMMOHeHTa n3 ctonbua.

Ta6nuya Al — Tabnuuya 3aBucumocTeii gna knacca FAU «AyanT 6e30nacHoCTv»

5

FAU.SAA 1
25 AR
FAU STG1
<
N
= NC
Urs N
.
=

th o
th W

FAU ARP.1 - .
FAU_GEN.1 X
FAU_GEN.2 X X
FAU SAA1 X

FAU SAA 2 X
FAUSAA.3

FAU_SAA4

FAU_SAR1 X

FAU_SAR.2 ; X
FAU_SAR3 ; X
FAU_SEL.1 X

FAU_STG.1 X

FAU STG.2 X

FAU_STG.3 ; X
FAU_STG4 ; X

x

Tab6nuya A.2 — Tabnuua 3aBucumMmocTeit ana knacca FCO «CBsi3b»

3
s
a
FCO_NRO.1 X
FCO_NRO,2 X
FCO_NRR.1 X
FCO NRR.2 X

Ta6nuya A.3— Tabnuua 3aBucumocTein Ansa knacca FCS «Kpuntorpaduueckas nogaepxkar»

4 o “ * K
a (6] u Y 5 5 $ n K
{4 r ! % g < 5 e i 1 8 2 i 1
o o oo ! 1 & F A kLol
2 £ 2 2 ¢k c 5 2 5 fa & § E
FCSCKM1 - .- O X O - - - - . . . X - - B
FCS CKM.2 . 0 X - - T © T
FCS_CKM.3 - 0 - - - - - - o] o] - - X - - - - - -
FCS_CKM4 . 0 o] o] - - X - - -
FCS_COP.1 o X o o X
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Ta6nuua A4 — Tabnuua 3aBucumocTeit ana knacca FDP «3aluTta AaHHbIX nob3oBartesns»

— ™
§ 3 8 o : . R
o O CO B = 9 5 i
<| <(| < < g gl 5 ” K 1 '
z = 11 11 U - & 5 5 ¢& é ft 1 1
FDP_ACC.1 -X . - S .
FDP_ACC.2 - X - - _ -
FDP_ACF.1 X - - - * - X - -
FDP_DAU.1
FDP_DAU.2 X
FDP_ETC.1 o - o - - .
FDP_ETC.2 o . o . L ..
FDPJFC.1 - - X L. S
FDPJFC.2 - - X oL s
FDPJFF.1 - -X S .
FDP_IFF.2 . _ X _ X o
FDPJFF.3 X - - X - * - - - -
FDPJFF.4 X - - X - - -
FDPJFF.5 X - - X - - - -
FDP_IFF.6 X - - X - - -
FDPJTC.1 o - o - *  _ X -
FDPJTC.2 o - o - = - - - - X o o]
FDPJTT.1 o .- o _ x
FDPJTT2 o - o - - - - L
FDPJTT.3 0 - 0 - X - - - - -
FDPJTT.4 (0] - o - X * - - - -
FDP_RIP.1
FDP_RIP.2
FDP_ROL.1 o . o - e - - - -
FDP_ROL.2 o - o - - - - - -
FDP.SDI.1
FDP_SDI.2
FDP_UCT.1 0 - - - - - - - o]
FDP_UIT.1 o - - - - - - - o o
FDP_Urr.2 O - o - * - - - _ o -
FDP_UIT.3 o - o - * - - - _ o _
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Ta6nunya A5 — Tabnuua 3aBucumocTelt 4na knacca F1A «/geHTudmkaumna n ayteHTunkayms»

<A
SIS
oo

FIA_AFL.1

x

FIAATD.1

FIA_SOS.1

FIA_SOS.2

F1A_UAU.1

FIA_UAU.2

FIA_UAU.3

FIA_UAU.4

F1A_UAU.5

FIA_UAU.6

F1AJJAU.7 X .
FIA_UID.1

FIA_UID.2

FIA_USB.1 X

Ta6bnuuya A.6 — Tabnuua 3aBucumocTei gnsa knacca FMT «YnpaBneHne 6e30nacHOCTbO»

< o
é 3 % lN‘e % (é % L le.
BI s' I s' EI E‘ ?}
< 1u it g u g a é &
FMT_MOF.1 .
FMT_MSA.1 o - 0 - - - - X
FMT_MSA.2 X 0 - 0 B N X B )
FMT_MSA.3 - - - - - X - -
FMT_MTD.1 - X
FMT_MTD.2 - X N
FMT_MTD.3 X . X N
FMT_REV.1 .
FMT_SAE.1 -
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR_2
FMT_SMR.3 .
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Ta6nuuya A.7— Tabnuua 3aBucumocteit ans knacca FPR «lMpuBaTHOCTb»

=Q

£*0 O

FPR_ANO,1

FPR_ANO,2

FPR_PSE.1

FPRPSE.2 X

FPR_PSE.3

FPR_UNL.1

FPR_UNO,1

FPR_UNO.2

FPR_UNO.3 X
FPR_UNO.4

Tab6nuuya A.8— Tabnuua 3aBucumocTeii gna knacca FPT «3awmTta ®60»

u,

N

AGD_AOM 1
o

FPT AMT.1
FPTJTT.1

SN

4
b
1

Ul

FPT_AMT.1

FPT_FLS.1 X

FPTJTA.L

FPTJTC.1

FPTJTLL

FPTJITI.2

FPT_ITT.1

FPTJITT2

FPT_fTT.3 X
FPTPHR1

FPT_PHP.2 - X - -

FPT_PHP.3
FPTRCV.1
FPTRCV.2
FPT_RCV.3
FPT_RCV.4
FPT_RPL.1
FPT_RVM.1
FPT_SEP.1
FPT_SEP.2
FPT_SEP.3
FPTSSP.1 X
FPT_SSP.2 X
FPT_STM.1

FPT_TDC.1

FPT_TRC.1 X
FPT_TST.1 X

X X X X
x
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Tab6nuuya A.9— Tabnuua 3aBucMMOCTell ans knacca Ta6nuya A 10— Tabnuua 3aBucuMocTeil ansa knac-
FRU «l/cnonb3oBaHne pecypcoB» ca FTA «floctyn Kk OO»
-
§ N 3
1 o = 2
3 E <' 5
£ w c C
FRU_FLT.1 - X FTA LSA 1
FRU_FLT.2 - X FTA_MCS.1
FRU_PRS.1 FTA_MCS.2
FRU_PRS.2 FTA_SSL.1 X -
FRU_RSA.1 FTA_SSL.2 X -
FRU RSA.2 FTA_SSL.3
FTA_TAB.1
FTA_TAH.1
FTA_TSE.1

Mpunoxexnne B
(o6s13aTenbHOE)

PyHKUMOHANbHbIE Knacchbl, cemelicTBa U KOMNOHEHTbI

Mpunoxenuss C—M cofepxat 3aMeyaHus no NPUMEHEHNI0 (DYHKLMOHANbHBLIX KNAcCoB, ONPeAeNeHHbIX paHee B
HacTosileM cTaHgapTe.
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MpunoxeHne C
(o6sA3aTenbHoe)

Ayant 6e3onacHocTu (FAU)

CewmelictBa ayguTta no MICO/M3K 15408 npepocTaBnsitoT aBTopam M3/36 BO3MOXHOCTL onpeaenutb TpeboBaHus
AN MOHUTOPUWHra AelCTBMIl NONb30BaTeNA N B HEKOTOPbIX C/yYasx 06HapYXuUTb CyLLeCTBYOLINe, BO3MOXHbIE UKW FOTO-
BAlMeca HapylweHus MNBO. ®yHkunn ayauta 6esonacHoctn OO onpepesneHbl C TeM. YTO6bl MOMOYb OCYLLECTBAATL KOH-
TPO/ib 3@ OTHOCALMMUCA K 6€30NacCHOCTM COGLITUSAMU, M BbICTYNAIOT Kak CAepXMBaloLWnii hakTop HapyLleHuii 6e3onac-
HocTW. Tpe6oBaHuA cemeiicTB ayauTa MCMOMb3YOT (PyHKLMM, BKIOYalOWme B cebs 3awuTy AaHHbIX ayauta, dopmar
3anuncu, BbI6oOp COObLITUIA, a Takke MHCTPYMEHTaNbHble CpeAcTBa aHann3a, CUrHasbl ONOBELEeHNA NPU HapyLeHun u
aHanu3 B peasbHOM MaclwTabe BpemeHu. XXypHan ayauta cnefgyeT npefctaBnsaTb B dpopmare, [OCTYMHOM YenoBeky
Nn60o SABHO (Hanpmmep, XpaHs XypHan ayauTta B Takom copmarte), 1nbo HesiBHO (Hanpumep, NPUMEeHSIA UHCTPyMeHTasb-
Hble cpefcTBa npeABapuTesibHON 06paboTkN AaHHbIX ayauTa) WAM C UCNOoNb30BaHNEeM 060UX MeTOAOB.

Mpu coctaBnenun TpeboBaHuin ayguta 6esonacHocTn asTopy M3/36 cnepgyet obpaljaTtb BHUMaHMe Ha B3anMo-
CBSi3b CEMelCTB U KOMMNOHEHTOB ayaunTa. Bo3MOXHOCTb peann3alunn CoBOKYNHOCTU TpeboBaHWii ayanTa B COOTBETCTBUM
CO CMuUCKaMmn 3aBUCUMOCTEN KOMMNOHEHTOB MOXET MPUBECTU M K HEKOTOPbIM HegocTaTkaM (OyHKUuW ayguTa (Hanpumep,
npu nposefeHnn ayamTa BCeX COObITUIA, OTHOCALMXCA K 6e30macHOCTH, He GyAeT BO3MOXHOCTM YNpaBasiTb UMW Ha
CeNeKTMBHOW OCHOBEe, Takol Kak MpPUHaANeXHOCTb K OTAENbHOMY NO/b30BaTesnio Uan 06beKTy).

C.1 TpeboBaHusA ayguTa B pacnpegeneHHoli cpege

Peanusauva TpebosaHuii ayanta Ana ceTeil n Apyrnx 60bWNX CUCTEM MOXET 3HAUYUTENIbHO OTAMYaTbCs OT pea-
nn3auum Takux TpeboBaHWii B aBTOHOMHON cucTteme. [l 60MbLINX U CMOXHbLIX cUCTeM TpebyeTcs 6onee nNpoAyMaHHbI
nnaH cébopa v ynpasneHus AaHHbIMW ayfuTa, NOCKOMbKY MX TPyAHee MHTepnpeTuposBatb (M Aaxe XpaHuTb). OO6bIUHbINA
CMNCOK, YNOPSAOYEHHbI NO BPEMEHU, AN XypHan cobbiTUiA, NoABeprawwmxcs ayauTy, He NPUMEHUMbl B rN06a/bHbIX,
He CUHXPOHWN3MPOBAHHbIX CETAX, B KOTOPbIX OJHOBPEMEHHO MPOMNCXOAUT MHOXECTBO COObITUIA.

Kpome Toro, B pacnpegenesHHom OO B pasnnyHbIX XOCT-KOMMblOTEpax 1 cepBepax MoryT 6biTb pasnnyHble NOANTH-
K/ Has3HayeHus umeH. [1na Toro 4tobbl n3bexarb N3ObITOYHOCTU U «CTOSIKHOBEHMSA» UMEH, MOXeT notpeboBaTtbecsa 06Lye-
ceTeBOe cornatieHne o6 Mx cornacoBaHHOM NpeAcTaBneHUW ANa ayauTa.

[na obcnyxmeaHma pacnpefeneHHon CUCTeMbl MOXeT MoTpeboBaTbCA XpaHUAule AaHHbIX ayAuTa U3 MHOTUX
06beKTOB, AOCTYNHOE NOTEHLMaNbHO WWPOKOMY KPYry YNO/THOMOYEHHbIX Nonb3oBaTeneil.

HakoHel, K 3710ynoTpe6a1eHnaM YyNnoSHOMOYEHHbIX NOMb30BaTesneil CBOMMU npaBamMu crefyeT OTHECTUM cuctema-
TUYECKOe YHWUTOXeHMe OTAeflbHbIX 06nacTeil XxpaHeHUs AaHHbIX ayAuTa, OTHOCALUMXCA K AeliCTBMAM afMuUHUcTpaTopa.

Jekomnosnuyma knacca FAU «AyanT 6e30nacHOCTM» Ha COCTaBASOLWIME €ro KOMMOHEHTbl MNokasaHa Ha
pucyHke C.1.

C.2 ABTomaTunueckas peakumnsa ayauta 6esonacHoctun (FAU_ARP)

C.2.1 3ameyaHus N0 NPUMEHEHMNIO

CewmeiictBo FAU_ARP «ABTOMartmyeckas peakuusi ayauta 6€30nacHOCTM» COAEPXUT TpeboBaHMA nNo obpaboTke
cobbITuii ayamTa. KoHKkpeTHoe TpeboBaHume MOXET BK/uaTb B ceba TpeboBaHWA curHana Tpesorn unu geictenii @60
(aBTOMaTmyeckan peakuus). Hanpumep, ®B5O moryT obecneunBaTb nojayy curHana TPeBOrM B peaslbHOM BpeMeHMU,
npepbiBaHne npouecca C BbISIBAEHHbIM HapylleHueMm, npekpaiieHne o6cnyxunsaHusa, 610kupoBaHne Wan 3akpbiTe
Yy4YeTHbIX [aHHbIX Nosib3oBaTenNs.

CobbiTue ayguta onpefgensieTcsl kak «BO3MOXHOe HapylleHne 6e30MacHOCTU®, eCnun Tak ykasaHo B KOMMOHeHTax
cemeiictea FAU_SAA «AHanuns ayauTa 6€30mMacHOCTU».

C.2.2 FAU_ARP.1 CurHanbl HapyweHns 6e3onacHocTu

C.2.2.1 3ameyaHuns No NPMMEHEHU0 A4NA NONb30BaTeNs

Mpw curHane Tpesoru cnegyeT NpeanpuHATL onpefeneHHble AeicTBna. OHM MOryT BKIOYaTb B ce6a HopMmpo-
BaHVe YNO/IHOMOYEHHOrO Mosb3oBaTens, npefocTaB/ieHne yNnoHOMOYEHHOMY MO/Ib30BaTeN0 NepeyHs BO3MOXHbIX
Mep NPOTUBOAEWCTBUS UK BbINOSTHEHNE KOPPEKTUpYyLWNX AelicTBuii. ABTopy M3/36 cnepyeT 6biTb 0CO6EHHO BHUMA-
TeNbHbIM NPV onpeAeneHnn nocnefoBaTeNlbHOCTV MPOBEAEHNA Taknx AeiCTBUNA.

C.2.2.2 Onepauuu

C.2.2.2.1 Ha3HauyeHue

B anemeHTe FAU_ARP.1.1 aBTopy M3/36 cneayeT onpefennTb feiicTBUS, NpeAnpyH/UMaeMble B Clyyae BO3MOX-
HOro HapylweHua 6esonacHocTu. [pMMepoM cnucka Takux AeiCTBUIl SBNsSeTCA: «MHpOopMMpOoBaTb YNOTHOMOYEHHOMO
nosnb3osarens, 6/10kMpoBaTb Cy6beKTa, AeNCTBUA KOTOPOro MOrYT MPUBECTU K HapyLUeHWo 6e30nacHOCTU». MOXHO Tak-
Xe ykasaTb, YTO npefnpuHuMaemMble AeiiCTBMA MOryT onpefenaTbCa YNOSHOMOYEHHbIM MOSb30BaTenNeMm.

C.3 l'eHepauusa faHHbIxX ayamTta 6esonacHocTu (FAU_GEN)

C.3.1 3ameyaHunsa No NPUMEHEHUIO

CewmeiictBo FAU_GEN «[leHepauus faHHbIX ayauTa 6e3onacHocTu» cofepxut TpebosaHua no cneuudumkauum
cOobbITUIA ayauTa, KOTOpble CcreayeT reHepupoBaTb C ucnonb3oBaHveM ®BO Ana cob6bITUA, OTHOCAWMXCS K 6e3onac-
HOCTMW.
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PucyHok C.1 — [lekomnosuyusa knacca FAU «AyauT 6e3onacHOCTU»

3T0 ceMeiicTBO OpraHN30BaHO Tak. YTOGbl M3bexaTb 3aBUCUMOCTEN OT BCeX KOMMOHEHTOB, TPebyloLWnx noaaepx-
Kn ayguta. B kax[oM KOMMNOHEeHTe umeeTcs NOATrOTOB/EHHAs Cekuma «AyauT», B KOTOPOI nepeynciieHbl cobbiTus,
npeanaraemble gna ayauta B ero dhyHkuUWoHanbHol obnactun. CogepxaHue ykasaHHol obnactu ayauTa ucnonb3yetcs
asTopom [M3/36 npu coctasneHun M3/3b Ana 3aBeplueHUs onepayuii 3Toro kKOMMNoHeHTa. Takum o6pasom, cneyuduka-
uua Toro, UTO MOXeT noAsepraTbCca ayanTy B (yHKLMOHANbHON 061acTh, COAepXUTCa B yKasaHHo obnactu.

Cnuncok cobbITUl, NOTEHUMaNbHO NOofBepraemMbiX ayAnTy, NOMHOCTbIO 3aBUCUT OT APYrUX (PYyHKLMOHAMbHbIX Ce-
melicTs B M3/36. Mo3aTomMy B onMcaHne Kaxoro cemeiicTea ciegyeT BKIOYATb CAUCOK COObITUI, OTHOCALLUXCA K CeMeit-
CTBY ¥ NOTeHUMaNbHO NOABEpPraembix ayauTty, A5 KaXAO0ro KOMMOHeHTa cemelicTBa. Kaxpgoe cobbiTve B CMMCKe NOTEH-
UnanbHO nofsepraembix ayguTy CO6bITWiA, cneuynduunpoBaHHoe B (QyHKLWOHANbHOM cemelicTBe, ciefyeT OTHeCTU K
OAHOMY W3 NPUHATbIX YPOBHEW reHepauun cobbiTuili ayanta (To eCTb MUHMManbHOMY, 6a30BOMY, AeTa/M3VpOBaHHOMY).
3710 npegocTtasnseT asTopy M3/36 uHdopmaumio, No3BoNSAIOLWY 06ecneynTb, 4TOObl BCe COObITMSA, NOTEHLUANBHO NoA-
Bepraemble ayauty, 6binmn cneunduunposaHsl B M3/36. Kak HeobxoAanMo cneunduunpoBatb co6bITUSA, NOTEHUUANBHO
nogsepraemble ayauTy, B COOTBETCTBYIOLWMX (DYHKLMOHANbHBIX CEMeACTBax NokasaHo Ha cneayloliem npumMepe.

«Ecnn B N3/3B BkntoyeHo cemelictBo FAU_GEN «[eHepauusi faHHbIX ayaMTa 6e30nacHoCTM», TO cnegyeT npeayc-
MOTpeTb BO3MOXHOCTb ayAuTa cneaytowmx AencTBuii:

a) MVHUMabHbIN: yCnewHoe Ncnonb3oBaHne MYHKUUA agMUHUCTPATUBHOIO ynpasneHus atpubytamu 6esonac-
HOCTU nofb3oBartens;

b) 6a30BblIii: BCE NOMbITKM MCMOMNb30BaHNA (DYHKUMIA afMUHUCTPATUBHOIO ynpasneHns atpubytamm 6e3onacHocTu
nonb3oBartens;

c) 6a3oBblii: nageHTUdMUKaLMa MoanLMpoBaHHbIX aTpnbyToB 6€30NacHOCTM Nofb30oBaTens;

d) AeTann3npoBaHHbIA: HOBble 3HAYeHUs aTpuMOYTOB, 3a UCKIIOYEHUEM YYBCTBUTENbHLIX atpubyTos (Hanpumep,
naponei, knw4yeii wWndposaHns)».
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[na Kaxgoro BbIGPaAHHOTO (WYHKLMOHA/IbHOTO KOMMNOHEHTa B 06LLYyl0 COBOKYMHOCTb COBbITUIA, NOTeHUMansHo noa-
BepraemMbix ayauTy, cnefyeT BKAOUYNTb Te ykazaHHble B HEM CO6bITUSA, KOTOPble COOTBETCTBYIOT YPOBHIO, yCTaHOB/IEHHOMY
B FAU_GEN «leHepauusa gaHHblx ayauta 6e3onacHocTu». Ecnu B npuBegeHHoM Bbiwe npumepe B FAU_GEN «[IeHepa-
UMs faHHbIX ayguTa 6e30macHOCTU» BbibpaH ypoOBeHb «0a30Bblii», COObLITUA, yYKa3aHHble B Nepeync/iieHnax a) — C),
cnefyeT OTHECTU K MOTeHUMasrbHO nojsepraembiM ayauTy.

CnepyeT 06paTtuTb BHUMaHWe Ha TO. YTO KaTeropmpoBaHve cobbiTuiA, NOTEHUMaIbHO NOABepraemblix ayauTy, nepap-
XM4HO. Hanpumep, ecnu Tpebyetcs «eHepauuns 6a30BOro ayguta», To BCe COObITUA, NOTEHUMANLHO NoABEpPraemMble Kak
MUHUMaSIbHOMY, Tak 1 6a3oBoMy ayauTy, credyeT BkIOUUTbL B 13.'36 ¢ noMoLLblo COOTBETCTBYIOLLEN OnepaLun HasHave-
HUAA. 3a UCK/OYEHUEeM cny4vas, korga cobbiTve 60see BbICOXOro YPOBHA UMeeT 60Nbluyo geTannsauuio, 4yem cobbiTne
60/1ee HU3KOTO YpoBHA. Ecnn TpebyeTca «leHepauus geTanm3npoBaHHoOro ayauta», 7o B M3/3b cnepyeT BkOUNTL BCe
CcOo6bITUA, NOTEHUMaNbHO NoABepraemMble ayauTty (MUHUManbHOMY, 6a30BOMY U AeTann3upoBaHHOMY).

Mo ycmoTtpeHuto aBTopos M3/36 B cnncok cobbiTWil, NOTeHUManbHO NoABepraemMbix ayauTy, MOryT BKAYaTbCs
CcO6bITUS NOMUMO TpebyeMbiX A5 AAHHOTO ypoBHS ayauTa. Hanpumep, B M3/36 MOXHO 3as8BUTb TO/IbKO BO3MOXHOCTU
npoBeAeHNss MUHUMAasIbHOTO ayAuTa, HeCMOTPSA Ha BK/IlUYeHne 60MbLIOK YacTu BO3MOXHOCTe 6a30BOro ayguta, no-
CKONbKY HEKOTOpble U3 OCTaBLUMXCA BCTynawT B NpoTMBOpeume c orpaHmyeHmamu M3/36 (Hanpumep, MoryT Tpe6oBaTb
cbopa HeAoCTYMHbIX faHHbIX).

®YHKLUMOHa/IbHbIEe BO3MOXHOCTU, BbINO/IHEHNE KOTOPbLIX NOPOXAaeT COObITUA, NMOTEHUMaNbHO NojBepraemMbie
ayauTy, cnefyet yctaHasnueath B M3 unu 36 kak yHKLMOHaNbHbIe TpeboBaHusA.

Hwxe npuBefeHbl Npumepbl TUNOB COGLITWI, KOTOpPble cleayeT onpeAennTb kak NoTEeHUManbHO nojBepraemMble
ayauTy B Kaxaom (PYHKUMOHaNbHOM KoMnoHeHTe M3/3b:

a) BBefeHne 06bekToB U3 Ol® B agpecHoe NPOCTPaHCTBO CyObekTa:

b) yAaneHve 06beKTOB;

C) npefocTaB/ieHne Uan oTMeHa npas UM BO3MOXHOCTel gocTyna;

d) n3meHeHne aTpnbyToB 6€30MacHOCTM CybbekTa UM 06bekTa;

€) NpoBepKN NOAUTUKK, BbiNonHAemble ®PBO Kak pesynbTaT 3anpoca cybbekTa;

f) ncnonb3osaHne npae goctyna Ans 06xofa NPOBEPOK NOAUTUKN:

) ucnonb3oBaHue (QYHKUUIA naeHTUUKaLUM 1 ayTeHTudukauum;

h) pelictenA, npegnpuHUMaemMbie onepaTopoM U/Wan yNnoONHOMOYEHHbIM Mofib30BaTenemM (Hanpumep, nogasne-
HUe Takoro mexaHusma 3awmtbl ®BO. Kak fOCTYNHbIE YeN0BEKY MeTKu);

i) BBOABBLIBO/A AaHHbIX C/HA 3aMeHseMble HOCUTENW (Hanpumep, nevaTHble maTtepuassbl, NeHTbl, JUCKETbI).

C.3.2 FAU_GEN.1 lNeHepauusa gaHHbIX ayanta

C.3.2.1 3ameyaHuns No NPUMEHEHU0 418 NONb30BaTENsA

KomnoHeHT FAU_GEN.1 «[leHepauus faHHbIX ayauTa» onpegensieT Tpe6oBaHusi No uaeHTUudmkaumm cobbiTuid,
noTeHunanbHO NoJABepraembiX ayauTy, A5 KOTOPbIX ClefyeT reHepuposaTtb 3anucu ayauTa, W cocTas uMHdopmauum B
3TUX 3anucsax.

Ecnu NBO He npepycmaTpuBaeT accouuaumn cobbiTuii ayamTa ¢ MaeHTMukaTtopom nonb3oBaTens, To AOCTaTOu-
HO NPUMeHeHUs ToNbKO KoMmnoHeHTa FAU_GEN.1 «[leHepauusa gaHHbIX ayauta». To e npuemsaemo u B criyvyae, Korga
MN3/36 coaepxuTt TpeboBaHus npuBaTHOCTW. Ecan Heobxogumo nofknlueHne naeHTudukaTopa nonb3osarens, gonyc-
KaeTca AONONHUTENbHO Mcnonb3oBaTtb KOMNoHeHT FAU_GEN.2 «Accouuauma ngeHTudukatopa nonb3oBatens».

C.3.2.2 3ameyaHuna No NpUMEHEHUNIO AN1A OLEHLINKa

NmeeTcs 3aBucuMocTb 0T FPT_STM «MeTku BpeMeHu». Ecnv TOUHOe 3HauyeHne BpeMeHU coObITUiA Ans AaHHOTo
OO HecyuW,eCTBEHHO, TO AOMYyCKAeTCA N0rMYeckn 060CHOBaHHbLIN 0TKa3 OT 3TO 3aBUCUMOCTMU.

C.3.2.30nepauyun

C.3.2.3.1 Bbi6op

B FAU_GEN.1.1 B pa3gene ayauta pyHKUMOHaNbHbIX Tpe6oBaHuii, Bxoaswmx B M3/36. cnefyeT BbIGpaTh YpOBEHb
Co6bITUIA, NOTEHUMaNbHO NoABEPraeMbiX ayAuTy, ykasdaHHbIll B pasgene ayauTta ApYTX (YHKLUWOHa/IbHbIX KOMMOHEHTOB,
BK/IOYEHHbIX B M3/36. OTOT ypOBEHb MMOXET 6blTb «MUHUMANbHbIM», «6a30BbIM», «AeTann3MpoBaHHbIM» UAKU «Heonpe-
LEeNeHHbIM».

C.3.2.3.2 HasHauyeHune

B FAU_GEN.1.1 aBTopy M3/36 cnepyeTt cocTaBUTb CANCOK U APYTUX COGLITUIA, NOTEHLMabHO NoABEpPraeMbix ayan-
Ty. AN51 BK/IOYEHUA B CMUCOK COGLITWIA, NOTeHUManbHO noABepraembix ayauty. HasHaueHne B nepeyuncnerHunm c) rioxeT He
BK/lOYaTb B CE6A HU OJHOTO COOLITUS (<HET») UNKN BKIOYAaTb COObITUA M3 (PYHKLMOHANbHBIX Tpe60BaHWi, NOTeHUanbHO
nojsepraemMble ayauTy 60s1ee BbICOKOTO YPOBHS, YeM TpebyeTcsi B nepeyncrieHnmn b). a Takxe cobbiTus, reHepmpyemble
npu MCnonb30BaHuK cneynuunpoBaHHOro MHTepdeiica nNpuknagHoro nporpammuposaHnsa (API).

B FAU_GEN.1.2 aBTopy M3/3B6 cnepyet ans Bcex cobbITWiA, NOTEHLMANbHO NOABEPTraeMbIX ayAUTy U BKIIIOYEHHbIX B
M3/36, cocTaBUTb CMNCOK WHOW MHpopmaunu, vMetoweil OTHOLWEHNE K ayauTy, ANS BKIOYEHMA B 3anucy cobbiTui
ayauTa.

C.3.3 FAU_GEN.2 Accouunauusa ngeHtudukatopa noab3oBatens

C.3.3.1 3ameyaHna No NpUMEHEHUI0 ANA Noib3oBaTens

KomnoHeHT FAU_GEN.2 cBa3aH c TpeboBaHMEM MCNONb30BaHUS UAEHTUDMKATOPOB MNosib30BaTenell npu ydyerte
COGbLITUIA, NOTEHUMANBLHO NOABEPraeMbiX ayauty. DTOT KOMMOHEHT cnefyeT Ucnosb3oBaTtb B AonosfHeHne Kk FAU_GEN.1
«[eHepauna faHHbIX ayauta».
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Tpeb6oBaHus ayauta u NpuBaTHOCTU MOMYT NPOTMBOPEUNTL APYT Apyry. [Npu npoBefeHnn ayanTa xenaTefibHo 3HaTb,
KTO BbINOAHUA AelicTBue. MNMonb3oBaTenb [MOXET He Noxenatb NpejasaTb CBOW AeNCTBUS Oorfacke, a Takke MOXeT He
3axoTeTb, YTOObLI €ro uaeHTUUUUPOBany Apyrue nuua (Hanpumep, Ha caiite noucka pab6oTbl). Tpe6oBaHue 3awuTbl
naeHTuukatopa nonb3oBaTens MoXeT Takke coJepxaTbCsA B NOAUTMKe 6e3onacHOCTV opraHusauun. B Takmx cnyuvasx
uenn aygmTta u CoOXpaHeHus NpuMBaTHOCTM NPAMO NPOTMBOMOJOXHBI APYr Apyry. [03TOMy, ecnu npyu BbINOSHEHUN Tpebo-
BaHWn ayguTta HEO6X04MMO COXPaHWTb MPUBATHOCTb, B 3TOM KOMMOHEHTE MOXHO MCMNO/b30BaTb NCEBAOHUM MO/b30Ba-
Tens. TpeboBaHusA No onpefeneHnto NOA/MHHOIO UMEHN NoMb3oBaTens No NCeBAOHUMY cofepxartcs B knacce «[lpu-
BATHOCTb».

C.4 AHanus ayaguta 6esonacHocTtu (FAU_SAA)

C.4.1 3ameyaHus Mo NPUMEHEHUNIO

CewmeiictBo FAU_SAA onpegensieT Tpe6oBaHusi ANsi aBTOMATU3MPOBAaHHbIX CPEACTB, KOTOPbIE aHaNM3UPYT MNo-
Kasatenn (PYHKUNOHWPOBAHWA CUCTEMbl W [aHHble ayauTa B LefaX NMoucka BO3MOXHbIX WAN peasibHbiX HapylleHWii
6e30nacHOCTU. ITOT aHa/N3 MOXET WCNOMb30BaTbCA A9 NOAAEPKKN Kak 06HapYXeHUss BTOPXEHWUs, Tak u aBTomaTu-
4YecKoil peakuun Ha oxugaemoe HapylweHue 6e3onacHOCTY.

[felicTBusi gna BbinonHeHnss ®BO npu 06HapPYXEHUM 0XMAAEMOro WAU NOTeHLUManbHOro HapylweHus onpegens-
10TCS B KOMMOHeHTax cemelictBa FAU_ARP «ABTomaTunueckas peakuus ayguta 6e30nacHOCTU».

[lns aHanusa B pexume peasibHOro BpeMeHu [JaHHble ayauTa MOryT npeobpas3oBblBaTbCsi He TOJIbKO B hopmar,
ncnonb3yemblii 4na aBTOMaTM4eckoil 06paboTku, HO Takke B dopmaT, yAoOHbIA ANA NMpocMoTpa YyNoSHOMOYEHHbIMU
nonb3oBaTensAmm.

C.4.2 FAU_SAA.1 AHanu3 noTeHunanbHOro HapyLeHuns

C.4.2.1 3ameyaHuns No NPpUMEHEHUI0 AN1A Nofib3oBaTens

KomnoHeHT FAU_SAA.1 ucnonb3yeTtcsa AN onpefeneHns COBOKYNHOCTU COObITUIA, MOTeHUManbHO NoABepraembIx
ayauTy, nosiB/ieHne KOTopbIX (KaXAoro oTAeNbHO WX B COBOKYNMHOCTU) yKasblBaeT Ha NnoTeHuuasnbHble HapyweHus MbBO.
1 npasu, NPUMEHAEMbIX AN aHanm3a 3TUX HapyLUueHWid.

C.4.2.2 Onepauyun

C.4.2.2.1 HasHaueHue

B FAU_SAA.1.2 aBTopy MN3/36 cnepyet onpeaenntb COBOKYNHOCTb COOLITUIA, NOTEHLMANBHO NOABEPraeMbIxX ayan-
Ty. NpoAIBNEHNE KOTOPbIX (KaXA0ro B OTAE/MbHOCTU WAN COBMECTHO) ByaeT ykasbiBaTb Ha BO3MOXHble HapyweHus MbBO.

B FAU_SAA.1.2 aBTopy MN3/36 cnepyeT onpefenvuTtb nobble apyrve npasuna, kotopble ®EO cnepyeT MCNOMNb30-
BaTb /19 aHa/M3a XypHana ayavuTta. 3T npaBuia MOryT BKIOYaTb B Ce6s KOHKpeTHble TpeboBaHWsA, COrlacHo KOTOPbIM
HeobxoaumMo, 4To6bl B TeYeHMe yKasaHHOro nepuoga BpeMeHu (HanprmMep, YyCTaHOB/IEHHOIO BPEMEHW CYTOK, 3a[jaHHOro
UHTepBasa BPEMEHW) NPOM3OLNN onpefeneHHble cobbITUA. EcAn HeT HMKakux AOMNONHUTENbHbIX NPaBu, KOoTopble
[O/KHBI Ucnonb3osate ®EO npu aHanuse xypHana ayauta, TO faHHOEe Ha3HauyeHne MOXeT ObiTb BbINOMIHEHO Kak
«HeT».

C.4.3 FAU_SAA_2 BbifiBieHWEe aHOMannu, 0CHoBaHHOe Ha npodune

C.4.3.1 3ameyaHuA NO NPUMEHEHUIO A4N1A NONb30BaTENSA

Mpodunb ABNAETCS CTPYKTYpOWi, XxapakTepusylolleli noBegeHne nonb3oBaTesieil W' cy6bEKTOB; OH ONuCbiBaeT
pasnnyHbie cnocobbl B3anmMoAeicTBnsa nonb3osaTeneii/cybbektoB ¢ P650. LWabnoHbl MCNONL30BaHUA A5 NOMb3oBaTe-
neii/cy6beKTOB ycTaHaBMBAKT MO OTHOWEHWIO K PasiUyHbIM BUAam pesynbTaToB WX AeATeNbHOCTW, BKIOYas, Hanpu-
Mep. WwabnoHbl BO3HUKHOBEHUS WCKMOUYNTENbHBIX CUTyauunid, WwabnoHbl NCNONb30BaHUSA pPecypcoB (Koraa, Kakux, Kak),
WabnoHbl BbINOMHAEMbIX AEACTBUA. MeTprkn Npodunia ccblIaloTCsA Ha Cnocobbl, KOTOPLIMW pasfinyHble BUAbI AesiTeNb-
HOCTU OoTpaxalwTca B npodune (Hanpumep, U3MepeHne UCMo/b30BaHHbIX PeCypcoB, CHETUMKN COObITUIA, Taiimepbl).

Kaxpgblii npochunb npeacTtaBnseT coboii oxmaaemble WabnoHbl UCNOMb30BAHUS, BbIMOMHAEMbIE YNleHaMu Tpyn-
Mbl. Ha KOTOPYIO OH OpMeHTUpoBaH (Lenesas rpynna npoduns). JaHHblil WabnoH MOXeT OCHOBbIBATLCA Ha NpeaLwecTBy-
ouem ncnonb3oBaHun (lWabnoH npeabiCTOpUn) MAN Ha O6bIYHOM MCNOMb30BaHUM NONb30BaTENAMU MOAOOHbLIX Lene-
BbIX rpynn (oxugaemoe nosefexune). Llenesas rpynna npoduns BkAyaeT B ce65 04HOTO UM HECKOIbKMX MOfb3oBate-
neii. B3anmogeiicTBytowmx ¢ ®6O. [leaTenbHOCTb KaX/Aoro YieHa rpynnbl 4aHHOTo Npodmas aHanu3npyeTcs UHCTPYMEH-
TaNbHbIMW CpeAcTBamu, 4To6bl CPaBHWUTL ee C LWabnoHoM, npefcTaBieHHbIM B npodwune. Mpumepamu Lenesbix rpynn
npounsa ABNATCA:

a) yyeTHas 3anucb OTAENIbHOrO MNOMb30BaTeNA — OAUH MPothWb ANA KaXAOro nonb3oBaTens:

b) naeHTUdUKaTOP rpynnbl UKW yyeTHas 3anucb rpynnbl — OfAWH Npodhunb AN BCex Nosib3oBaTtesieil, koTopble
VUMEIOT OAMH 1 TOT Xe WAeHTUdMKaTop rpynnbl A paboTalT, UCNO/b3ys O6LLYI0 YYETHYI0 3anuchb;

C) onepauuvoHHas ponb — OAWH NPodub Ha BCeX Nosb3oBaTesnield, BbINOMHALLWMX faHHYI0 ONepaLVoHHY0 pofb;

d) cuctema B Lenom — ofuH NPouab Ha BCeX Nonb3oBaTeneli CUCTEMbI.

Kaxgomy uneHy ueneBoii rpynnsl Npouna npucsavBaloT UHAUBUAYANbHbIA PEATUHT NOA03PUTENbHON aKTUBHOC-
TV, MOKa3blBaOLWNIA, HACKO/IbKO €ro AenaTeNlbHOCTb COOTBETCTBYET Wab/ioHy MCMNOMb30BaHNA CUCTEMbI, YCTAHOBIEHHOMY
B npodouae 3TON rpynnbl.

Cr0XHOCTb CpeACTB 06HApY)XeHUA OTKOHEHWI B 3HAUMTENbHOW cTeneHn GyaeT onpefensiTbCA YACIOM LiefeBbIX
rpynn, npefycMoTpeHHbIX B M3/36. 1 CNOXHOCTbIO METPUKU nNpodhuns.

[laHHbIli KOMNOHEHT UCMOMb3YIT AN ONpefeneHns Kak COBOKYMHOCTW CObbITWI, MOTeHUManbHO nojsepraembix
ayauTy, NosiBNIeHNe KOTOPbIX (KaXA4oro B OTAENbHOCTU WAN BMECTEe) ykasblBaeT Ha BO3MOXHble HapylleHus MNBO. Tak n
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npasun NpPoBeAEeHUs aHann3a HapyLleHuid. YkazaHHas COBOKYMHOCTb COGbITUI 1 NpaBui MoXeT 6biTb Moauduumnposa-
Ha yNo/IHOMOYEHHbIM Nosb3oBaTenem nytem gobasneHuns, moaudvkauun Uan yaaneHus cobbiTWil nanm npasun.

Mpw coctasneHun NMN336 cnegyeTt nepeyncnnTb BUAbLI AeATENLHOCTU, KOTOPbIE C/eayeT OTCnexunsaTb U aHanusun-
poBaTb C ucnonb3osaHnem ®60. ATopy M3/36 cnegyeTt 0cobo ykasatb, kakas MHoOpMauLns o0 feATeNbHOCTN MO/b30-
BaTeneii HeobxoauMa npu cocTaBneHun npoduneit NCNoNb30BaHUA CUCTEMbI.

FAU_SAA.2 «BbifiBNeHne aHoManuu, OCHOBaHHOe Ha npodmne» cogepxut TpeboBaHne, 4tobbl PEO CONPOBOX-
Aanu npoduam MCcnosib3oBaHnsa cuctembl. Mof CONpoBOXAEHMEM MOHVMAaeTCs aKTUBHOE yyacTue [eTekTopa OTKIOHe-
HWIi B 06HOBMEHNN MPOCUAA UCMNO/Ib30BAHNSA CUCTEMbI B COOTBETCTBUW C HOBbIMU [e/iCTBUSIMUN, BbIMOMHAEMbIMU YNeHa-
MU LeneBoli rpynnbl 3Toro npodunsi. BaxHo, uto6bl aBTopom lM3/36 6bina onpefeneHa MeTpuka npeacTaBeHUs aes-
TeNbHOCTU MoNb3oBatens. NHAWBMA MOXET BbIMONHATbL ThICAYM Pa3/IMUHbIX AENCTBUI, HO AETEKTOP OTKIOHEHWI Cnoco-
6eH oTo6paTb ANA KOHTPOMS TOMbKO HEKOTOPble M3 HUX. Pe3ynbTaTbl aHOMasibHON [eATeNbHOCTU WHTEerpupyrTca B
npounb Tak Xe. Kak U pesynbTaTbl HOPManbHON AeATeNbHOCTU (MPW YC/I0BUW BbIMOSIHEHWSA MOHUTOPUHIA 3TUX Aeii-
cTBWiA). TO. UTO CUMTANIOChb OTK/IOHEHMEM 4eTbipe Mecsila Hasaj, CerofHs MOXeT cTaTb HOPMOI (M Hao6opoT) M3-3a
n3MeHeHus ycnosuii paboTbl nonb3osateneil. 6O He ByayT CNOCOGHLI yyecTb U3MEHeHue cuTyauun, ecau B anropuT-
Max 06HOBNEHWA Npodnns He oTpaxeHa kakas-nM6o aHOMasnbHas AesTENbHOCTb NONb3oBaTeneil.

ALMUHNCTPaTWBHbIE YBEAOMEHNUA cneayeT [0BOAUTbL A0 YNOTHOMOYEHHOrO NOMb30BaTeNs Tak. YTo6bl OH MOHU-
Man BaXHOCTb PelTUHra Nofo3puTesibHOl akTUBHOCTHU.

AsTopy MM3/36 cnepyeT onpefennTb, kak MHTEPNpPeTMpoBaTb PEWTUHIN NOA03PUTENbHOV aKTUBHOCTU U YCNOBHUS,
npy KOTOPbIX B C/ly4aB aHOMaslbHOTO NOBELEHNS HYXHO 06pallaTbca K MexaHusmy cemeiictea FAU_ARP «ABTomMaTuyec-
Kas peakuus ayguta 6e3onacHoCTu».

C.4.3.2 Onepauyun

C.4.3.2.1 Bbibop

B FAU_SAA.2.1 asTtopy MN3/36 cnepyeT onpeaennTtb uenesy rpynny npocunsa. OauH M3'36 MoxeT BkAo4yaTb B
ceba HecKoNbKo LenesbiX rpynn npoduns.

B FAU_SAA.2.3 aBTopy M3/36 cnegyeT onpegenuTb ycnosus, npu kotopbix B0 coobuaoT 06 aHOMaibHOM noBe-
AeHUN. YCNoBua MOryT BK/lOYaTb B Ce6S [OCTUXEHVNEe PEeWTVHIOM NOA03PUTENIbHOW akTUBHOCTW HEKOTOPOro 3HauyeHus
WM OCHOBbIBATLCA Ha ONpefesieHHOM BUAe aHOMaslbHOro NOBEeAEeHUs.

C.4.4 FAU_SAA.3 NpocTana aBpucTuKa ataku

C.4.4.1 3ameyaHna No NPUMEHEHUI0 AN1A NOSIb30BaTeNs

Ha npakTuke cnyvaii, korga cpeAcTsa aHanusa MOryT TOYHO NpefckasaTb OXujaemoe HapylleHue 6e30nacHocTy,
ABNSIETCA peaKoii yaadeil. TeM He MeHee, CYLLECTBYIOT HEKOTOPble CUCTEMHbIE COObITUS, BaXKHble HACTONbKO, YTO Bcerga
3aC/yX1BalOT 0TAE/NIbHOro oTCnexuBaHusa. MpumepamMn Takux CobbITUIA ABNAIOTCA yAaneHue caina ¢ KI4YeBbIMU AaH-
HbiMK 6e3onacHocTM ®BO (HanpuMep, haiina naposnei) UAu NonbiTka yAaseHHoro nosb3oBaTesns NoayuuTb agMUHKC-
TpaTvBHble NpuBMAErnN. Takne CobbITUA Ha3bIBAOT «XapakTePHbIMU», MOCKO/IbKY OHU B OT/IMYMB OT OCTasIbHbIX COGbLITUI
CBUETEeNbCTBYIOT O NOMbITKAX BTOPXEHUSA B CUCTEMY.

CrOXHOCTb CPeACTB aHanusa B 3HA4YMTeNbHOI cTeneHn ByaeT 3aBuceTb OT HasHauYeHWid, chenaHHbIX aBTOPOM
M3/36 npu onpepaeneHnn 6a30BOr0 MHOXECTBA «XapakTePHbIX» COGbITHIA.

B MN3/3b cnepyeTt nepeuncnutb cobbiTus, oTcnexusaemble P60 ¢ uenbto nx aHanmsa. Aestopy MN3/3b cnepyeTt
ykasaTb, Ha OCHOBaHUW Kakoli MH(hOpPMaLMn O COGLITUM ero cnefyeT OTHECTU K «XapakTepHbIM».

AQMUHUCTPATUBHbIE YBEAOMEHUA cneayeT [0BOAUTb A0 YNOTHOMOYEHHOrO NOMb30BaTeNs Tak. YTo6bl OH MOHU-
Man 3HauyeHue 3TUX COGLITWIA U NpUemeMylo peakUuio Ha HUX.

Mpn cneundmkaymn aTnx TpeboBaHWii NpeAycMOTpeHa BO3MOXHOCTb NPUBAEYEHUS WHbIX UCTOUYHUKOB AaHHbIX,
KpOMe [aHHbIX ayauTa, 418 MOHUTOPUHIa CUCTeMbl. DTO 6bII0 CAEaHO C Leflblo pacluMpeHuns npueieKkaeMbiXx MeTOA0B
o6HapyXeHns1 BTOPXEeHWs, KOTopble Npu aHanuse nokasateneil PyHKLMOHMPOBAHUA CUCTEMbI WCMO/b3YIOT He TOJIbKO
[aHHble ayauTa (npumepamu Apyrux TUNOB UCTOYHMKOB AaHHbIX SIBAAIOTCS napameTpbl CeTeBbIX AeiiTarpaMM, AaHHble O
pecypcax/yyeTte uam KOMGUHALMN Pa3/IMYHbIX CUCTEMHbIX AaHHbIX).

OnemeHTbl FAU_SAA.3 «[llpocTan aBpucTMKa atakm» He TpebytoT, 4Tobbl peanusauua 3BPUCTUK pacno3HaBaHus
npsAMoi ataku ocywiecTBasnacb temu xe ®B0O. BbINOMHEHNE KOTOPbIX MOANEXUT MOHUTOPUHTY. [MO3TOMY KOMMOHEHTI,
nprMeHsieMble AN 06HApYXeHWs BTOPXEHUS, MOXHO pa3pabaTbiBaTb HE3aBUCHMO OT CUCTEMbI, NokasaTenu yHKLUW-
OHMPOBAHUA KOTOPOI NOANMEXUT aHanusy.

C.4.4.2 Onepauyun

C.4.4.2.1 HasHaueHue

B FAU_SAA.3.1 aBTopy MN3/36 cnepyeT uaeHtuguumposarb 6a30Boe NOAMHOXECTBO CUCTEMHbIX COObITUIA, MOsIB-
NIeHne KOTOpbIX, B OT/INYMB OT WHbIX NokasaTeneil PyHKLNOHNPOBaHNA CUCTEMbI, MOXET yKasbiBaTb Ha HapylweHue MBO.
K HMM OTHOCATCA Kak cobbiTvsA, camy No cebe ykasblBawlme Ha oyeBuAHble HapyweHus MBO. Tak U cobbITUA, nosBne-
HUE KOTOPbIX ABMAETCA [OCTATOYHbIM OCHOBAHMEM A/1A MPUHATUA Mep NPeoCTOPOXHOCTU.

B FAU_SAA.3.2 aBTopy M3/36 cneagyet cneynduunposaTb MHOpMaLuo, NCNoAb3yeMyo Npu onpeaesieHnn noka-
3aTeneil PyHKUMOHMPOBaHNA cuCTeMbl. [laHHasa vHgopmayna ABAsSeTCA UCXOAHON ANS UHCTPYMEHTaslbHbIX CPeAcTB
aHanu3a nokasatenieil PyHKLMOHUPOBAHUS CUCTEMbI, NpuMeHsembix B OO. 3Ta MHopMaLuna MoXeT BkIo4aTb B cebs
[aHHble ayauTa, KOMOMHAUUN AaHHbIX ayauTa C APYTMMU CUCTEMHBIMW AaHHbIMU 1 [aHHble, OT/IMYHbIE OT AaHHbIX ayan-
Ta. Mpu coctaBneHun M3/36 cnepyeT TOUHO ONpPeaenNnThb, Kakne CUCTEMHbIE COBbITUA 1 aTpUByThl COGbLITUIA UCNO/Mb3YIOT-
CA B KayecTBe WCXOAHON MHopmaLum.
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C.4.5 FAU_SAA.4 CnoxHas 3BpuUCTUKa aTakn

C.4.5.1 3ameyuaHus No NPUMEHEHUIO A1 NONb30BaTeNA

Ha npaktuke cnyuaii, korga cpeAcTsa aHanmsa MOryT TOYHO NpefckasaTb OXujaeMoe HapylleHne 6e3onacHocTu,
ABNSETCA peaKoi yaadeil. Tem He MeHee, CyLLECTBYIOT HEKOTOPble CUCTEMHbIE COObITUSA, BaXHble HACTOMbKO, YTO BCerga
3acnyXuBaloT OTAE/IbHOro oTcnexvsaHus. MNpumepamy Taknx COObITUIA ABNAIOTCA yaaneHue daina ¢ KIveBbIMA faH-
HbIMKU 6e3onacHocTn ®BO (Hanpumep, haiina naponeil) uanM NonbiTka yAaneHHOro nNonb3oBaTtens noayunutb agMUHUC-
TpaTuBHblE NpuBMAErMA. Takme COObITUS Ha3blBAIOT «XapaKTepPHbIMU», MOCKO/bKY OHW. B OT/IMYME OT OCTasIbHbIX COObI-
TUA. CBMAETENbLCTBYIOT O MOMbITKAX BTOPXEHUA B cucTeMmy [locnefoBaTenbHOCTb COGLITUI ABASieTCS YNOPSL0YEHHbIM
MHOXECTBOM «XapaKTepHbIX» COObITUIA, KOTOPble MOryT ykasbiBaTb Ha MOMbITKA BTOPXEHUS.

C/I0XHOCTb CPeACTB aHaM3a B 3HAYMTE/IbHON cTeneHn 6yfeT 3aBUCETb OT Ha3HAYeHW, caenaHHbIX aBTOPOM
MN3/36 npu onpegeneHun 6a30BOr0 MHOXECTBA «XapakTepHbIX» COGbITUIA W nocnefoBaTenibHOCTEl COObITUINA.

AsTopy M3/36 cnefyeT onpefenntb 6a30B0€ MHOXECTBO «XapaKTepHbIX» CO6bITUIA U nocnegoBaTelbHOCTEN CO-
6bITUIA, KOoTopble 6yAyT npeacTasneHbl B ®60. [ononHUTEeNbHbIE «XapakTepHbie» cobbiTUA U nocneoBaTebHOCTH
CO6bITMIA MOTYT 6bITb OMpeAesieHbl Ppa3paboTYNKoM CUCTEMbI.

B M3/3b cnepfyeT nepeyncnnTb CO6bITUSA, KOTOPbIE criegyeT oTcnexmnsaTe PO ¢ Lenblo nx aHanmsa. Astopy M3/3b
crnepyeT ykasaTb, Ha OCHOBaHWMN Kakoli MHOpPMaLMn O COBbITUM €ro MOXHO OTHECTU K «XapakTepHbIM».

ALMUHUCTPATUBHbIE yBEAOM/IEHUS cnefyeT AOBOAUTb A0 YNO/THOMOYEHHOro Nosib30BaTtenist Tak. YTo6bl OH MNOHK-
Man 3HauyeHue 3TUX COBBbITUIA U NpUemaIemMyl0 peakuuio Ha HUX.

Mpwu cneyndukaymn aaHHbIX Tpe6oBaHuii NpefycMOTpeHa BO3MOXHOCTb MPUB/EYEHUSI MHbIX UCTOYHWMKOB AaHHbIX
0 (PYHKLMOHWPOBAHUN CUCTEMBI, KDOME AaHHbIX ayauTa. 3TO cAenaHo C Lefblo pacluMpeHus npuBnekaeMbiXx MeTofo0B
06HapyXeHUss BTOPXEHWS, KOTopble Npu aHanu3e nokasateneil PYHKLMOHUPOBAHUA CUCTEMbl UCMOMb3YIOT HE TOJbKO
f[aHHble ayauTa (NprMepamu Apyrux TMNOB UCTOYHWKOB AaHHbIX ABAAIOTCSA napameTpbl CeTeBbIX AeiiTarpamm, AaHHble O
pecypcax|YueTe nnn KoMbuHauumn pasnnyHbX CUCTEMHbIX AaHHbIX). MoaTomy oT aBTopa M3/36 TpebyeTcs cneymdunumnpo-
BaTb BU/Abl A@HHbIX, WCNONb3YEMbIX NMPW KOHTPO/E nokasateneil hyHKUMOHNPOBAHUA CUCTEMBI.

OnemeHTbl FAU_SAA.4 «CnoxHas aBpuUCTUKa aTakm» He TpebyloT, uTobbl peanusauyms 3BPUCTUK pacrno3HaBaHus
npsIMOil ataku ocywecTensanacb temu xe ®BO, BbINOMHEHNE KOTOPbIX MOANEXUT MOHUTOPUHTY. [03TOMY KOMMOHEHTHI,
npumeHsiemble A5 06HapyXeHNs BTOPXEHWUS, MOXHO paspabaTbiBaTb HE3aBMCKHMO OT CUCTeMbl, nokasaTenn yHKLu-
OHMPOBAHUS KOTOPOI noAnexart aHanusy.

C.4.5.2 Onepauuun

C.4.5.2.1 HasHauyeHue

B FAU_SAA.4.1 aBTopy MN3/36 cnepyeT naeHTuduunposatb 6a30B0e MHOXECTBO NepeyHs nocnegoBaTesibHOCTel
CUCTEMHbIX COObITUIA, COBNageHe KOTOPbIX TUMUYHO A/1S U3BECTHbIX CLEeHapueB MPOHUMKHOBEHUS. 3T nocnepoBaTesb-
HOCTU CO6bITUIA NpeACTaBNAT U3BECTHbIE CLieHapun NPOoHWKHOBEHUA. Kaxaoe cobbiTue B MocnefoBaTeflbHOCTU crnepy-
eT conocTaBNATb C KOHTPONIMPYEMbIMIU CUCTEMHbIMW COOLITUAMWU, N €CIM B UTOTE BCE CUCTEMHbIE COObITUA NMpoMU3OLWAN
B fle/iCTBMTeNbHOCTU, 3TO noATBepxAaeT (oTobpaxaeT) NonbITKy NPOHWKHOBEHWS.

B FAU_SAA.4.1 aBTopy MN3/3b cnepyet cneunduunpoBaTb 6a30Boe NOAMHOXECTBO CUCTEMHbIX COObITUIA, NosBe-
HMe KOTOpbIX, B OT/INYME OT UHbIX NokasaTtesnei PyHKLMOHNPOBAHUA CUCTEMbI, T/IOXKET yKa3biBaTb Ha HapyweHue MBO. K
HMM OTHOCAITCS Kak cobbITus,, caMu no cebe ykasbiBatolme Ha o4eBKUAHble Hapylerus MNBO. Tak u cobblTuA, nosiBAeHue
KOTOPbIX ABNAETCA AOCTATOYHbIM OCHOBaHWEM AN MPUHATAA Mep NPefoCTOPOXHOCTU.

B FAU_SAA.4.2 aBTopy M3/3b cneagyet cneuudumuymposaTb MHOPMaLMIO, NCNOb3yeMYIO NpU onpesesieHnun noka-
3atenei PyHKUMOHUPOBaHWA cucTemMbl. VNHdopmauns ABnseTca UCXOAHON ANA MHCTPYMEHTalbHbIX CPeACTB aHanm3a
nokasaresnei PyHKLUMOHNPOBAHNA CUCTEMbI, NpUMeHaeMbix B OO. B aTy uHdopmaLuio MoryT BXOAWUTb AaHHble ayauTa,
KOMOVHaUMW AaHHbIX ayauTa ¢ APYrUMU CUCTEMHBIMU JaHHbIMU U AaHHble, OTAINYHbIe OT AaHHbIX ayauTa. MNpu coctaene-
Hun M3/3B cnepyeT TOYHO onpefenuTb, Kakne CUCTEMHble COBbITUS U aTpubyTbl COOLITMIA UCMONb3YIOTCA B KayecTse
NCXOAHOW MHhopmaumm.

C.5 MNpocmoTp ayauTta 6esonacHoctn (FAU_SAR)

C.5.1 3ameyaHusi N0 NPUMEHEHUNIO

CewmeiictBo FAU_SAR onpegenseT TpeboBaHus, OTHOCALWMECA K MPOCMOTPY MHoOpMaLun aygura.

CnepgyeT, 4To6bl (PYHKLMM NpefocTaBnsAnN BO3MOXHOCTb O0T6MpaTh AaHHble ayauTa 40 WAW NOCAe COXpaHeHus,
obecneunsas, HanpuMep, BO3MOXHOCTb M36upaTenibHOro NPocmMoTpa faHHbiX O cneAyllWwux AelicTBUAX:

- [eiicTBMA OAHOTO WK HECKONbKUX Nonb3oBaTeneli (Hanpumep uaeHTudukauyus, ayteHTudmkaumsa, sxog 8 OO u
AeliCTBUS NO ynpaB/eHNo JOCTyNnoMm):

- [eficTBMA, BbINO/IHEHHbIE Haf onpefeneHHbIM 06bekToM unn pecypcom OO:

- BCE COObITMA N3 yKa3aHHOr0 MHOXECTBa UCKIIOUYNTESbHbIX COObITHIA, NoABepraoLmnxcs ayauTy;

- felicTBus, cBsA3aHHble C onpegenieHHbIM aTpubytom MBO.

Buabl npocmoTpa pasnunyalTcs no PyHKUNOHaNbHbIM BO3MOXHOCTAM. O6blYHbIE NPOCMOTP NO3BOASAET TONbLKO
npocmaTpvBatbh faHHble ayanta. BbiOGOpOUHbIi NPOCMOTP 60/siee CNOXeEH U COAepXUT TpeboBaHUS BO3MOXHOCTU MOUC-
Ka Ha OCHOBAaHWW OJHOTO W/ HECKOJIbKUX KPUTEPUEB C NNOTMYECKUMU (TO eCTb TUNa «U/Uin») OTHOLIEHUAMU, COPTUPOB-
KM mnn unbTpauumn faHHbIX ayauta 4o ux npocMoTpa.
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C.5.2FAU_SAR.1 NpocmoTp ayguta

C.5.2.1 O6ocHoBaHue

[laHHbI KOMNOHEHT 06ecneynT YyNosIHOMOYEHHbIM MO/b30BATENAM BO3MOXHOCTbL NOJYYEHUA W MHTepnpeTauun
nHopmauun. B cnyyae nonb3osaTenn-yenoBeka gaHHas vHoOpMauusa [0/HKHA NPeAcTaBAATLCA B NMOHATHOM NS
Yyenoseka Buae. B cnyyaB BHeLWHWX cylwHocTed UT nHpopmaumsa gomkHa 6biTb OAHO3HAYHO NpefcTaB/ieHa B 3/1eKTPOH-
HOM BMAe.

C.5.2.2 3ameyaHna no NPUMEHEHWI0 ANA Nofib3oBartens

KomnoHeHT FAU_SAR.1 ncnosnb3yeTcs 408 onpefefieHnss BOSMOXHOCTA yuTaTb 3anucu ayguta Ans nosb3osate-
nei nivnn ynosHOMOYEHHbIX Nosib3oBaTesneil. Tu 3anucu ayauta 6yayT NpefcTaBnsATbCcs B yA40OHOM AN nofb3oBaTens
BuAe. Y nonb3oBateneii pasnnyHbiX TUNOB MOTYT GbiTb pasHble Tpe6oBaHUSA K NpeAcTaBNEHUI0 AaHHbIX ayauTa.

CofepxaHune 3anuceil ayguta, npefHasHauyeHHbIX A8 NPOCMOTPa, MOXeT ObiTb YCTAHOB/IEHO 3apaHee.

C.5.2.3 Onepauyun

C.5.2.3.1 HasHaueHve

B FAU_SAR.1.1 aBTtopy M3"3b cnegyeT ykasaTb YNO/IHOMOYEHHbIX NO/b30BaTE/Nel, KOTOPble MOryT MpocMaTpu-
BaTb faHHble ayauTa. Ecnm ato Heobxoanmo, asTop M3/36 mMoxeT ykasaTb ponu 6esonacHocTn (cM. FMT_SMR.1 «Ponu
6e30nacHOCTU»).

B FAU_SAR_1.1 aBTopy MN3/3B cnepyeT ykasaTb, kakue BuAbl MHCOPMALMW [IOXET NojyyaTb U3 3anuceil ayauta
AaHHbIA nonb3oBaTtenb. NprMepamn SBASAIOTCA «BCA MHpOpMaumsa», «naeHTudmkatop cybbekTa». «BCA MHMOPMaLms
n3 3anuceii ayguTa, UMeLMUX CCbIIKN Ha 3TOro Nosib3oBaTens».

C.5.3 FAU_SAR.2 OrpaHun4eHHbIt NpOoCMOTp ayauta

C.5.3.1 3ameyaHus No NPpUMEHEHUIO A1 NONb30BaTeNs

B komnoHeHTe FAU_SAR.2 onpegenseTtcs, YTO HW OAVH NONb30BaTesb, He ykasaHHbii B FAU_SAR.1 «[pocmoTp
ayauta», He CMOXeT unTaTb 3anucu ayguta.

C.5.4FAU_SAR.3 BbI60pOYHbI/i NpOCMOTp ayanTa

C.5.4.1 3ameyaHuna No NPpUMEHEHN0 A4NA NoNb30BaTeENs

KomnoHneHT FAU_SAR.3 onpegenset BO3MOXHOCTb BblIGOPOYHOro NpoCMOTpa AaHHbIX ayauTta. Ecnn npocmoTp
NpoBOAMTCA Ha OCHOBE HECKO/IbKUX KpUTepues, TO HE06XO0A4MMO, YTOOblI OHW Obl/IN NOTMYECKU CBA3aHbI (Hanpumep,
onepayusiMn «n», «UAN»), a UHCTPYMeHTa/lbHble CpeAcTBa NpefocTaBU/IN BO3MOXHOCTb 06paboTkM AaHHbIX ayauTa
(HanpvmMep, COpPTUPOBKX, unbTpaLun).

C.5.4.2 Onepauuun

C.5.4.2.1 Bbibop

B FAU_SAR.3.1 aBTopy MN3/36 cneayeT BbiGpath, kakvue AeiicTBMA (NOMCK, COPTUPOBKY M/UNK yNnopsaoYeHne) MoryT
BbINONMHATL PBO.

C.5.4.2.2 Ha3sHaueHune

B FAU_SAR.3.1 astopy M3.'3b cnegyeT yCTaHOBUTb KPUTEPUU, BO3MOXHO /IOTMYECKN CBSA3@HHbIE, HA OCHOBaHUU
KOTOPbIX NPOBOAMUTCA BbIGOP AAHHBLIX ayauTa A8 NpocmoTpa. JlIornyeckme CBA3M UCMONb3YIOT NpW onpejeneHun, nposo-
AWTCA NN onepauus Hapj oTAeNbHbIMW aTpubyTaMu WAU COBOKYMHOCTbIO aTpubyToB. MNprmepamy Takoro HasHavyeHus
MOryT 6bITb NpUKNafHas 3ajayva, yyeTHble flaHHble U/UAn MecTO HaxoXAeHUs nonb3oBaTens. B gaHHOM cnyvae onepa-
uuio gonyckaetca cneynuumposaTh C MOMOLLbIO M0G0 KOMBUHALMKN 3TUX Tpex aTpubyToB.

C.6 Bbi6op cobbiTuii ayguta 6esonacHoctn (FAU_SEL)

C.6.1 3ameyaHus N0 NPUMEHEHUIO

CemeiictBo FAU_SEL «Bbi6op cobbITnit aygmTa 6€30nMacHOCTM» COAEPXUT TpeboBaHus, CBA3aHHble C AEHTUM K-
KaLueil Toro, kakue cobblTVsA, NOTEHUMANbHO NoABepraemble ayauTy, feicTBUTeNbHO nognexar ayauty. CobbiTus, no-
TeHunanbHO nojABepraemble ayauTy, onpegensiTca B cemelictBe FAU_GEN «[leHepauus faHHbIx ayguta 6e3onacHoc-
TU». HO ANA BbINOMHEHUS ayauTa 3TUX COBbITUIA NX cnefyeT onpeAenuTb kak Bolbnpaemble B KomnoHeHTe FAU_SEL.1.

370 cemeiicTBO obecneunBaeT BO3MOXHOCTb NpeAoTBpaLLEHNS paspacTaHua XypHana ayguta [0 Takux pasme-
pOB. KOrfja OH CTAHOBUTCHA 6Gecnosie3HbIM, NyTem onpeaenieHns npueMaemMoi usbupaTesnbHOCTU co6bITUI ayauta 6e3o-
nacHocTu.

C.6.2 FAU_SEL.1 N36upaTtenbHblii aygnT

C.6.2.1 3ameyaHu1s No NpUMEHEHNI0 A4NA NONb30BaTeNs

KomnoHeHT FAU_SEL.1 onpegensieT Kkputepun, ucnosibdyemble Ans otéopa cobbITuiA, koTopble ByayT nogBeprHy-
Tbl ayauTy. KpuTepuu moryT fonyckaTb BK/KOUEHUE WU UCKOYeHMe cO6bITUI N3 COBOKYMHOCTU CO6GbLITWI, nojseprato-
uxca ayauTy, Ha OCHOBe aTpubyToB nosnb3oBaTesnell, CybbekTOB 1 06bEKTOB N TUMOB COObITUIA.

[ina aToro KOMNOHEHTa He mpejnonaraeTcs CyliecTBOBaHWEe WAEHTU(NKATOPOB OTAE/NbHbIX NOMb3oBaTeneil, YTo
no3BosifAeT NPUMeHsTb ero Ansa Takmx OO. Kak Hanpumep, MapLpyTM3aTopbl, KOTOPbIE MOTYT He NoA4epPXUBaTb NOHATME
nonb3oBarvenei.

B pacnpegeneHHoil cpefe B KauecTBe Kputepus s oT60pa CobbITuiA, koTopbie 6yAyT NOABEPrHYThlI ayauTy, Mo-
XeT 6biTb MCNONb30BaAH MAEHTUMMKATOP y3n1a CeTu.

MpaBa yno/HOMOYEHHbIX NO/b30BaTeneil N0 NPOCMOTPY MAN MoaudMKauun ycnoeuii otéopa 6yayT perynupo-
BaTbCA (PYHKUMAMU ynpasneHus komnoHeHta FMT_MTD.1 «YnpaeneHue gaHHbiMu ®PBO».
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C.6.2.2 Onepauyun

C.6.2.2.1 Bbibop

B FAU_SEL.1.1 aBTtopy lN3*<3b cnepgyeT BbibpaTtbh, Ha Kakux atpubyTax 6e30nacHOCT OCHOBaHa u3bupaTenbHOCTb
ayauTta: ngeHtudumkatop obbvekTa, naeHTUMMUKATOp Nonb3osartens, naeHtudukaTop cybbekra, ngeHtTudukatop ysna
ceTu unn TUn cobbITuSA.

C.6.2.2.2 HasHaueHune

B FAU_SEL.1.1 asTopy lN3/3b cnepyet onpeAennTb JONOMHUTE NbHbIE aTPUOYThl, HA KOTOPbIX OCHOBaHa n3bupa-
TeNbHOCTb ayauTa. ECnn HeT JOMOMHUTENbHbIX NpaBus, Ha KOTOPbIX OCHOBaHa u3bupatenbHOCTb ayauTa, TO AaHHoe
HasHayeHne MOXeT ObiTb BbIMOMIHEHO KaK «HeT».

C.7 XpaHeHue gaHHbIX ayguTa 6e3onacHoctn (FAU_STG)

B. 7.1 3ameyaHus No NpUMEHEHUIO

CemeiictBo FAU_STG onucbiBaeT TpeboBaHNA N0 XpaHeHW0 AaHHbIX ayauta Ans nocneayowero ncnonb3osaHus,
BKNlOYas TpeboBaHUS KOHTPONSA 3a noTepeil nHpopmauun ayauTta ns-3a 6o cucTembl, HanageHUs U/Mnn npesblleHns
obbema namaTu, OTBeAEHHOl ANA XpaHeHus.

C. 7.2FAU_STG.1 3awuuieHHoe XxpaHeHne xXypHana aygura

C.7.2.1 3ameyaHus N0 NPUMEHEHNIO ANA NONb30BaTENS

MockonbKy B pacnpefenieHHON cpefe pacnosiokeHne XypHana ayauTa, KoTopblii Haxogutca B Ofd. He o6sa3a-
TeNbHO COoBNajaeT C pacnonoxeHvem (yHKUUA reHepaunn AaHHbIX ayauTta, asTop M3>3B moxeT noTpe6oBaTtb obecne-
YeHUs1 HeoTKasyeMOoCrn oTpaB/eHUs 3anucu ayauTa Wan NpoBefeHns ayTeHTudukauum oTnpaBuTens nepef 3aHece-
HUEM 3anucu B XypHan ayaura.

®BO 6yayT 3awuwaTh XypHaa ayanta OT HECAHKUMOHWPOBAHHOIO YHUUYTOXeHWUs wan mogudmkaymmn. OTmeTum,
4YTO B HEKOTOPbIX CUCTEMAX ayauTop (Posib) MOXET He pacnonaratb MOMIHOMOYMAMW Ha yjaneHue 3anuceil ayauTa B
TeyeHne onpefesieHHOro nepuoja BPEMEHMU.

C.7.2.2 Onepauuun

C.7.2.2.1 Bbibop

B FAU_STG.1.2 aBTopy M3'3b cnepgyet cneynduumnposatb, Ao/kHb 1 ®BO npegoTspalyartb Uan TONIbKO BbiAAB-
NAaTb MoANMUKaLMIO XypHana ayauTta. MoxeT 6biTb BbiIGpaH TO/IbKO OAUH M3 3TUX BapUaHTOB.

C.7.3 FAU_STG.2 N'apaHTUn JOCTYNHOCTMN JaHHbIX ayanTa

C.7.3.1 3ameyaHuna No NPpUMeEHEHU0 A4NA NoNb30oBaTeNs

KomnoHeHT FAU_STG.2 no3sonsiet aBtopy MN3/36 onpegenutb MeTpUKy ANS XypHana ayauTa.

MockonbKy B pacnpegenieHHOV cpeje pacrnonoxeHue XypHana ayauTa, KoTopblii Haxoautca B OA®. He obnasa-
TeNbHO COBMNajaeT C PacnosfioXeHWeM (PYHKUMIA reHepaunm AaHHbIX ayauTa, aBtop M3'36 mMoxeT notpe6oBaTth obecne-
YeHNs HeoTKa3yeMOoCTW OTMpaB/fieHns 3anucu ayjuta UM nposefeHus ayTeHTudvkauun oTnpaBuTens nepep saHece-
HMEM 3anucu B XypHan ayauTa.

C.7.3.2 Onepauuun

C.7.3.2.1 Bbibop

B FAU_STG.2.2 aBTopy M3'3b cnepyeT cneuyndumunposaTb, A0/MKHbI 1 ®BO npegoTBpalwatb WM TONIbKO BbiSB-
NAaTb MoAndUKaLuio XypHana ayguTta. MoxeT 6biTb Bbl6paH TO/IbKO OAUH U3 3TUX BapUaHTOB.

C.7.3.2.2 Ha3HauyeHne

B FAU_STG.2.3 asTopy M3/3b cnepyet cneyndguruymposatb METPUKY, KoTopyto B0 fo/mkHbI 06ecneuntb 418 Xyp-
Hana ayguTta. 9Ta MeTpuka orpaHnuMBaeT MOTepr JaHHbIX yKasaHnem MakCMMasibHOro yucna 3anvceii, KoTopble Heob-
XOMMO COXPaHsiTb, UAN BPEMEHEM, B Te4yeHue KOTOpOro obecneynBaeTcs xpaHeHue 3anuceir. NpuMepoMm MeTpukn
MoxeT 6bITb uncno 100000, ykasbiBalolee, YTO XypHan ayauta paccumTaH Ha 100000 3anuceii.

C.7.3.2.3 Bbibop

B FAU_STG.2.3 aBTOopy M3'36 cnegyet cneyudumumnposBaTb ycnosue, npu koTopom ®BO f0MmKHbI 6bITh BCe elle
CNoCcoGHbI CONPOBOXAATbL ONpefe/eHHblli 06beM JaHHbIX ayauTa. To MOXeT 6bITb O4HO U3 CreayloLMX ycnoBuii: nepe-
nonHeHve xypHana ayavTa, cboii, ataka.

C.7.4 FAU_STG.3 [lelicTBMA B c/lydae BO3MOXHOI NOTepU faHHbIX ayanTa

C.7.4.1 3ameyvaHus No NPUMEHEHUNIO A1 NONb30BaTENA

KomnoHeHT FAU_STG.3 cofepxuT TpeboBaHWe BbINOIHEHNA ONpefesieHHbIX AeCTBU B Cryyas NpeBbllleHns
XypHanom ayauta HEKOTOpOro 3apaHee onpejenisemMoro npejena.

C.7.4.2 Onepauun

C.7.4.2.1 Ha3sHauyeHue

B FAU_STG.3.1 aBTopy 336 cnegyet ykasaTb 3HayeHue 3apaHee onpefensaeMoro npegesna npuHATOro orpaHu-
YeHus. Ecnu dpyHKUMM ynpaBneHns A0oMnycKaloT, YTO YNOMHOMOYEHHbI Nonb3oBaTeslb [IOKET ero U3MeHWTb, TO npejen
NPUHATOrO OrpaHnYeHns ABNSETCS 3HavyeHMem no ymonyaHuto. ABTop MM3/3B MOxeT NO3BOMUTb YNOHOMOYEHHOMY
nosib3osaTesniio Bcerfja onpefeniaTe 370 orpaHuyeHune. B aTom cryvyae HasHayeHue MOXeT 6biTb, Hanpumep, crefyto-
LWMM: «OrpaHnyYeHne yctaHaB/iMBaeT YNOJIHOMOYEHHbI NO/b30BaTE Nb».

B FAU_STG.3.1 aBTopy M3/3b cnepyet cneynduunpoBaTb AelicTBUA, NpeAnpuHAMaemMble B CayvasB BO3MOXHOIO
nepenosiHeHns XypHana ayanta. 3Tu AeiicTBUS MOryT BKIYaTb B ce651 MHDOPMUPOBaHME YNMOTHOMOYEHHOMO MOJb30-
Baresns.

100



FOCT PUNCO/M3K15408-2— 2008

C.7.5 FAU_STG.4 lNpepoTBpalieHne notepu JaHHbix ayauTa

C.7.5.1 3ameyaHus No NPpUMEHEHUI0 A1 NONb30BaTeNs

B komnoHeHTe FAU_STG.4 onpegensetca pexum yHKuMoHupoBaHns OO npu nepenosiHeHUW XypHana ayauTa:
UrHopvpoBaHue 3anuceii ayguta nm6o npuoctaHoBka (yHKUMOHWpoBaHust OO ANna npeAoTBpaLLEHUss BO3HUKHOBEHUS
co6bITUiA, NoABeprawLMxca ayauTy. YcTaHaBIMBaKOT, YTO HE3ABUCUMO OT MPUHATOrO pPeLLeHNs, YNOSHOMOYEHHbI Nonb30-
BaTe/lb. MMeILMii COOTBETCTBYIOLLME NpaBa, MOXET NPOAO/KaTb reHepupoBaTb CobbITUS (AelicTBus), Nnoasepratolmecs
ayauty. 970 fenaeTcs NoTomy, YTO B MPOTUBHOM C/y4ae YNOSIHOMOYEHHbI agMUHUCTPATOP He CMOr 6bl OCYLLECTBUTb
faxe nepesanyck cuctembl. CnegyeT Takxe npefycMoTpeTb feicTBus, npeanpuHuMaemsle P50 npu nepenosiHeHUn
XypHana ayauTa, NoCKO/IbKy UrHOpUpoBaHue cobbiTuii, cnocobeTayowee nyyweid goctynHoctn OO. npuBegeT Takke K
BO3MOXHOCTW cOBepLUaTh AeACTBUS, HE OCTaB/SAA O HUX 3aMUCeil 1 He OTHOCA UX Ha CYET onpefeneHHoro nosib3oBaTens.

C.7.5.2 Onepauuun

C.7.5.2.1 Bbibop

B FAU_STG.4.1 astopy M3/3b cnepyeT Bbi6path, A0/MKHbI M PBO B cnyvyae nepenosiHeHMA XypHana ayauTa
UrHopmpoBaTtb NpoBefeHne ayavTa, cnegyeT nv npefoTBpallath AeiiCTBUSA, nojsepratoLlmecs ayauty, uam cnegyeT Ho-
Bble 3anMcy nomewatb BMECTO cTapbiX. MoXeT 6biTb BbibpaH TOMbKO OAWH U3 BapWaHTOB.

C.7.5.2.2 HasHaueHune

B FAU_STG.4.1 aBTopy MN3/36 cnegyet onpeAenuTb Apyrue feicTeus, npeanpuHMMaemsle B ciyyae c60s xpaHe-
HUA JaHHbIX ayauTa, Takue Kak MH(OpMupoBaHWe YyNno/SHOMOYEHHOro nosib3oBatens. Ecan HeT Hukakux Apyrux geii-
CTBUIA. KOTOPbIE HYXHO MPEeANPUHATL B cllyvyae c60s XpaHeHUs faHHbIX ayauTa, TO [aHHOe Ha3HauyeHue MOXeT 6biTb
BbIMO/THEHO KakK «HeT».
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Mpunoxexne O
(o6sA3aTenbHoe)

Cesasb (FCO)

Knacc FCO «CBsi3b» COAEpPXMUT TpeboBaHus, KOTOpble UMEKT BaxHoe 3HayeHue ana OO. ucnonb3yemoro Ans
obmMeHa uHdopmauueii. CemelicTBa 3TOro knacca npegHasHayeHbl AN obecneyeHns HeoTKasyeMocCTu (TO eCTb HeBO3-
MOXHOCTW OTpuLaTb akT OTNPaBAeHUS WAX NOMyYeHUs nepefaBaemMoit MHopMauum).

B 3TOM k/iacce MCnonb30BaHO MOHATUE «UHOpMauus». WHdopmMauus 3aecb MHTEpPNpeTupyeTcs Kak 06bekT.
npefHasHayeHHbIli 4N nepejayn, KOTOPbIA MOXET cofepxXaTb COObLeHNe 3NEeKTPOHHONM NoYThl, haiin nnm coBokyn-
HOCTb aTpubyTOB NpeaonpefesieHHbIX TUMOB.

TepMuHbl «[0Ka3aTeNbCTBO OTNPABMNEHNS» U «A0Ka3aTeNbCTBO MOSYYEHUS» NPUHATLI B nutepatype. OfHako
Heo6xo4UMO MMeTb B BUAY, UTO TEPMUH «[A0Ka3aTeNbCTBO» MOXET WHTEPNPEeTUpoBaTbCA Kak B LOPUAMYECKOM CMbICNe,
Tak U B dhopme martemMatmyeckoro o60CHOBaHMWSl. B KOMNOHEHTax 3TOro knacca «AokasaTefNlbCTBO» MOHMMAaEeTCs Kak
«CBUAETENbCTBO», TO €CTb PBEO AEeMOHCTPUPYIOT HEOTKAa3yeMoCTb 06MeHa MHopmaumeil.

Hekomno3uuna knacca FCO «CBA3b» Ha COCTaBNSOWME €ro KOMMOHEHTbI NMokasaHa Ha pucyHke D.1.

FCOJRO HunknymkxnbongunwT

FCO_NRR lNMBoTknymootbnanpM tt - V _b I

PucyHok D.1 — [Jlekomno3suuus knacca FCO «CBs3b»

D.1 HeoTkaszyemocTb oTnpaBneHus (FCO_NRO)

D.1.1 3ameuaHus gnA nonb3oBartens

«HeoTka3yemoCTb OTMpaB/ieHUs» onpegenseTr TpeboBaHWa MO NpeAoCcTaB/eHWI0 Monb3oBaTensam/cybbektam
CBMAETENbCTBA WAEHTUYHOCTU OTNpaBUTENs HekoTopoi MHpopmauyun. OTnpaBuTelb HE CMOXeT oTpuuaTth (hakT nepe-
fAaun nHopmaumum, NOCKONbKY CBUAETENbCTBO OTnpaBfeHns (Hanpumep umposBas NOANUCH) A0Ka3blBaeT CBA3b MeX-
[y oTnpaBuTenem W nepefaHHoil MHdopmauueii. Monyyatenb uam TpeTbsi CTOPOHA MOXET NMPOBEpUTb CBUAETENbCTBO
oTnpasneHusa. He cnegyeT fonyckarb BO3MOXHOCTb NOAJE/NKN 3TOTO CBUAETENbCTBA.

Ecnu uHdopMaumns Mnm accouumpoBaHHble € Hell aTpubyThl KAKUM-TM60 06pa3oM U3MEHSITCS, NOATBEPXAEHMNE
npaBuIbLHOCTW CBUAETeNbCTBA OTMPaBieHNs MOXeT JaTb OoTpuuaTenbHblii pesynbTar. Moatomy asTopy M3/3b cnepyet
npeaycMoTpeTh BktoueHne B M3/36 Tpe6oBaHU LENOCTHOCTU M3 KoMnoHeHTa FDP_UIT.1 «LienocTHocTb nepepasae-
MbIX JaHHbIX».

HeoTka3dyemMoCTb CBfi3aHa C HECKOJIbKUMU Pa3IN4HbIMU POSIAMU, BbIMNO/THAEMbIMU OAHWM WU HECKObKUMU
cybbekTamun. Bo-nepBbiX, 3TO CyObEKT. KOTOPbI 3anpawnBaeT CBUAETENbCTBO oTnpaBneHuns (tonbko B FCO_NRO,1
«M3bnpaTtenpHoe AoKa3aTenbCTBO OTNpaBfeHnsa»). Bo-BTOpbIX, nonyyatenb W"unn gpyrme cybbekTbl, KOTOPbIM Npegoc-
TaBNseTcA CBMAETENbCTBO (Hanpumep, HoTapuyc). B-TpeTbux, Cy6bekT. KOTOPbI/ 3anpawusaeT Bepudukaumio ceuge-
TeNbCTBa OTNPAaB/IEHNs, HanNpumep, nonyvyaresnb WK TpeTbe /NLO, Hanpumep, apbuTp.

AsTopy MM3/36 Heobxoanmo cneynuympoBaTh yC/0BUA, BbIMOMHEHNE KOTOPbLIX 06ecneunBaeT BO3MOXHOCTb Be-
pudrymposaTb NpPasBubHOCTL CBUAETENbCTBA. [1PYMEPOM TaKoro ycrioBUsi MOXeT OblTb BO3MOXHOCTb Bepudukaumum
CBMAETENbCTBA B TEYEHME CyTOK. DTU YCNI0BUSA MO3BOAIOT Takke NpMcnocobuTb HEOTKA3yeMOCTb K IOpUANYECKUM Tpe-
60BaHNAM. TakuM, HanpuMep, Kak Haauyne BO3MOXHOCTM NpefocTaBfieHUss CBUAETENbCTBA B TeUYeHNe HeCKOJIbKUX feT.

B 6onblIMHCTBE CryyaeB uaeHTudukaTtop oTnpasutens 6ygeT cosnajaTb C WAEHTU(UKATOPOM NONb3oBaTens,
KOTOpbI/i UHMLMMpPOBaN nepegady. B HekoTopbix cnyyasx asTop M3/36 MoXeT He noxenaTb 3KCNOPTUPOBATbL UAEHTUDU-
KaTop nonb3oBaTensi. B aTom cnyyae eMy HEO6X04MMO MPUHATL PELUEHNE O TOM. HYXHO N1 NMpUBeKaTb 3TOT Kiacc uamn
ncnonb3oBaTh UAEHTUGMKATOP NpoBaiifepa ycnyr CBA3W unn ugeHTudukarop ysna cetu.

AsTop MM3/36 MOXeT MCnonb30oBaTb MOMEHT nepefayn uHgopMaLnm B 4OMNONHEHUE K nAeHTUUKaTopy nonb3o-
BaTenia WK BMECTO Hero. Hanpumep, 3anpocbl 6yAyT pacCMOTPEHbI, €CN OHW 6blN OTMpaB/eHbl 40 U3BECTHOrO CPOKa.
B Takom cnyyae Tpe6oBaHMsi MOryT 6biTb NPUCMOCO6/EHbI K CMNONb30BaHNI0O METOK BPeMeHW (BpeMeHW OTrnpaBneHus).

D.1.2 FCO_NRO.1 N36upatenbHoe goka3aTenbCTBO OTNpaBneHnsa

D.1.2.1 Onepauun

D. 1.2.1.1 HasHauyeHue

B FCO_NRO,1.1 aBTOpy MN3/36 cnepyeT yka3aTb TUMbl CyObEKTOB MHpOPMaL MK, AN KOTOPbIX TpebyeTcs npegoc-
TaB/leHNe cBUAeTeNbCTBA OTNPaB/IeHNs, HanpuMep, COOGLLEHUS 3NEKTPOHHON MOYThI.

D. 1.2.1.2 Bbibop

B FCO_NRO0.1.1 aBtopy M3/36 cnepyet cneunuuupoBaTb Nosb30BaTeNa/CyOGbEKT, KOTOPbIi MOXeT 3anpocutb
CBUAETENLCTBO OTNpaBieHuns.
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D. 1.2.1.3 Ha3HaueHue

B FCO_NRO,1.1 aBTopy MN3/36 B COOTBETCTBMM C BbIGOPOM credyeT cneuyndurumpoBatb TPeTbUX MUL, KOTOPble
MOTYT 3anpocuTb CBUAETENbCTBO OTNpaBieHns. TpeTbUM NULOM MOXET GbiTb apbuTp, Cyfbs WU OPUANYECKUIA OpraH.

B FCO_NRO.1.2 aBTopy M3/3b cnegyeT BHECTU B CNWUCOK Te aTpubyTbl, KOTOPble AO/MKHbI GbITb CBA3aHbI C MHOP-
mMauueil. HanpuMep uaeHTMUKaTop OTNPaBUTENSs, BPEMS U MeCTO OTnpaBs/eHus.

B FCO_NRO,1.2 aBTopy M3/3b cnegyeT BHeCTV B CMUCOK Te MH)OPMaLMOHHbIE NONs, aTpnbyThl KOTOPbLIX 06ecne-
4YnBaloT CBUAETENbCTBO OTNpPaB/eHNs, Hanpumep TEKCT COO6LeHus.

D. 1.2.1.4 Bwibop

B FCO_NRO.1.3 aBTopy M3/36 cnegyeT cneunguumpoBaTtb Nonb30BaTeNns/cy6bekT. KOTOPbIA MOXeT Bepuuun-
poBaTb CBMAETE/IbCTBO OTNPaB/IEHUsA.

D. 1.2.1.5 HasHauyeHune

B FCO_NRO,1.3 aBTopy M3/36 cnegyeT copMmpoBaTb CANCOK OFpaHnyYeHnii, Npu KOTOpbIX MOXET ObiTb BEpUdn-
LMpoBaHO CBMAETENbCTBO. Hanpumep, cBUAETENbCTBO MOXET 6biTb BEPUULMPOBAHO TOMLKO B TeyeHne CyTok. Jlonyc-
TUMO HasHayeHne «HeMe[JIEHHO» WM «HEeOrpaHWYEHHO».

B FCO_NRO0.1.3 astopy lM3/36 B COOTBETCTBUMN C BbIGOPOM cnegyeT cneunduumpoBatb TPeTbl CTOPOHY, KOTopas
MoXeT BepucunumpoBaTbh CBUAETENLCTBO OTNPaBAEHUA.

D.1.3 FCO_NRO.2 MNMpuHyanTenoHoe gokasaTeNbCTBO OTNpaBieHnsa

D.1.3.1 Onepauun

0.1.3.1.1 HasHayeHue

B FCO_NRO,2.1 aBTOpy MN3/36 cnepyeT yka3aTb TUMbl CyObEKTOB MHpOPMaL MK, AN KOTOPbIX TpebyeTcs npegoc-
TaBneHne cBUAeTeNbCTBa OTNPaB/EHNs, HanpMmMep COOGLLEHNA 3NEeKTPOHHOW MOYTbI.

B FCO_NRO.2.2 aBTopy NM3/3b cneayeT BHECTU B CNWCOK Te aTpubyTbl, KOTOPbIE AO/KHbI GbITb CBSA3aHbI C MHGOP-
mMauueil. Hanpumep ugeHTMdUKaTop oTNpaBuUTeNs, BPeMS U MeCTO OTnpaB/eHus.

B FCO_NRO0.2.2 aBTopy M3/3b cnegyeT BHeCTV B CMUCOK Te MHPOPMaLMOHHbIE NONs, aTpnbyTbl KOTOPbLIX 06ecne-
4YnBalOT CBUAETENbCTBO OTNPAB/IEHNS, HaNpuMep TEKCT COO6LeHns.

D.1.3.1.2 Bbi6op

B FCO_NRO.2.3 aBTopy M3/36 cnegyeT cneuuguumpoBaTtb Nonb30BaTens/cy6bekT. KOTOPbIA MOXeET Bepuuum-
poBaTb CBMAETE/IbCTBO OTMNPaB/IEHUSA.

D. 1.3.1.3 HasHauyeHune

B FCO_NRO0.2.3 aBTopy M3/36 cnegyeT copMupoBaTb CANCOK OFpaHnYeHuii, Npu KOTOPbIX MOXET ObiTb BEpUdIn-
LMpoBaHO CBMAETENbCTBO. Hanpumep, cBUAETENbCTBO MOXET 6biTb BEPUAULMPOBAHO TOMLKO B TeyeHue CyTok. [lonyc-
TVMO HasHa4YyeHne «HeMeAIeHHO» WIN «HEeOrpaHWYEHHO».

B FCO_NRO,2.3 asTopy [M3/36 B COOTBETCTBUN C BbIGOPOM cnegyeT cneunduumpoBatb TPeTbl CTOPOHY, KOTopas
MOXeT BepudunLnpoBaTh CBUAETENIbCTBO OTNpaB/ieHns. TpeTbeil CTOPOHON MOXET 6biTb apbuTp, Cyaps Wan opuguuec-
KWUiA oprax.

D.2 HeoTkadyemocTb nonyyeHus (FCO_NRR)

D.2.1 3ameuaHus A nonb3oBartens

«HeoTkasyemoCTb NonyyeHus» onpegensieT TpeboBaHNa NO NpeAocTaBNeHUI0 Monb3oBaTensm/cybbektam CBU-
feTenbCcTBa 0 TOM. YTO MHGOPMaLmsa Oblna nNpuHATa nonyvatenem. MNonyyatenb He CMOXeT OoTpuuaTb hakT npuema
MHopMaLn, NOCKObKY CBUAETENbCTBO MOJyYyeHus (Hanpumep uudpoBas NoAnuchb) AokasbiBaeT CBA3b Mexay aTpu-
6yTamu nonyyatens n uHdopmauueir. OTnpaBuTeslb UM TPETbS CTOPOHA [NIOXET NPOBEPUTL CBUAETENLCTBO MOMYHEHUS.
He cnepyet gonyckaTb BO3MOXHOCTb MOAAEMNKN 3TOTO CBUAETE/NbCTBA.

CnepyeT vMeTb B BUfY, YTO NpefocTaB/eHne CBMAETENbCTBA NOMYyYEeHUS UHopMaLMn 03HayaeT TO/IbKO, YTO OHa
focTaBfieHa, a He 4To MHopMauua 0653aTenlbHO MpounTaHa WUAu MoHATa.

Ecnu uHdopmMaums Mam accouunpoBaHHble C Heli aTpubyTbl KakuM-M60 o6pa3oM M3MEHAKTCS, NpoBepka npa-
BUILHOCTU CBUAETeNIbCTBA MOMTyYeHUsi MOXeT faTb oTpuuatenbHblil pesynbTtar. MNoatomy astopy M3/36 cnegyet npeayc-
MOTpeTb BkntoueHne B M3/36 TpeboBaHMil LENOCTHOCTM U3 KoMnoHeHTa FDP_UIT.1 «LlenocTHocTb nepepaBaembix
[aHHbIX».

HeoTka3dyeMoCTb CBfi3aHa C HECKOJIbKMMU Pas3iMYHbIMWU POMIAMMU, BbIMOTHAEMbIMW O4HUM WM HECKOIbKUMU
cybbekTamu. Bo-nepsbiX, 3TO Cy6bEKT, KOTOpbIA 3anpalinBaeT CBUAETENbLCTBO nonyvenus (tonbko B FCO_NRR.1 «W3-
6upartenbHOe fokasaTenbCTBO NOMyYeHUs»). Bo-BTopbiX, nonyvyaTens w/unu gpyrne cy6bekTbl, KOTOpPbIM NpeAocTaBns-
eTcs CBUAEeTeNbCTBO (Hanpumep HoTapuyc). B-TpeTbux, Cy6bekT, KOTOpbI 3anpallvsaeT Bepudukaunio cengeTenscrea
nosiy4yeHunsi, Hanpumep, oTnpasuTesib UK TPeTbsA CTOPOHA, Hanpumep apouTp.

AsTopy MM3/36 Heobxoanmo cneuynduympoBaTh yC/0BUA, BbIMOSHEHNE KOTOPbLIX 06ecneunBaeT BO3MOXHOCTb Be-
pudrumposaTb NpPaBubHOCTL CBUAETENbCTBA. [1PYMEPOM TaKoro yc/ioBUsi MOXeT OblTb BO3MOXHOCTb Bepudukaunm
CBMAETENbCTBA B TEYEHME CYTOK. DTU YC/I0BUS NMO3BO/IAIT Takke NpuBecTn TpeboBaHne HeoTKka3yeMoCcTn B COOTBETCTBME
C lopuanyeckummn TpeboBaHUSAMM, TaKUMWU, HaANpUMep, Kak Hanmyne BO3MOXHOCTW NpefocTaB/ieHUs CBUAeTeNbCTBa B
TeyeHne HeCKOIbKMUX NeT.

B 60/blUMHCTBE CnyyaeB uaeHTudukatop nonyyarensa 6yger cosnafjarb C UAEHTUPUKATOPOM MONb30BATENS, KO-
TOpbI NpUHAN Nepegavy. B HekoTopbix cnyyasx aBTop MN3/36 moxeT He noxenaTb nepegasaTb cBefeHuss 06 naeHTudu-
KaTope nosb3oBartens. B 3aTom cnyyae emy HeO6XOAMMO NPUHATL PELLUEHWe, HYXHO /1M MpuBekaTb 3TOT Knacc WUan xe
ncnonb3oBaTh WAEHTUdMKATOP NpoBaiigepa ycnyr CBA3N UAW uaeHTudukaTop y3na ceTu.
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ABTOp M3/36 MOXET MCNoNb30BaTb MOMEHT NOMyYEeHUA MHOPMALMN B AONOMHEHNE K MAEHTUrkaTopy nonb3o-
BaTe/Is UM BMECTO Hero. Hanpumep, 3asBku 0 NpeAnoXeHnax 6yayT pacCMOTPEHbl, €C/M NOCTYNuAN 40 yCTaHOBNEHHO-
ro cpoka. Korga npepgsioxeHne orpaHnMYyeHo M3BECTHbIM CPOKOM, 3aka3bl OyAyT pacCMOTPEHbl, €C/IM OHW MNOJIyYeHbl A0
3TOro cpoka. B aTom cnyvyae faHHble Tpe6oBaHMs MOTyT npegycMaTpuBaTb WCNOMb30BaHWE MeTKW BPeMeHW (BpemeHwu
nonyyeHus).

D.2.2 FCO_NRR.1 /36upaTenbHOe goKka3aTeNbCTBO NONYYEeHNS

D.2.2.1 Onepauuu

D.2.2.1.1 HasHauyeHue

B FCO_NRR.1.1 aBTopy MN3/36 cnegyeT ykasaTb TUNbl Cy6bEKTOB MHDOpMaLun, ANA KOTOPbIX TpebyeTcs npesoc-
TaB/leHVe CBUAETEeNbCTBA MOMyYEHWUS, HanpyMep COOO6LEeHNS 3M1EKTPOHHON NouTbl.

D.2.2.1.2 Bbibop

B FCO_NRR.1.1 aBTopy MN3/3b cnepyet cneuudurympoBaTb N0Nb30BaTENSA/CYOBEKT, KOTOPbI MOXET 3anpocuTb
CBUAETENbCTBO MNOJYyYEeHUS.

D.2.2.1.3 HasHaueHve

B FCO_NRR.1.1 aBTtopy N3/36 B cOOTBETCTBMU C BbIGOPOM cneayeT cneumuunupoBaTb TPETbW CTOPOHbI, KOTOPbIE
MOTYT 3anpoCuTb CBUAETENLCTBO MOSyYeHUsl. TpeTbeil CTOPOHON MOXET 6biTb apbuTp, CyAbsa WK OPUANYECKWIA opraH.

B FCO_NRR.1.2 asTopy N3/36 cnegyeT BHECTW B CNUCOK Te atpubyTbl, KOTOPbIE A0/KHbI 6bITb CBSA3aHbI C MHDOP-
mMauueii, Hanpumep naeHTudukaTop nosydyartens, BPeMs U MecTO MOJSyYeHus.

B FCO_NRR.1.2 aBTopy MN3/3b cnegyeT BHECTW B CMUCOK Te MH(OPMaLNOHHbIE NoNs, aTpubyTbl KOTOPLIX 06ecne-
4ynBalT CBUAETENLCTBO NOYYEHUS,, HANpPUMep TEKCT COOBLLEHNS.

D.2.2.1.4 Bbibop

B FCO_NRR.1.3 aBTtopy M3/3b cnegyeT cneunduumpoBaTtb Nonb30BaTens/cybbekT. KOTOPbIA MOXeT Bepudunun-
poBaTb CBUAETENbCTBO MOJyYEHUS.

D.2.2.1.5 HasHaueHune

B FCO_NRR.1.3 aBTopy MM3"36 cnepyet copMmMpoBaTb CNNCOK OFPAHUYEHUI, NPY KOTOPbIX MOXET GblTb BepUtu-
LUMpoBaHO CBMAETeNbCTBO. Hanpumep, CBUAETENbCTBO MOXET 6biTb BEPU(MLMPOBAHO TOLKO B TeYeHWe cyTok. [onyc-
TUMO Ha3HayeHne «Hemea/IeHHO» WU «HEeOorpaHUYeHHO».

B FCO_NRR.1.3 aBTopy lNM3/3b B COOTBETCTBMM C BbIGOPOM criegyeT cneunduupoBaTb TPeTbio CTOPOHY, KoTopas
MOXeT BepuuLnpoBaTb CBUAETENLCTBO MNOMYYEHUS.

D.2.3 FCO_NRR.2 lNMpuHyanTenbHoe foKa3aTenbCTBO NOJIy4eHUs

D.2.3.1 Onepauuu

D.2.3.1.1 HasHauyeHue

B FCO_NRR.2.1 aBTOpy MN3/3B6 cnepyeT ykasaTb TUNbl Cy6bEKTOB MHDOpMaLun, ANA KOTOPbIX TpebyeTcs npeagoc-
TaB/leHVe CBUAETEeNbCTBA MOMyYEHWUS, HanpyMep COOO6LEeHNS 3/1eKTPOHHON NouTbl.

B FCO_NRR.2.2 aBTopy N3/36 cnegyeTt BHECTU B CNUCOK Te atpubyTbl, KOTOPblE A0/IXHbI 6bITb CBSA3aHbI C MHOP-
mauueii, Hanpumep naeHTudukaTop nosydyaTtens, BPeMs U MecTO MOSyYeHus.

B FCO_NRR.2.2 aBTopy M3/36 cnegyeT BHECTW B CNUCOK Te MHDOpMaLMOHHbIE NoNs, aTpubyTbl KOTOPLIX 0becne-
4ynBaloOT CBMAETENLCTBO NOYYEHUS, HANpYMep TEKCT COOBLLEeHNS.

D.2.3.1.2 Bbibop

B FCO_NRR.2.3 aBTtopy MN3/3b cnegyeT cneunduumpoBaTtb Nonb30BaTens/cybbekT. KOTOpbIA MOXeT Bepudunun-
poBaTb CBUAETENbCTBO MOJyYEHUS.

D.2.3.1.3 HasHaueHve

B FCO_NRR.2.3 aBTopy M3/36 cnepyet chopMmpoBaTb CNNCOK OFPAHUYEHWNIA, NPY KOTOPbIX MOXET GblTb BepUtu-
LUMpoBaHO CBUAETeNbCTBO. Hanpumep, CBUAETENbCTBO MOXeT 6biTb BepUMLMPOBAHO TO/LKO B TeYeHWe cyTok. [onyc-
TUMO Ha3HayeHne «Hemea/IeHHO» WU «HEeOrpaHUYeHHO».

B FCO_NRR.2.3 aBTopy NM3/3b B cooTBETCTBMU C BbIGOPOM cefyeT cneunduypoBaTb TPeTbN CTOPOHbI, KOTOPblE
MOTyT BepuuLMpoBaTh CBUAETENLCTBO MOMYyYeHUsi. TpeTbeil CTOPOHON rIoKeT 6blTb apbuTp, CyAbs WK opuanYecKuii
opraH.
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Mpunoxexne E
(o6sA3aTenbHoe)

Kpuntorpadguueckasa nogaepxka (FCS)

®BO moryT ncnonb3oBaTb kpuntorpaduyeckme PyHKLMOHANbHbIE BO3MOXHOCTU AN COAENCTBUA AOCTUXEHUIO
HEKOTOPbIX, Hanbonee BaxHbIX Leneli 6e30nacHOCTU. K HUIM OTHOCATCA (HO UMW He OorpaHuynBaloTCs) cnegyolme Lenu:
naeHTUnKauma n ayTeHTudnkayms, HeoTkasyemoCTb. [AOBEPEHHbI MapLIpyT, JOBEPEHHbI KaHan, pasgeneHne AaH-
HbiX. Knacc FCS npumensioT, ecnn OO nmeeT kpuntorpadmyeckne yHKUNUM, KOTOPble MOTyT ObiTb peann3oBaHbl anna-
paTHbIMW. NporpamMmHo-annapaTrHbiM1M U/MAn NPorpaMmHbIMKU CpeAcTBaMu.

Knacc FCS «Kpuntorpadgumyeckas nognepxka» coctout us asyx cemeiicte: FCS_CKM «YnpaBneHue kpuntorpa-
hrnyeckumu knovamm» n FCS_COP «Kpuntorpaduyeckme onepaunn». B cemeiictee FCS_CKM paccmMoTpeHbl acnekTbl
ynpaBieHnsa Kpuntorpadguyeckummn knrovamu, torga kak B cemeiictee FCS_COP paccmMOTpeHO npakTtuyeckoe nprvMeHe-
HMe aTuX KpunTorpauyuecknx kiouei.

[na kaxporo Metoda reHepauun kpuntorpadumyeckux knwoyeid, peanusosaHHoro B OO. astopy M3/3b cnepyet
npuMeHnTb KoMNoHeHT FCS_CKM.1 «[leHepauns Kpuntorpaduyeckux knwoyeiis».

Ans kaxgoro metoga pacnpegenenHns Kpuntorpaduyeckux knwoyeid, peanmsosaHHoro B OO. asTopy M3/36 cne-
ayeT NpUMeHUTb KOMNoHeHT FCS_CKM.2 «PacnpegeneHvie Kpuntorpaduyeckux Kiuen».

[na kaxgoro Mmetoda focTyna K Kpuntorpaduyeckum knwoyam, peanusosaHHot B OO. astopy M3/3Bb cnepyet
npuMeHuTb KoMNoHeHT FCS_CKM.3 «[locTyn K kpuntorpatmyecknum Kanyam».

[Ana kaxporo metofa YHUUTOXEeHUs Kpuntorpadmyecknx knwdeid, peanmsoBaHHoro B OO. aBTopy M3'36 cneayet
npuMeHnTb KOMNOHEHT FCS_CKM.4 «YHUUYTOXeHUe Kpuntorpadmyecknx Knoyeis.

Ans kaxpaolh n3 kpuntorpaduyecknx onepaunii, peanmsobaHHbix B OO. Takux kak uudposas nognuce, Lwindposa-
HUe JaHHbIX, COrnacoBaHme Kalyeid, xalwnpoBaHue 1 T. 4., aBTopy M3/36 cnegyeT npuMeHUTb KOMNoHeHT FCS_COP.1
«Kpuntorpadguyeckne onepauum».

Kpuntorpadunyeckne yHKUNOHANbHbIE BO3MOXHOCTU NPUMEHUMbI ANS AOCTUXKEHUA Leneil 6esonacHocTu, cne-
uncmuympoBaHHbix 8 knacce FCO «Cpsidb», a Takke B cemelictBax FDP_DAU «AyTeHTudukauns gaHHbix». FDP_SDI
«LlenocTHOCTb XpaHuMbIX AaHHbix». FDP_UCT «3awuta koHuaeHUManbHOCTU AaHHbIX NOMb30BaTENs nNpu nepepadye
vexgy ®b0», FDP_UIT «3awuTa uenocTHoCTH AaHHbIX nonb3osatens npu nepegade mexay ®b60». FIA_SOS «Cneuu-
dukaums cekpetoB». FIA_UAU «AyTeHTudmkaumna nonb3osatensa». B cnyvae, ecnu kpuntorpaduyeckne yHKLMOHaNb-
Hble BO3MOXHOCTW UCMONb3YIOT AN AOCTVXKEHUS Leneli 6e30nacHoCTM 13 Apyrux Knaccos, Lenu, Tpebylouwme npumeHe-
HUA KpunTorpaduyecknx cpeacTs, cneunuunpyoT B oTAeNbHbIX KoMnoHeHTax. Lienn knacca FSC «Kpuntorpaduyec-
Kas noggepxka» AO/HKHbI UCMOMb30BaTbCA, €CN NOTPEOUTENN HYXAATCA B KpUnTorpaumyecknx yHKLMOHANbHbIX
BO3MOXHOCTAX OO.

Hekomno3nyma knacca FCS «KpunTtorpaduueckas nogfepxka» Ha cOCTaBAAlOWMe ero KOMMNOHEHTbI NokasaHa
Ha pucyHke E.1.

FCSJCOP Li3atTarpe3LuBatu onepLuem H M

PucyHok E.1 — [lekomno3unuua knacca FSC «Kpuntorpaduueckas nogaepxkar»

E.1 YnpasneHue kpuntorpaduyecknmu knrovamm (FCS_CKM)

E.1.1 3amevaHnsa 4ns nonb3osatens

KpunTtorpadunyeckumu knouamy Heo6xo4MMO ynpasnaTh Ha NPOTSXEHUN BCEro UX CyliecTBOBaHWUA. OCHOBHbIMU
3aTanamu XW3HEHHOro LuKna Kpuntorpaduyuecknx knwuei ABNAOTCA: reHepauus, pacnpejeneHue, Bsoj B AeiicTeue,
XpaHeHue, focTyn (Hanpumep, K pe3epBHOMY KONWPOBaHUIO, Nepejaye Ha XpaHeHve, apxvuBauun v BOCCTAHOB/IEHUIO) U
YHUUTOXEHMeE.
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Mockonbky OO He 06a3aTeNIbHO UCMO/MbL3YIOT HA BCEX 3Tanax XW3HEHHOTO Lukna Kawuyeid, To UM MOXeT BbINos-
HATbCA. HanpuMep, TO/IbKO FEHepauus v YHUUTOXeHWe KpuntTorpauuecknx Knioyei.

CewmelictBo FCS_CKM npefHa3sHauyeHo Ana NOAAEPXKM XU3HEHHOTO LMKNa U No3aToMy onpeaensieT Tpe6oBaHus
K cneaylowum AeiicTBMAM C KpunTorpaduyeckuMmn knloyamu: reHepauus, pacnpegenerune, oCTyn K HAM U UX YHUUTOXe-
Hue. OTO cemeiicTBO cnefyeT MCMNONb30BaTb B CAyvYasX, €cin MMelTcs (yHKUMOHaNbHble Tpe6GoBaHusi ynpasBneHus
Kpuntorpachnyeckmummu Kaovamu.

Ecnu B M3/36 BkNtoUeH KOMNoHeHT cemelictBa FAU_GEN «leHepauus faHHbIX ayauta 6€30MacHOCTU», TO ayauTy
cnefgyeT noAsepraTb CO6bITUA, CBA3AHHbIE C:

a) aTpnbytamm 06beKTa, KOTOpble MOryT codepXaTb CBeAEeHWs 0 Nnofb3oBaTene faHHOro Kpuntorpaduyeckoro
Ko4a, posin nonb3oBaTens, Kpuntorpaduuecknx onepauusx, B KOTOPbIX MCNOMAb3yeTCA AaHHbIl KpunTorpaduyecknii
KoY, naeHTudukatope KpuntTorpacmnyeckoro knoya 1 ero cpoke feicTus:

b) napameTpamMy 06beKTa, BK/IYAA 3HAYeHWs Kpuntorpaduyeckoro knwya (kato4ei), 3a UCKAOYEHMEM 06O
YyBCTBUTE/bHOW MHpOpMaLMK, HanpuMep, CEKPETHbIX UMW NPUBATHLIX KPUNTOrpachnyeckmx Knouvei.

[ns reHepauuun kpunTorpadmyeckmx knwyei 06bIYHO UCMONbL3YIOT cayyvaliHble uucna. Torga Bmecto FIA_SOS.2
«[eHepauma cekpetos PBO» cnepyet ucnonb3osarb KOMnoHeHT FCS_CKM.1. KomnoHeHT FIA SOS.2 cnepgyet npume-
HATb. €CAV reHepauus ciayyaiiHbix Yncen TpebyeTca A8 UHbIX Leneil.

E.1.2 FCS_CKM,1 leHepayumsa kpuntorpad nyeckux knvei

E.1.2.1 3ameyaHnsa No NPUMEHEHWIO AN1A NONb30BAaTENSA

KomnoHeHT FCS_CKM.1 copepxuT Tpe6oBaHWsa No ONpeAeneHnto A/IMHblI KpunTorpauuecknx knw4vein n metoga
UX reHepawuuu, 4To rNOXeT 6biTb CAENAaHO B COOTBETCTBUW C HEKOTOPLIMU NPUHATLIMK cTaHAapTamu. Ero cnegyet ucnosnb-
30BaTb AN onpefeneHns ANnHbl kpuntorpaduyeckux knoyein n Metoga (To ecTb anroputma) ux reHepaumun. 4na ogHo-
ro N TOro Xe MeTofa W HEeCKONbKWX 3HAYeHWUi A/IVHbI Kloya 3TOT KOMMNOHEHT Heo6X0AMMO UCMO/b30BaTb TO/IbKO OAWH
pa3. [iiMHa KoYa roxeT 6biTb OAHOW 1 TOW Xe UM pasHoi ANA pasfMyHbIX CYLHOCTeN, a Takke 6biTb BXOAHbIM 1160
BbIXOJHbIM 3HAYEHUEM asiropuTMa.

E.1.2.2 Onepauuu

E.1.2.2.1 HasHauyeHue

B FCS_CKM.1.1 aBTopy M3/36 cnegyet onpeaenutb, Kakoih anroputM reHepauum Kpuntorpacuyecknx kwuein
6yAeT ncnonb3oBaTbCs.

B FCS_CKM.1.1 aBTopy M3/3B6 cnepyet onpeaennTb, Kakoi A/MHbI KpUnTorpaduyeckme Kum 6yayT Ucnosb3o-
BaTbCcsA. CnegyeT, 4Tob6bl ANVHA K/lO4ya COOTBETCTBOBaNa BblGpaHHOMY anropuTMmy W npegnonaraemMomy NpuMeHeHuo
Koya.

B FCS_CKM.1.1 aBTopy M3-36 cnegyeT onpefennTb cTaHfapT, KOTOPbI ycTaHaBIMBaeT MeTOA reHepauun Kpun-
Torpachmyeckmx kntoyeid. Mpu aToM MOXHO CCbINATbCA Ha OAWMH UAWN HECKO/IbKO AeiiCTBYIOLMX ONy6IMKOBaHHbIX CTaHAap-
TOB. Hanpumep, Ha MexXAyHapoAHble, HaluoHa/lbHble CTaHA4apTbl UAn CTaHAapTbl NpeanpuATuA.

E.1.3 FCS_CKM.2 PacnpegfeneHuve kpuntorpadgumueckux knwuyei

E.1.3.1 3ameyaHnsa No NpUMEHeH0 AN1A NONb30BaTENSA

KomnoHeHT FCS_CKM.2 cogepxuT TpeboBaHne onpegeneHnsa Metofa pacnpegeneHuns kpuntorpaduyecknx kito-
Yeil. KOTOpbIi MOXeT COOTBETCTBOBATb HEKOTOPOMY HasHaYeHHOMY CTaHAapTy.

E.1.3.2 Onepauuu

E.1.3.2.1 HasHauyeHue

B FCS_CKM.2.1 aBTtopy M3/3Bb cnepyeT onpefenutb, Kakoil MeTof UCNONb3yeTca ANs pacnpefeneHust KpunTtor-
padmyecknx Kioueil.

B FCS_CKM.2.1 aBtopy M3/36 cnefyeT onpefennTb Ha3HAYeHHbI cTaHaapT, B KOTOPOM OMWCaH MCMNOMb3yeMblii
mMeToA pacnpefeneHus kpuntorpacuyecknx knoyeir. MNMpn 3TOM MOXHO CCbINaTbCA Ha OAWH UM HECKOJIbKO AelicTBYlo-
LWKX ony6/IMKOBAHHbIX CTaHAAPTOB, HaNpUMep, Ha MexAyHapoAHble, HauWOHasbHble CTaHAapTbl UK cTaHAapTbl npepa-
npuatunsa.

E.1.4 FCS_CKM.3 locTyn K Kpuntorpamyeckum knroyam

E.1.4.1 3ameyaHnsa No NpUMEHEHUIO AN1A NONb30BaTENSA

KomnoHeHT FCS_CKM.3 cogepxuT TpeboBaHue onpegeneHns metofa AocTyna K Kpuntorpauyeckum kaw4vam,
KOTOpPbIA MOXEeT COOTBETCTBOBATb HEKOTOPOMY Ha3HauyeHHOMY CTaHAapTy.

E.1.4.2 Onepauuun

E.1.4.2.1 HasHauyeHue

B FCS_CKM.3.1 aBTopy M3/36 cnepyeTt onpesennTb UCNOMb3yEMbIA TN AOCTyNa K KpUnTorpaduueckumM Knuvam.
Mpumepamn onepauunii ¢ kpunTorpacnyeckumn knoHammn, K KOTopbiM NpeAocTaBnseTcs JocTyn, ABAATCA (HO He orpa-
HUYMBAKOTCA VMMM): pe3epBHOE KOMVpOBaHWe, apXuMBMpoBaHue, nepejava Ha XpaHeHuWe u BOCCTaHOBJIEHWeE.

B FCS_CKM.3.1 aBTopy M3/36 cnegyet onpeAenuTb, kakoli meToA 6yaeT ncnonb3oBarbesa A8 AOCTyna K KpUnTo-
rpadunyecknum knwyam.

B FCS_CKM.3.1 aBTopy MN3/36 cnegyeT onpefennTb Ha3Ha4yeHHbI cTaHAapT, B KOTOPOM OMNWCaH MCNOJb3yeMblit
mMeToA AocTyna K kpuntorpadguyeckum knoyam. Mpu 3TOM MOXHO CCblNaTbCA Ha OAWH WAW HECKOJSIbKO AelCTBYHOLLNX
ony6/1KOBaHHbIX CTaHAApPTOB, HanNpumep, Ha MexayHapojHble, HaluWOHasbHble CTaHAapThl WKW CTaHAapTbl Npeanpus-
™A,
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E.1.5 FCS_CKM.4 YHUUTOX€eHMne kpuntorpagmueckux knvei

E.1.5.1 3ameyaHnsa No NPUMEHEHUIO AN1A NONb30BaTENSA

KomnoHeHT FCS_CKM.4 cogepxuT Tpeb6oBaHue onpegenieHusa MeTofa YHUUTOXEHUS KpunTorpacuyecknx K-
Yeil. KOTOpbIi MOXeT COOTBETCTBOBATb HEKOTOPOMY HasHa4YeHHOMY CTaHAapTy.

E.1.5.2 Onepauuu

E.1.5.2.1 HasHauyeHue

B FCS_CKM.4.1 aBTopy M3/36 cnefyet onpefenuTb, kakoli MeTos 6yAeT UCNONb30BaH A/ YHUUTOXEHUS KpuUM-
Torpacdhmyecknx Kryen.

B FCS_CKM.4.1 aBtopy M3/36 cnefyeT onpefennTb HasHAUYEHHbI CTaHAAPT, B KOTOPOM OMWCaH MUCMNOMb3yeMblii
MeToA NuKBuAaunn kpuntorpaduyecknx knwodeii. Mpu 3TOM MOXHO CCblNaTbCA Ha OUH WAWN HECKOJIbKO AEeNCTBYHOLWNX
ony6/MKOBaHHbIX CTAHAAPTOB, HanNpuMep, Ha MexAyHapo/Hble, HaluMOHasbHble CTaHAAPTbl UKW CTaHAapTbl Npeanpus-
™a.

E.2 Kpuntorpadunyeckne onepauuu (FCS_COP)

E.2.1 3ameyaHunsa gna nonb3oBartens

Y kpuntorpaduyeckoii onepauuu MoryT 6blTb OfUH WX HECKONbKO KpunTorpaduuecknx pexumoB onepauuu,
accouunpoBaHHbIX ¢ Heli. B aTom cnyuae ero (ux) Heob6xoAnmo onpeAenuTs. MNMpuMepamy KpunTorpauuecknx pexrnmos
onepawuuu ABASIOTCA cuenneHne 6/10KoB 3alndpPoOBaHHOIO TekcTa, ocylecTBieHne o6paTHOl CBS3U No BbIxody, NpumMe-
HeHVe 3/1eKTPOHHOW KHUMM KOAO0B W OCyLLeCcTB/eHne 06paTHON CBA3MN MO 3alndpoBaHHOMY TeKCTy.

KpunTtorpaduyeckne onepauuy MOryT UCMONb30BaTbCA ANS NOAAEPXKKM OLHOW WM HECKONbKUX (DYHKUU Ge3o-
nacHoctn OO. MoxeT BO3HVKHYTb HEOOXOAMMOCTb B UTepaunsax komnoHeHta FCS_COP B 3aBMCUMOCTM OT:

a) NpuknagHoil nporpammbl Nonb3oBaTens, ANA KOTOPOW NMoHafo6wunack AaHHas yHKUMA:

b) NPUMEHEHUS PasNNYHbIX KpUATOrpadunyecknx anropuTMoB U/MAN ANVHBE KpUNTOrpaduueckux Knoyei;

C) TMNa WAW YyBCTBUTENbLHOCTN 06pabaTbiBaeMbIX AaHHbIX.

Ecnu B N3/36 BkNtoyeH komnoHeHT cemelictBa FAU_GEN «leHepauus AaHHbIX ayauta 6€30NacHOCTM», TO ayauTy
cnepfyet nojsepratb COObITUSA, CBA3AHHbIE C:

a) Tunamu Kpuntorpaduyecknx onepauuii, K KOTOpbIM MOFYT OTHOCUTLCS reHepauusa w/wnu sepudukaumna undgpo-
BbIX nognuceli, reHepauua kpuntorpacmnyecknx KOHTPOSbHbIX CYMM ANS 06ecneyeHus LenocTHOCTU n/unu sepuduka-
LUK KOHTPOJIbHBIX CYMM, X3LIMpPOBaHMe (BblUMCNEHME X3Ll-06pa3a coobLeHns), 3awmndpoBarHme n/uam pacwmdpoBaHme
[LaHHbIX, 3aWngpoBaHne u/unm paclimgposaHe kpuntorpadryeckux Knwyeii: cornacoBaHme kpuntorpagruyeckux K-
yeil N reHepauua cnyvaiHbix yucen;

b) aTpubyTamMun cyb6bekTa, KOToOpble MOTYT BK/IOUATb B CEOSI Kak po/iv CyGbLEKTOB, Tak ¥ Nosib3oBaTeneit, accoymm-
POBaHHbIX C 3TUMUN CybbEKTaMu:

c) aTpubyTammn 06beKTa, KOTOpble MOryT BKAOYaTh B ce6s1 cBeAeHUsA 0 Nonb3oBaTensax kpuntorpauyeckoro kito-
Yya. ponu nonb3oBaTens, Kkpuntorpadmueckoil onepauynun, NS KOTOPOW WCNONb3yeTCA AaHHbIl KoY, naeHTudukatope
KpunTorpagmueckoro kio4ya u cpoke ero AeicTeus.

E.2.2 FCS_COP.1 Kpuntorpadguyeckne onepayuu

E.2.2.1 3ameyaHus N0 NpUMEHEHUIO ANA NONb30BaTeNA

B aTomM KOMMoHeHTe cogepxaTca TpeboBaHWA ykasaHus KpunTorpamueckux anroputMoB W ASINHbI KlOYeid, nc-
Nnosib3yeMblX NPW BbINOMHEHUN onpefenseMbiX Kpuntorpauueckux onepaymii 1 0OCHOBaHHbIX Ha HEKOTOPOM BblGpaH-
HOM cTaHjapTe.

E.2.2.2 Onepauuun

E.2.2.2.1 HasHaueHue

B FCS_COP.1.1 astopy MN3/36 cnegyeT onpefennTb BbiNOMHSAEMble KpunTorpaduyeckue onepaumn. TUNUYHBIMUK
KpunTorpadmyeckummn onepaumsiMn ABASIOTCA reHepauus u/unu sepudukauns LM poBbIX NoAnUcen, reHepaunsa Kpun-
Torpanyecknx KOHTPOsIbHbIX CyMM AN o6ecneyvyeHns LenocTHOCTU u/vnu Bepudmkauum KOHTPObHbIX CyMM, 6e3onac-
HOe X3WunpoBaHne (BbluMCneHne xalw-o6pasa coobuieHuns), 3awmndpoaHe n/vam pacwndpoBaHne gaHHbIX, 3awndpo-
BaHue u/unu pacwmgpoBaHue kpuntTorpadpuuecknx kaw4ei, cornacoBaHve Kpuntorpaduueckux Knuvei u reHepauus
cnyyaiiHbix yncen. Kpuntorpadmueckne onepauum MOryT BbINOMHATLCA C AaHHbIMU Kak nonb3oBaTens, Tak n ®BO.

B FCS_COP.1.1 aBTtopy MM3/3b cnepyeT onpenenuTb, Kakoii kpuntorpaduyeckuii anroputm 6yfeT UCnosib3oBaH.

B FCS_COP.1.1 aBTtopy M3/3b cnepyeT onpefenutb, Kakoi A/MHbI KpunTorpaduyeckre knwuu 6yayT ncnonb3o-
BaTbCA. Heobxoammo, 4To6bI A/IMHA Ko4Ya COOTBETCTBOBA/IAa BbIOPAHHOMY a/iropuTMy u npegnonaraemMoMy npuMeHe-
HUIO K/oYa.

B FCS_COP.1.1 aBTopy 3'3b cnepyet onpeAennTtb cTaH4apT, B COOTBETCTBUN C KOTOPbLIM BbINOMHATCA UAEHTU-
dmumposaHHble KpunTorpaduueckme onepauyuu. Mpu 3TOM MOXHO CCblNaTbCA Ha OAWH WU HECKO/IbKO AeNCTBYHOLWMNX
ony6MKOBaHHbIX CTAHAAPTOB, HanNpuMep, Ha MexAyHapofHble, HaluMOHasbHble CTaHAAPTbl UK CTaHAapTbl Npeanpus-
™a.
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MpunoxeHne F
(o6sA3aTenbHoe)

3awmnta gaHHbix nons3osatens (FDP)

Knacc FDP «3awuTa gaHHbIX NoMb30BaTeNs» COAepXUT cemeiicTBa, onpegensawuwmne TpebosaHWUsA K PyHKLMAM
6e3onacHocTn OO n nonntukam cpyHkumnin 6esonacHocTn OO, CBSA3AHHLIM C 3aWMTON AaHHbIX NONb30BaTesNA. ATOT Knacc
oT/iMyaeTca oT knaccos FIA n FPT Tem, 4To onpegenseT KOMMNOHEHTbI AN 3aWuTbl AaHHbIX NO/b30BaTeNs, Torga Kak
knacc FIA onpegensieT KOMMOHEHTbI 419 3alinTbl aTpubyToB, accouMMpoBaHHbIX C Nosb3oBaTesnem, a knacc FPT — ana
3awnTbl Hopmauun ®6O.

[aHHbI Knacc He COAEepPXWUT SABHOrO TpeboBaHWSA MaHAaTHOro ynpasneHus goctynom (Mandatory Access
Controls — MAC) unu TpaguuMOHHOTO ANCKPELNOHHOro ynpasneHusa goctynom (Discretionary Access Controls — DAC);
TEM He MeHee, Takne TpeboBaHMA MOTYT ObiTb BbIpaXKeHbl C UCMO/Ib30BAHMEM KOMMOHEHTOB 3TOrO Kiacca.

Knacc FDP «3awuTta faHHbIX NoJsib30BaTefIsi» He KacaeTCs ABHO KOHMWUAEHLUWaNbLHOCTH, LeNoCTHOCTU uan Aoc-
TYMHOCTU. Yalle BCero coyetamwmxca B NOAMTKE M MexaHu3Max. Tem He meHee B 13.3b nonutuky 6esonacHoctn OO
HeobXxo4MMO afleKBaTHO PacrnpoCTPaHUTb Ha 3TW TPU Lenw.

3aknunTeNbHbIM acnekTom 3TOro kiacca siBASeTca To, YTO OH crneunduuvpyeT ynpasieHne fOCTynoM B TepMu-
Hax «onepaumii». «Onepauus» onpegenseTca Kak cneyuduyecknii TN AocTyna K KOHKPeTHOMY 06bekTy. B 3aBucumo-
CTN OT YPOBHA abcTpakuuu onucaHma aBTopom [M3/36 3Tux onepauunii, OHU MOryT OMpPeAenAaTbCA Kak «4TeHne» n’um
«3anncb» WK Kak 6osee CnoxHble onepayun, Hanpumep «o6HOBNEHUE 6a3bl AaHHbIX».

MonuTvkn ynpasneHns AOCTYNOM OnpeAensoT AOCTYn K XxpaHunvuwam uHdopmauui. ATpnbyTbl npeacTaBieHbl
aTpubytamm mecTa xpaHeHus. Kak TonbKo MHhopmauus cuutaHa us XxpaHunuuia, nuuo, nMetoliee JoCTyn K Held. MoxeT
6€CKOHTPO/IbHO MCNO/Ib30BaTh 3Ty MHOPMALMIO, BKIIOYAs ee 3annCb B pas/iMyHble XpaHuauvuia c ApyruMmun atpubytamu.
HanpoTtus, NOAMTUKN ynpaBieHNa WH(OPMAaLVOHHLIMU MOTOKAMW KOHTPONUPYIOT JOCTYN K MHOpMauuu, He3aBUCUMO
OT MecTa ee xpaHeHus. ATpnbyTbl MHOPMaLMK, KOTOPble MOTYT 6bITb (MM He BbiTb, KaK B C/ly4ae MHOrOypoBHeBbIX 6a3
[aHHbIX) accounmpoBaHbl C atpubyTamy mMecTa XpaHeHus, ocTalTcsa ¢ MHopmaumneil Npu ee nepemetieHnun. Monyya-
Tenb AocTyna K MHpopmauunm He MMeeT BO3MOXHOCTW U3MEHSTb ee aTpubyTbl 6e3 ABHOrO paspelueHus.

Knacc FDP He paccmaTpuBaeTcs Kak nosHas TakCOHOMMWSA MOMNTUK ynpasieHus foctynom WUT. nockonbKy moryT
6bITb NpPeANoXeHbl UHblE. B Hero Bk/IOYEHbI Te MOAMTUKK, ANS KOTOPbIX cneuudukauma TpeboBaHWii OCHOBaHa Ha
HaKOM/IEHHOM OfbITe MPUMEHEHMNS CYLLECTBYIOLWMX cUCTEM. BO3MOXHbI 1 Apyrue opMbl JOCTyNa, KOTOPbIE HE YYTeHbl B
nmeroLwmnxcsa @opMysiMpoBKax.

Tak, MOXHO npeAcTaBuUTb cebe 3ajadvy MMeTb Cnocobbl ynpaBneHus WHPOpPMaLMOHHBIM NOTOKOM, onpejense-
Mble nofib3oBaTeneM (Hanpumep, peanusyllime aBTOMaTU3NPOBaHHY 06paboTKy MHpopmaunm «He ANA MOCTOPOH-
HUX»), M0oA06HbIE MOHATUSA MOrAK Gbl GbITb YYTEHbl NyTEM YTOYHEHUA WUAWN pacluMpeHWs KOMMNOHEeHTOB knacca FDP.

HakoHel, npy paccMOTpPeHWM KOMMNOHEHTOB knacca FDP «3awuTta gaHHbIX N0b30BaTENA» BaXKHO MOMHUTbL, YTO
3TN KOMMOHEHTbI cofepxaT TpeboBaHuA AN (PYHKUMIA, KOTOpble MOrYT 6biTb peann3oBaHbl MexaHu3Mamu, KoTopble
cAyXaTr uan mornam 6bl CAYXUTb U ANA APYrux ueneii. Hanpumep, BO3MOXHO (hOpMMpOBaHUE NOAUTUKKA YyNnpas/ieHUs
poctynom (FDP_ACC). koTopas ucnonb3yeT meTkn (FDPJFF.1 «[MpocTble aTpnbyTbl 6€30NacHOCTU») Kak OCHOBY AN
MexaHu3Ma ynpaBieHus JOCTYMnoM.

MonuTrka 6e3onacHocT OO MOXeT cofepxaTb HeCKONbKO MOAMTUK PyHKUUIA 6e3onacHocTn (MPB). kaxaas w3
KOTOpbIX OyAeT naeHTudunuuposaHa KOMNOHEHTaMN ABYX OPUEHTUPOBAHHBLIX HA NOMUTUKM ceMelcTB «llonnTuka ynpas-
neHus 6esonacHocTblio» FDP_ACC u «MonuTuka ynpasneHnsa WHPOPMaLMOHHbIMK noTokamu» FDPJFC. 3Tu nonutu-
Kn 6yayT, Kak npasuio, yunTbiBaTb acnekTbl KOH(MUAEHLNANBHOCTH, LLe/IOCTHOCTU M AOCTYNHOCTM Tak. Kak aTo notpebyeT-
ca Ana yaosneTsopeHus Tpe6osaHmnii kK OO. CnefyeT obecneunTb, YTO6bI Ha Kax/blli 06beKT 06513aTeNbHO pacnpocTpa-
HAnacb. MO MeHblueil Mepe, oaHa M®B n npu peanusauun pasnunyHbix MNMAEBE He BO3HMKANN KOHMNKTbI.

B npouecce pa3pa6oTku M3<3b ¢ ncnonb3oBaHMeM KOMMNOHEHTOB knacca FDP «3awuta faHHbIX Nonb3oBaTens»
npy Mx NpPocMoTpe U Bblbope HeoOXOAMMO PYKOBOACTBOBATHCA HUXECNeAYWUMN NOMOXKEHUSAMMU.

Tpe6oBaHus knacca FDP «3awuTa gaHHbIX NOMb30BaTens» onpeAenieHbl B TepMuHax yHKUMiA 6e3onacHocTn
(®B). koTopble peanusytoT MPB. MNMockonbky OO MOXeT OAHOBPEMEHHO CrefoBaTb HeckonbkuM M®B. asTopy [M13.°36
Heob6xo4MMo AaTb kaxaol n3 NMdb Ha3BaHKWe, Ha KOTOPOe MOXHO CCbllaTbCs B APYrMX cemelicTBax. 3To Ha3BaHue GyaeT
3aTeM MCMONb30BaTbCA B KaXAOM KOMMOHEHTe, BbIGPaHHOM ANS onpejesieHns vacTu TpeboBaHuil ANS COOTBETCTBYIO-
e dyHKuMmM, 4To no3sonuT asTopy M3/3b nerko ykasaTb 061acTb feiCTBUS, Hanpumep oxsaTbiBaeMble 06beKTbl 1
onepauun, ynosIHOMOYEHHble No/b30BaTenn u Tu.

Kak npaBunio, kaxgoe npvMeHeHne KOMNOHeHTa BO3MOXHO TONbKO A8 ofHoi M®B. Moatomy, ecnn MN®b cneun-
dvympoBaHa B KOMMOHEHTe, TO OHa GyAeT NpYMeHeHa BO BCEX 3/1IeMeHTax 3TOro KOMMOHeHTa. OTU KOMMNOHEHTbl MoryT
npumeHsaTbea B M3/3b HECKONbKO pa3. ecnn XenateslbHO YY4eCTb HEeCKOJSIbKO MOJSINTUK.

Knto4yoM k BbI6OPY KOMMOHEHTOB 3TOr0 CemelicTBa ABMAAETCA HanMume NOMHOCTbIO ONpeAenieHHol NoanTukn 6es3o-
nacHoctn OO. obecneunsatolleil NpaBW/bHbIA BbIGOP KOMMNOHEHTOB W3 CEMeNCTB «lMonuTuka ynpaBneHus AoCTynom»
FDP_ACC u «lMonutuka ynpasneHns nHgopmMaunoHHbiMu notokamn» FDPJFC. B FDP_ACC «[lonutuka ynpasneHus
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poctynom» n FDPJFC ««[lonutuka ynpaBneHnss UHpopMaunoHHbIMU NOTOKaMU» MpucBanMBalOT UMS COOTBETCTBEHHO
KaXAoli MonnTUKe ynpaBfiieHWsa JOCTYNOM MU MHOPMaLMOHHbIMKU NOTOKaMu. Kpome Toro, 3TW KOMMOHEHTbI onpeje-
NAT cy6beEKThI, 06EKTLI M ONepauun, Bxoasiwme B 061acTb AelicTBUA COOTBETCTBYOLWEN (hyHKUMM 6e3onacHocTu. Mpea-
nonaraeTcsi. YTO UMeHa 3TUX NOAUTUK ByAyT UCNOMb30BATLCA MOBCEMECTHO B TeX (DYHKLMOHAbHbIX KOMNOHEHTaxX, KOTo-
pble MMET onepayuio, 3anpalinBalroLLyo HasHadyeHne unu Bolbop «MN®B ynpasneHua goctynom» n/unun «MNeb ynpasne-
HUA MHDOPMALMOHHBIMK NoTokaMmn». MpasBuna, KoTopble onpeaensoT PyHKUNOHAbHbIE BO3MOXHOCTU UMEHOBaHHbIX
M®B ynpaBneHus 4OCTyNnoMm Uam MHOPMaLMOHHbIMIU NOTOKaMK, 6yAyT ycTaHoBeHbl B cemelicTBax FDP_ACF «®yHKkuun
ynpaeneHus goctynom» n FDPJFF «®yHKuun ynpaeneHns MHMOPMaLMOHHLIMWU NOTOKaMi» COOTBETCTBEHHO.

Hwxe npuBefeHa pekomeHayemas nocnefoBaTelbHOCTb NPUMEHEHMA 3TOro knacca npu noctpoeHuun M3/36,
ANA 4Yero Heob6xoANMO UAeHTU(ULMPOBaTb:

a) ocyllecTBAsieMble NONUTUKM, NpUMeHUB cemelictBa FDP_ACC «[Monutuka ynpasneHus goctynom» u FDPJFC
«Monuntuka ynpaeneHns WHpopMaLNOHHbIMK NoTokamu». 9T cemelicTBa onpefensoT o6nacTtb AeicTBUA KaxAolh
NOMINTUKN, YPOBEHb AeTanu3auun ynpas/ieHUs u MoryT WAeHTUdULMpoBaTb HEKoTOpble npasuia cnefoBaHus Noau-
THKe:

b) Tpebyemble KOMMNOHEHTbI, NOCTa Yero BbINO/IHUTL BCE NPUMEHSAEMbIE ONepaunn B KOMMNOHEHTAX, OTHOCALLMXCA
K nonutukam. Onepauun Ha3HavyeHUs MOryT BbINOSIHATHCA Kak B 0606LeHHOM BuAe (Hanpumep «Bce (aiinbi»), Tak n
KOHKPeTHO («ghaiinibl «A», «B» 1 TA.) B 3aBUCUMOCTY OT YPOBHSA AeTanusauuu:

C) BCe NoTeHLUManbHO NPUMEeHsSIeEMble KOMMOHEHTbI, OTHOCALMECA K DyHKLMAM, 13 cemeiicts FDP_ACF «®yHKUMK
ynpasneHusa goctynom» n FDPJFF «®yHKUMW ynpaBneHnss MH(OPMaLMOHHbIMA NOTOKaMu», CBA3aHHbIe C VMEHOBAaH-
HbIMW nonutukamn u3 cemeiicte FDP_ACC «Monutuka ynpaenexnusa goctynom» n FDPJFC «MonuTuka ynpasrieHus
MHMOPMALMOHHLIMI NOTOKaMu». [lasiee BbINOMHUTL Onepauuun, Y4Tobbl NONYyYMTb KOMMNOHEHTbI, onpefenswlme npasu-
na 3Tux NonnTuk. 370 cnefyeT caenatb Tak, YTOObl KOMNOHEHTbI OTPaXann TpeboBaHUA BbIGPaHHON (PYHKLUW, KOTOpPbIe
yXe MOXHO cebe npefcTaBUTb UM KOTOpble TOMIbKO Mogjnexar pa3paboTke;

d) Tex, komy 6yaeT npegocTaBneHa BO3MOXHOCTb ynpaBaeHns atpubytamm yHKLMA 6€30NacHOCT U UX U3MeHe-
HVA. HanpumMep, TO/IbKO aAMUHUCTPaTopy 6e30MacHOCTU, TOMIbKO Brajesblly 06bekTa W TA4., nocne yero Bbibparb COOT-
BETCTBYlOLME KOMMOHEHTbl U3 knacca FMT «YnpaBnenne 6e30nacHOCTbIO» U BbINOIHUTL B HUX onepauuun. Mpu 3Tom
MOTYT 6bITb NOME3HbI YTOYHEHNUS ANA WAEHTUdMKALWN HeAOCTAlOWMUX CBOWCTB, HanpumMep, HEKOTOPbIe WU BCE U3MeHe-
HUA HEO6XOANMO BbIMOMHATL TObKO C WCMOMb30BAHMEM [JOBEPEHHOr0 MapLupyTa;

e) BCe noaxofsaline KOMNOHeHTbl knacca FMT «YnpaBneHune 6e30nacHOCTbIO», Heob6xoaumble ANA cneunduka-
UMM HayanbHbIX 3HAYEHU HOBbIX 06BEKTOB U CyObEKTOB;

f) Bce komnoHeHTbl cemelictBa FDP_ROL «OTkaT», NpUMeEHsIEMble ANsi OTKaTa K NpeALecTBYOLEMY COCTOSHUID;

A) Bce TpebosaHus u3 cemeiictea FDP_RIP «3awuta octatoyHoi nHgopmaLnm», npumeHsemble AN 3awuTbl
0CTaTOYHOI MHDopMaLmK:

h) Bce KomnoHeHTbl 13 cemelictB FDPJTC «MMnopT gaHHbIX M3-3a npegenos geictema ®60» n FDP_ETC «3k-
CNopT AaHHbIX 3a npeAaenbl AeicTBua ®BEO», NCNonb3yeMble Npu UMMNOPTE WU IKCMOPTE AaHHbIX, yKas3as, kak cnegyeT
obpauwatbCa nNpyu aToM ¢ atpmbytamn 6e30nacHocTy;

i) Bce Mcnonb3yemble KOMMNOHEHTbI, OTHOCSILWMECS K BHYTPEHHUM nepefavam OO. n3 cemeiictea FDPJTT «[epe-
fava B npegenax OO»;

j) Tpe6oBaHVA 3aWUTbl LENOCTHOCTM XpaHUMoli uHdopmaummn n3 cemeiictea FDP_SDI «LLenoCTHOCTb XpaHUMbIX
OaHHbIX»;

k) Bce npumeHsieMble KOMMNOHEHTbI, OTHOCSLWMECS K nepefadve AaaHHbix Mexay ®BO, us cemeiicte FDPJJCT
«3awmuTa KoHPUAEHUNANbHOCT AaHHbIX MoNb3oBaTens npu nepegaye mexgy P60» nnm FDPJJIT «3awunTta uenocTHo-
CTW flaHHbIX nosb3osaTens npu nepegaye mexay ®bO».

[ekomnosununa knacca FDP Ha cocTaBnswowMe ero KOMMNOHEHTbI NokasaHa Ha pucyHke F.1.

F.1 Monutnka ynpasneHusa goctynom (FDP_ACC)

F.1.1 3ameyaHusa gna nonb3oBartens

B ocHoBy cemelictBa FDP_ACC nonoxeHa KOHLENuMs Npou3BOSIbHOIO yNpaBieHns B3auMofeincTBmem cybbek-
TOB 1 06bekToB. O6M1acTb M Lenb ynpasieHnsa onpegensiotcsa atpubytamu nonyyaTens npas gocTtyna (cybobekra), aTpu-
6yTaMn XpaHunuwa aaHHblX, K KOTOPOMY npefocTasnsieTcs gocTyn (06bekTa), AeicTBuaMU (onepayusiMm) 1 accoLumnpo-
BaHHbLIMY NpaBuiammn ynpasfiieHUs [OCTYNOM.

KOMMOHEHTbI 3TOr0 cemeicTBa falT BO3MOXHOCTb UAeHTUUKaunm (no umeHn) NMOB ynpaBneHus focTynom, B
OCHOBE KOTOpbIX Nexar TpaAuLMOHHbIe MeXaHU3Mbl UCKPELMOHHOro ynpasneHus goctynom (DAC). B cemeiictse onpe-
[ensoTca cy6bekTbl, 06bEKTbI M onepauun, KoTopble BXOAST B 06/1acTb AelCTBUA UAEHTUMDULMPOBAHHBIX NOAUTUK yN-
paBneHus goctynom. Mpasuna, onpegensioume PyHKLMOHANbHbIE BO3MOXHOCTU M®E ynpasneHus focTtynom, 6yayTt
YCTaHOB/IEHbl ApYrMMU cemelicTBamu, Takumu kak FDP_ACF «®yHKuuM ynpasneHus goctynom» u FDP_RIP «3awwuta
ocTaTouHoli uHbopmauun». MpegnonaraeTcs, 4To umeHa N®b, naeHTudUyMposaHHbie B cemeiictee FDP_ACC «[onu-
TUKa ynpas/fieHus AOCTynom», 6yAyT UCNO/b30BaTbCA NOBCEMECTHO B TeX (DYHKUMOHAa/IbHbIX KOMMOHEHTax, KOTopble
MMeoT onepauuio, 3anpalluvBalollyo HasHayeHne uam Bbibop «MPB ynpaBneHusi JoCTynom».

B obnacTtb geiicTBus MN®b ynpaBneHus 4OCTYNOM BXOAUT MHOXECTBO Tpuag «cy6bekT, 06BbekT, onepauyun». Cne-
[loBaTefIbHO. Ha Cy6beKT MOryT pacnpocTpaHATbCS Heckofibko M®B. HO TONbKO B pasnUuHbIX coyeTaHusax ¢ ob6bekTamm
1 onepaumamun. To xXe OTHOCUTCA K 06BbeKTaM 1 onepauluam.
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BaxHeiluMm acnekToM (PyHKUUM ynpaBieHns AOCTynoM, ocywecTeasiowein NMdb ynpaBneHna 4octynom, asnseT-
CA npefocTaB/ieHne Nonb3oBaTensiM BO3MOXHOCTU MoAudULMpOoBaTb aTpubyThl ynpaBneHus gocTtynom. CemeicTso
FDP_ACC «[Monutuka ynpasneHust LOCTYNOM» AN 3TOr0 He npefHasHauyeHo. YacTb OTHOCALWMXCS K 3TO npoGneme
TpeboBaHWii He onpegeneHa, HO UX MOXHO BBECTU Kak yTOYHEHMe: YacTb COAEepPXUTCA B APYrMX cemeiicTBax W Knaccax,
Hanpumep, B knacce FMT «YnpaBneHue 6e30MacHOCTbIO».

B cemeiictBe FDP_ACC «[lonuTtuka ynpaefeHns AOCTyNnoOM» HeT TpeboBaHWii ayanTa, NOCKOMNbKy OHO cneuudu-
uupyeT Tonbko Tpe6oBaHus MPB ynpasneHus goctynom. TpeboBaHusa ayanTa NpuCyTCTBYIOT B ceMeiicTBax, cneuudunym-
pyowmx yHKUMn 4na yaosneTsopeHns M®E ynpaBneHns AoCTynoM, MAeHTUMULMPOBaHHbLIX B 3TOM CeMelicTBe.

JT0 cemelicTBO npegocTtasnseT aBTopy M3/36 BO3MOXHOCTb cneundukauny Heckonbkux NOMUTUK, Hanpumep,
XecTkyto M®B ynpaBneHus 4OCTYnoM B OAHOW obnactu AeiicTBMA U rnbkylo B Apyroi. [ina cneuncukaunum HeCKONbKNX
NoIMTUK ynpasBneHns [OCTYNOM KOMMOHEHTbl 3TOro ceMeicTBa MoOryT ucnonb3oaTbcs B M3/36 Heckonbko pas gns
pasNnyHbIX NMOAMHOXECTB onepauunii n 06bekToB. 310 npumeHumo k OO. B KOTOPbIX NPeAyCMOTPEHO HECKO/bKO Nonun-
TUK ANA pa3InyHbIX NOAMHOXECTB onepauuii 1 o6bekToB. pyrumu cnosamu, astopy MN3'36 cnepyeT cneyudurunposaTs,
nprMeHsas komnoHeHT ACC. Heo6xoAuMyl0 MHgopMaLmnio 0 Kaxpaoin m3 Mdb. kotopble 6yayT ocywecTBaaTbca ®BO.
Hanpumep. N3/36 gna OO. Bkauvatlero B cebs Tpu MNOB, kaxaan U3 KOTOpbIX AelicTBYeT A5 CBOE YacTu 06bEKTOB,
cybbekToB 1 onepauunii B npegenax OO. byaeT cogepxaTb Mo 0AHOMY koMnoHeHTy FDP_ACC.1 «OrpaHu4eHHoe ynpas-
NleHne JoCTynomM» Ana Kaxnoin ns tpex Moeb.

F.1.2 FDP_ACC.1 OrpaHn4yeHHoOe ynpasfieHne 4ocTynom

F.1.2.1 3ameuaHus No NpUMEHeEHUI0 ANA Nonb3oBaTens

TepMUHbl «0BbEKT» N «CyObeKT» ABNATCSA 0606 EeHHbIMYM NoHATUAMKU Ana OO. [na kaxAoi peanusyemoi
NoIMTUKN HEOBXOAMMO YeTKO MAeHTUULMPOBaTb CYLLHOCTW 3TO NonuTuku. B M3 06bEeKTbl 1 onepaunnm MOXHO npea-
CTaBWTb C UCNONb30BAHWEM TUMOB, HaNpUMep, UMEeHOBaHHble 06bEKTbI, XpaHUAULLA JaHHbIX, 4OCTYN AN YTEHUA W T. M.
LNsi KOHKPETHOI cUCTEMbl HEOGXOANMO YTOUHEHUE 06GO6LLEHHBIX TEPMUHOB 006LEKT» U «CYGbeKT», HanpuMmep daiinbl,
PerncTpsbl, NOpThbl, NPUCOEANHEHHbIE NPOLeAYpbl, 3anpocCbl Ha OTKPbITME W T. M.

KomnoHeHT FDP_ACC.1 onpefenseT, 4TO MOJNTMKA PacnpocTpaHAeTCcAa Ha HEeKOTOPOEe MOJIHOCTLI0 onpefeneH-
HOe MHOXeCTBO onepauuii Ha KakoM-n160 noAgMHOXecTBe 06beKTOB. [laHHbIi KOMMNOHEHT He HaknafblBaeT HUKakKux
orpaHu4YeHunii Ha onepauuu, He BXOAsLLME B 3TO MHOXECTBO, B TOM 4uc/e onepauyunm Ha o6bekTax. Ha KOTOPbIX WHble
onepauuu ynpasnsaTCs.

F.1.2.2 Onepauyun

F.1.2.2.1 HasHauyeHue

B FDP_ACC.1.1 aBtopy MN3/36 cneayeT cneunduunpoBaTb YHUKaNbHO MMeHoBaHHy M®B ynpaBneHuns pocty-
nom. ocyuiectensemyto ®60.

B FDP_ACC.1.1 aBTopy MM3/3b cneagyet cneuncunympoBaTb CNMOOK Cy6BHEKTOB, 06GBEKTOB M onepauuii cybbekToB
Ha o6bekTax, Ha KOTopble pacnpocTpaHseTtcs gaHHas Meb.

F.1.3 FDP_ACC.2 lNonHoe ynpassieHne gocTynom

F.1.3.1 3ameyaHunsa no NnpUMeEHEHUI0 A4NA Nosb3oBaTens

KomnoHeHT FDP_ACC.2 cogepxuT TpeboBaHue, 4tobbl NP6 ynpaBneHna gocTynom pacnpocTpaHsiacb Ha Bce
BO3MOXHble onepauun Haj o6bekTamu, BKIOYEHHbIMU B MPE.

AsTopy M3/36 HE06X0ANMO NPOAEMOHCTPMPOBATbL, YTO Ha NI06Y KOMOUHAUNIO 06LEKTOB U Cy6bEKTOB pacnpo-
cTpaHsieTca kakas-nm6o M®PB ynpaBneHns [OCTynom.

F.1.3.2 Onepauyun

F.1.3.2.1 HasHauyeHue

B FDP_ACC.2.1 aBtopy MN3/36 cneayeT cneunduunpoBaTb YHUKaNbHO MMeHoBaHHy M®B ynpaBneHuns pocty-
nom. ocyuiectensemyto ®60.

B FDP_ACC.2.1 asTtopy N3/3B6 cnegyeT cneunduumpoBaTb CNMCOK CyObeKTOB 1 06bEKTOB. Ha KOTOpble pacnpoc-
TpaHsieTcs AaHHaa M®b. MPB 6yaeT pacnpocTpaHATbCA Ha BCe onepauun Mexay aTumu cybbektamu u obbekTamu.

F.2 dyHkuunn ynpasneuusa goctynom (FDP_ACF)

F.2.1 3ameyaHnsa gna nonb3oBartens

CewmeiictBo FDP_ACF onwucbiBaeT npaBuia 151 KOHKPETHbIX (DYHKLWUIA, KOTOpble MOryT peanv3oBaTb MNOAUTUKU
ynpasneHus AocTynom, umeHosaHHole B FDP_ACC «MonuTtuka ynpasnenus goctynom». B FDP_ACC Takxe onpegens-
eTcsi 06n1acTb AeCTBUS ATUX NOMUTUK.

[laHHoe cemelicTBo nossonsietT astopy M3/3b onucatb npasuna ynpasieHns focTynom. B pesynbrate npasuna
foctyna K o6bekTaMm CUCTeMbl He 6yAyT M3MeHsATbCA. MNpuMepom Takoro obbekTa ABnseTca pybpuka «HoBOCTU AHA»,
KOTOPYt0 uMTaTbh MOTYT BCE. & U3MEHATb — TO/IbKO YNO/THOMOYEHHbI agMUHUCTpaTop. [laHHoe CeMeicTBO Takke No3Bo-
nset aBTopy MM3/3B ycTaHaBnmMBaTbh UCKAOYEHUA M3 O6LWMX NpaBwua ynpaBneHus focTynom. Takue uckndeHus 6yayt
ABHO paspelaTb WK 3anpeljatb aBTopusaunio AocTyna K 06bekTy.

CneuundukaLuns gpyrux BO3MOXHbIX TUNOB (hyHKUWI ynpaBneHus, Hanpumep ABOWHOe ynpaBreHue, npasuna
nocneAoBaTefibHOCTW onepauuini uan ynpaefeHne UCKTIOYEHUSAMU, ABHO He npeaycmoTpeHa. OfHako 3TU MeXaHWU3Mbl,
Kak M MexaHu3M [AWCKPELWOHHOro ynpasfieHns AOCTYNOM, MOXHO MpeAcTaBuTb C NMOMOLLbIO MMEKLWMUXCA KOMMOHEHTOB
npy BHUMAaTE/IbHOM OTHOLWEHWU K (hOPMYNVPOBAHWUIO NpaBwun ynpaBieHns AOCTYnoMm.

B aTOM cemelicTBe MOXHO onpefennTb psig ®B ynpaBneHus 4OCTynoM, MMEKLWUX B OCHOBE:

- CAUCKM KOHTpONA gocTyna (marpuua AocTyna);
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- cneumdukaumMm ynpasneHus AOCTYNOM Ha OCHOBE BPEMEHW;

- cneundmkauum ynpasneHns JOCTYNOM Ha OCHOBE MCTOYHUKA;

- atpubyTbl ynpasieHus AOCTyrNnoM, yrnpasisemMble UX BnagenbLem.

F.2.2 FDP_ACF.1 YnpaBneHue 4OCTYNOM, OCHOBaHHOe Ha aTpubyTtax 6e3onacHocTun

F.2.2.1 3ameuyaHuns No NpUMeEHeHW0 NS Nonb3oBaTens

KomnoHeHT FDP_ACF.1 ob6ecneunBaeT Tpeb60BaHUA K MexaHU3My, KOTOPbIA NoAAepXvBaeT ynpas/ieHue JocTy-
NoM. OCHOBAHHOE Ha aTpubyTax 6e30nacHOCTU, acCOLUMMPOBAHHbLIX C CyObekTaMu 1 o6bekTaMu. Kaxablih 06bekT 1
Cy6bEKT MMeeT COBOKYMHOCTb aCCOLMMPOBAHHBLIX C HUM aTpubyToB, TakMx Kak pacrnosioXeHue, BpeMs cOo3fjaHusi, npasa
[ocTyna (Hanpumep Cnucky KOHTPoNs foctyna). JlaHHblli KOMNOHEHT no3sonsieT aBTopy M3/36 cneuncuymposaTb aTpu-
6yTbl. KOTOpPble 6yAyT WCNOMb30BaTLCA ANS NMOCPeAHNYEeCTBa Npu ynpasneHun JOCTYNOM, a TakkKe npasuna ynpasieHus
[OCTYNOM Ha OCHOBE 3TUX aTpubyTOB.

Mpumepbl aTpnbyToB, KOTOpPble MOXET Ha3HayaTb aBTop M3'36. npeacTaBfeHbl HUXE.

ATpubyT «ngeHTudnkaTop» MoxeT ObiTb accouMMpoBaH C Nosb3oBaTensAmu, cy6bekTtamu unm obbekTamu ans
ncnosnb3oBaHWsA Npu nocpegHuyecTse. Npumepamu aToro atpuéyta MoryT 6bITb UMA 3arpy304HOr0 MOAYS MPOrpaMmbl,
ucnonb3yemoii npu cosgaHun cyb6bekTa, unuM aTpubyT 6e30nacHOCTM, Ha3Ha4YeHHbIVi 3arpy304HOMy MOAY/N Npo-
rpammbl.

ATpUGYT «BpemMsa» MOXeT UCNO/b30BaTLCA A8 OnpefeseHnsa Toro, 4to focTyn byaeT nNpefocTaBATbLCA TOMbKO B
yKasaHHble Bpemsi CyTOK, AHW HeJenun WU KaneHfapHblid rog.

ATpUBYT «MecTonosioxXeHne» mor 6bl onpefensaATb MecTo kak (hOpMUPOBAHUS 3anpoca Ha onepauuto, Tak U Bbl-
nonHeHns onepauyuu, 6o To 1 Agpyroe. NpUMeHeHne Takux aTpubyTOB MOXEeT OCHOBbIBATLCSA HA BHYTPEHHUX Tabnuuyax
[ANA conocTaBNeHUs nornyecknx nHtepdeiicos 6O ¢ MecTamy pacnosioXeHUs TePMUHANOB, NPOLLECCOPOB U T. A.

ATpnGYT «rpynnmposaHne» No3BonseT, B Lensax ynpasaeHns AOCTYNOM, accouMnpoBaTtb eAuHyIo rpynny nosb3osa-
Tenelt ¢ HekoTopoit onepauyueii. Mpu Heo6XoAMMOCTU, ANA cneundrkaLuy MakCMManbHOro Yyucna rpynn nosb3osare-
neii. nonb3oBaTesieil B rpynmne u rpynn, B KOTOPble MOXeT OJHOBPEMEHHO BXOAWUTb Nonb3oBaTesb, caedyeT MUCMoJb30-
BaTb Onepaluio YyTOUHEeHUs.

KomnoHeHT FDP_ACF.1 cogepxuT Takke TpeboBaHus, gakowme YHKUMAM ynpaBaeHns JOCTYNOM BO3MOXHOCTb
SAIBHO NMpejfocTaBATb UK 3anpeliaTb AOCTYN K 06beKTaM Ha OCHOBaHWM atpubyTos 6e30nacHOCTU. Ero MOXHO Mcnonb-
30BaTb A41A NpefocTaB/ieHNs NOAHOMOYNIA, Npas AocTyna uan paspeluenus goctyna B npegenax OO. Takue NOAHOMO-
4yns, NpaBa UNM paspelleHns MOXHO NMPUMEHATb K Nonb3oBaTensaMm, cybbekTam (MpeAcTaBAAlOWMUM nonb3oBartenei
VN NPUNOXEHUS) N 06bekTaMm.

F.2.2.2 Onepauyun

F.2.2.2.1 HasHauyeHue

B FDP_ACF.1.1 aBTopy M3/36 cnepyet cneuuduympoaTs umsa MOBE ynpaBneHns [OCTYNoM, ocyliecTBasemMon
®BO. imA n obnacTb geiictBua MPB ynpaBneHns focTynom onpefensioTcs B KOMNoHeHTax cemelictea FDP_ACC.

B FDP_ACF.1.1 aBtopy MN3'36 cneayet cneuynduumnpoBaTb aTpnbyTbl 6€30NaCHOCTU U/UNN UMEHOBAHHbIE TPYMMbI
aTpubyToB 6e30nacHOCTW, KoTopble (hyHKUMSA 6yAeT ucnonb3osaTb Npu cneuudvkauun npasua, ANA KaXA0ro ynpasns-
emMoro cyb6bekTa unu obbekta. Takumm aTpnbytamm 6e30nacHOCTU MOryT 6biTb, Hanpumep naeHTUdMUKaTop nosb3oBarte-
nA. naeHTudrkatop cybbekTa, posib, BPEMS CyTOK, MECTOMO/IOXEHNE, CMIUCKN KOHTPONSA A0CTyna, a Takke nobbie gpyrne
aTpnbyThl, cneundurympoBaHHble asTopoM M3/36. Ana yao6CcTBa CChINOK HA aTpubyTbl 6€30MacHOCTM HEeO4HOKPATHOro
NPUMEHEHUA MOXHO BBECTU MMEHOBAaHHbIE rpynnbl aTtpubyToB 6€30MacHOCTU. VIMeHOoBaHHbIe rpynnbl MOTYT OKas3aTbCs
nonesHbIMK NpU accoumnaLun «posei», onpeneneHHolx B cemeiictBe FMT_SMR «Ponu ynpaBneHus 6e30MacHOCTbHO»,
N COOTBETCTBYWOLNX UM aTpubyToB C Cy6bekTamu. [[pyrumu cnoBamu, Kaxzyl posib MOXHO CBSi3aTb C UMEHOBAHHOW
rpynnoii atpu6yToB.

B FDP_ACF.1.2 aBTopy M3,'36 cnegyeT cneunduuympoBaTbh Ana faHHoW M®B npaBuna ynpasneHns AOCTYNOM
KOHTPO/IMPYEMbIX CyObEKTOB K KOHTPONIMPYEMbIM 06 BbEeKTaM 1 KOHTPOIMPYEeMbIM ONepauusM Ha KOHTPOUPYEMbIX 06BbeK-
Tax. 9T npaBuia onpeaensioT, Korga AoCcTyn npeAocTaBaseTcs, a Korga B HeM oTkasaHo. B HUX MoryT 6biTk cneunduum-
poBaHbl PYHKLMM ynpasBieHua AOCTYNnoM obuiero xapakrepa (Mcnonb3ylowme, HanpuMmep obblYHble BUTbI pa3peLueHns)
VAN CTPYKTYpUpOBaHHble (DYHKLWUM ynpaBieHns AocTynom (MCMofb3yloliune, Hanpumep CMMCKM KOHTPOAA focTyna).

B FDP_ACF.1.3 astopy MN3/3b cnepyeT cneundunumpoBatb OCHOBaHHble Ha aTpubyTax 6e30nacHoCTU npasuna,
KoTopble 6yAyT MCNONb30BaTbCA AN SBHOrO paspelleHus gocTyna CybbekToB k 06bekTam U JOMOMHAIT npasuna,
ycTaHoBneHHble B FDP_ACF.1.1. OHM BbIHECEHbI B OTAENbHbIA anemeHT FDP_ACF.1.3, NOCKO/IbKY OMUCbIBAIOT UCK/OYe-
HUS U3 NpaBws, ycTaHoBNeHHbIX B FDP_ACF.1.1. Hanpumep, npaBuia ABHOTO pa3peLleHns focTyna mMoryT 6biTb OCHOBa-
Hbl Ha BEKTOpe MOJIHOMOYMIA, accoLMMpoBaHHOM C Cy6BbEKTOM U Bcerga obecneynBalowuM emy focTyn kK o6bekTam, Ha
KoTopble pacnpocTpaHsieTca cneunduunpyemas MPE ynpasneHus foctynom. Ecav nogobHas BO3MOXHOCTb Hexena-
TenbHa. To aBTopy M3/3B cnepyeT ykasaTb «HeT» B faHHOI onepaunu.

B FDP_ACF.1.4 aBTopy MN3/3B6 cnegyet cneundunympoBaTb OCHOBaHHble Ha aTpubyTax 6e3onacHoCTV npaswna,
KoTopble 6yAyT UCNOMb30BaTLCA /19 ABHOIO OTKasa B [OCTyne Cy6bekToB K 06bekTaM 1 [AOMONHAT npasunia, ycTaHoB-
neHHble B FDP_ACF.1.1. OHM BbIHeCeHbl B OTAeNbHbI anemeHT FDP_ACF.1.4. NnoCKOMbKy ONUCLIBAIOT WCKIOYEHUS U3
npasun, yctaHoBneHHblx B FDP_ACF.1.1. Hanpumep, npaBuia ABHOro oTkasa B AOCTYNe MOryT 6bITb OCHOBaHbI Ha BEKTO-
pe NosIHOMOYWi, accouMMpoBaHHOM C CyObeKTOM U AIBHO OTKasblBalleM eMy B JOCTyne Kk o6bekTtam, Ha KoTopble
pacnpocTpaHsieTcs cneunduunpyemasn Neb ynpaeBneHus aoctynoMm. Ecnv nogo6Hasi BO3MOXHOCTb HexenarenbHa, To
aBTopy MN3'3b cnepyeT ykasaTb «HeT» B faHHOW onepauuu.
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F.3AyTeHTudukaums gaHHbix (FDP_DAU)

F.3.1 3ameyaHunsa gna nonb3oBartens

CewmelictBo FDP_DAU onucbiBaeT cneuunasnbHble yHKUUW, UCNONb3yeMble AN ayTEHTUDUKALUN «CTATUUECKNX»
[aHHbIX.

KOMMOHEHTbI 3TOro cemeiicTBa MCMOMb3YOT NPU HANUYMM Tpe6GoBaHUS ayTeHTUUKALNN «CTaTUYECKUX» AaHHbIX,
TO ecTb, eCnu AaHHble 0603HavalTCsA, HO He nepegalTca (Mpu nepefaye AaHHbIX 415 o6ecneyvyeHns HeoTKasyemocTu
oTnpaBfieHns UHdopmauun nucnonb3yoT cemelictBo FCO_NRO «HeoTkasyemMocTb OTnpaBieHns»).

F.3.2 FDP_DAU.1 ba3oBasi ayTeHTuunKayna gaHHbIX

F.3.2.1 3ameyaHusa no NpUMEHEHUI0 4N NoNb3oBaTens

KomnoHeHT FDP_DAU.1 rnoxeT 6biTb peanu3osaH ¢ MNMOMOLBHO 0AHOCTOPOHHUX X3LW-(DYHKLMIA (KpunTorpaduyec-
KO KOHTPO/NbHON CyMMbl, OTOBpaXeHns oTneyaTKoB NanbLeB, X3lW-o6pa3a coobLleHnsa) ANa reHepauun XaL-3HaveHns
onpefensaeMoro JOKyMeHTa, KOTOpOe MOXeT WCMo/b30BaTbCA Npu BepudmKauuy NpaBUIbHOCTA UAN NOAIMHHOCTH
cogepxatieiica B HeM vMHopmayuu.

F.3.2.2 Onepauuun

F.3.2.2.1 Ha3HauyeHve

B FDP_DAU.1.1 aBTopy M3.36 cnepyet cneunduunpoBaTtb CNMCOK 06bEKTOB UM TUNOB MHOPMaLUK, 48 KOTO-
pbiIX PEO A0/MKHbI 6bITb B COCTOSIHUM FeHepupoBaTh CBUAETENbCTBO ayTeHTUMUKaLUN JaHHbIX.

B FDP_DAU.1.2 aBTopy M3/3B6 cnepyet cneunduumnpoBaTb CNMCOK CYyObEKTOB, KOTOpble 6yayT B COCTOSAHUN Bepu-
munposaTtb cBMAETENbCTBA ayTeHTUMUKALMN AaHHbIX AN 06BLEKTOB, yKka3aHHbIX B npejbigyliem anemenTe. Cnmcok
MOXeT NPOCTO MepeyvncinTb Cy6beKTOB, eC/i BCE OHU M3BECTHbI, UM OnucaHne Cy6bEKTOB B CMUCKE MOXET HOCUTb
6onee ob6WuKii xapakTep U CCbINATbCA Ha «TUN» CybbekTa, Hanpumep, Ha UAEHTUULMPOBaHHYIO PO/b.

F.3.3 FDP_DAU.2 AyTeHTU1KaLu1s AaHHbIX C MAeHTUdKaLmeii rapaHTa

F.3.3.1 3ameyaHus No NpUMeEHEeHNIo A1A Nosib3oBaTens

KomnoHeHT FDP_DAU.2 f0NO/HUTENIbHO COAEPXUT TpeboBaHne Ha/muyns BO3MOXHOCTU Bepuuuuposatb WUieH-
TudhmkaTop nonb3oBaTesns, NPeAoCTaB/IAOWEro rapaHTuio ayTeHTudrkaymm (Hanpumep, A4OBEPEHHOro TpeTbero nnua).

F.3.3.2Onepauyuun

F.3.3.2.1 Ha3HaueHwune

B FDP_DAU.2.1 asTtopy MN3/3b cnegyeT cneynduunposaTb CNINCOK 06BEKTOB MM TUNOB UHhopMaLuun, ANa KoTo-
pbix ®BO [OMKHBI ObITb B COCTOSAHUUN FeHepnMpoBaTh CBUAETENbCTBO ayTeHTU(UKaLUN AaHHbIX.

B FDP_DAU.2.2 aBTopy M3/36 cnepyeT cneumduumpoBaTb CNMOOK Cy6BbEKTOB, KOTOpble 6yAyT B COCTOSIHUN Bepu-
duuymposaTb CBUAeTENbCTBA ayTeHTUMUKALUN AaHHBIX 41 06BLEKTOB, yka3aHHbIX B NpefblAylemM 3/emMeHTe, a Takke
naeHTuukaTop nonb3oBaTtens, KOTOpPbIii co3fan CBUAETEeNbCTBO ayTeHTUdMKaLUN faHHbIX.

F.4 OkcnopT gaHHbIX 3a Nnpeaensl geiicteus 650 (FDP_ETC)

F.4.1 3ameyaHna gna nonb3osaTtens

CewmeiictBo FDP_ETC onpegensieT dyHKUMU AN 3KCNopTa AaHHbIX nosib3oBatens n3 OO rak. 4To ux aTtpuoyThbl
6€30MacHOCTN MOTyT MOJTHOCTbIO COXPaHATLCS WU UFHOPMPOBATLCA NPU 3KCNOPTe 3TWUX AaHHbIX. COrnacoBaHHOCTb 3TUX
aTpubyTOB Ge3onacHocT obecneunBaetcs cemeiicTBoM FPT_TDC «CornacoBaHHOCTb AaHHbix ®BEO mexay ®BO».

B cemelictBe FDP_ETC «3kcnopT AaHHbIX 3a npegensl geictBua ®bO» Takke paccmarpuBaloTcs OrpaHnyeHus
Ha 9KCnopT u accounaumsa aTpubytos 6e30MacHOCTM C IKCNOPTUPYEMbIMU AAHHLIMWU NOMb30BATENSA.

FDP_ETC u cooTBeTCTBYylOLlee CeEMERCTBO ANA umnopTa gaHHbix FDPJTC «MMNopT gaHHbIX U3-3a npeAesnos
feiicteus ®6O» onpefenstoT, kak OO nocTynaeT ¢ JaHHbIMKU Nofb3oBaTenelt, nepegasaemMbiMn 13 O4® 1 noctynarwoLmn-
Mn B Hee. ®akTnyeckn, cemeiicteo FDP_ETC ob6ecneunBaeT 3KCMOPT faHHbIX NOMb30BaTeNel M CBA3AHHbIX C HUMMW
aTpubyToB 6€30MacHOCTMU.

B gaHHOM cemeiicTBe MOryT paccMaTpuBaTbCs cregylole AeicTBUS:

a) 3KCMOopT AaHHbIX Nofb3oBaTteneil 6e3 Kakux-nMbo atpubyToB 6E30MacHOCTH;

b) 9KCNOPT AaHHbIX Nosib30BaTenei ¢ atpubytamm 6e30MacHOCTM, accoUMMPOBaAHHBIMU C ATUMU AaHHbIMU, Npu-
4yeM aTpmbyTbl 6e30NacHOCTVM OAHO3HAYHO MPEeACTaB/SAT IKCNOPTUPYEMble AaHHble No/b3oBaTens.

Ecnu npumeHsatoTca Heckonbko M®B ynpaBneHns [OCTYNOM W/MAnM UHpOPMaUMOHHBIMU NOTOKaMW, TO MOXeT
notpe6oBaTbCsi NOBTOPUTbL 3TOT KOMMOHEHT OTAENbHO ANS KaXAOW NOMUTUKM (TO eCTb MPUMEHUTb K HEMY onepauuio
uTepauum).

F.4.2 FDP_ETC.1 9KcnopT AaHHbIX nonb3oBaTtens 6e3 atpnbyTos 6e3onacHocTu

F.4.2.1 3ameuyaHuns No NpUMeEHeHWI0 ANd Nonb3oBaTens

KomnoHeHT FDP_ETC.1 ucnonb3yetcs Ans cneyudukaymm akcnopta uHdopmauum 6es akcnopta aTpubyTtos 6e-
30NacHoCTu.

F.4.2.2 Onepauuun

F.4.2.2.1 Ha3HauyeHve

B FDP_ETC.1.1 aBTopy MN3/36 cnepyeT cneundnuympoBaTtb, kakne MN®b ynpaBneHns goctynom n/mnm nHdopmaum-
OHHbIMW NOTOKamu 6yAyT OCYLLECTBAATLCA NPU 3KCMOPTe AaHHbIX Mosb3oBaTens. [laHHble Nonb30BaTesis, KoTopble
3KCMOPTMPYIOTCA 3TON hyHKLUMEN, orpaHnunBatoTca HasHayeHnem atux MNeb.

F.4.3 FDP_ETC.2 3KcnopT faHHbIX NoNb30BaTens c arpubytamu 6e3onacHocTu

F.4.3.1 3ameyaHnsa No NPUMEHEHNIO A/1A NoNb30BaTens

[aHHble nonb3oBaTenis 3KCNOPrupyocsa BMecTe CO CBOMMK aTpubyTamu 6e3onacHocTu. 3Tu atpubyTtbl 6e3onac-
HOCTU OJHO3HAYHO accouuMMpoBaHbl C AaHHbIMU MONb30BaTens. Accoumaunsa MOXeT yCTaHaBIMBaTbCA Pas3NYHbIMU
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cnocobamu. K cnocob6am ycTaHOB/IEHUS accouuanny OTHOCATCA COBMECTHOe (hu3nyeckoe pasmelleHne AaHHbIX MoJb30-
BaTens v atpubyToB 6e30omacHOCTM (Hanpumep, Ha OAHOW AWCKeTe} AW Ucnonb3oBaHue KpunTorpacunyecknx MeToAos,
Hanpumep, UM poBbIX nognucell, 4Na accouymalum 3TUX aTpubyToB U faHHbIX Nonb3oBaTens. [lna obecneyeHns nonyde-
HUS NPaBW/IbHBIX 3HaYeHWin aTpubyTOB APYrMM AOBEPEHHbIM MPOAYKTOM VT MOXHO ucnonb3oBaTb cemelictBo FTPJTC
«[loBepeHHbIii kaHan nepepaun mexay ®60». B To Bpemsi kak cemelictBo FPT_TDC «CornacoBaHHOCTb AaHHbIXx ®BO
mexay PEO» MoXeT NpUMeHATbCA 418 AOCTUKEHUA yBEPEeHHOCTW B NMpaBWU/IbHOW WHTepnpeTauun atux aTpubyTtos. B
CBO oyvepenb, cemeiictBo FTP TRP «[JoBepeHHbIli MapLipyT» MOXET NPUMEHATLCA AN LOCTUXKEHUS YBEPEHHOCTU B
VHULMALMN 3KCMopTa HaA/exalum nonib3oBaTesnem.

F.4.3.2 Onepauyun

F.4.3.2.1 HasHauyeHue

B FDP_ETC.2.1 aBtopy N3/36 cneayetT cneyndunumnposatb, kakme N®B ynpaBneHns 4ocTynom w.'mnvm nHdopmaum-
OHHbIMW NOTOKamu 6yAyT OCYLLeCTBAATLCSA NPW 3KCMOPTe AaHHbIX NoAb30oBaTens. [laHHble Nonb3oBaTens, KoTopble
3KCNOPTMPYIOTCA 3TON (hyHKUMEl, orpaHnunBatoTcs HasHauyeHnem atmx Mob.

B FDPJETC.2.4 aBTopy MM3/3b cnepyet cneunduuMpoBaTb BCe AONOMHMUTENbHbIE NMpaBuia ynpaBieHus 3kcnop-
TOM WK yKasaTb «HeT» npu ux oTcyTcTBUU. DTW nNpasuna 6yayT peanusoBaHbl P50 B gononHeHune k NOB ynpasnexHusa
[OCTYNOM U/MNN MHOPMaLVOHHBIMU NOTOKaMu, BbibpaHHbiM B FDP_ETC.2.1.

F.5Monntnka ynpaBneHuna nHpopmaumoHHbiMun notokamm (FDPJFC)

F.5.1 3ameyaHusa gna nonb3oBartens

B cemeiictBe FDPJFC ugeHtuduumpytotcs NeB ynpaBneHus MHHOPMaLMOHHBIMU NOTOKaMK U cneunpuumpyoT-
csl 06/1acTn OeliCTBUSA KaxXAoW Takoi MONUTUKA.

MpumepaMn NONUTUK 6€30MacHOCTU, KOTOpble MOTYT 6biTb MPUMEHEHbI, ABNSATCA:

- Mogenb 6esonacHocTn Benna n MNa Magynbl [1]:

- Mojenb uenoctHoctu Buba [2};

- HeBMeLlaTenbLcTBoO [5]. [6J.

KOMMOHEHTbI 3TOr0 cemMeicTBa AalT BO3MOXHOCTb naeHTudurkaymmn NeB ynpaBneHns MHEOPMAaLUOHHbIMY MNO-
TOKamW. OCYLLEeCTB/IAEMbIX TPAAULVOHHLIMA MEXaHU3MaMn MaHAAaTHOro ynpasieHus AOCTYNoM npu ux Haavwumm B 00.
OflHaKo MX BO3MOXHOCTU LUMpPe TPaAWULMOHHbIX MEXAHU3MOB MaHAAaTHOro ynpasfieHus AocTynom. OHW MOryT UCMO/b30-
BaTbCA A1 OnpejeneHns NofNTUK HeBMellaTeIbCTBa W NOMIMTUK, OCHOBAHHbLIX Ha Mepexojax Mexpay cocTtosHuamu. B
3TOM ceMmelicTBe Ana kaxaoi us M®B ynpaBneHnus MHGOPMaLMOHHbIMU noTokamMu OO onpefensoTcs CyObekTbl, WH-
cdopmauymsa n onepaymun nepemelleHns Hopmayun k cybbektam u oT cyobekTos. Mpasuna, onpegensolme QyHKLM-
OHa/lbHble BO3MOXHOCTU M®E ynpaBneHus UHPOPMALMOHHBIMU NOTOKaMU, GyAyT YCTAHOBNEHbI APYTUMU ceMeicTBa-
MU. Takummn kak FDPJFF «®yHKuMn ynpaBneHns MHOOPMaUUOHHbIMM noTokamMu» n FDP_RIP «3awmTta ocTaTo4HoOWA
MHpopmaumm». MOB ynpaBneHns MHMOOPMALMOHHLIMIU NOTOKaMu, onpeaeneHHole B ceMelictee FDPJFC. B fanbHeli-
wem 6yAyT NCNoNb30BaTbCA MOBCEMECTHO B TeX PYHKLMOHAbHbIX KOMMNOHEHTaX, KOTOpble BKAYaloT B cebs onepauyuio,
3anpalunsarnLlyo HasHadyeHne unn Bbl6op «IMPB ynpasneHns UHMOOPMaLVOHHBIMU NOTOKAMM».

KOMMOHeHTbI 3TOro cemelicTBa [0OCTATOYHO M6k, OHU MO3BONAT cneynduuMpoBaTh AOMEH ynpaBieHus noTo-
KaMun. He Tpebys, 4TO6bl MexaHW3M ynpasieHns 6bl1 OCHOBaH Ha MeTkax. Pa3Hble 3/1leMeHTbl KOMMOHEHTOB ynpaBieHuns
MHMOPMaLMOHHBIMU NOTOKaMU TakKke [OoNycKalT pas/nyHylo CTeneHb WCKAYEHWA U3 OCYLLeCTBASEMON MOMANTUKN.

Kaxpgas M®B pacnpocTpaHAeTcss Ha HEKOTOpOe MHOXECTBO Tpuaj: «CybbekT, uHopmaumsa, onepauum nepeme-
LeHns Hpopmaummn Kk cybbektam 1 oT CybbekToB». HekoTopble NOAUTUKM YNpaBfieHus NHPOPMaLMOHHbIMW NOTOKaMu
MOTyT MMeTb OYeHb NOAPOGHYI0 AeTanu3aunto U oNncbIBaTb Cy6BbEKTbI HENOCPEACTBEHHO B TEPMUHAX NPOLECCOoB onepa-
LUMOHHOI cucTembl. [ipyrne NOANTUKM MOTYyT ONpefensATbCs C MEHbWUMU NOAPOBGHOCTAMU W ONUCbIBATb Cy6bEKTbl B
TepMuHax nosnb3oBaTteneli uan kaHanos BBOAa/BbiBOAA. Ecnu nonuTtuka ynpaBneHust MHOPMaLVOHHLIMW NOTOKaMu
3a/jlaHa HeJ0CTaTOYHO NMOAPO6HO, TO YeTkoe onpegenieHne Tpebyemblx yHkUuii 6e3onacHocTn UT moxeT okasatbcs
HEBbINOMIHUMBLIM. B 3TOM cnyuyaB uenecoobpa3Hee onucbiBaTb NOMUTUKNA YNpasBieHUs UHMOPMAaLNOHHBIMKU NOTOKaMMn
Kak uenu 6esonacHocTu. Torga Tpebyemble dyHKuMn 6e3onacHocTn AT MOXHO cneunduunpoBaTb, UCXOAA U3 3TUX
ueneit.

Bo BTopom komnoHeHTe (FDPJFC.2 «[onHoe ynpaBneHve UHOpMaLMOHHbIMU NOoToKaMu») kaxgas Meb yn-
pasneHns MHPOPMaLMOHHbLIMK NMOTOKaMu 6yAeT oxBaTblBaTb BCE BO3MOXHblE Onepauuv nepemMelleHns nHdopmaunm K
cy6bekTam 1 oT cy6bekToB noA ynpasieHvem aTtoli MPE. bonee Toro, TpebyeTcs, 4To6bl BCE MHGOPMALIVOHHbIE NOTOKU
6blNIM 0XBayeHbl Kakoii-nm6o MPb. noaTomy ANA KaxAoro AelicTBUS, Bbi3BaBLIEro nepemMelleHve mHdopmauum, Gyaet
CyliecTBOBaTb COBOKYMHOCTb NpaBu/, onpeAensiiownx, SBnseTca N gaHHoe AeiicTBue AonycTuMbIM. Ecam gaHHbIi WH-
¢hopMaLMOHHbI NOTOK NOAYMHEH HECKoNbkuM M®B. TO HEO6X0AMMO ero paspelleHne BCEMW 3TUMMW MOMUTUKAMU A0 ero
Havana.

MonuTrka ynpasneHns MHPOPMaLMOHHbIMWN NOTOKAMW OXBaTbiBaeT MO/IHOCTbIO ONpeje/leHHOe MHOXEeCTBO ofne-
pauuii. 15 HEKOTOPbIX NHPOPMALMOHHBIX MOTOKOB 3TOT OXBAT MOXET ObITb «MOJHbIMY», & AN APYTMX NOTOKOB OH MOXeT
OTHOCUTBCS TOSIbKO K HEKOTOPbLIM M3 NMPeAyCMOTPEHHbIX AN HUX onepauuii.

Monutuka ynpaeneHns AocTtynom obecneumBaeT AOCTyn K ob6bekTam, cogepxawmum uvHopmauuio. Monntuka
ynpasneHns MHMOPMaLNMOHHbIMU NOTOKaMn obecneynsaeT AOCTYN K MHpopMaL KU, HE3aBMCUMO OT MecTa ee XpaHeHus.
ATpW6YTbl MHOpMaL K, KOTOpble MOTYT 6biTb (MW He BbiTb, B C/lyyae MHOTOYPOBHEBbLIX 6a3 faHHbIX) acCoLMNpoBaHbl C
aTpubytaMmm mecTa XpaHeHus, ocTalTcsi ¢ MHdopmaLuei npyu ee nepemelteHnn. Monyyarens goctyna K MHdopMaumm
He nmMeeT BO3MOXHOCTU 6€e3 ABHOro paspelleHns N3MeHATb ee aTpubyThbl.
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BO3MOXHbI pa3finyiHble YPOBHU NpefcTaBfeHns MHAOPMAaLMOHHBIX NMOTOKOB U onepauuii. B 36 uHdopmaLlmoH-
Hble MOTOKM U onepauuy MOXHO cneuuuumpoBaTh Ha YPOBHE KOHKPETHOW CUCTEMbl, Hanpumep, B TEPMUHAX NakeToB
TCP/IP. npoxoAswmx yepe3 MeXCeTeBO 3KkpaH No M3BecTHbIM IP-agpecam. B M3 nHgopMauMOHHbIE NOTOKM M onepa-
U1 MOXHO NpeAcTaBUTb C UCMNOJIb30BAHMEM CNeAylLWmnX TUMNOB: 3/IEKTPOHHAA NoyTa, XpaHunuwa gaHHbIX, JOCTYn AN
YTeHNA N T. 4.

KomnoHeHTbl cemeilictBa FDPJFC MoOryT HeoAHOKpaTHO npumeHaTbea B M3/3B K pasnuuHbiM NoAMHOXecTBam
onepaumnit 1 06bEKTOB (TO ECTb K HUM MOXeT 6blTb NPUMEHeHa onepauusa utepayuun). STo NO3BONUT afanTMpoBaTb
[laHHOe ceMeiicTBO K 06beKkTam OLEeHKW, BK/IoYaloWmnm B Ce651 HECKOMbKO MOMUTUK, KaxAas M3 KOTOpbIX AeliCTBYeT Ha
COGCTBEHHOE MOJMHOXECTBO CyGBLEKTOB, MHChOPMAaLMU W onepauuii.

F.5.2FDPJFC.1 OrpaHn4yeHHOe ynpaBaeHne NHopMaLOHHbIMU NOTOKaMM

F.5.2.1 3ameuaHuns No NpUMeHeHW0 NS Nonb3oBaTens

KomnoHeHT FDPJFC.1 cogepxuT TpeboBaHue, 4ToObl MOAMTUKA yNpaBieHus WHPOPMALMOHHLIM NOTOKOM Mpu-
MeHsilacb K MOAMHOXeCTBY BO3MOXHbIX onepauuii B OO.

F.5.2.2 Onepauuun

F.5.2.2.1 HasHaueHue

B FDPJFC.1.1 aBTopy N3/3B cnepayeT cneuyndunumpoBaTtb YHUKaNbHO MMeHOoBaHHyo M®B ynpaBneHns nHgopma-
LMOHHBIMK MOoTOKamu, ocyuwecTsnaemyto ®b0O.

B FDPJFC.1.1 aBTopy N3/3b cnegyeT cneyndurympoBaTtb CNNCOK Cy6bEKTOB, UHChOPMAaLIMK 1 onepaLyii, Bbi3biBa-
IOWNUX NepemMeLleHne ynpaBnsemMoil nHcpopmaumm kK ynpaBnsembsim cy6bektam U OT HUX. Ha KOTOpble pacnpocTpaHsieTcs
faHHaa MN®b. Kak ykasaHo Bbllle, 3TOT CNUCOK Cy6bEeKTOB MOXeT 6blTb 3afaH C pas/IMYHON CTeneHbio geTannsauum,
onpeaensiemoil notpe6HocTAMU aBTopa M3/36. ABTOP [NOXET, HanpuMep, cneunduuupoBaTtb Nosb3oBaTenen, ycTpoii-
cTBa wnu npouecchl. MHdopmaumsa MoXeT OTHOCUTLCA K TakuM AaHHbIM, Kak 3/1eKTPOHHAs noyTa, ceTeBble NPOTOKO/bI,
NN K 6onee KOHKPETHbIM O6bEKTam, aHaNornyHbIM cneunuUnupoBaHHbIM B NOMTUKE ynpasneHus goctynom. Ecnu
nHdopmauua coaepxnuTcs B 06bekTe, KOTOPbIi NOAYMHEH NOAUTUKE ynpaBneHus [OCTYNOM, TO MOMUTUKW yrnpaBieHus
[OCTYNOM M MH(POPMAaLMOHHBIMU MOTOKAMU HEOOXOAMMO NPUMEHATbL COBMECTHO, Mpexje Yem HayHeTcs nepemelle-
HUe crneunduUnpPoBaHHON MHOPMaLMN B 06BEKT UM U3 Hero.

F.5.3FDPJFC.2 NonHoe ynpaBneHne NHHOpPMaLNOHHbIMN NOTOKaMmn

F.5.3.1 3ameyaHunsa no NnpUMeEHeHUI0 A4NA Nosb3oBaTens

KomnoHeHT FDPJFC.2 cogepxut Tpeb6oBaHue, 4tobbl NMPE ynpaBneHns nHdopmMaumoHHbIMM NOTOKaMK pacnpo-
cTpaHanacb Ha BCe BO3MOXHble Onepauuu, Bbi3blBaloWmne MHOPMaLNOHHbIE MOTOKM K Cy6bekTam W OT Cy6bekTos,
BK/IIOYEHHbIX B [TPB.

AsTopy M3/36 HEo6x04MMO NPOAEMOHCTPMPOBATL, YTO Ha M06Y0 KOMOUHALNIO UHGOPMALMNOHHLIX NMOTOKOB W
Cy6BbEKTOB pacnpocTpaHsaeTca kakasa-nn6o NP6 ynpaBneHusa MHAOOPMaLVOHHBIM MOTOKOM.

F.5.3.2 Onepauuun

F.5.3.2.1 Ha3HaueHune

B FDPJFC.2.1 aBTopy M3/3B6 cnegyet cneuyngurumpoBaTtb YHUKaNbHO MMeHOoBaHHyo M®B ynpaBneHns nHgopma-
LMOHHBIMK MOoTOKamMu, ocyuiectensemyto ®b0O.

B FDPJFC.2.1 aBTopy M3/3b cnegyet cneunguumpoBaTtb CINCOK Cy6BLEKTOB U MHpOpMaLMK, Ha KoTopble ByaeT
pacnpocTpaHsiTbest gaHHasa MNdB. MNOB 6yneT pacnpocTpaHATbCA Ha BCe onepaluu, Bbi3biBaloliMe nepemMelleHne 3Toi
nHdopMaLun K 3TUM cybbekTam U OT HUX. Kak yKkasaHo Bbllle, 3TOT CMMUCOK Cy6beKTOB MOXeT 6biTb 3a4aH C pasnnyHow
CTeneHbio feTanusaumu, onpegensiemoii notpebHocTsiMn aBTopa M3/36. ABTOP MOXET, Hanpumep, cneuudurumposatb
nonb3oBarteneii, yctpoiicTea uau npoueccbl. VIHthopMauusi MOXeT OTHOCUTbCSA K Takum AaHHbIM, KakK 3/1eKTPOHHas
nourta, ceTesble NPOTOKOJbI UM K 60/1ee KOHKPETHbIM O6beKkTaM, aHafornyHbiM cneunuumMpoBaHHbIM B NOIUTUKE
ynpaeneHus foctynom. Ecnm nHdopmauyus cogepxutcs B 06bekTe, KOTOPbIA NOAYMHEH NOMMTVKE ynpaBfieHus [OCTy-
noMm, TO NOJIUTUKM yrpasieHus JOCTYNOM W MHOPMALUOHHBIMU NOTOKAMU HEOBXOAUMO MPUMEHATb COBMECTHO, Mpex-
[le YeM HauyHeTCa nepemelleHne cneunduLMpoBaHHOK MHOPMaLUN B 06BEKT UM U3 Hero.

F.6 DyHKUMY ynpaBneHna nHpopmaynoHHbiMmu notokamu (FDPJFF)

F.6.1 3ameyaHusa gna nonb3oBartens

CewmelictBo FDPJFF onucbiBaeT npaBuna ANsi KOHKPETHbIX (DYHKLUIA, KOTOpble MOryT peanu3osath NP6 ynpasne-
HUS MHPOPMALMOHHbIMY NOTOKaMK, MMeHoBaHHble B FDPJFC «[MonuTuka ynpasieHns MHOPMaLMOHHbBIMU NoTOKa-
MU». rae Takke onpegeneHa obnactb feiicTBUA cOOTBeTCTBYOLW e nonntukn. CemeiicTBO cofepxuT gBa Tuna Tpebosa-
HWUIA: OAUH CBA3a@H C 06bIYHBIMU UHDOPMALMOHHBIMU NOTOKaMK, BTOPOA — C HepaspeleHHbIMU NHDOPMaLUOHHbIMK
notokamu (CKpbITbIMW KaHanamu), 3anpeLeHHbIMU OfHOW Unn Heckonbkumu M®B. 3To pasgeneHve BO3HMKAET, MOTO-
My 4TO npobnema HepaspelleHHbIX MH(POPMAaLMOHHbIX NOTOKOB B HEKOTOPOM CMbIC/1€ MPOTUBOPEUUT OCTaNlbHbIM acnek-
Tam MN®b ynpasneHns MHpopmMauMOHHbIMK NOTOKaMu. HepaspelleHHble MH(OPMAaLMOHHbIE NOTOKA BO3HMKAKOT B Hapy-
LWEeHNe NOMIMTUKK, NOITOMY OHWU He ABMAKTCA Pe3y/ibTaTtoM NMPUMEHEHUS NMOSUTUKN.

[na peanusaumn HafileXHoW 3aWnNTbl OT PacKkpbITUS UKW MogudUKauuM B YCNOBUAX HELOBEPEHHOTO MPOrpamMmMHo-
ro obecnevenus TpebyeTca ynpasnATb MHPOPMALMOHHLIMM NoToKkamu. OAHOro ynpasfieHns [OCTYNOM HefoCTaTOuHO,
Tak Kak Npu HeM KOHTPO/NMPYeTCst TOMbKO AOCTYN K XpaHWnuwiam, 4To no3BosnseT nHopmauun, cogepxalieincs B HuX.
6€CKOHTPO/IbHO PacnpoCTPaHATLCA B CUCTEME.

B aTOM cemeiicTBe ynoTpebnsieTcs BblpaXeHue «TuMbl HepaspelleHHbIX MH(OPMAaLMOHHBIX NOTOKOB». JTO Bbipa-
XEeHNe MOXeT NPUMEHATLCA NPW CCbIIKE Ha U3BECTHbIe TUMbl kKnaccudukauum NOTOKOB, Takne Kak «KaHasibl namsaTu»
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VNN «KaHa/bl CUHXPOHM3AUNN (BPEMEHHbIE KaHaslbi}», WX Ha UHYI0 KnaccuurKaLmuio, oTpaxaroLyto notpebHocTn aBTo-
pa N3/3b.

M6KOCTb 3TUX KOMMOHEHTOB Mno3BonseT cneuynduuymposats B FDPJFF.1 «[pocTble aTpmbyTbl 6e30nacHoCTu»
n FDPJFF.2 «W/epapxunyeckne atpubyTbl 6€30MacHOCTU» NOAUTKKY NMONHOMOUUIA, AAlOLLYH0 BO3MOXHOCTb KOHTPO/Mpye-
moro obxoga M®b B LenoMm uam vactuyHo. Ecnn Heobxoanmo 3apaHee npegonpefennte o6xon M®b. astopy M3/36
cnegyet npefycMoTpeTb NMPpUMEHeHUe NOANTUKU MOJTHOMOUUNA.

F.6.2 FDP IFF.1 MpocTble aTpubyThl 6€30MacHOCTH

F.6.2.1 3ameyaHns No NPUMEHEHNIo ANa Nosib3oBaTens

KomnoHeHT FDPJFF.1 cofepxuT Tpeb6oBaHUs Hanuuua atpnbyToB 6e3onacHocTn y nHdopmauun n cy6bekTos,
ABNAOWMNXCA OTNpaBUTENSAMMN AW NoaydYaTensamu 3Toi uHdopmauymun. CnegyeTt Takke yuntbiBaTb aTpubyTbl 6e30mnacHo-
CTU MecT XpaHeHus nHdopmMauyuu, ecnn TpebyeTca Ux yyactue B ynpasieHUU WHPOPMaLMOHHBIMWU NOTOKAMU, UAU ecnu
Ha 3Tu atpubyTbl pacnpocTpaHAeTcs NOAUTMKA ynpaBieHus AOCTYynoM. DTOT KOMMOHEHT cneunduuupyeTt kioYeBblie
ocylecTB/seMble Npasuna u onucbiBaeT, kak BBOAATCS aTpubyTbl 6e3onacHoOCTW. Hanpumep, KOMMNOHEHT cnefyeT npu-
MEeHATb. ecnu XoTs 6bl ogHa 13 MAb ynpasneHns MHHOOPMALMOHHBIMU NOTOKAMW OCHOBAHAa Ha MeTkax, kak 3To onpepfe-
nseT mofenb NOnUTMKM 6e3onacHocTn benna v fla Magynel [B&L], HO 3Tn aTpnbyThl 6€30NacHOCTW He 06pasytoT nepap-
XMH0.

3TOT KOMMOHEHT He onpejenseT AeTann NPUCBOEHUA 3HauveHuii atpubyTam 6esonacHocTu (TO ecTb Mofb3oBare-
nem unu npoueccom). MN6KoCTb NOAUTUKM obecneynBaeTcs onepauuMsaMu HasHayeHus, KOTopble NO3BONAIT, NpU Heob-
X0AMMOCTH. cneunduymMpoBaTth AONOMHUTENbHbIE TpeboBaHNA K NOAUTUKE U QOYHKLMAM.

KomnoHeHT FDPJFF.1 Takke cofepxuT TpeboBaHMA K DYHKUMAM ynpaBneHns WHOPMaLMOHHbBIMU NOTOKaMMn C
TeMm. 4To6bl OHM MOF/IN AIBHO paspeliaTb uan 3anpewatb MHPOPMAaLWOHHbI NOTOK HA OCHOBE aTpubyToB 6€30MacHOCTH.
OH MOXeT MPUMEHATbCS AN peanusauuy NONUTUKM MOMIHOMOYWIA, npefycmaTpuBalolleil UCKIIOYEHNA U3 OCHOBHOW
NONVTUKM, ONpefAesIeHHON B 3TOM KOMMOHEHTe.

F.6.2.2 Onepauun

F.6.2.2.1 HasHaueHue

B FDPJFF.1.1 aBtopy MN3/3b cnepgyet cneunduuymposatb MNPb ynpasieHns MHMOPMaLNOHHbIMW NOTOKamMu, oCy-
wectensgemble ®6O. Vima n obnactb geincteusa MPB ynpaBneHns MHPOPMaLVOHHBIMI NOTOKaMU ONpeAensioTcs B KOM-
noHeHTax cemeiictea FDPJFC.

B FDPJFF.1.1 aBTOpy M3/3B N5 KaX4oro tuna ynpasnisieMblx Cy6GbEKTOB U nHopmauum cnegyet cneymduumpo-
BaTb aTpMbyTbl 6e30nacHOCTH, KOoTOopble HeobxoAuMbI ANs cneundukayun npasun Meb. Takummu aTpubytammn Gesonac-
HOCTW MOTyT 6bITb, HANpUMeEpP MAEHTUdKKATOP CybbekTa. MeTka YyBCTBUTENIbHOCTU CybbekTa, MeTka Aonycka cyobekTa
K MHopMaLumn, MeTka YyBCTBUTENbHOCTU MHpopMauun v T. 4. Tunbl atpubyToB 6€30NacHOCTU A0/MXKHbI BbITb A4OCTATOY-
HbIMU AN51 NOAAEPXKU NnoTpe6HocTeli cpefbl.

B FDPJFF.1.2 aBTopy M3/3b cnegyeT cneundununposatb AN Kaxaoi onepauyun peanunsyembie 5O 1 OCHOBaH-
Hble Ha aTpubyTax 6e30nNacHOCTV OTHOLLEHUS, KOTOpble HEO6XOANMO NoAAepXuBaTb Mexay aTpubytamu 6esonacHocTu
Cy6beKTOB M MHpopMaLnK.

B FDPJFF.1.3 astopy MM3/3b cneagyet cneynduuuposaTb BCe AONOMHUTENbHbIE npasuna MN®b ynpaBneHusa WH-
hopmaLnoHHbIMM noTokamu, xotopble oT ®EO TpebyeTca peanusosaTtb. Ecav gononHUTeNbHbIE NpaBuia He UCMNOMb3y-
toTca. To aBTopy M3/36 cnepyet ykasaTb «HeT» Npu BbINOIHEHUU paccMaTpyBaeMoil onepauum.

B FDPJFF.1.4 aBTopy M3/3B6 cnepyeT cneuudumumpoBatb BCe AONOMHUTENbHbIE BO3MOXHOCTU MPB. KoTOpblE
oT ®BO TpebyeTcs npefocTaBnTb. ECnn AONONHUTE NbHBIE BO3MOXHOCTW He npefocTtasnsaTcsa, To asTopy M336 cne-
AyeT ykasaTb «HeT» nmpu BbINONHEHWM paccMaTpuBaemoil onepayuu.

B FDPJFF.1.5 aBTopy M3/3b cnepyet cneuynduympoBaTb OCHOBaHHble Ha aTpubytax 6e3onacHOCTU npasuna,
AIBHO paspeluatlie MH(opMaLyMoHHbIEe MOTOKN U AOMOHAKLWNE NpaBuia, onpeAenieHHble B NMpeAblayLnx aneMeHTax.
OHWN BbIHECEHbl B OTAe/bHbI anemeHT FDPJFF.1.5. NOCKOMbKY ONUCLIBAIOT UCKIIOYEHUS U3 NpaBua B NpefblayLmnx
afemMeHTax. Hanpumep, npasuna ABHOrO paspelleHns MHPOPMaLMOHHOro NOToKka MOryT ObliTb OCHOBaHbl Ha BeEKTOpe
NoNHOMOYWIA, accouMnMpoBaHHOM C Cy6bEKTOM K Bcerga obecneynBarlwuM eMy BO3MOXHOCTb MHULMUPOBATb nepeme-
LieHne nHdopmaummn, Ha KOTopyto pacnpoctpaHseTtca cneundunymposaHHas MNeb. Ecnv nogobHas BO3MOXHOCTb Hexe-
natenbHa. To aBTopy MN3/36 cnepyeT ykasaTb «HeT» B AaHHO onepauuu.

B FDPJFF.1.6 aBTopy M3/3b cnepyet cneuymduympoBaTb OCHOBaHHble Ha aTpubyTax 6e30nacHOCTM npasuna,
ABHO 3anpeljailolime MHopMaLyoHHbIE NOTOKM W AONONHAKLWNE NpasBuna, onpefesieHHble B npefblgyLinx 31eMeHTax.
OHU BbIHECEHbI B OTAENbHbI 3nemeHT FDPJFF.1.6, NOCKO/IbKY ONMWCHIBAIOT UCK/OYEHUS U3 NpaBui B NpeablayLumx
afemeHTax. Hanpumep, npaeuna ABHOrO 3anpeLljeHns WHPOPMAaLMOHHOIO MOToKa MOryT 6biTb OCHOBaHblI Ha BeKTope
NoHOMOYMA, accouMnpoBaHHOM C Cy6bEeKTOM M Bcerfja oTkasblBaloWUM eMy B BO3MOXHOCTU WHULMUPOBATb Nepeme-
LeHne vHopmauun, Ha KOTOpylo pacnpocTpaHseTcs cneuyuduymposaHHas M®b. Ecav nogobHas BO3MOXHOCTb Hexe-
natenbHa. To aBTopy MN3/36 cnepyeT ykasaTb «HeT» B AaHHO onepauyuu.

F.6.3FDPJFF.2 VMiepapxuyeckne atpubyTbl 6e30nacHocTmn

F.6.3.1 3ameuaHus No NpUMeEHeHW0 ANA Nonb3oBaTens

KomnoHeHT FDPJFF.2 cogepxut Tpeb6osaHue, 4To6bl BCe M®B ynpaBneHus MHMOPMALMOHHLIMU NOTOKAMM
B MBO wncnonb3oBain nepapxunyeckme atpubyTtbl 6€30NaCHOCTU, KOTOpble 06pa3ytoT HEKOTOPYIO CTPYKTYpY.

Hanpumep, aTOT KOMMNOHEHT creAyeT NPUMeHATb, korga xoTa 6bl ogHa u3 MNdb ynpaBneHus MHOpMaLVOHHbIMK
noTokaMu OCHOBaHa Ha MeTKax, Kak 370 onpejenseT Mofenb NONUTUKM 6e3onacHocTn benna v Nla Magynel [1J. n aTn
aTpnbyTbl 6€30NacHOCTM 06pasyloT Mepapxuio.
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BaXHO OTMETUTb, YTO TPeBOBaHNUA MepapXUYECKUX OTHOLIEeHWN, naeHTucduupyemsie B FDPJFF.2.7, npyMeHVMbI
TOMbKO K aTpnbyTam 6e30MacHOCTU ynpaBieHUs UHMOPMaLMOHHbIMK noTokaMu Ana MN®B ynpasneHns nHdopMaunoH-
HbIMW NOTOKaMW. uaeHTuduumpoBaHHbiM B FDPJFF.2.1. 3TOT KOMNOHEHT He NpuMeHuMm K apyrum MN®B. Hanpumep,
K M®Bb ynpaBneHua AOCTYynoMm.

KomnoHeHT FDPJFF.2. kak U npeabiaylinii, MoxeT UCNONb30BaTbCA ANS1 peanu3aunyt NosIMTUKM NOSTHOMOUUIA,
cogepxaulieli npasunia, NO3BONAKLME SBHO paspelaTtb WK 3anpeliatb UH(OPMaLNOHHbIE NOTOKM.

B cnyuaBs, ecnu Heobxogumo cneuncununposaTb Heckonbko M®PB ynpaBneHns MHpOPMaLNOHHbIMU NOTOKaMK,
Kaxaas u3 KoTopbix 6yAeT umeTb CO6CTBEHHbIe aTpubyThbl 6€30NacHOCTH, He CBA3aHHbIe C aTpubyTamu Apyrux noanTuk,
B M3/36 cnepyeT cneunuUUUpoBaTb 3TOT KOMMOHEHT AN Kaxaol u3 M®B (To ecTb BbINOMHUTL A8 HEro onepayuio
nTepauun). Ecnm atoro He caenartb, TO pasnuuHble Yactn FDPJFF.2.7 moryT npoTMBOpeunTb APYr APYry, NOCKO/bKY He
6yfyT cBA3aHbl HEOOXOAMMbIMU COOTHOLLIEHUSAMMU.

F.6.3.2 Onepauuun

F.6.3.2.1 Ha3HauyeHue

B FDPJFF.2.1 aBTopy N3/3b cnegyeT cneundunuvposatb MN®PB ynpaBneHns nHopmMaLyMoHHbIMW NOTOKaMu, OCy-
wectensiemble ®60. ViMs 1 obnacTb geicteust MPB ynpaBneHns MHQOPMaLUOHHLIMIU NOTOKaMU ONpeaensiioTca B KOM-
noHeHTax cemeiictea FDPJFC.

B FDPJFF.2.1 aBTopy M3/36 cnegyeT cneunduumpoBaTth 418 KaXA0ro TMna ynpasnsieMblx Cy6beKTOB U MHpopMa-
unn atpubyTbl 6e3omacHoOCTU, HeobxoAumblie AndA cneundukauun npasun N6, Takumu aTpmbyTamm 6e3onacHocTn
MOryT 6bITb, Hanpumep naeHTUdUKaToOp cybbekTa, MeTKa YyBCTBUTENIbHOCTU CyObekTa. MeTka Aonycka cybbekTa K WH-
cdopmaumm, Metka YyBCTBUTENILHOCTU UHopMaLumn 1 T. 4. Tunbl aTpubyToB 6€30NacHOCTN A0/MKHbI 6biTh AOCTATOYHLIMU
ANs noAAepxXku notpe6HocTeld cpepbl.

B FDPJFF.2.2 aBTopy MN3/36 cnegyeT cneyndurumpoBaTth AN KaxAolk onepayun peanvusyemble P50 1 oCHOBaH-
Hble Ha aTpmbyTax 6e30NacHOCTV OTHOLLEHUS, KOTOpble HEOBXOANMO NOoAAEPXMBATbL Mexay atpubytamu 6e3onacHocTn
CybbekToB M MHGOpPMauun. OTW OTHOLIEHUA CreAyeT OCHOBbIBATb Ha YMOPAAOYEHHbIX CBA3AX Mexay artpubytamu
6e30nacHoOCTH.

B FDPJFF.2.3 aBtopy N3/3b cnepyeT cneunduumpoBatb Bce J0MNOMHUTENbHbIE NpaBunia MN®b ynpaBneHus uH-
hopMaunoHHbIMK MOTOKaMK, KoTopble oT PBO TpebyeTca peanusosaTb. ECnv ononHuTenbHble Npasunia He UCMOMb3y-
toTcs. To aBTopy M3/36 cnepyet ykasaTb «HeT» npu BbINOSIHEHWN paccMaTpuBaemoil onepauuu.

B FDPJFF.2.4 aBTopy MN3/3b cnepyeT cneuuduumpoBaTb BCe [AONOMHUTENbHbIE BO3MOXHOCTM MPB. KOoTOpblE
oT ®BO TpebyeTcs npefocTaBnTb. ECnn ONONHNTENbHbIE BO3MOXHOCTM He MpejocTasnsiTca, To aBTopy M336 cne-
AyeT ykasaTb «HeT» npu BbINONHEHWW paccMaTpuMBaeMoil onepauuu.

B FDPJFF.2.5 aBTopy MN3/3b cneayet cneuynduuyMpoBaTb OCHOBaHHble Ha atpubyTax 6e3omacHOCTU mpaBwna,
ABHO paspeluaroline HgpopmayoHHble NMOTOKN U AONOMHAKLWNE Npasuia, onpeAefieHHblie B NpeablayLinx 31eMeHTax.
[aHHble nNpaBuna BKAOYEHblI B OTAeNbHbI anemeHT FDPJFF.2.5. nockonbkKy ONMWCbIBAIOT WMCKIOYEHWA U3 MpaBui B
npeabigylnx anemeHTax. Hanpumep, npasuna sIBHOro paspelleHns MHPOopPMaLMOHHOIO NOToKa MOryT OblTb OCHOBaHbI
Ha BeKTope MO/IHOMOYUIA, acCoLMMPOBAHHOM C Cy6BLEeKTOM U Bcerga obecneunsaroliM eMy BO3MOXHOCTb WHULMUWPO-
BaTb nepemelieHne MHgopmauumn, Ha KOTOpYK pacnpocTpaHseTtcs cneuuduuymposaHHaa M®B. Ecnm nogobHas BO3-
MOXHOCTb HexenatenbHa, To aBTopy M3'3b cnepyeT ykasaTb «HeT» B AaHHOl onepauuu.

B FDPJFF.2.6 aBTopy M3/3Bb cnegyet cneuyuncduumpoBaTb OCHOBaHHble Ha aTtpubyTax 6e3onacHOCTV npasuna,
ABHO 3anpeljaioline nHhopmayoHHble NOTOKM W AONONHAKLWWE NpasBuia, onpeAeneHHble B NpefblayLinx 3femMeHTax.
OHU BbIHECEHbI B OTAE/bHbIA 3neMeHT FDPJFF.2.6, NOCKO/IbKY ONWCHIBAIOT UCKMOYEHUSA U3 NpaBun B NpeablayLunx
afemeHTax. Hanpumep, npaeuna ABHOrO 3anpeljeHns WHPOPMAaLMOHHOIO NoToKa MOryT 6biTb OCHOBaHblI Ha BeKTope
NoHOMOYMA, accouMMpoBaHHOM C Cy6beKTOM M Bcerfja OTKasbiBaloLWMM eMy B BO3MOXHOCTU WHULMUPOBATb Nepeme-
LeHne vHopmaumun, Ha KOTOpYl pacnpocTpaHseTcs cneuyuduymposaHHas M®b. Ecav nogobHas BO3MOXHOCTb Hexe-
natenbHa. To aBTopy MN3/36 cnepyeT ykasaTb «HeT» B faHHOI onepauyuu.

F.6.4 FDPJFF.3 OrpaHuyeHne Hepa3peLwweHHbIX MHPOPMaLMOHHbIX MOTOKOB

F.6.4.1 3amMeuyaHuns No NpUMEHEHWNI0 ANA NoNb3oBaTens

KomnoHeHT FDPJFF.3 cnegyeT ncnonb3oBaTtb, €CvM OAHO WM Heckonbko npasun M®B cogepxart TpeboBaHusA
no ynpasfieHN0 Hepa3peLlleHHbIMU MH(POPMALMOHHBLIMK MOTOKAMU, HO HU OfHA W3 HUX He BK/YaeT B cebs TpebosaHuA
NX yCTpaHeHus.

[ns cneunduULMpOBaHHbIX Hepas3peLleHHbIX MHOPMALMOHHbIX NOTOKOB CieAyeT YCTaHOBUTb MakCMMasbHO [0-
nycTUMble MHTEHCMBHOCTU. Kpome Toro, aBTop M3/36 MmeeT BO3MOXHOCTb OonpeaennTb, He06XxoaMMO N nogsepraTb
ayauTy HepaspelleHHble MH(OPMALNOHHbIE MOTOKM.

F.6.4.2 Onepauuun

F.6.4.2.1 Ha3HauyeHune

B FDPJFF.3.1 aBtopy N3/36 cnegyeT cneunduuvposatb MN®PB ynpaBneHns nH(popMaLMOHHbIMK NOTOKamMu, OCy-
wectenseMmble ®60. ViMs 1 o6nactb feicteust MPB ynpaBneHns MHOPMaLUOHHLIMIU NOTOKAMU ONpPeAensioTca B KOM-
noHeHTax cemeiictea FDPJFC.

B FDPJFF.3.1 aBtopy M3/36 cneayeT cneuncuumpoBaTb TUNbl Hepa3peLleHHbIX UH(OPMAaLNOHHbBIX NOTOKOB,
MaKcumasibHas WHTEHCUBHOCTb KOTOPbIX OrpaHn4nMBaeTcs.

B FDPJFF.3.1 asTtopy lM3/3b cnegyeT cneunduunpoBaTb MakCUManbHY0 WHTEHCUBHOCTb, AOMNYCTUMYIO ANS KaX-
010 U3 NAEeHTUMDULMPOBAHHBIX HepaspelleHHbIX WH(OPMaLVOHHbIX NOTOKOB.
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F.6.5 FDPJFF.4 YacTuyHoe ycTpaHeHue Hepa3peleHHbIX MHOPMaLnOHHbIX MOTOKOB

F.6.5.1 3ameyaHnsa no NpUMeEHeHUI0 ANA Nosb3oBaTens

KomnoHeHT FDPJFF.4 cnepyeT ucnonb3oBaTtb, ecnu Bce npasuna MN®B cogepxat TpeboBaHuA No ynpaBneHuo
HepaspelleHHbIMW UHGOPMaLMOHHBIMW MOTOKaM1, N NpyU 3TOM XOTA 6bl OfJHA U3 HUX BKIOYaeT B ceba TpeboBaHWA
yCTpaHeHusi XoTsi 6bl O4HOI0 HepaspeLlleHHOro MHMOPMAaLMOHHOIO NoToKa.

F.6.5.2 Onepauuun

F.6.5.2.1 Ha3HaueHue

B FDPJFF.4.1 aBTopy M3/36 cnepyet cneuuduuvposatb npasuna M®b ynpaBneHns nHopMaunoHHbIMU NOTO-
Kkamu. ocyuwiectBnsemble ®60. Nms 1 obnacTb gelicteusi MPB ynpasneHns MHMOPMaLUOHHBIMU NOTOKAMU onpegens-
10TCA B KOMMNOHeHTax cemeiictBa FDP_IFC «Monutuka ynpasneHnss MHMOPMaLMOHHBIMW NOTOKaMMN».

B FDPJFF.4.1 aBtopy M3/3b cnegyeT cneuncuumpoBaTb TUNbl HEpa3peLleHHbIX UHOPMAaLMOHHbLIX NOTOKOB,
MaKcumasibHas WHTEHCUBHOCTbL KOTOPbLIX OrPaHn4MBaeTCs.

B FDPJFF.4.1 astopy lM3/3b cnepyeT cneunduunpoBaTb MakCUManbHY0 MHTEHCUBHOCTb, AOMNYCTUMYIO ANS KaX-
010 U3 NAEeHTUMDULMPOBAHHBIX HepaspelleHHbIX WH(OPMaLVOHHbIX NOTOKOB.

B FDPJFF.4.2 aBTopy M3'36 cnegyet cneunduunpoBaTb TUMbl HepaspeLleHHbIX MHOPMaLNOHHbIX NOTOKOB, Noa-
nexaluymx yctpaHeHuto. CnMCOK He MOXeT ObiTb MyCTbIM, MOCKO/IbKY AaHHbIi KOMNOHEHT coAepxuT TpeboBaHue ycTpa-
HeHMA XOoTA Obl 4acTU HepaspelleHHbIX MHPOPMALMOHHbIX NMOTOKOB.

F.6.6 FDPJFF.5 OTcyTcTBME HEepaspeleHHbIX MH(hOpMaLOHHbIX MOTOKOB

F.6.6.1 3ameuyaHuns No NpUMeEHeEHWI0 NS NoNb3oBaTens

KomnoHeHT FDPJFF.5 cnepyeT ncnonb3oBaTb, ecnu npasuna MN®b. cogepxalyve TpeboBaHWa Mo ynpaBieHuio
HepaspeLlleHHbIMU UHOPMALMOHHBIMM NOTOKaMW, BKIYalT B cebs TpeboBaHuWe NOMHOrO Ux ycTpaHeHus. OfHako
aBTopy M3/36 cnepyeT BHUMAaTENbHO W3y4uTb, Kakoe BAMSHWE NOAO6HOe yCcTpaHeHue MOXeT okasaTb Ha HopMmaibHoe
dyHkunoHuposaHme OO. lpakTuka nokasbiBaeT BO3MOXHOCTb ONOCPE0BaHHOIO BUAHWA HepaspelleHHbIX UHpopma-
LMOHHBIX MOTOKOB Ha pa6oTy CO, N03TOMy MX NOJIHOE yCTpaHeHWe MOXeT MPUBECTW K HexenaTe/lbHbiIM NocaeACcTBUAM.

F.6.6.2 Onepauyun

F.6.6.2.1 HasHaueHue

B FDPJFF.5.1 aBTopy MN336 cneayet cneyncduumnposatb MNOB ynpaBneHns nHgpopmMaLMoHHbIMMU NOTOKaMu, ANs
KOTOPOI Hepa3pelleHHble UH(POPMaLOHHbIE NOTOKN TpebyeTcs ycTpaHuTb. Ims n obnacTtb geiicTeua MNOb ynpasneHns
MH(POPMALMOHHBLIMIU NOTOKaAMU OnpeAensitoT B KOMNOHeHTax cemelictea FDPJFC «[MonuTuka ynpasneHus nHcpopma-
LUVNOHHBIMWU MOTOKaMMn».

F.6.7 FDPJFF.6 MOHUTOPUWHI Hepa3peLweHHbIX UHPOPMaLMOHHbIX MOTOKOB

F.6.7.1 3ameyaHnsa no NpUMEHEHUI0 ANA NONb3oBaTeNs

KomnoHeHT FDPJFF.6 cnegyeT ucnonb3osatb, ecnv oT ®BEO TpebyeTca npoBefeHNe MOHUTOPUHIa HepaspeLueH-
HbIX NH(OPMALMOHHBIX MOTOKOB, MHTEHCMBHOCTbL KOTOPbIX MPeBbIWAaeT cneunduLlupoBaHHoe Noporosoe 3HaveHne. Ecaun
Takoil noTok TpebyeTcsa NOABEPrHYTb ayAuUTy, TO 3TOT KOMMOHEHT MOXET CAYXWUTb UCTOYHUKOM CO6bLITMIA ayauTa Ana
KoMnoHeHTOB cemelictBa FAU_GEN «leHepauus gaHHbiX ayguTa 6e30macHOCTU».

F.6.7.2 Onepauyun

F.6.7.2.1 HasHaueHue

B FDPJFF.6.1 aBTopy MM3/36 cnegyeT cneuyuduunposaTs MNPB ynpaBneHns MHpopMaunoHHbIMU NOTOKaMu, OCy-
wectensemble P6O. Vima n obnacTb geicteusa MPB ynpaBneHns MHPOPMaLVOHHbIMI NOTOKaMV ONpeAensiTcs B KOM-
noHeHtax cemeiictea FDPJFC «[Monutuka ynpaBneHusi MH(OPMAaLMOHHbIMY NOTOKaMU».

B FDPJFF.6.1 aBTopy M336 cneayeT cneunduumpoBaTtb TUMbl HepaspeLlleHHbIX MHOPMaLNOHHbIX NOTOKOB, NOA-
nexaulnx MOHUTOPUHTY Ha MpeBbllleHne MaKCUMa/ibHOro 3HavyeHWst UHTEHCUMBHOCTU.

B FDPJFF.6.1 aBTopy M3'3b cneayeT cneyngunumpoBatb MakCMManbHy WHTEHCUBHOCTb, NPeBbILEHNE KOTOPOii
HepaspelleHHbIM MHOPMAaLMOHHbIM NOTOKOM 6yaeT oTcnexunsarbca ®BO.

F.7 UmnopT gaHHbIX n3-3a Nnpegenos geiicteus P60 (FDPJITC)

F.7.1 3ameyaHusa gna nosnb3oBartens

CewmelictBo FDPJTC onpegensieT MexaHusMbl 41 MMNopTa AaHHbIX nonb3oBatens B OO u3-3a npegenos O4®
Tak. 4Tob6bl aTpUbyThl 6€30MacHOCTY AaHHbIX NOMb30BAaTENSA NPU 3TOM COXpPaHANNCb. CornacoBaHHOCTb 3TUX aTpubyToB
6e3onacHocTn onpegensetcs cemelictBom FPT_TDC «CornacoBaHHOCTb gaHHbix ®BO mexgy ®BO».

B cemelictBe FDPJTC «MMNopT gaHHbIX KU3-3a npefenos aeictema ®BO» paccMaTpyBatOTCA OrpaHUYeHus Ha
uMnopT, cneundukayma atpubyToB 6e30nacHOCTM Nonb3oBaTeneM U accouuaunss atpubyToB 6€30MacHOCTU U AaHHbIX
nonb3osartens.

CewmeiictBo FDPJTC 1 cooTBeTCTBylLee ceMeicTBO Ana akcnopTta faHHbix FDP_ETC «3KcnopT gaHHbIX 3a
npegensl gelicteua ®50» onpegenstoT, kak OO ob6pauiaeTca ¢ AaHHbIMK Nonb3oBaTeneid, noctynawwmmm 8 O4% n
nepegasaemMbiMu 13 Hee. OHO CBA3aHO C Ha3HauYe€HWEM W UrHopupoBaHWeM aTpubyToB 6e30MacHOCTW AaHHbIX MO/b30-
Barens.

B cemeiicTBe MOryT paccmarpusaTbCsl ciegyloline AeincTBus:

a) UMNopT AaHHbIX Nofnb3oBaTensa ¢ 6echopmaTHoro (MO OTHOWEHUIO K 6e30NacHOCTU) HOCUTENA (Takoro, Kak
rMOKNIA ANCK, MarHUTHas neHTa, ckaHep, BUAEO- UM ayanocurHasn) 6e3 atpnbytoB 6e3onacHoOCTU v pnsmyeckas Mapku-
poBKa HOCUTens AN yKasaHWsa Ha ero cofepxaHue;
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b) UMMNOPT AaHHbIX NOMb30BaTENs, BKIOYasA aTpmbyTbl 6€30NacCHOCTU, C HOCUTENS U BepudurkKauma cooTBETCTBUA
aTpnbyToB 6e30MacHOCT 06bEKTa;

C) MMNOPT AaHHbIX NONb30BaTeNs, BKIOYasAs aTpubyTbl 6€30MacHOCTM, C HOCUTENS C UCNOJ/Ib30BAHMEM KpunTorpa-
hnyecknx meTofoB 414 3alWMTbl accoymauun AaHHbiX Noib3oBaTens ¢ aTpubytamu 6esonacHoOCTy.

CemelictBo FDPJTC He MMeeT OTHOLWEHUS K ONpejeieHnio BO3MOXHOCTA MMNOpTa AaHHbIX Nofb3oBaTens.
3[ecb paccMaTpuBaloTCA NULb 3HaYeHuss atpubyTosB 6e3onacHOCTU ANS accouynauun ¢ UMNOPTUPYEMbIMU JaHHbIMU
nonb3oBartens.

CylecTBylOT ABe BO3MOXHOCTU NPU UMMOPTE AaHHbIX NONb30BaTensA: NM60 OHWM OA4HO3HAYHO accouuupylTCs C
[OCTOBEPHbIMK aTpubyTammn 6e3onacHoOCT o6bekTa (3Ha4YeHUss U CMbICN aTpubyToB 6€30NacCHOCTN He MeHATCS), NM60
HUKakne AOCTOBepHble aTpmbyTbl 6e3onacHocTy (MM BoobGLEe Kakue-nnbo atpmbyTbl 6e3onacHoCT) He MOryT 6biTb
nony4YeHbl OT UCTOYHMKA AaHHbIX. B 3TOM cemelicTBe paccMOTpeHbl 06e BO3MOXHOCTU.

Ecnn nmetoTcs foctoBepHble atpubyTbl 6€30NacHOCTM, UX MOXHO accouumpoBaTh C AaHHbIMW NONb30BaTENS
husnyeckn (aTpubyTbl 6€30NaCHOCTU HAXOASTCA HA TOM Xe caMOM HOCWUTesne) Uau norndeckn (aTpmbyTbl 6e3onacHocTn
nepejalTcsa OTAENbHO, HO BKAKYAOT B Ce6S YHMKanbHY0 naeHTUdukaymio obbekra, Hanpumep, Kpuntorpadguyeckyto
KOHTPOJIbHYIO CyMMY).

CeMelicTBO CBA3aHO C MMMOPTOM [aHHblX NOSIb30BATE/NI W COMPOBOXAEHMEM WX accouuauun ¢ atpubytamm
6€30nacHOCTM B COOTBETCTBUM C TpeGoBaHusamMu M®B. C acnektamu MMmnopTa, KOTOpble HaxoAATcs BHe o6nactu aei-
CTBMSA 3TOr0 cemeiicTBa (Hanpumep, C HENPOTUBOPEUMBOCTbLIO, JOBEPEHHBLIMU KaHanamu, LesIoCTHOCTbI), CBA3aHbl ApY-
rme cemeiictea. bonee Toro, B cemelictee FDPJTC «/MNopT faHHbIX 13-3a npefenos geiicteus ®EO» paccmaTpuBaeT-
CA TONIbKO MHTepdpeiic ANA BbINONHEHNS UMMOPTa. YuacTue B nepejgade C APYroil CTOPOHbI (Kak UCTOYHMKA) paccMmaTpu-
BaeTcsl B cemelictBe FDP_ETC «3KcnopT AaHHbIX 3a npefens aelicteusa ®BO».

Xopolo n3BecTHbl creaytolme TpeboBaHnsa nmnopra:

a) UMNopT AaHHbIX nonb3oBaTens 6e3 kakmx-nub6o aTpnbyToB HGesonacHocTw;

b) UMMOPT AaHHbIX NOMb30BATENSA, BK/IOYAA acCOLMMPOBaHHbIE C HUMW aTtpubyTbl 6e3onacHOCTH, Npuyem aTpmoy-
Tbl 6€30NacHOCTN OJHO3HAYHO NpPeACTaBAANT UMNOPTUPYEMYIO MHGOPMALMIO.

3T TpeboBaHus nMnopTa MoryT 6biTb peannsosaHbl PEO npu yyactum unm 6e3 yyacTus YesoBeka B COOTBETCTBUM
C orpaHuyeHnamun UT v nonmTukoi 6e3onacHoOCT opraHusaumn. Hanpumep, ecnu AaHHble Nosb3oBaTens nosyyeHs no
«KOHhMAEeHUManbLHOMY» KaHany, atpubyTbl 6e3onacHocTn obbekTa 6yAyT yCTaHOB/EHbI KakK «KOH(UAEHLNANbHbIE.

Ecnu npumeHsatoTcs Heckonbko M®B ynpaBneHua [OCTYNOM u/unv MHOPMAaLMOHHBIMW NOTOKaMu, TO MOXeT
notpe6oBaTbCsi MOBTOPUTbL 3TOT KOMMOHEHT OTAENIbHO ANS KaXAON NOMMTUKM (TO eCTb MPUMEHUTb K HEMY onepauuio
uTepauumm).

F.7.2 FDPJTC.1 AMmnopT gaHHbIX NoNb30BaTens 6e3atpnbytoB 6e3onacHoCTn

F.7.2.1 3ameuyaHuns No NpUMeEHeHN0 ANA Nonb3osBaTens

KomnoHeHT FDPJTC.1 ucnonb3yeTcs Ansa cneyudmkaymm nMmnopTta faHHbIX Nofb30BaTensi, He UMeILNX AOCTO-
BePHbIX (MNKn BOOGLLE HUKakMX) aTpubyToB 6e3onacHOCT. ITa PyHKUNUS TpebyeT, YTobbl aTpnbyTbl 6€30NaCHOCTN AaHHbIX
nonb3oBatens nHuuuupoanucb ®60. MpaBuna umnopta MoxeT crneuyucuumposatb 1 aBTop M3/36. B HeKOTOPbIX
cpegax MoxeT noTpeboBaTbCs UCMNOMb30BaHNE A8 nepejayn aTux atpubyToB MexaHu3ma [JOBEPEHHOro mapLipyTa uim
KaHana.

F.7.2.2 Onepauyun

F.7.2.2.1 Ha3HauyeHve

B FDPJTC.1.1 aBTOopy MN3/36 cnepyeT cneuunduymposatb, kakve MPB ynpaBneHns goctynom un/unu nHpopmaum-
OHHbIMW MOTOKaMn 6yAyT OCYLeCTBAATLCSA NPU UMMOPTe AaHHbIX nonb3osatens B OA®. [laHHble nonb3oBaTens, KOTo-
pble UMMNOPTUPYIOTCS 3TON (PYHKLMEN, OrpaHMUMBaOTCS Ha3HaYeHneMm 3Tux MNob.

B FDPJTC. 1.3 aBTOpy M3/36 cnepyet cneunduumnpoBaTb BCe AONOMHNUTENbHbIE NpaBuaa ynpasaeHns NMNopTom
WM ykasatb «HeT» npu 0TCYTCTBUM TakoBbIX. DTW NpaBuna 6yayT peanusoBaHbl P60 B gononHeHune k N®B ynpaBneHus
[OCTYNOM W/MNu MHOPMaLVOHHBIMU NOTOKaMu, BbibpaHHbiM B FDPJTC.1.1.

F.7.3 FDPJTC.2 VimnopT AaHHbIX NONb30BaTeNsa c atpubytamm 6e3onacHocT

F.7.3.1 3ameyaHunsa no NnpUMeEHeHUI0 ANA Nosb3oBaTens

KomnoHeHT FDPJTC.2 ucnonb3yetca ana cneumdukaumy nMmnopTa AaHHbIX Nonb3oBaTens, MMerLmnx ocToBep-
Hble aTpnbyTbl 6€30MacHOCTH, acCcoLMMpOBaHHble C HUMU. 3Ta PYHKUMUA Ucnonb3yeT atpubyTbl 6€30NacHOCTU, TOUHO U
O[lHO3HAYHO CBSi3aHHble C 06beKTamMu Ha HocuTene MMMNOPTUPYeMbiX AaHHbIX. ocne 3aBepllieHWs nMnopTa Takue
06beKTbl 6yAyT MeTb Te xe atpubyTbl 6e3onacHocTu. Mpu aTom TpebyeTcs npueneuvenue cemeiictea FPT_TDC «Corna-
COBaHHOCTb AaHHbIXx PBO meagy ®PBO» ana obecneyeHnss HENPOTUBOPEUMBOCTM AaHHbIX. [paBuna umnopTta MoOXeT
cneunduumpoBaTb 1 aBtop M3/36.

F.7.3.2 Onepauyun

F.7.3.2 1 Ha3Ha4yeHuve

B FDPJTC.2.1 aBstopy MN3/36 cnegyet cneuyunduymposatb, kakve MNMPB ynpaBneHns goctynom n/unu nHpopmaum-
OHHbIMW MOTOKaMn 6yAyT OCYLWeCTBAATLCSA NPU UMMOPTe AaHHbIX nonb3osatens B OA®. [laHHble nonb3oBaTens, KOTo-
pble MMNOPTUPYITCA 3TON (hyHKUMEN, orpaHMumMBaloTcs HasHavyeHuem MNob.

B FDPJTC.2.5 aBTopy M3/36 cnegyet cneunduunpoBaTb BCE AOMNOMHUTE/IbHbIE MpaBuaa ynpasaeHns NMNopTom
Wnn ykasaTtb «HeT» npu ux oTcyTcTBMWU. 3TW npaBuna 6yayT peanusosaHbl PEO B gononHeHne k MPB ynpasneHuns
[OCTYNOM W/MAW MHpOPMaLMOHHBIMU NOTOKamMu, BbibpaHHbiM B FDPJTC.2.1.
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F.8 MNepepayva 8 npegenax OO (FDPJTT)

F.8.1 3ameuaHus Ana nonb3osartens

CewmelictBo FDPJTT copepxuT TpeboBaHMsA, CBSi3aHHble C 3alWMUTOM AaHHbIX MOb30BaTENA NpuU MX nepepadve
MeHafly pasnuyHbiMu yacTsimu OO no BHYTPEHHeMy kaHany. STUM faHHOe ceMelicTBO oTimyaeTcs oT cemeiicts FDPJJCT
«3awuta KOHPUAEHUNANBHOCTN AaHHbIX Nob3oBaTens npu nepegave mexgy ®60» n FDPJJIT «3awunta LenocTHocTu
[aHHbIX nonb3oBartens npu nepepadve mexay ®bO». koTopble o6ecneynsalroT 3awmnTy AaHHbIX NO/b30BATENSA NPU UX
nepegaye mexay pasnunyubimn @650 no BHeWwHeMy kaHany, a Takke oT cemeiictB FDP_ETC «OkcnopT AaHHbIX 3a npefe-
nbl peiicteuss ®60» n FDPJTC «MMnNopT gaHHbIX U3-3a npenenos gelicteust ®50». KoTopble CBs3aHbl C nepegadveii
[aHHbIX 3a npefenbl WA u3-3a npegenos geictena ®6O.

Tpe6oBaHuA JaHHOrO cemeiicTBa no3BonsAT aBTopy M3/36 cneuncunympoBaTtb XenaTesbHblli CNoco6 3awuThbl
[aHHbIX NOMb30BaTeNsA BO BpeMms ux nepefgaun B npegenax OO. 3T0 MOXeT 6bITb 3aLiuTa OT packpbiTvs, Mogudukaymm
WM HapyLeHna AOCTYMHOCTHU.

MpuHATME pelleHnsa O CTeneHn U3NYecKoro pasfesieHus, B YC/I0BUAX KOTOPOro crefyeT WCNo/b30BaTh JaHHOe
cemMeicTBO, 3aBMCUT OT npegnonaraeMoii cpefbl akcnayaTauyun. B Heb6naronpuaTHOW cpefe MOryT BO3HWKaTb PUCKK,
CBfi3aHHble C nepepaveii mexay yactamu OO. pasfeNleHHbIMU BCEro fiMllb CUCTEMHOI WWHOW. B 6onee 6naronpusaTHoOi
cpege AN nepefayn MOXHO UCMOMb30BaTb 0ObIYHbIE CETEBble CpeACcTBa.

Ecnu npumeHsaTcsa Heckonbko M®B ynpaBneHus AOCTYNOM U/Mnn MHPOPMALUOHHLIMW NOTOKaAMU, TO MOXeT
notpe6oBaTbCsi NOBTOPUTH 3TOT KOMMNOHEHT OTAENbHO ANS KaXA0N UMEHOBAHHON NOAUTUKN (TO €CTb NPUMEHUTb K HEMY
onepauuio ntepauun).

F.8.2 FDPJTT.1 ba3oBas 3aluTa BHyTpeHHel nepeaayn

F.8.2.1 Onepauuu

F.8.2.1.1 HasHaueHue

B FDPJTT. 1.1 astopy N3/3b cnegyet cneuyudunuymnposats MPE ynpaBneHns 4octynom u/vam nHOpMaLnoHHbIMA
noTtokamu, pacnpocTpaHsillnecs Ha nepegasaemMyo MHGOpMaLuio.

F.8.2.1.2 Bbibop

B FDPJTT.1.1 asTopy MN3/36 cnegyeT cneunduumpoBaTtb TUMNbl OWINMG0K Nnepegayun, OT KOTOPbIX cneayeT 3awmiathb,
ncnonb3ysa ®BO, faHHble nofb3oBaTens npu ux nepegadve. BapuaHTbl: packpbiTve, mogudukayus, HefAoCTynHOCTb.

F.8.3 FDPJTT.2 Pa3geneHue nepegaum no atpubyram

F.8.3.1 3ameyaHunsa No NnpUMeEHeHUI0 ANA Nob3oBaTens

KomnoHeHT FDPJTT.2 MoxeT 6biTb MCMONb30BaH, HanpuMmep, 4715 06ecrnevyeHns pasnnyHbliX BUAOB 3alUWTbl UH-
dopmaunm B COOTBETCTBUMN C Pa3/INYHbIMU YPOBHAMYU KPUTUYHOCTH.

OfHuUM 13 cnocob6oB pasgeneHnsa faHHbIX Npy nepegadve ABAAETCA MCNOMb30BaHME pa3fefieHHbIX NOrMYecknx
N PU3NYECKNX KaHasos.

F.8.3.2 Onepauun

F.8.3.2.1 HasHaueHue

B FDPJTT.2.1 aBTopy M3/3B6 cneayeT cneunduumpoBatb NP6 ynpaBneHns 4ocTynoM u/mnv HMOPMaLnoHHbIMU
noTtokamu, pacnpocTpaHsolWwmecs Ha nepegasaemMyo MHGOpMaLKo.

F.8.3.2.2 Bbibop

B FDPJTT.2.1 aBTopy MN3/3b cnegyet cneuyundmumnposath TUMbI OWIMG0K Nepegayn, oT KOTOPbIX caegyeT 3awuwarb,
ucnonb3ys ®bO, AaHHble Nosib3oBaTtensa nNpu ux nepegadve. BapuaHTbl: packpbiTue, MoaudUKaums, HeA0CTYNHOCTb.

F.8.3.2.3 HasHaueHue

B FDPJTT.2.2 aBTopy M3/3b6 cnepyet cneundununposaTb aTprbyThl 6€30N1aCHOCTH, N0 3HAYEHUAM KOTOPbIX PBO
6yayT onpeAensATb, korga AaHHble, nepecbinaembie mexay usnyeckn pasgeneHHbiMu yactamm OO. TpebyloT pasgene-
HUA. Hanpumep, faHHble Nofb3oBaTesis, acCouMmpoBaHHble C UAEHTUMUKATOPOM OAHOro BRajenbua, nepeganTcs
OTAEeNbHO OT AaHHbIX, acCOLMMPOBaHHbIX C uaeHTUdKKaTopamu Apyrux Bnagensues. Torga Ans onpefeneHns Heobxo-
AVMOCTW pasfeneHnsa faHHbIX Npu nepefjaye UCNoONb3yeTcs 3HauyeHue uaeHTudukaTopa ux snagenbua.

F.8.4 FDPJTT.3 MOHUTOPUHTI LLENOCTHOCTH

F.8.4.1 3ameyaHnsa No NPUMEHEHUI0 ANA NOb30BaTeNs

KomnoHeHT FDPJTT.3 ucnonb3yetcs B coueTanun ¢ FDPJTT.1 «ba3oBas 3aljuta BHYTPeHHell nepegaqv» unu
FDPJTT.2 «Pa3geneHue nepegaun no atpubyrtam». OH obecneumBaeT, 4To6bl PEO NPOBEPANUN LENOCTHOCTb MOMYYEH-
HbIX faHHbIX nonb3osartens (M ux atpubyTos). KomnoHeHTbl FDPJTT. 1 «ba3oBasa 3awuta BHYTpPeHHel nepefayn» wuam
FDPJTT.2 «Pa3geneHve nepegayn no atpubytam» npefoctaBAT AaHHble CNOCO60M, 3aljMlialowmm gaHHble 0T MOAu-
hukaumm. a FDPJTT.3 «MOHUTOPUHT LLeNIOCTHOCTM» NO3BO/IMT OBHAPYXUTb HEKOTOPble M3 MoAuduKauuii.

ATop M3/3b gonxeH cneyndurympoBaTtb BUAbl OWINGOK, nognexatmx obHapyxeHuto. ABTopy MN3/36 cnegyeT pac-
CMOTpEeTb. MOMWMO MPOYUX HAPYLIEHWIA LLeNoCTHOCTKU, cnefyolme BUAbl OWNBOK faHHbIX: MoAudurkauus, nogmeHa,
HeBOCCTaHaB/MBaeMoe M3MeHeHue nocnefoBaTe/IbHOCTU, MOBTOPHOE WCMO/Ib30BaHMe, HenosiHoTa.

AsTopy M3/36 Heobxogumo cneunduunposaTb, kakme AeicTBus cnefgyeT npeAnpuHaTe ®PBO npu o6HapyXeHun
own6kn, Hanpumep, UTHOPUPOBATb fJaHHble No/ib30BaTens, 3anpocuTb AaHHble NOBTOPHO, COO6LWNTbL YNOSHOMOYEHHO-
My afMUHMCTpaTopy, HanpaeuTb Tpaduk No ApyrvM KaHanam.

120



FOCT PUNCO/M3K15408-2— 2008

F.8.4.2 Onepauyun

F.8.4.2.1 HasHauyeHue

B FDP_ITT.3.1 aBTOpy M3/36 cneayet cneuuduymposatb, kakue MNMdPB ynpasneHns f4ocTynom v'nnm nHdopmaum-
OHHbIMU NOTOKaAMW PacnpoCTPaHATCA Ha nepejaBaemylo U NPOBEPSEMYI0 Ha OWMGKM LeNIoCTHOCTW MHopMaLuio.

B FDPJTT.3.1 astopy MM3/36 cnepyet cneundumumpoBatb TUMNbl BO3MOXHbIX OLWNGOK LENOCTHOCTU, OTC/eXuBae-
MbIX BO BpeMs nepefayu faHHblX Mosb3oBartesns.

B FDPJTT.3.2 aBtopy MN3/36 cnepyet cneuudurympoBath AeiicTBrs, npeanprHumaemMble @50 B cnyyae o6Hapy-
XeHus owmnbkn uenoctHocTn. ®EO. Hanpumep, MOryT 3anpocuTb MOBTOPHYK nepefadvy AaHHbIX nonb3osatens. Mdb,
cneunduumpoBaHHble B FDPJTT.3.1. 6yayT OCyWecTBASATLCS KakK AeicTBuUs, npeanpuHumaemsle ®BO.

F.8.5FDP_nT.4 MOHUTOPWHT LLENIOCTHOCTN MO aTpubyTam

F.8.5.1 3ameuaHuns No NpUMeEHeHW0 NS Nonb3oBaTens

KomnoHeHT FDPJTT.4 ucnonb3yetca B coyeTaHun ¢ FDP_ITT.2 «Pa3geneHne nepegaun no atpubytam». OH
obecneunsaeT, 4T06bl PEO NPOBEPSAIN LENOCTHOCTb MOJyYEHHbIX AaHHbIX NONb30BaTeNs, nepefaHHbIX No pasfeneH-
HbIM KaHanam (B COOTBETCTBMM CO 3HAYEHUSMU creynduuMpoBaHHbIX aTpmbyToB 6e3onacHocT). KOMMOHEHT no3Bo-
nset aBTopy M3*36 cneuuduunpoBaTth AeicTBUS, NpeanpuHUMaeMble B ciyyae 06HapyXeHUs OWNGKNA LLEeNoCTHOCTU.

KOMMOHEeHT, HanpuMep, MOXeT MCMOo/b30BaThCA Kak Ans obecnevyeHns 06HApPYXEHUs pasfMyHbIX OWKNBOK Leno-
CTHOCTW. TaK W AeiicTBUiA Haa UHhopMaLMeil Ha pas/IMUHbIX YPOBHAX LLE/IOCTHOCTM.

AsTop MN3/3B gonmxeH cneyndurympoBaTtb BUAbI OWINGOK, nognexatmx obHapyxeHuto. ABTopy MN3/36 cnegyeTt pac-
CMOTpEeTb, MOMWMO MPOYUX HapyLIEHWI LLeNoCTHOCTKU, cnegyolime BuAbl oWNBOK faHHbIX: MoAudurkauus, nogmeHa,
HeBOCCTaHaB/IMBaeMoe U3MeHeHne MNocnefoBaTe/lbHOCTU, NOBTOPHOE WCMO/Ib30BaHMe, HenosiHoTa.

AsTopy M33B6 cneayeT cneuynduunposaTb atpubyThl (M accouMmMpoBaHHble C HUMU KaHanbl nepegadyu), Tpebyto-
LMe MOHUTOPUHIa OWMNGOK LLeNoCTHOCTK.

ABTopy M3/3B6 Heo6xoaMMO cneuuduunpoBaTh, Kakue AelicTBUS cnefyeT npeanpuHate B0 npu oGHapYXeHUn
ownbkn, Hanpumep, UrHOPMPOBaTb faHHble Mo/ib30BaTens, 3anpoCuTb AaHHble NOBTOPHO, COOBWMUTL YNOIHOMOYEHHO-
My aMVHUCTPATOpPy, HanpasuTb TpaduK No APYruM KaHanam.

F.8.5.2 Onepauuun

F.8.5.2.1 HasHauyeHuve

B FDPJTT.4.1 aBTopy MN336 cnegyeT cneuyudunumposatb, kakve MN®B ynpaBneHns 4ocTynoMm u/mam nHdopmaym-
OHHbIMW NOTOKaMW PacnpoCcTPaHATCA Ha nepejasaemylo M NPOBEPSAEMYI0 Ha OWWOKN LeIoCTHOCTU MHopmaLuio.

B FDPJTT.4.1 aBTopy N33b cneagyeT cneunduumnpoBaTb TUMbl BO3MOXHbIX OLIMOOK LLe/IOCTHOCTU, OTC/exuBae-
MbIX BO BpeMsl nepefayu faHHbIX Mosib3oBaTens.

B FDPJTT.4.1 aBTopy MN3/36 cneayeT cneyndurumpoBatb CIMCOK aTpubyToB 6e3onacHOCTU, Tpebylowmx pasgene-
HUS KaHanoB nepefayn. STOT CNUCOK UCNOMb3YeTCA ANS OnpefesieHns Toro, Kakne AaHHble nofb3osatens 6yayT oTcne-
XNBaTbCA Ha OWMWOKN LeNIOCTHOCTM Ha OCHOBe aTpuMbyToB 6e30MacHOCTM AaHHbIX U KaHa/loB nepefjayn gaHHbiX. ITOT
3NeMEeHT NpAMO 3aBUCUT OT KomnoHeHTa FDPJTT.2 «Pa3geneHue nepegayun no atpubyram».

B FDP_[TT.4.2 aBTopy N33b cnepyet cneyudurympoBath AeiicTBusa, npegnprHumaemoie 65O B cnyvyae o6Hapy-
XeHna ownbku uenoctHocTn. P60. Hanpumep, MOryT 3anpoCUTb NOBTOPHYK Nepefavy AaHHbIX nonb3osatens. MNeb.
cneundmumpoBaHHble B FDPJTT.4.1. 6yayT OCywecTBASATLCS Kak AeiicTBus, npeanpuHumaemsie PBO.

F.9 3awmTa octatouHol nipopmaymm (FDP_RIP)

F.9.1 3ameyaHunsa gna nonb3oBartens

CewmeiictBo FDP_RIP cBsi3aHO C HEOGXOAMMOCTbLI 06GecneyeHust nocneaywuelii HefoCTYNHOCTU YAANEHHOW UH-
dopmauymn 1 oTCyTCTBMS BO BHOBb CO3JaHHbIX 06bekTax MHpopmauun 13 o6bLEKTOB, paHee ncnonb3osaslimxcs B OO.
3T0 ceMeicTBO He NpUMEHsIeTCA K 06bekTaM, XpaHWMbIM aBTOHOMHO.

[laHHOe cemelicTBO cofepXuT TpeboBaHuA 3awuTbl MHGOPMaLUK, KOTopas yxe NOorMyecku yganeHa Uam ocBo-
6oxAeHa (HefoCTynHa A5 NOMb30BaTe/sA, HO BCE eLle HaXxoauTca B npejenax CUCTEMbl U MOXET ObiTb BOCCTAHOB/IEHA).
B yacTHOCTW, 3TO OTHOCMTCS K MHhopmMaumn, KOTopas CoAepXnTcs B 06bekTe Kak YacTb pecypcoB ®5O MHorokpaTHow0
MCMNOMNb30BaHUS, EC/IN YHUUTOXEHNe 06bekTa Heo6s3aTeNlbHO 3KBUBANEHTHO YHUUTOXEHMIO pecypca Wau Kakoir-nn6o
yacTtu pecypca.

[laHHOe ceMeiicTBO MPUMEHUMO TakXe Npu NonepeMeHHOM WCMO/b30BaHUN PasINYHbBIMU CybbekTamu pecyp-
coB B cucteme. Hanpumep, B 60/bLUMHCTBE OMEPaLMOHHbIX CUCTEM AN1S NOAAEPXKN CUCTEMHbIX NPOLEeCcCOoB 06bIYHO
MCMNOMb3YITCA annapaTtHble PerucTpbl (B kayecTse pecypcos). MOCKO/bKY NpoLecchl NOCTOAHHO NePexoisaT U3 akTUBHO-
ro COCTOSIHWS B COCTOSIHME OXWAAHUs W 06paTHO, 3TV PerncTpbl NONEepemMeHHO UCMOJ/b3YTCSA pas/MuHbIMK Cyb6bekTa-
MU. XOTSi Nof06HbIe AeNCTBUA «MNOAKAYKMN» MOXHO He cuuTaTb 3aHsTMeM Wnu 0cBOGOXAeHWEeM pecypca, K Takum cobbl-
TUAM 1 pecypcaM MOXeT 6biTb NpumeHeHo cemelicTBo FDP_RIP «3auwuta ocTaTouHOW MHopMaLums».

CewmelictBo FDP_RIP «3aumTa ocTatoyHoll nHgopmauum» 06bbiHO CBS3aHO C AOCTYNOM K MHOpMaLnK, He siBNSI-
loueiicst yacTblo 06beKTa, KOTOpbI onpejAenieH B faHHbIi MOMEHT, UM K KOTOPOMY OCYLLeCTB/SeTCA JOCTYN; OAHAKO 3TO
npaBuno He Bcerga cobnogaetca. MNycTb, HanpuMep, o6bEKT A aBnsieTcs aiiioM, a 06beKT B — AWCKOM, Ha KOTOPOM
pasmelyaeTtcs 3ToT haiin. Korga o6bekT A yganeH, JOCTYN K efo oCTaToyHol MHopMauumn onpegensetcs ceMeiicTBoM
FDP_RIP «3awuTa oCcTatouyHoi nHhopmaLum», XoTs OHa BCe eLle ocTaeTcsl YacTblo o6bekTa B.

BaxHo umeTb B Bugy, 4yto FDP_RIP «3awuta octatoyHoli uHopmaymmn» NpuMeHSeTcs TONbKO K 06bekTam Tuna
on-line, a He off-line (To ecTb He K @aBTOHOMHbIM 06bekTaM, TakuM Kak pe3epBHble KONUW O06BEKTOB Ha MarHWTHbIX
neHtax). Hanpumep, ecnu B OO yaansetcs daiin, B FDP_RIP moxeT 6biTb 0TO6paxeHo TpeboBaHne OTCYTCTBUA N06OIA
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ocTaTouYHOIi HGopMaLuy nNpyu ocBoGOXAEHUN pecypca; TeM He MeHee, PBEO He MOryT pacnpocTpaHuTb OCYyLLeCTB/eHNe
3T0ro TpeboBaHMA Ha TOT Xe haiin, cylecTByLWNi B BULe aBTOHOMHOW pe3epBHOI konun. CnegoBaTtenbHO, 3TOT dhaiin
no-npexHemy focTyneH. Ecnm BaxHo obecneunTb HeJOCTYNHOCTb, TO aBTopy M3/36 cnefyeT yAOCTOBEPUTLCSA, YTO COOT-
BETCTBYlOLaA LeNb 6e30NacHOCTU 41 Cpefbl OTpaXeHa B PYKOBOACTBE afMuHUCTpaTopa NPUMEHUTE/IbHO K aBTOHOM-
HbIM 06BbeEKTaMm.

CewmelictBa FDP_RIP «3alunTa octatouHoli uHopmaunm» n FDP_ROL «OTkaT» MOryT BCTynaTtb B KOH(PNKT, ecnu
B MEepBOM OTOGpaXeHO Tpe6oBaHMWe YHUUTOXEHMS OCTATOUYHO MH(OpMaUMM BO BpeMsa nepedayn o6bekta oT Npuioxe-
HUA K (PyHKUMAM 6e3onacHocTu (TO eCcTb Npu 0CBOGOXAEeHUN 06bekTa). MoaToMy pesynbTaT BbIMOSIHEHUSA onepaunn
Bbl6Opa «HEAOCTYMHOCTb Npu 0CBOGOXAeHUM pecypca» B FDP_RIP «3auwuTta octaTouyHON MHopMaum» Henb3sa co-
BMECTUTb C Ucnosb3oBaHmem FDP_ROL «OTkaT» 13-3a BO3MOXHOI0 OTCYTCTBUSI MHDOpMaLUM, Heo6XoaMMON ANna oTKa-
Ta B npeAbigyuiee coctosHue. B atom cnyyaB B FDP_RIP «3auwuTa ocTatouyHoil nHdopmaummu» cnegyet BbibpaTb «Hefo-
CTYNHOCTb NpY pacnpefeneHnn pecypcay», 4To no3sonseTt ucnonb3osate FDP_ROL «OTKaT», XOTA CyLW,EeCTBYeT puUCK, YTO
pecypc, cofepxasLlunii MHopmaumio, pacnpeaeneH HoBOMy 06bekTy [0 BbiNOSIHEHUS oTkaTa. Ecnu aTo npousoiigeT, To
oTKaT 6yAeT HEBO3MOXEH.

B FDP_RIP «3awwuTa octatouHoli nHopmauum» HeT TpeboBaHWii ayauTa u3-3a TOr0, UTO B HEM He OTPaXeHsbl
hyHKUMW, Bbi3biBaeMble Nosib3oBatenemM. AyauT pacnpefeneHHblX UM 0CBO6OXAEHHbIX pecypcoB OyAeT BO3MOXEH Kak
YyacTb onepauuii NM®B ynpaBneHns [OCTYNOM UAW UHGOPMAaLMOHHLIMU MOTOKaMMW.

370 ceMeicTBO cnepyeT NPUMeEHATb K 06bekTaMm, cneuynduruuposarHHbiM B MPB ynpaBneHns AOCTYNOM WAW WH-
dhopmaLmoHHbIMK noTokamMu asTopom M3/36.

F.9.2 FDP_RIP.1 OrpaHnyeHHas 3alinta ocTaTouyHoW nHhopmauum

F.9.2.1 3ameyaHns No NPUMEHEHNIO ANA NoNb30BaTeNA

KomnoHeHT FDP_RIP.1 copepxuT Tpe6oBaHue, 4To P60 6yayT obecneunBaTtb AN NogMHoxecTBa 06bekToB OO
OTCYTCTBME B pacnpefeneHHoOM 3TUM 06bekTaM WU 0CBOGOXAEHHOM VMW pecypce [OCTYMHOW OCTaTO4YHOW MHopma-
uuu.

F.9.2.2 Onepauuun

F.9.2.2.1 Bbibop

B FDP_RIP.1.1 aBtopy M3/3b cnepyeT cneunduunpoBaTb, B KAKOM UMEHHO Cryyae, Npu pacnpegeneHnyn umm
0CBO6GOXAEHNN pecypcoB, Bbi3blBaeTCs PYHKUMA 3alUTbl OCTATOYHON MHOPMaLWK.

F.9.2.2.2 Ha3HaueHue

B FDP_RIP.1.1 aBTopy M3/36 cnegyeT npuBecT! CNNCOK 06BLEKTOB, A1 KOTOPbLIX BbIMOMHAETCS 3aljuTa ocTaTou-
HOW MHbopmaymn.

F.9.3 FDP_RIP.2 MonHas 3alwuta ocTaTo4yHOo nHcpopmauunm

F.9.3.1 3ameyaHna No NPUMEHEHNIO AN1A NoNb3oBaTens

KomnoHeHT FDP_RIP.2 cogepxuT Tpeb6oBaHue, 4yto O 6yayT obecneunBaTb Ana Bcex 06bekTtoB OO 0oTCyTCTBUE
B pacnpefesieHHOM 3TUM 06bekTam UM 0CBOBOXAEHHOM UMW pecypce AOCTYMHOW OCTAaTOYHON MHGopMaLun.

F.9.3.2 Onepauyun

F.9.32.1 Bbi6op

B FDP_RIP.2.1 aBtopy MM3/3b cnepyet cneunduuMpoBaTb, B KAKOM UMEHHO Cryyae, Npu pacnpefeneHny umm
0CBO6OX/AEHNN pecypcoB, Bbi3blBaeTCA PYHKLUMA 3alUTbl OCTATOYHON MHOPMaLWK.

F.10 OTtkat (FDP_ROL)

F.10.1 3ameuyaHunsa gna nonb3oBaTens

CemeiictBo FDP_ROL cBA3aHO ¢ He06Xx04MMOCTbIO BO3BpaTa B MOJIHOCTbIO ONpefesieHHoe A0NyCcTMMOe CoCTos-
HVe. Hanpumep, ecaun Nonb3oBaTento TpebyeTcs OTMEeHUTb MoAndKaLuio daiina nan oOTMEHUTb TpaH3akuMu nNpu Hesa-
KOHYEHHOW cepun TpaH3akuuii MPUMEHUTEeNbHO K 6a3e AaHHbIX.

[laHHOB ceMmelicTBO npefHa3Ha4yeHo AN cofeiicTBMSA Nosib3oBaTesio B BO3BpaLLEHUN B MOMHOCTbIO onpefenex-
HOoe [oNyCTUMOe COCTOSIHME Noc/ie TOro, Kak OH Pellnsi OTMEHWUTb HEKOTOPYIO COBOKYMHOCTb MOCNEAHWUX AeNCTBUA nunu.
ANA pacnpefeneHHoli 6a3bl AaHHbIX, BEPHYTb BCE pacnpeesieHHble Konuu 6a3bl faHHbIX K COCTOSHUIO nepej BbiNoHe-
HMeM OTMEHEHHOW onepauyuu.

CewmeiictBa FDPJRIP «3awuTa octaTouHoli uHopmaunm» n FDP_ROL «OTkaT» BCTynawT B KOH(/MKT, ecnu
FDP_RIP «3awuta octaTo4HOi MHGOpmMayumn» ycTaHaBnmBaeT, YTO CofepXaHue pecypca CTaHOBUTCA HeAOCTYMHbIM
npu ocBo6OXaeHU pecypca o6bekToM. Torga FDP_RIP «3awuta ocTaTouHOW MHhOpMaLuumn» Hesb3si UCMO/b30BaThb
coBmecTHo ¢ FDP_ROL «OTkaT» 13-3a 0TCYyTCTBMA HE06Xo4umoit ans oTkata uHopmauun. FDPJRIP «3auwuta octarou-
HOW MHdOpMaLUM» MOXHO MCNo/b3oBaTb COBMecTHO ¢ FDP_ROL «Otkat», ecnu FDP_RIP «3awuta oCTaTO4YHOW WH-
dopmauyun» yctaHaBnMBaeT, 4YTO Npu pacnpegeneHnn pecypca o6bekTy npefbigyliee cogepxaHue pecypca 6yaeT He-
[OCTYMHO. OTO BO3MOXHO MOTOMY, YTO /1 YCNELWHOro oTkara mexaHnsm FDP_ROL «OTkat» nonyynT AOCTYyn K npeabiay-
e nHopmaumm, kotopas Bce elle MoOxXeT HaxoauTbest B OO.

Ha TpeboBaHune oTkaTa HaknagblBalOTCA HEKOTOpble OrpaHnyeHus. HanpvMep, TEKCTOBbIV pefakTop 06bIYHO
No3BONSAET OTKAT TO/IbKO Ha OnpejesieHHoe 4WUCNo KoMaHA. [lpyroi mpumep cBA3aH C pe3epBHbIMW Konuamu. Ecnun
JIeHTa AN pe3epBHOT0 KOMUPOBAHUA MepeMatbiBasiacb, a 3aTeM Ha Hee NnpousBoAuiach HOBasA 3anucb, TO NepBoOHa-
YasibHas UHGOpMaLusa He MOXeT 3aTeM ObiTb BOCCTaHOB/EHA. DTO Takke orpaHuMyMBaeT BO3MOXHOCTW OTkara.
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F.10.2 FDP_ROL.1 Ba3oBbli1 oTKaT

F.10.2.1 3ameuyaHuns No NPUMEHEHUNIO A4NS NONb30BaTENsA

KomnoHeHT FDP_ROL.1 no3BonsieT nonb3oBaTento WM CyGbekTy OTMEHATb HEKOTOPYK COBOKYMHOCTb onepawuii
Haj npeponpejeneHHbIM MHOXECTBOM 06bekToB. OTMeHa BO3MOXHa TOMbKO B HEKOTOPbIX Npegenax, Hanpumep, Ha
HEKOTOpOe YMC/0 CUMBOJIOB WK B OMpefesieHHOM UHTepBasie BPEeMEHU.

F.10.2.2 Onepauuu

F. 10.2.2.1 Ha3HauyeHue

B FDP_ROL.1.1 aBTopy M3'36 cnegyet cneunduuymnposatb M®B ynpasneHnsa 4octynom n/mnn nHopMaLnoHHbI-
MU NOTOKaMu, KoTopble ByAyT OCYLEeCTBASTLCA NPU BbINO/HEHWN onepauuii oTkaTa. Heo6x0ANMO YA0CTOBEPUTLCS, UYTO
oTKaT He ucnonb3yeTcs Ana obxofga cneundulymposBaHHbix NP6,

B FDP_ROL.1.1 aBTopy MM3/3b cnegyet cneyndunymposaTb CIMCOK ONepaLuii, f4oNycKalLWmnx oTkar.

B FDP_ROL.1.1 aBTOpy M3/36 cneayeT cneuuduumpoBaTb TUMbl UHOPMALMN /UK CNUCOK 06BEKTOB, K KOTO-
pbIM NpYMeHMMa NoAuWTUKa oTKaTa.

B FDPJROL.1.2 aBTopy M3/3b cnegyeT cneunduuupoBaTtb orpaHuyeHne, B paMmkax KoToporo MoryT BbINOMHATLCA
onepauumn otkata. 3TO rMOXeT 6bITb MHTEPBA/I BPEMEHMW, HaNpUMep, MOryT ObiTb OTMEHEHbI Oonepauun, BbIMOSHEHHbIE B
TeyeHne NocneAHuX ABYX MUHYT. [pyrMMn BO3MOXHbIMW OrpaHUYEHUAMKU MOTyT GbiTb MakCMMasibHOE YMC/0 OTMeHse-
MbIX onepauuii unu pasmep bydepa.

F.10.3 FDP_ROL.2 PacwupeHHblii oTkaT

F.10.3.1 3ameuaHuss N0 NPUMEHEHUNIO A4NSA NOMb30OBaTENA

KomnoHeHT FDP_ROL.2 cogepxut Tpe6osaHue, 4tobbl P50 npefoctasnsanm BO3MOXHOCTb OTKaTa BCex onepa-
LMii. 0gHAKo Monb3oBaTesib MOXET Bbl6paTh ANA OTKata TO/IbKO YacTb W3 HUX.

F.10.3.2 Onepauuu

F. 10.3.2.1 Ha3HauyeHue

B FDP_ROL.2.1 aBTopy M3'3b cnepyet cneuynduumnposats NMPB ynpasnexdus goctynom un/vunn NPb ynpasnexHus
MHMOPMALMOHHBIMI MOTOKaMU, KOTopble OyAyT OCYLWeCcTBAATLCA NPU BbINOHEHUM onepauuii oTkaTa. 3To Heobxoaumo
[ON51 TOro, YTo6bl Y0CTOBEPUTLCS, YTO OTKAT HE UCMNOJb3yeTcsa Ana o6xofa cneunduymposaHHbix MNPb.

B FDP_ROL.2.1 aBTopy MM3/3b cnegyet cneunduympoBaTb CIMCOK 06BHEKTOB, K KOTOPbIM MPUMEHMMa NoauTmKa
oTkaTta.

B FDP_ROL.2.2 aBTopy M3/36 cnegyeT cneunduumpoBarb OrpaHuyeHne, B paMkax KOTOpPOro MoryT BbIMOMHATLCSA
onepauum otkata. 3To MOXeT ObiTb MHTEPBA/I BPEMEHMN, HaNpUMep, MOryT 6biTb OTMEHEHbI 00epaLum, BbIMOMHEHHbIE B
TeyeHne nocnefHux ABYX MUHYT. [JpyrMn BO3MOXHbIMW OFPpaHUYEHUAMU MOTYT GbiTb MaKCUMasibHOEe YMC/0 OTMeHse-
MbIX onepauuii unu pasmep 6ycepa.

F.11 LlenocTHOCTb XpaHUMbIX gaHHbix (FDP_SDI)

F.11.1 3amevyaHua gnsa nonb3osarens

CewmelictBo FDP_SDI cofepxXuT TpeboBaHusl, CBA3aHHbIE C 3aWMTON AaHHbIX NOAb30BaTeNns BO BPEMSA UX XpaHe-
Hua B npegenax OAd.

AnnapaTtHble c60u 1 OWNBKN MOryT BO3AEWCTBOBATb Ha faHHble, XpaHuMble B namaTu. CemelicTBO COAepXuT
Tpe6oBaHNA N0 OGHAPYXEHWIO TakuxX HenpeAHamMepeHHbIX OWNGoK. B aToM cemeiicTBe Takxe paccmaTpuBaeTcs Lieso-
CTHOCTb [JaHHbIX BO BPEMSI UX XPAHEHUA B 3anoMUHaloLuX ycTpoiicTBax B npegenax OA®.

[ns npepoTBpalyeHns MoAudMKauuu AaHHbIX Cy6bekToM TpebyeTcs BMECTO 3TOro cemelicTBa MCMNo/Nb30BaThb
cemeiictBa FDPJFF «®yHKUNW ynpaBneHnsa nHAoOpMaLyMoHHbIMM noTokamu» nnn FDP_ACF «®yHKUWW ynpaBrieHus
A0CTYynoM».

FDP_SDI otnnvaeTtcs oT cemelictBa FDPJTT «[Mepepaya B npegenax OO». koTopoe 3auwjuiaeT fjaHHble Nonb30-
BaTens oT OWMNBOK LLeIOCTHOCTU BO BpeMs Ux nepegaun B npegenax OO.

F.11.2 FDP_SDI.1 MOHWUTOPWHT LLe/TOCTHOCTU XPaHUMbIX JaHHbIX

F.11.2.1 3ameyaHunsa nNo NpUMeEHeHNo 4NA nonb3oBaTens

KomnoHeHT FDP_SDI.1 KOHTpOnMpyeT nosiBfieHNe OWnBOoK LeNOoCTHOCTU AaHHbIX, XPaHUMbIX Ha Hocutene. ABTOp
MN3/3b moxeT cneunduunpoBaTb pasinyHble TUNbl aTPUOYTOB AaHHbIX N0/Ib30BATENSA, HA KOTOPbIX 6yAeT OCHOBaH MOHU-
TOPWHT.

F.11.2.2 Onepauuu

F. 11.2.2.1 HasHaueHwue

B FDP_SDI.1.1 aBTopy N3/3b cnepyet cneyngurumposaTtb OWNOKN LLeIOCTHOCTH, KoTopble 6yayT BbiaBAATb BO.

B FDP_SDI.1.1 aBTopy M3/36 cnepyeT cneunduunposatb atpubyTbl AaHHbIX NOb30BaTeNs, KoTopble ByayT nc-
nonb30BaTbCsA Kak OCHOBa /11 MOHUTOPWHra.

F.11.3 FDP_SDI.2 MOHUTOPWHT LLeNIOCTHOCTU XPaHUMbIX AaHHbIX N NpeAnpuHUMaeMble AeiicTBna

F.11.3.1 3ameyaHunsa Mo NPpMMeEHEHN0 ANA Nosb3oBaTens

KomnoHeHT FDP_SDI.2 KOHTponupyeT NnosiBfieHne OWnbOoK LeNOoCTHOCTA AaHHbIX, XPaHUMbIX Ha Hocutene. ABTOp
MN3/3Bb rnoxet cneuynduumpoBaTtb, kakne AeWCTBUA cnefyeT NPeAnpuHATL Npy 06HapyXeHun ownboK LenoCTHOCTH.

F.11.3.2 Onepayumn

F. 11.3.2.1 Ha3HaueHue

B FDP_SD1.2.1 asTopy MN3/3b cnegyeT cneyndunumposaTtb OWNGKM LLEIOCTHOCTH, KOTOpble ByayT BbiaBAATL PBO.
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B FDP_SDI.2.1 aBtopy M3/3b cnegyet cneyuduuupoBaTtb atpubyThl AaHHbIX NONb30BaTens, Kotopble 6yayT uc-
nosib30BaTbCA Kak OCHOBa [/11 MOHUTOPWHra.

B FDP_SDI.2.2 aBTopy MN3/36 cnegyeTt cneyudmunpoBath AelicTBUSA, NpeAnpuHUMaeMble Npu 0GHapyXeHuu owne-
K/ LLeNIOCTHOCTH.

F.12 3awuTa KOHPUAEHLNANbHOCTY AaHHbIX NONb30BaTeNsa npu nepegave mexay 650 (FDP_UCT)

F.12.1 3amevyaHusa gna nonb3osartens

CewmelictBo FDP_UCT onpegenseT Tpe6oBaHus No o6ecneyeHnto KOHPUAEHLMANbHOCTM AaHHbIX No/b30BaTens
npu ux nepegaye no BHewHeMy kaHany mexgy OO n gpyrum fosepeHHbIM npoaykTom UT. KoHuaeHunanbHOCTb ocyLe-
CTBsieTCA NyTeM MnpefoTBpalleHnss HECAHKLMOHVPOBAHHOIO PAaCKpbITUS AaHHbLIX MPU UX nepefaye Mexay ABYMS OKO-
HeYHbIMU Toukamn. OKOHEeYHbIMU ToYkaMu MOryT 6biTb ®BO nan nonb3oBaTesb.

3To cemeicTBO coaepxnT TpeboBaHMe 3aluTbl AaHHbIX MOMb30BATENS NpU nNepepaye, TorAaa kak ceMeicTBo
FPTJTC «KoH(unaeHunanbHOCTb 3KCNOPTMPYEMbIX AaHHbIX PBEO» nmeeT Aeno ¢ gaHHbimun ®BO.

F.12.2 FDP_UCT.1 ba3oBas KOHpUAEHLNaNbHOCTb O6MeHa faHHbIMKY

F.12.2.1 3ame4yaHua No NpUMeEHEHNI0 414 NONb3oBaTeNA:

®BO VMeloT BO3MOXHOCTb 3alMTUTb OT PACKPbITUS HEKOTOPbIE [laHHble M0/b30BaTeNs BO BpeMs oOMeHa.

F.12.2.2 Onepauyuu

E. 12.2.2.1 Ha3HaueHue

B FDP_UCT.1.1 aBTopy MN3/36 cnepyeT cneuyudmumnposats MN®B ynpaBneHns 4ocTynoM W'Mav MHOOPMAaLMOHHbI-
MU NoToKamu, KoTopble 6yAyT OCYLLeCTBAATLCA NPU 06MeHe AaHHbIMW NoMb30BaTeNs. YKasaHHble MOMUTUKM ByayT ocy-
WeCTBAATLCA ANA NMPUHATUA PELUeHWn O TOM. KTO W KakMMW AaHHbIMU MOXeT 06MeHMBaTbCS.

F. 12.2.2.2 Bbi6op

B FDPJJCT.1.1 aBTtopy MN3/3b cnepyeT onpeAennTb, NPUMEHSAETCSA 3TOT 3/IEMEHT K MEXaHU3My OTMpaB/eHNs Uan
nosly4YeHns faHHblX Nosb30BaTens.

F.13 3awuTa LeoCTHOCTH AaHHbIX NOb30BaTeENa Npu nepegaye mexay ®60 (FDP_UIT)

F.13.1 3ameyaHua gna nonb3osarens

CewmeiictBo FDP_UIT onpegenseT Tpe6oBaHUs Mo o6ecrneyeHnto LefoCTHOCTH AaHHbIX NoMb3oBaTens npu ux
nepegave mexagy ®60 u apyrum AoBepeHHbIM NpoaykToM UT. a Takke ANA UX BOCCTAHOBNEHUSA Npu 06HapyXuBaeMbix
ownbkax. Kak MUHUMYM, faHHOEe CeMelNCTBO KOHTPOMMPYeT LeN0CTHOCTb AaHHbIX Nonb3oBaTens Ha npeameT mogudu-
Kkauun. Kpome Toro, faHHOe cemelicTBO MogAepXuBaeT pas/iMyHble Cnoco6bl UcMpaBneHus 06HapYXeHHbIX oWwWn6ok
LEe/I0CTHOCTH.

[laHHOB cemelicTBO onpefensieT Tpe6GoBaHUA NO 06ecneyveHnto Le/IoCTHOCTM AaHHbIX NOoNAb30BaTens npu nepe-
fadve. Torga kak cemeiictBo FPT_m «Lle/loCTHOCTb 3KCMOpPTMPYyeMbIX faHHbIXx PBO» umeeT geno ¢ gaHHbiMn ®BO.

CewmeiictBa FDPJJIT «3awunTta LenocTHOCTM AaHHbIX Nofb3oBaTens npu nepepave mexay ®60» n FDPJJICT
«3awmnTa KOH(MAEHUMaNnbLHOCTU AaHHbIX NOMb3oBaTens npu nepegade mexgy ®650» cxoAHbl MexAy COBOW, MOCKONbKY
FDPJJCT «3alunta KOH(hnaeHUNanbHOCTN AaHHbIX Nonb3oBaTens npu nepegave mexgy ®B5O» cBA3aHO C KOHUAEH-
LManbHOCTbIO AaHHbIX NOb30BaTesns. Mo3aToMy TOT Xe MexaHu3M, KOTopblii peanmdyeT FDPJJIT «3awuta LenocTHocTn
[aHHbIX Monb3oBaTens npu nepegadve mexgy ®6O0». mMor 6bl MUCNONL30BATHCA U AN1A peanu3auymn pyrnx cemeincrts,
Taknx kak FDP_UCT «3awmTa KoHpuaeHLManbHOCTK faHHbIX nonb3oBaTens npu nepegadve mexgy ®650» nnn FDPJTC
«/IMNOPT AaHHbIX U3-3a npefenos AelicTBus ®EO».

F.13.2 FDP_UIT.1 LenocTHOCTb NnepefaBaembiX flaHHbIX

E. 13.2.1 3ameyaHua no npMmMeHeHUo 4719 nosb3oBarens

®BO umeloT 6a30Byl0 CMOCOGHOCTL OTMPaBAATL W MOMyYaTb JaHHble NO/b30BaTesIsi CNOCO60M, NO3BOASAIOWNM
06HapyxuTb mogudukauuno. OT PBO He TpebyeTcsA NOMbITOK BOCCTAHOBEHUSA MOAUMDULNPOBAHHBIX JaHHbIX.

F. 13.2.2 Onepauuu

F.13.2.2.1 Ha3HauyeHue

B FDPJJIT. 1.1 aBTopy M3/36 cnegyeT cneyundurymnposatb MNPBE ynpaBaeHns focTynom n/mnv MHMOPMaLuoHHbIMU
notokamu, Kotopble 6yAyT OCYLLECTBAATLCA NPU O6MeHe JaHHbIMU MNO/Nb30BaTens. YkasdaHHble NoauTuku 6yayT ocylie-
CTBNATLCA ANSA NPUHATUS PelleHnii 0 TOM. KTO MOXeT OTNpaBAsATb UAW NoMyyaTb AaHHble U Kakne UMEHHO JaHHble MoryT
6bITb OTNPaB/EHbl UIN NOMYYEHbI.

F. 13.2.2.2 Bbibop

B FDP_UIT.1.1 astopy MN3/3b cnegyeT onpefennTb, NPUMEHATb X 3TOT anemeHT K PBO npu oTnpasneHun unu
nony4yeHnn o6bEKTOB.

B FDPJJIT.1.1 aBstopy M3/36 cneapyet onpefenuTb, 3aWuwiaTtb M AaHHble OT MoAudMKaLmun, yaaneHus, BCTaBku
VN NOBTOPEHUA.

B FDPJJIT.1.2 aBTopy MN3'36 cnegyet onpeaenntb, o6Hapyxusatb N owunbKM Tuna Moguvdukaunu, yaaneHus,
BCTaBKN WX NOBTOPEHWUS.

F.13.3FDPJJIT.2 BoccTaHOBNEHWe NepefaHHbIX faHHbIX NICTOYHUKOM

F.13.3.1 3ameuyaHus No NPUMEHEHUNIO NS NOMb30BaTENA

KomnoHeHT FDPJJIT.2 npepoctaBnseT BO3MOXHOCTb UCNpaBfeHUs COBOKYMHOCTU UAEHTUMULMPOBAHHbLIX OLWKN-
60k nepefaumn, ecnu TpebyeTcs, TO C NOMOLbIO A4PYroro AoBepeHHoro npogykta WT. MocKonbKy Apyroii AOBepeHHbIi
npoaykt UT HaxoauTtca 3a npegenamu O4®, ®BO He mMOryT ynpaBnTh PeXMMOM ero (hyHKLUMOHUPOBaHNS. Tem He MeHee
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B Lie/1SiX BOCCTAHOB/IEHUSI BO3MOXHO npefocTaBneHne yHKuuii, o6nagarowmnx cnoco6HOCTbIO BbINOMHATLCSA KOOPAUHU-
pOBaHO C pyrum [oBepeHHbIM npoayktom UT. ®BO, Hanpumep, MOryT BKAYaTb B cebsi (DyHKUMM, CNOCO6HbIE NOByANTL
[OBEPEHHbI NpoaykT UT. SBAAILWMIACA UCTOYHUKOM, MOBTOPUTL Nepegayy AaHHblX Nocne o6HapyxeHus ownbkn. IToT
KOMMOHEHT CBfA3aH C BO3MOXHOCTbi0 ®BO peannsosaTb Takoe BOCCTAHOB/EHME MNpW OLIMGKAX.

F.13.3.2 Onepauunn

F.13.3.2.1 HasHaueHue

B FDP_UIT.2.1 aBTopy MN3/36 cnepyeT cneuuduunposats NPBE ynpaBneHns 4oCTynoM M/unu MHOPMaLNOHHbIMA
notokamu, kotopble 6yAyT OCYLLeCTBAATLCA NpU 06MeHe AaHHbIMU NoNb3oBaTens. YkasaHHble NOAUTUKKM 6yayT ocylie-
CTBNATLCS ANSA NPUHATUA PeLleHnii 0 TOM. Kakue AaHHble U KakuM 06pas3oM MOryT BOCCTaHaB/IUBATLCS.

B FDP_UIT.2.1 aBTopy MN3'36 cnegyeT npuBecTV CNUCOK OWNOGOK LLeOCTHOCTU, Nocse KoTopbix PBEO ¢ nMomoLlblo
[oBepeHHoro npogykra UT. ABAAIOWErocs UCTOYHMKOM, B COCTOSIHWM BOCCTAHOBUTb NepBOHAaYasibHOE cofepxaHune AaH-
HbIX NOJib30BaTeNA.

F.13.4 FDP_UIT.3 BoccTaHoB/IeHMEe nepefaHHblIX faHHbIX nonyyarenem

F.13.4.1 3ameuyaHuns No NPUMEHEHUNIO NS NOMb30BaTENA

KomnoHeHT FDP_UIT.3 npepoctaBnseT BO3MOXHOCTb UCNPaBfeHUs COBOKYNMHOCTU WUAEHTU(ULMPOBAHHbIX OLWN-
60K nepegauywn. VcnpasneHue BbiNonHAETCA 6€3 NOMOLM [OBEPEHHOro npoaykta UT. ABNSAIOWEro NCTOYHWKOM. Hanpu-
Mep, ecnu o6HapyXeHbl onpefeneHHble OWNGKM, TO HeobxoAnMa JocTaToyHas YCTOWUYMBOCTL MPOTOKONA nepejauyun c
TeM. 4To6bl AaTh BO3MOXHOCTb ®BO BbINOMHUTL BOCCTAHOBNEHME HA OCHOBAHWM KOHTPO/IbHLIX CYMM W ApYroi npegyc-
MOTPEHHOI MPOTOKO/IOM WMHhopMaLuK.

F.13.4.2 Onepauun

F. 13.4.2.1 HasHauyeHue

B FDP_UIT.3.1 aBTtopy MN3/36 cneayeT cneyudumumnposatsb MN®E ynpasneHns 4OoCTyNoM U/unu nHOpMaLnoHHbIMU
notokamu, Kotopble 6yAyT OCYLLECTBAATLCA NPU 06MeHe JaHHbIMU MNO/b30BaTens. YKasdaHHble NoauTuku 6yayT ocylie-
CTBNATLCA ANSA NPUHATUA PeLleHunii 0 TOM. Kakue AaHHble U Kakum 06pasoM MOryT BOCCTaHaB/IMBATLCA.

B FDPJJIT.3.1 aBTOpy M3/36 cnegyeTt NnpvBeCTU CNMCOK OWIMGOK LLeoCTHOCTK, nocne koTopbix PBEO. nonyvatoune
[aHHble, B COCTOAHUN CaMOCTOATE/IbHO BOCCTAHOBUTL MepBOHAYasibHOe CofepXaHue AaHHbIX Nofib30BaTens.
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MpunoxeHune G
(o6sA3aTenbHoe)

NaeHTudukaunsa n aytentudukauuna (FIA)

O6wum TpeboBaHnem 6e30MacHOCTV ABNSETCA OfHO3HauyHas uaeHTudukauma nuua u/vuam o6bekTa, BbINOMHA-
wero B OO onpegeneHHblie yHKUMN. 3To TpeboBaHWe nNpegnonaraeTt He TONIbKO YCTAHOBEeHWE 3asB/IEHHOro naeHTudu-
KaTopa Kaxoro rnosib3oBaTesis, HO Takxe U BepudurkaLmnio Toro, 4To Kax/blii Nnonb3oBaTtesnb AeliCTBUTENIbHO TOT, 3a KOro
cebs BblgaeT. ITO AoCTUraeTca TeM. YTO OT nosib3oBateneli Tpebyetcs npegoctaBnaTe PEO HekoTOpyl WHDOPMaLWIO,
KoTopas, no ceeAeHnam ®BO, aelicTBUTENbHO accounmpoBaHa ¢ HUMU.

CewmeiicTBa knacca FIA onpegensaoT TpeboBaHna K PYHKUMAM, yCTaHaBAMBaOLWMUM 1 BEpUULMPYIOLWLNM 3asiBeH-
HbIA nAeHTUdMKATOP Kaxaoro nonb3osatens. MaeHtuduvkauma n ayteHTudukaumsa tpebyotca ans obecneyeHns acco-
unauum nonb3osartesieil C COOTBETCTBYOWMMY aTpubytamn 6e3onacHocTu (Hanpumep, naeHTUdmkaTopamu, rpynnamm,
ponsMu, ypoBHAMK 6€30MNacHOCTU UAW LefIoCTHOCTH).

OpHo3HavyHas naeHTuduKauma ynonaHoOMOYEHHbIX Nosb3oBaTenieil 1 npaBunbHas accouuauuns atpmbyTos 6e3o-
NacHOCTW C NONb30BATENAMU U Cy6BbEKTaMN KPUTUYHbLI A5 OCYLLECTBNEHUSA OnpejAeneHHbIX NoMTUK 6e3onacHocTu.

CewmelictBo FIA_UID «WpeHTudmkauma nonb3oBaTensd» npefHasHayeHo AN onpefeneHus naeHtudukatopa
nonb3oBartens.

CewmeiictBo FIAJJAU «AyTeHTudMKaumsa nonb3oBaTensa» npefHasHayeHo ANsA Bepudmkaumm naeHtndukaTopa
nonb3osarens.

CewmelictBo FIA_AFL «OTka3sbl ayTeHTUUKaunm» npejHasHavyeHo 415 OnpefesieHns OrpaHuyYeHnin Ha 4ncnio
NOBTOPHbIX HEYCMeLlHbIX NOMbITOK ayTeHTUuKaLunm.

CewmelictBo FIA_ATD «OnpepgeneHne atpubyToB nosib3oBatensa» npefHasHavyeHo 415 onpefeneHvs atpubyTos
nonb3oBatesneii, npumeHseMbix Npu ocyuiectTesneHun MB6O.

CewmeiictBo FIA_USB «CBA3blBaHNe N0/Mb30BaTENb-CYyObEKT» MpeAHa3HAYeHO NSt KOPPEKTHOM accouuauuu at-
pnbyToB 6€30MaCHOCTU ANA KaXAO0ro YNOSHOMOYEHHOrO Mosib3oBaTens.

CewmelictBo FIA_SOS «Cneuudukauna cekpetoB» npegHasHayeHo AN reHepauun u Bepudukaumm cekpeTtos,
COOTBETCTBYIOLMX YCTAHOBEHHON METpUKe.

Hexomnosnuua knacca FIA «/igeHTudukauma n ayTeHTuukauma» Ha cocTaBnsAoLMe ero KOMNOHEH bl nokasaHa
Ha pucyHke G.1.

HAJJIQ NabiTdhaounaT v u ruw I I I_I_B

HAJJga Cul mpi*» newb*o** mb<|L3M«T

PucyHok G.1 — [lekomno3unuymsa knacca FIA «geHTudmkaumna n ayTeHTudmkaLmna»
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G.1 OTkasbl ayTeHTUdunkaymm (FIA_AFL)

G.1.1 3ameyaHuns AnA nonb3osartens

CewmelictBo FIA_AFL copepxuT Tpeb6oBaHMA NO OnNpefefneHnto Yncaa nonbiTok ayTeHTUdukauum n aeincTemam
®BO B cnyyaB ux Heypauu. MapameTpamu, onpefenswwMMm BO3MOXHOE YMUC/IO MOMbITOK ayTeHTUdUKaLun, cpeam
npoYnx MOryT 6bITb YMCMO NOMBLITOK W JONYCTUMbI/ UHTEPBAS BPEMEHMU.

Mpouecc oTKPbITUS ceaHca Nosb3oBaTens npegycmarpusaeT B3avMofeicTBMe C NoMb3oBaTesieM, No3BonsioLLee
OTKPbITb CEeaHC N He3aBUCMMOE OT (pakTUyeckoil peanunsaumu. Ecnv yncno HeycnewHbIX MOMbITOK ayTeHTudukaymmn
NpeBbICK/I0 YCTAHOB/IEHHOE 3HayeHue, TO G/I0KUPYIOTCA yyeTHble AaHHble Nofb3oBaTens M/MAnM TepMUHaN, C KOTOPOro
BbIMOJIHANNCH 3anpocbkl. ECnu yyeTHble AaHHble Nonb3oBaTens 3ab/0KMpoBaHbl, TO OH He MOXeT BOWTU B cucTemy. Ecau
3abn10KkMpoBaH TepMuHan, To OH (UKW ero agpec) He MOXeT 6biTb MCNOMb30BaAH A1 BXOoAAa B cuctemy. dta cuTyauus
COXpaHUTCA, NoKa yCnoBua AN NOBTOPEeHWSA NOMbITOK OTKPbITUA ceaHca He 6yAyT yA0BMeTBOPEHSI.

G.1.2FIA_AFL.1 O6paboTka 0TKa3oB ayTeHTUdnKaLmm

G.1.2.1 3ameyaHuns No NPUMEHEHUI0 A4NA NoNb3oBaTens

AsTop M3/36 MOXeT yCTaHOBUTb YMC/I0 HEYCNeLHbIX MOMNbITOK ayTeHTudrKaymm nmbo AoBepPUTb 3TO pa3paboTunky
OO nnn ynosHOMOYEHHOMY MoJib30BaTesNo. MoAcyeT HeycnelwHbIX NONbITOK ayTeHTUMUKaLUN [O/MKEH OblTb CBSA3aH He
C nocnefoBaTe/lbHOCTbI0 UX BO3HWKHOBEHWS, a C Kakum-nnbo cobbiTueM ayTeHTudukauun. Takum cobbiTUEM MOXET
6bITb YNC/IO HeyCNeLHbIX NOMbITOK C MOMEHTa NoC/Ie[JHero ceaHca, yCnewHo OTKPbITOro ¢ AaHHOro TepMuHana.

ABTOp M3/3B6 MOXeT onpeAenuTb CNMCOK AECTBUIA, KOTOPble AO/DKHbI NpegnpuHuMatbcs ®BO B cnyyae oTkasa
ayTeHTUMKaLmn. YNoaHOMOYEHHOMY aAMUHUCTPATOPY Takke MOXeT ObiTb pas3pelleHOo ynpaBisaTb 3TUMU COObITUAMMU,
ec/n Takylo BO3MOXHOCTb npegycmoTpen astop M3'36. Takumu fgeiicTBusiMU, cpean NPoYMX, MOTYT 6blTb: OTKIOYEHWe
TepMuHana, OTK/I0YEeHNEe YUYETHbIX JaHHbIX NoNb30BaTeNsA AW nojadva curHasa TpeBorn agMmHUCTPaTopy. YCNoBus, npu
KOTOpbIX MPOU30iigeT BO3BpaLleHne K 06bIYHOMY pexumy paboTbl, He06X0ANMO crneunduLnpoBaTb Yepes AelCTBUSA.

[ns Toro, 4To6bl NPeAoTBPaTUTL MOJIHYI0 HEBO3MOXHOCTb 06cnyxmBaHus, B OO 06bIYHO 0b6ecneunBaeTcs HeBO3-
MOXHOCTb G/IOKMPOBaHUS YYeTHbIX faHHbIX, N0 MeHblueli Mepe, OfHOro nosb3oBaTens.

ABTop M3'3b MoXeT ycTaHaBNuBaTb UHble AelicTBuA Ans PBO. oTHOcAWMeECS B TOM YniCe K npaBuiam Ae610Kkmpo-
BaHWA npouecca OTKPbITUA CeaHca MNo/nb3oBatenss AW nojadye curHana TPesorn agmuHucTpaTopy. MNprmepamu Takmx
fAeicTBuid (NpaBun) ABNSAIOTCA: 40 UCTEUYEHNS YCTAHOB/IEHHOTO BPEMEHW; MOKa YNOSIHOMOYEHHbIV aMUHNCTPaTOp BHOBb
He Ae6noKMpyeT TepMUHaN UAW yYeTHble AaHHble N0Nb30BaTeNs; A0 UCTEYEHNS BPEMEHU, CBA3AHHOIO C npeablayLmmm
HeycnewHbIMW NOMbITKAMK (Hanpumep, Mocne Kaxpaoi HeycnelwHon NonbiTkM Bpems 610kMpoBaHuA ygBanBaeTcs).

G.1.2.2 Onepauuu

G.1.2.2.1 Bbi6op

B FIA_AFL.1.1 aBTop MN3'36 [O/MXeH BbIOpaTb WM HA3HAYEHWE NOJIOXUTENbHOTO LLesIoro YACAa, UN BblpaXeHne
«yCTaHaBNMBaeMoe agMWHUCTPATOPOM MOMOXWUTENbHOE Liesloe YUCN0», ONpefenuns AnanasoH JOMYCTUMbIX 3HAYEHWA.

G.1.2.2.2 Ha3HauyeHue

B FIA_AFL.1.1 aBTOpy MN3'36 cneayeT cneunduympoBatb co6bITUA ayTeHTUdrkauun. NMpumepammn SABNAIOTCA: YnUC-
N0 HeyCnelHbIX NOMbITOK ayTeHTUdUKauMmn ANsS AaHHOTo naeHTudukatopa nonb3oBartens ¢ MOMeHTa nocnefHel yc-
NeLHOoN NonbITKA: YACO HEeYCNeLUHbIX MOMbITOK ayTeHTUMKaLMM ANS AAHHOTO TepMuUHana ¢ MOMeHTa nocfnegHei yc-
NeLwHoN MOoMbITKN; uncno HeyCnelHbIX NONbITOK ayTeHTudukaymmn 3a nocnegume 10 MuH. HeobxoAanmo ykasaTb, Mo
MeHblUell Mepe, 04HO COobbITue ayTeHTudunkaymm.

B FIA_AFL.1.1. ecnu BbIGpaHO Ha3HaveHve NooXNUTENbLHOTO Lesioro yucna, astopy M3/3b cnepyeT cneunduum-
poBaTb 3ajaBaemMoe Mo yMON4YaHUo Yncno (NONOXUTENbHOE Liesioe) HeycrneLHbIX NoMbITOK ayTeHTudukaum, npu goc-
TUXKEHUN MW NpeBbIWEeHNN KOTOpOoro 6yAyT MHULMMPOBATLCA onpefesnieHHble AeicTBUSA.

B FLA_AFL.1.1 ecnu BbibpaHO «ycTaHaB/IMBAEMOE afMUHUCTPATOPOM MOMOXMTE/bHOE LiesIoe YMCIo», TO aBTOpYy
MN3/36 cnepyet cneunduumpoBaTtb AManasoH AONYCTUMbIX 3HAYEHWI, 13 KOToporo agMuHucTpatop OO MOXeT ycTaHo-
BWTb YNC/IO HeyAauHbIX MOMbITOK ayTeHTudukauun. Yncno HeyaauHblx NOMbITOK ayTeHTUKauum f0KHO 6biTb MeHbLUe
UMW PaBHATLCS 3HAUYEHWIO BEePXHell rpaHuupbl U 6O/blie WAN PaBHATLCA 3HAYEHWUIO HWXKHEN rpaHuubl fuanasoHa.

B FIA_AFL.1.2 aBTopy M3/36 cnepyeT cneuynduymposaTb AeiCTBUSA, NpeAnpUHUMaEMble B CiydYae [OCTUXKEHUs
VN NpEeBbILEHNA NpefesibHOro 3HauYeHUs Ynucna nonbITok. Takumu AeiCTBUSAMU MOTYT ObiTb: 6/10KMpPOBaHNE yYeTHbIX
[aHHbIX Ha 5 MVH. 610KMpPOBaHNe TepMUHaNa Ha yBennyuBaloLMiica NHTepBan BpemeHu (YNCNo CekyHA, pasHoe 2. rae
M — 4YNCNI0 HeycnewHbIX NOMbITOK) UM 6n0kupoBaHve (C yBeAOMIEHNEM aAMUHUCTPaTOpa) YUYETHbIX AaHHbIX BNAOTb A0
ero CHATUS afMUHMCTpPaToOpoM. B onucaHumn geiicTBuii cnegyeT ykasaTb NPUHUMAaeEMble Mepbl U CPOK WX AeicTBusa (Mau
YyCNOBUA NpekpaLleHnss AeiicTBUs aTux mep).

G.20npepgeneHue atpnbytos nons3osatens (FIA_ATD)

G.2.1 3ameyaHusa ana nonb3oBartens

Bce ynonHoOMoOYeHHble nosib3oBaTeny MoryT, NOMMMO uUAeHTUudmkaTopa nonb3osatens, UMeTb gpyrne atpuoyThbl
6e3onacHoCcTH, NpumeHsiemMble npu ocyuwecTeneHun MBO. CemelictBo FIA_ATD onpegenset TpeboBaHus Ans accouuma-
uun atpnbyTtoB 6€30NacHOCTM C NOMb30BaTeIAMN B COOTBETCTBMU C HEOOXOAMMOCTbIO nogaepxku MBO.

CyLiecTBYIOT 3aBUCUMOCTU OT OnpeAeneHuii oTaeNbHbIX NONMTUK 6esonacHocT. CnefyeT, YTOObI Takue onpefe-
NeHnsa cofepxanu Cnuckn aTpmbyToB, HEOBXOAMMbBIX ANA OCYLLECTBAEHUS MOMUTUKN.
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G.2.2 FIA_ATD.1 OnpegeneHue aTpnbyToB Nosb3oBaTens

G.2.2.1 3ameyaHus No NPUMEHEHUI0 A4NA NoNb30oBaTeNs

KomnoHeHT FIA_ATD.1 cneuncuunpyeT atpubyTbl 6€30nNacHOCTW, KOTOpble cnegyeT NOAAEpXMBaTb Ha YpOBHE
nosnb3osarens. OT0 O3HA4YaeT, YTO Ha3Ha4YeHVe ¥ BO3MOXHOe M3MeHeHue aTpubyToB 6e30MacHOCTU, yKkasaHHbIX B CUC-
Ke. oCylecTBNseTCA Ha ypOBHe nosib3oBartens (To ecTb ANA KaXAoro nosib3osarens UHAMBMAYaNbHO). VIHbIMK cnoBamu,
n3MeHeHne aTpubyToB W3 CrMCKa, acCOLMMPOBAHHOIO C KakMm-nn6o nonb3oBaTesieM, He JO/KHO BAMATb Ha atpubyTbl
6e30MacHOCTU Apyrux nonb3osaTenei.

Ecnu atpnbyTbl 6e30onacHOCTV NpuHaaaexar rpynne nosnb3osartenieil (Hanpumep CNMCOK BO3MOXHOCTEW rpynnbl),
nonb3oBaTesno noTpebyeTca MMeTb CCbIKY (Kak aTpubyT 6e30macHOCTM) Ha COOTBETCTBYIOLLYIO Tpynmy.

G.2.2.2 Onepauuu

G.2.2.2.1 HasHauyeHue

B FIA_ATD.1.1 aBTopy M3/36 cneayeT cneunduunposatb aTpubyTbl 6€30MacHOCTU, accouunpyemMble C KaxabiMm
OoTAeNbHbIM nofib3oBatenem. NpumMepomM MOXeT CNYXUTb CMNCOK, BKIOYAOLWMA B cebsa aTpubyTbl «ypOBeHb A0MyCKa»,
«nAeHTUdUKaTOP rPpynmbl», «npasax».

G.3 Cneuyundukayus cekpetos (FIA_SOS)

G.3.1 3ameyaHunsa Ansa nonb3osartens

CewmeiictBo FIA_SOS onpegenseT TpeboBaHMa K MexaHW3MaMm, KOTOpble peasnim3yloT onpefeneHHyl0 MeTpuky
KayecTBa NS NpefoCTaBisAeMbIX CEKPETOB W FeHepupyloT cekpeTbl, yAoBneTBopsiolWwmMe onpeAeneHHoin metpuke. Mpu-
MepaMu Taknux MexaHW3MOB MOryT OblTb aBTOMaTuMyeckas npoBepka NpegocTaBnseMblX MOMAb30BaTeNAMNU naponei nam
aBTOMaTtuyeckasa reHepauusi naponei.

CekpeTbl MOryT reHepmpoBatbcs BHe OO. Hanpumep, BblbMpaTbCcs Nofb3oBaTensAMyM U BBOAUTLCA B cuctemy. Mpu
3TOM MOXeT 6bITb MCMNOMb30BaH KOMMNOHEHT FIA SOS.1 «Bepudmkauuma cekpetoB» An8 06ecnevyeHnuss cooTBeTCTBUSA
CeKpeToB, CreHepMpOBaHHbIX BHE CUCTEMbl, KOHKPETHbIM YCMOBUAM, TakMM Kak MUHMManbHO JOMYCTUMBbIA pasmep,
OTCYTCTBUWE B C/0Bape W/vnn HenpuMeHeHne paHee.

CekpeTbl MOTyT Takxe reHepuposatbcsi cammm OO. B aTom cnyyae TpeboBaHue, 4TO6bI creHepupoBaHHble OO
ceKkpeTbl COOTBeTCTBOBa/NM cneuynduyMpoBaHHoin MeTpuke, obecneynBaeTcs KomnoHeHTom FIA_SOS.2 «[leHepauus
cekpetoB ®B50O*.

CekpeTbl, paccmaTpuBaemMble B JaHHOM ceMeiicTBe, cogepxaT ayTeHTU(MKaLNOHHbIe AaHHble, npeabsBAseMble
nofb3oBaTesieM MexaHu3My ayTeHTudumkauuu, OCHOBAHHOMY Ha CBEe[EeHMAX, KOTOPbIMW pacnonaraeT nosib3oBaTesb.
Ecnu ucnonb3yloTca kpuntorpaduyeckne kioun, BMECTo 3TOro ceMeiicTBa cnefyeT MCNoMb30BaTbh ceMeiicTBa knacca
FCS «KpunTorpaduueckas noggepxkar.

G.3.2 FIA_SOS.1 Bepudunkaums cekpeTos

G.3.2.1 3ameyaHuns No NPUMEHEHUIO A4NA NONb30BaTENSA

CekpeTbl MOryT co3gaBsaTbca nonb3oBaTenem. KomnoHeHT FIA_SOS.1 o6ecneynBaeT BO3MOXHOCTb Bepuduka-
LM COOTBETCTBMA CEKPeTOB, CO3JaHHbIX MO/b30BaTesnieM, onpefesieHHon MeTpuke KayecTsa.

G.3.2.2 Onepauyuun

G.3.2.2.1 HasHaueHve

B FIA_SOS.1.1 aetopy l3/36 cnegyet npefocTaBuTb ONpeAe/ieHHY0 MeTpuKy KayecTBa. dTa MeTpuka MoxeT
6bITb cneynduymposaHa kak CO6CTBEHHO ONUcaHWe NPOBEpPKM KauyecTBa WM KakK CCblfika Ha HOPMaTWBHbIN AOKYMEHT,
onpefensiownii METPMKN KayecTBa, COOTBETCTBME KOTOPbIM HEOGXOAMMO ANs cekpeToB. K npumepam MeTpuk kayecTBa
MOXHO OTHECTU OonmcaHue A0NYyCTUMbIX CUMBO/IbHBIX CTPYKTYp CEKpeToB W/MAn onucaHue [ONYyCTUMbIX PasMepoB Cek-
peToB.

G.3.3 FLA_SOS.2 l'eHepauus cekpetoB P50

G.3.3.1 3ameyaHuna No NPUMEHEHUNIO A4NA NONb30BaTENSA

KomnoHeHT FIA_SOS.2 no3sonsetr ®50 reHepupoBaTb CEKpPETbl ANA cneynanbHbiX QYHKUNA, Takux Kak ayTeHTu-
hukayma no naposnto.

Ecnn B anroputme reHepauuu cekpeToB WUCMO/b3yeTCs reHepaTop NceBAOCNAYyYaliHbIX YMCeN, TO Ha ero BXOf
cnepyeT nojasaTb NPOM3BOJIbHbIE BE/IMYUHBI, YTO ByAeT obecneunBaTb BbICOKYI CTeNeHb HenpeAckasyeMoCTU BbIXOA-
HbIX AaHHbIX. 3TU NPOW3BOJIbHbIE BENUYUHBI MOTYT 6biTb NOMYYEHbl W3 TakMX AOCTYMHbIX NapaMeTpoB CUCTEMbI, Kak
CUCTEMHbIE Yacbl, 3HAYEHNS CUCTEMHbIX PErncTpos, Aarta, BpeMa U T. 4. 9T napameTpbl cnegyeT Bbl6upaTb C Takum
pacyeToMm, 4TO6bl YNCNO MPOU3BO/bHLIX BEUYMH, KOTOPOE MOXHO M3 HUX NONY4YUTb, 6bIN0 Gbl HE MEHbLUE MUHUMabHO-
ro ymcna CekpeToB, KOTOPble HEOOXO4MMO CreHepMpoBaThb.

G.3.3.2 Onepauuu

G.3.3.2.1 HasHaueHue

B FIA_SOS.2.1 aBTopy N3/3b cnegyet ob6ecneynTb onpeAeieHHy0 METPUKY KayecTBa. dTa MeTpuka MOXeT ObiTb
cneuynduumpoBaHa kak CO6CTBEHHO OnucaHne NPOBEPKM KayecTBa MM KaK CCbisika Ha HOPMAaTWBHbIA [OKYMEHT, onpe-
fenswownii MeTpUKN kayecTBa, COOTBETCTBME KOTOPbIM Heobxofumo Ana cekpeToB. K npumepam MeTpuk kayecTsa
OTHOCATCS OnucaHve A0MYCTUMbIX CUMBOJIbHBIX CTPYKTYp CEKPeTOB W/UAn [ONYyCTUMbIX Pa3MepoB CEKpeTOoB.

B FIA_SOS.2.2 aBTopy MN3/3Bb cnepyeT npeAcTtaBuTb CNUCOK (OyHKUMI 13 yncna ®BO. Ans KOTOpbIX HEO6X0AMMO
1Ccnosb3oBaTb CekpeTbl, reHepupyembie ®BO. Mpumepom Takoin QYHKLUUM MOXET CAYXWUTb MexaHu3M ayTeHTudukaunm
no naponto.
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G.4 AyTeHTudunkaumsa nonb3osatensa (FIA_UAU)

G.4.1 3ameyaHunsa 4na nonb3oBartens

CewmelictBo FIA_UAU onpegensieT Tunbl MexaHU3MOB ayTeHTUMKaLMm nonb3oBaTens, npegocrasnsemsie ®60.
OHo Takxe onpefenseTt Te atpubyTbl, HA KOTOPbIX HEO6XOAMMO 6a3npoBaTb MexaHW3Mbl ayTeHTUUKauun nonb3osa-
Tens.

G.4.2 FIA_UAU.1 Bbi60p MOMEHTa ayTeHTUdMKaLum

G.4.2.1 3ameyaHnsa NO NPUMEHEHUNIO AN1A NONIb30BaTENSA

KomnoHeHT FIA_UAU.1 coaepxuT TpeboBaHue, 4Tob6bl aBTop M3/36 onpeaennn cnucok AeicTBUiA, KOTopble Bbl-
nonHATCA npu nocpegHmyectse P60 u gonyckaotcs PBEO oT UMeHW nonb3oBaTens A0 TOro, kak 6yaeT npoussBegeHa
ayTeHTUdMKauua nonb3osatens. 37U [eiAcTBUA, BbINOMHAEMble Npu nocpegHuuyectse ®B5O. ¢ ToUkM 3peHnnsa bGesonac-
HOCTW HE MMET OTHOLUEHWUS K MONb30BaTeNsiM, HEBEPHO MAEHTUMULMPOBABLLIMM Ccebs [0 ayTeHTudukauum. Bce npo-
yve feiicTBUA, BbINOMHSAEMble Npu nocpegHuyectse PEO 1 He BK/OYEHHblE B 3TOT CAWCOK, pa3pelualTcs noib3osarte-
N0 TO/IbKO MOC/Ie 3aBepLUeHns ayTeHTUdurKayum.

OTOT KOMMOHEHT He MPUMEHUM AN5 pa3pelleHus Kakux-nnbo AeiCTBUIA [0 BbINONHEHWUA naeHTudukauun. 4ns
3TOro Heo6xoA4MMo ucnonb3osatb F1A_UID.1 «Bbibop MoMeHTa nageHTudukaumm» nuoo FIA_UID.2 «NgeHTudmkauns go
noboro AeiicTBMA Nonb3oBaTens» C COOTBETCTBYIOLMMU Ha3HAUYEHUAMN.

G.4.2.2 Onepauyuun

G.4.2.2.1 Ha3HaueHue

B FIA_UAU.1.1 aBTopy N3/3B cnepyeT cneynguumpoBaTtb CNUCOK AeACTBUIA, BbINO/HAEMbIX NPWU NOCPEeAHUYECTBE
®BO oT uMeHn nonb3oBaTens nNpexje, Yem 3aBepLInTCA ayTeHTUdKkaumsa nonb3osarens. ITOT CANCOK He MOXeT 6biTb
nycTbiM. Ecnv Takux feicTBuil HeT. cnefyeT BMECTO 3TOro KOMMNOHEHTa UCMNOoNb30BaTbh KOMNOHEHT FIA_UAU.2 «AyTeHTU-
dhukauns fo Nwbbix feiicTBMii nonb3oBaTens». NpUMepoM Takux AelCTBMIA MOXET CAYXUTb 3anpoc O NOMOLU npu
BbINO/THEHUN MpPOLeAypbl JIOTMYECKOTO BXOA4a B CUCTEMY.

G.4.3 FIA_UAU.2 AyTeHTndnKkaunsa go no6bix AelicTBUIA nonb3oBaTens

G.4.3.1 3ameyaHna NO NPUMEHEHUNIO ANA NONIb30BATENSA

KomnoHeHT FIA_UAU.2 copepxunt Tpeb6oBaHMe 3aBeplleHnss ayTeHTuduKaumm nonb3oBatens A0 BbINOMHEHUS
No6bIX aeiicTBUil Npu nocpefHuyectse P50 OT MMEHM 3TOro Nosb3oBaTens.

G.4.4 FIA_UAU.3 AyTeHTudnkauns, salmeHHas oT nogaenok

G.4.4.1 3ameyaHNa N0 NPUMEHEHUNIO AN1A NOIb30BATENSA

KomnoHeHT FIA_UAU.3 copepxut Tpeb6oBaHUS K MexaHu3mam, NpefocTaBfsaloWwmM 3awmTy ayTeHTUdUKaLmoH-
HbIX faHHbIX. AyTEHTU(UKALNOHHbIE faHHble, 3aNMCTBOBaHHbIE Y APYroro nosib3oBartens Win nosyyYeHHble He3aKOHHbIM
cnocobom, cnegyeTt 06HapyXuTb U/WNnM OTBEPrHYTb. [laHHble MexaHu3Mbl NMPefoCTaBAsOT YBEPEHHOCTb, YTO NO/b30Ba-
Tenu. ayteHTUdULMpoBaHHble ®BO. SBNAOTCA LeACTBUTENbHO TEMU, KEM OHW NpPeAcTaBNsATCA.

3TOT KOMMOHEHT NPUMEHUM TO/bKO A1 MEXAHU3MOB ayTeHTUMKaLMN, OCHOBAHHbIX Ha YHUKa/bHbIX ayTeHTudu-
KauMOHHbIX AaHHbIX (Hanpumep, 6uomeTpuyeckmx). 6O He cmoryT o6HapyXuTb U NpefoTBpPaTUTb TUpaXMpoBaHue
napons 3a npegenamun Of®.

G.4.4.2 Onepauyuun

G.4.4.2.1 Bbibop

B FIA_UAU.3.1 aBTopy MN3/36 cnepyet cneynduumposatb, 6yayT nu @60 obHapyxusaTb n/mnu npegorspalwiatb
noaaenky faHHbIX ayTeHTudukauyuu.

B FIA_UAU.3.2 aBTopy MN3/36 cneayet cneynduumposatb, 6yayt nu ®BO obHapyxusaTb n/mnu npegorspaliatb
KonupoBaHue AaHHbIX ayTeHTUduKaymn.

G.4.5 FIAJJAU.4 MexaHU3Mbl 04HOPA30BOI ayTeHTU(MKaL UK

G.4.5.1 3ameyaHuns No NPUMEHEHUNIO A4NA NONb30oBaTeNs

KomnoHeHT FIA_UAU.4 cofepxuT TpeboBaHMA K MexaHu3mam ayTeHTU(UKaLMm, OCHOBaHHbIM Ha ayTeHTuduka-
LMOHHbIX AaHHbIX OJHOPa30BOro UCMoO/b30BaHnA. B KauecTBe Takux JaHHbIX MOXET WCMO/Ib30BaTbCA TO. YTO MOJb30Ba-
TeNlb UMEeT WM 3HaeT, HO He CBOICTBA caMoro nosnb3oBartens. Mpumepsl 0f4HOPA30BbIX AAHHbIX ayTEHTUMKaLMM NONb30-
BaTeNiA: 0fHOpa3oBble Naposn, 3alundpoBaHHble METKM BPEeMeHW, CryvaliHble yncna cekpeTHoi Tabnuubl npeobpaso-
BaHUNA.

AsTop MM3/36 MOXeT onpeaenuTb, K KAKOMy MexaHu3smMam) ayTeHTUUKaumn NpuMeHUMbl 3T TpeboBaHus.

G.4.5.2 Onepauyuun

G.4.5.2.1 HasHauyeHune

B FIAJJAU.4.1 aBTtopy M3/36 cneayeTt npMBecT CNUCOK MEXAHU3MOB ayTeHTUMKALUN, K KOTOPbIM NpUMeHsieTcs
370 TpeboBaHue. HasHaueHVem MOXeT ObiTb: «BCe MEXaHU3Mbl ayTeHTUduKauum». NpumMepom HasHauyeHUss MoxeT
6bITb TaKXe creayloLLee: «MexaHn3Mbl ayTeHTUMKaLMmn, Ncnonb3yemMble ANS ayTeHTUdMKaLMU Nonb3oBaTeseil BO BHeL-
Hell ceTu».

G.4.6 FIA_UAU.5 CoyeTaHne MexaHn3MOB ayTeHTudnkaLmnm

G.4.6.1 3ameyaHuns No NPUMEHEHUIO A4NA NONb30oBaTeNs

MpumeHeHne komnoHeHTa FIA_UAU.5 nossonset cneunduumpoBatb Tpe60BaHUA K NPUMEHEHUID HECKO/bKNX
MexaHu3MoB ayTeHTudvkauun B OO. TpeboBaHusi, NPUMEHAEMbIE K KaXAOMY OTAENbHOMY MexaHusmy, Heob6xoAumo
Bbiinpatb 13 knacca F1A «geHTudmrkauus n ayteHTudukaums». Ytobbl 0TpasuTb pasHble TpeboBaHUS K pasHbiM Mexa-
HU3MaM ayTeHTUUKaLMmn, MOXHO MHOFOKPaTHO MCMO/Mb30BaTb OAMH W TOT e BblOpPaHHbIA KOMMNOHEHT.
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[ina obecneyeHnss BO3MOXHOCTEW MexaHW3MOB ayTeHTUMKaLuW. a Takke npasus, onpefensowmx ycnewHocTb
ayTeHTUdMKaLnM, MOXHO MpuBRekatb PyHKUMW ynpasneHusa u3 knacca FMT.

[ns gonycka B CUCTEMY aHOHWMHbIX MOSb30BaTeNell MOXHO BBECTW MexaHU3M ayTeHTudukauun Tuna «oTcyT-
cTBME ayTeHTudmKauumn». Vicnonb3oBaHve JoCTyna Takoro Tuna cnegyert YeTKO pa3bAcHWTb B npasunax FIA_UAU.5.2.

G.4.6.2 Onepauyuun

G.4.6.2.1 HasHauyeHue

B FIAJJAU.5.1 asTtopy M3/36 cnegyet onpegennTb npegocTaBnsieMble MeXaHu3mbl ayTeHTudukaunu. NMpumepom
cnucka mMexaHu3MOB MOXET OblTb CNefyloLunii: «oTCyTCTBME ayTeHTUdMKauum, MexaHnusm napons, 6uomeTtpusa (ckaHu-
poBaHMe ceTyaTku), MexaHusMm kat4va wndpoBaHus».

B FIA_UAU.5.2 aBTopy MN3/36 cnepyeT cneunduunpoBaTb NpaBuaa, onucbiBatolme, Kak MexaHu3mbl ayTeHTudn-
KaLum o6ecneynBaloT ayTeHTUMKALMIO 1 KOTAA UCNOMb3YeTCA KaXAbliA 13 HUX. DTO 3HAYUT, YTO ANS NGOV BO3MOXHON
cuTyaumm HeobxoAMMO yKasaTb COBOKYMHOCTb MEXaHW3MOB, KOTOpPble MOrM 6bl UCMOb30BATLCA ANA ayTeHTuukayum.
Mprmep Takoro npasuna: «Ana ayTeHTudmkaLum nonb3osateneil, MeloLmMx ocobble NpasBa A0CTyna, [fO/KHbI COBMe-
CTHO MCMO/Ib30BATbCA MeXaHU3M Napons u 6uomeTpus, NpuyeMm ayTeHTUUKaums ycnewHa npu ycnewHoi ayTeHTudu-
KaLun KaxblM MexaHU3MOM: AN ayTeHTUdMKauun ocTanbHbIX Nonb3oBarteneii fo/MKeH UCNoNb30BaTbCA TOMbKO Me-
XaHW3M napons».

AsTop M3/36 MOxeT 3ajaTb OrpaHnyYeHuns, B npegenax KOTopbliX YNONHOMOYEHHOMY afMUHUCTPATOPY paspeLleHo
cneunduunpoBaTb KOHKpeTHble npasuna. Mpumep npasBuna: «ayTeHTUdUKaLUs nonb3oBaTens Bcerga Ao/HKHa npous-
BOAUTLCA NOCPEACTBOM annapatHoro knw4a; ajMUHUCTPaATOp MOXeT cneunduumposaTb JONONHUTE IbHbIE MeXaHW3-
Mbl ayTeHTUdmKaLm, KoTopble Takke HeobxoAnMo ncnonb3oBaTb». ABTOp M3.°36 MoXeT v He cneunduymposaTb orpa-
HUYEHUSA, a OCTaBUTb BbIGOP MeXaHW3MOB ayTeHTU(UKALMN U UX NPABUI NOMHOCTbIO HA YCMOTPEHWE YNO/HOMOYEHHOIO
agMuHucTpaTopa.

G.4.7 F1A_UAU.6 MNoBTOpHasa ayTeHTMdrKaLns

G.4.7.1 3ameyaHuns No NPUMEHEHUNIO A4NA NONb30oBaTeNs

B komnoHeHTe FIA_UAU.6 paccmaTpuBaeTcsi NoTeHunanbHas noTpe6GHOCTb NMOBTOPHOW ayTeHTU(MKALUN NOMb30-
BaTesieil B onpefesieHHble MOMEHTbl BpeMeHun. Takas noTpebHOCTb MOXeT BO3HWKHYTb Mpu obpalieHun nonb3osatens
K ®BO c 3anpocoM O BbINOMHEHUN [eCTBWIA, KPUTUYHBIX MO 6GE30MaCHOCTU, a Takke Npu 3anpocax O NOBTOPHON ayTeH-
TUMKaLMN. UCXOAALLMX OT CYLYHOCTel, He cBA3aHHbIX ¢ PBEO. Hanpumep, OT CEPBEPHOr0 MPUIOXEHUSA, KOTOpoe 3anpa-
wusaeT oT PBEO NOBTOPHYIO ayTeHTU(MKALNIO 06CNYXKNBAEMOrO KNNEHTA.

G.4.7.2 Onepauuu

G.4.7.2.1 Ha3HaueHue

B FIAJJAU.6.1 aBTopy N3/3b cnepyet npueectn CJICOK ycnoBuid, TpebyoLwmux NOBTOPHONM ayTeHTudukauum. 10T
CMUCOK [NOXET BKNOYaTb B Cebs 3aBeplLueHne nepuoja BPeEMeHW, BbiJe/1eHHOro Nosib3oBaTeso, 3anpoc nosb3osBaTens
C UeNblo U3MEeHeHns geicTBylOWmUX aTpubyToB 6€30NacHOCTU UK 3anpoc nonb3osatens k 6O ¢ Uuenbio BbINOMHEHNS
HEKOTOPbIX KPUTUYHbIX (DYHKLMIA 6e30nacHOCTH.

AsTop MM3/36 mMoxeT 3afaTb Npeenbl, B KOTOPbIX caefyeT AonyckaTb NOBTOPHYI ayTeHTUdMKaLWIO, OCTaBUB WX
feTanusaunio Ha yCMOTpeHne YNnoIHOMOYEHHOro agmMuHmcTparopa. lNMpumep nofo6HoOro npasuna: «nosabL3oBaTeNb 401-
XEH MPOXOAWNTbL MOBTOPHYID ayTeHTUMUKaLMI0O He pexe O4HOro pasa B CYTKU: agMUHUCTpPaTop MoxeT noTpebosaTtb 60-
NIeB 4acTylo MOBTOPHYIO ayTeHTUMMKALMIO, HO He Yallle 04HOro pa3a B 10 MuH».

G.4.8 FIA_UAU.7 AyTeHTndrKaLuns c 3almLieHHoli 06paTHON CBA3bI0

G.4.8.1 3ameyaHna NO NPUMEHEHUNIO AN1A NONIb30BAaTENSA

B komnoHeHTe FIAJJAU.7 paccmaTpuBaeTcsi obpaTtHas CcBs3b C No/Mb30BaTesieM B npouecce ayTeHTudukauuu. B
HEKOTOpPbIX cucTemax obpaTHas CBA3b BblpaXaeTcss B TOM. YTO N0/b30BATE/N0 COOOLAETCA YMCN0 HabpaHHbIX UM CUM-
BOJIOB. HO CaMu CMMBO/IbI CKPbIBAKOTCA, B APYINX CUCTEMAX Aaxe aTa UHGopMauMsa MOXeT cuMTaTbCsa HenpuemaeMoil.

OTOT KOMMOHEHT COAEpPXNUT TpeboBaHue, YTOObl ayTeHTU(VKALNOHHbIE [JaHHble He BO3Bpaljanucb nosb3oBare-
N0 B NMepBoHavyanbHOM Bufe. B pabounx cTaHUMAX NPUHATO NpeAcTaBnsATb HabpaHHble CUMBOJIbI NAPO/SA YCOBHbLIMMU
3Hakamn (Hanpumep, 3Be3f04YKamu).

G.4.8.2 Onepauuu

G.4.8.2.1 Ha3sHaueHue

B FIA_UAU.7.1 aBTopy l3/3B6 cnegyet onpefenuTb BUA 06paTHON CBSA3M C MOMb30BaTesneM Npv NpoBeAeHun
ayTeHTUdukaymn. NMprMepom Takoro HasHaYeHWs MOXET CNYXWUTb «4MUCN0 HabpaHHbIX CUMBOMIOB», APYroi Tun o6paT-
HOIl CBSI3N — «MexaHW3M ayTeHTudmKaLuum, Yepes KOTOpbIii He yAanochb OCYLLEeCTBUTb ayTeHTUhuKaLuio».

G.5 WpeHTndukauna nonb3osatens (FIA_UID)

G.5.1 3ameyaHuna ana nonb3osatens

CewmelictBo FLA_UID onpegensieT ycnoBusi, Npu KOTOPbIX OT Nosb3oBaTesneil TpebyeTcsi COGCTBEHHAA UAEHTUDN-
Kauua 40 BbINOHEHWA Npu nocpegHnyecTBe ®PBEO Kakux-nnbo MHbIX AeiicTBUiA, Tpebywmnx nageHtudukauum nonb3osa-
Tens.

G.5.2F1A_UID.1 Bbl60p MOMEHTa ngeHTudkaLmmm

G.5.2.1 3ameyaHna N0 NPUMEHEHUNIO ANA NONIb30BATENSA

KomnoHeHT FIA_UID.1 ycTaHaBnvmBaeT TpeboBaHuWs No unageHTudukaumm nonb3osatenein. ABtop M3/36 moxer
yKasaTb KOHKpeTHble feiicTBUSA, KOTOpble MOryT 6biTb BbIMO/HEHbI [0 3aBepLUeHUs UAeHTUMKALNN.
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Mpy ncnonb3oBaHWM KOMMOHEHTa yNoMWHaeMble B HEM AelCTBUSA, KOTOpble JOMycKaeTCst BbIMOMAHATL Mpu no-
cpegHnyectse B0 A0 naeHTUdUKauMm, cnegyeT Takke nNpuBecTy 1 B komnoHeHTe FIA_UAU.1 «Bbi6op MOMeHTa ayTeH-
Trdrkaunumns.

G.5.2.2 Onepauuu

G.5.2.2.1 Ha3HaueHue

B FIAJJID.1.1 aBTopy M3/3Bb cnepyeT cneunduuMpoBaTb CIMCOK AEACTBUI, BbINOSHAEMbIX MPU NOCPefHNYeCTBE
®BO OT UMeHN Nosb30BaTeNst 40 ero CO6CTBEHHOW UAeHTUdMKALUN. DTOT CNUCOK HE MOXET GbITb NyCTbIM. Ecnv npuem-
nembix AeiicTBUI HeT, ciedyeT BMECTO 3TOro KOMMNOHEHTa UCNonb30BaTb KOMNOHEHT FIA_UID.2 «WpgeHTudwmkauyus no
no6oro AeiicTena nosnb3oBaTtens». [pUMepoM Takux AeCTBUI MOXET CNyXUTb 3anpoc O MOMOLLM MPU BbIMOSHEHUN
npoueaypbl 10TMYECKOro BXoAa B CUCTEMY.

G.5.3 FIA_UID.2 aeHTudukauma o nwobbix feiicTBMiA nonb3oBatens

G.5.3.1 3ameyaHuns No NPUMEHEHUIO A4NA NoNb30oBaTeNs

KomnoHeHT F1A_UID.2 copepxuT Tpeb6oBaHUe uaeHTuUKauuy nonb3osateneii. o naeHTUgrkaumm nonb3oBa-
Tena ®6O He foNycKaloT BbINOTHEHNE UM HUKaKNX AeiCTBUA.

G.6 CBA3biBaHMe nonb3oBaTenb-cyb6bekT (FIA_USB)

G.6.1 3amevaHuna Ana nonb3oBartens

[ns pa6otbl ¢ OO ayTeHTUDULUPOBAHHLI NOMb30BaTelb 06LIYHO AKTUBM3NUPYET Kako-nm6o cybbekT. Toraa at-
pubyTbl 6e30nacHOCTV 3TOr0 NO/b30BaTeNsA acCOLMUPYIOTCA (MONHOCTBIO AN YacTUYHO) C 3TUM Ccyb6bekToM. CemelicTBO
FIA_USB onpegensiet Tpe6oBaHUA MO CO34aHWI0 Y CONPOBOXAEHMWIO accounaumm aTpnbyToB 6€30nacHOCTM Nofb30Ba-
Tensa ¢ cy6bbekTom, AeNCTBYIOWMM OT UMEHN NoMb3oBaTens.

G.6.2 FIA_USB.1 CBsi3biBaH/e N0Nb30BaTENb-CyObEKT

G.6.2.1 3ameyaHuns No NPUMEHEHUIO A4NA NONb30oBaTeNs

BblpaxeHne «eicTByOWNA OT MMEHN», UCMNONb30BaBLUEeCs U paHee, TpebyeT HeKOTOPbIX MOSICHEHWI. YCTaHOB-
NTEHO. YTO CYOBEKT felicTBYeT OT MMeHN No/b30BaTe s, Co3aBLUero CybbekT Unn akTMBM3MPOBaBLLEro ero Ans peLleHns
HekoTopoli 3agaun. MoaTomMy, korga Cy6bekT co3faeTcs, TO OH AelicTByeT OT UMeHW nonb3oBaTensi, WHULMUMPOBaBLUEro
ero cosgaHve. Ecnn nonb3osartenb NpeAnoynTaeT aHOHUMHOCTb, Cy6BbEKT Takke [eiiCTByeT OT ero UMeHUu, HO UAEeHTU-
chukaTop 3TOro nosb3oBaTens HenspecTeH. OCO6YIO kKaTeropuio COCTaBNAT CyObeKTbl, KOTOpPble 06CNYXNBAKT HECKO/b-
KMX nonb3oBaTteneii (Hanpumep cepBepHbIii npouecc). Torga «BnagenbLuem» 3TOoro cybbekra cuMTaeTcss nonb3oBaTesb,
co3A4aBLUKiA ero.

G.6.2.2 Onepauuu

G.6.2.2.1 Ha3HaueHue

B FIA_USB.1 aBTopy M3.36 cneayeT cneuyudurumpoBatb CNMCOK aTpMbyTOB 6e30NacHOCTM Mofib3oBaTtens, KoTo-
pble 4O/MKHbI 6bITb CBA3aHblI C Cyb6bekTamu.

B FIA_USB.1.2 aBTtopy MM3/3b cnepyeT cneundnumpoBaTb kakme-1mb0 npaBuna, KOTopble A0/KHbI NPUMEHATHCSA
No OTHOLUEHWIO K UCXOAHOW accounauun aTpmbyToB ¢ Cy6bekTaMu, U CNOBO «HET».

B FIA_USB.1.3 aBtopy lN3/3b cnegyeT cneundunympoBaTb kakme-1mb0 npaBunia, KOTopble AO0/KHbI NPUMEHATLCS
npu BHECEHUN M3MeHeHwuit B aTpubyTbl 6e30nacHOCTU nosib3oBaTtesiell, cBA3aHHble ¢ cybbekTamu, feicTByOWUMU OT
UMeHN nosib3oBaTtesieil, AN CNOBO «HET».

131



FOCTP MCO/M3K15408-2—2008

Mpunoxexnne H
(o6sA3aTenbHoe)

YnpaBneHune 6e3onacHocTbio (FMT)

Knacc FMT npefHa3HaueH ansa cneunduvkauuy ynpaBneHnsa HekoTopbiMu acnektamn ®bO: atpubytamu 6e3onac-
HOCTW, A@HHbIMU 1 OTAENbHbIMU (DYHKUMAMU. MOryT 6bITb TaKKe YCTAHOB/IEHbI Pa3/IMuHble POV ynpaB/ieHns 1 onpeje-
NIeHO UX B3auMmofeicTBue, Hanpumep pacnpegesneHne ob6a3aHHOCTEA.

Ecnn OO cocTOMT U3 HeCKONbKUX hu3nyeckn pasfeneHHbix YacTeil, o6pasyolmnx pacnpejeneHHylo cuctemy, To
npo6aemMbl CUHXPOHM3aLMK, OTHOCALLMECS K pacnpocTpaHeHuio aTpnbyToB 6e3onacHoCcTn, AaHHbix PBO0 1 moguduka-
UM OYHKUMWIA, CTAHOBATCS OYeHb C/OXHbIMU, 0CO6EHHO, ecnn TpebyeTca Ay6nmpoBaHne MHOPMaLUM B PasINYHbIX
yacTtax O0. 3Tn npobnembl cnegyeT NPUHATL BO BHUMaHWe npu Bbibope koMnoHeHToB FMTREV.1 «OTtmeHa» n FMT_SAE.1
«OrpaH/yYeHHas no BpemMeHW asTopu3auus», MOCKObKY MNPU 3TOM BO3MOXHO HapyleHne HOpMasibHOro BbIMOJIHE-
Hua ®BO. B Takoll cuTyauun pekoMeHayeTcs BOCNO/ib30BaTbCA KOMMoHeHTamu cemeiictBa FPT TRC «CornacosaH-
HOCTb laHHbIX ®BO npu gy6nunposaHun B npegenax OO».

[Jekomnosnuymnsa knacca FMT «YnpaBneHue 6e30MNacHOCTbIO» Ha COCTaB/AIOWME €r0 KOMMOHEHTbl NokasaHa Ha
pucyHke H.1.

PucyHok H.1 — [lekomno3uymsa knacca FMT «YnpaBneHne 6e30nNacHOCTbIO»
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H.1 YnpaBneHue otaenbHbiMU PyHKUnamm @650 (FMT_MOF)

H.1.1 3ameuaHus A nonb3oBaTtens

®yHKUMKM ynpasneHnmsa ns yncna ®bO galoT yNnosIHOMOYEHHbIM M0/1b30BaTENSIM BO3MOXHOCTb YCTaHaBMBaTh one-
pauus 6eszonacHoct OO u ynpasasiTb UMW. DTN aAMUHUCTPATUBHbIE PYHKLMN 06bIYHO MOAPAa3fenstoT Ha HeCcKobko
KaTeropwii:

a) (hyHKLMM ynpaBsiieHns, OTHOCALMECS K ynpaBaeHuio AOCTyNnoM, yyeTy nosb3oBateneil u ayTeHTudvkaumm, pea-
nusoBaHHble B OO. Hanpumep onpegeneHve N o6HOBMEHNE xapakTepuCTUK 6e30nacHOCTU nosnb3oBaTesneli (Takux, Kak
YHUKanbHble UAEeHTU(NKATOPbI, accoLMMpOBaHHbie C UMEeHamMK Nofib3oBaTeneil, yyeTHble faHHble Monb3oBaTene,
napameTpbl BXoja B CUCTeMy), onpejefieHne 1 0GHOB/IEHUE CPEACTB yNpaB/eHUss ayauToM cucTeMbl (BbIGOP COGLITUN
ayauTa, ynpaB/ieHne XypHanamu ayauta, aHanvs xypHana ayauTa u reHepauus otyeToB ayjuta), onpefesieHve n ob-
HOB/IEHME aTpMOYTOB NOJIMTMKM, Ha3HAYEHHbIX MOMb30BaTesNo (TaknX, Kak ypoBeHb A0MycKa), onpefeneHme CUCTEMHbIX
MeTOK ynpaBfiieHus [OCTynoMm, ynpasneHue rpynnamMu nonb3osaTenei;

b) (OYHKLMM ynpaB/ieHus, OTHOCALLMECH K KOHTPO/O AOCTYMHOCTU, Hanpumep onpejeneHne u mogudukaums
napameTpoB AOCTYMHOCTU UK KBOT PEeCypCoB:

C) hyHKUMM ynpaBneHus, CBA3aHHble B OCHOBHOM C MHCTanNsauUunein n koHdurypauyuein, Hanpumep KoHduUrypaums
OO, py4HOoe BOCCTaHOBMIEHNE, UHCTaNNALMSA NCNPaBeHWNiA, oTHOCALWMXCS Kk 6e3onacHocT OO (Npu MX Hanuuum), BoccTta-
HOBJ/IEHNE W PEVHCTANNAUNA annapaTtHbIX CPeAcTs;

d) hyHKUMM ynpaBneHus, cBA3aHHble C TeKyWWUM ynpasiieHMeM n conpoBoxieHnem pecypcos OO. Hanpumep
noakIlYeHne 1 oTkNYeHne nepudepunitHbix yCTPONCTB, yCTaHOBKA CbEeMHbIX HOCUTENel namaTW, pe3epBHOE Konupo-
BaHWe 1 BOCCTaHOB/IEHMEe 06bEKTOB Mosib3oBaTesieil U CUCTEMBI.

CnepyeTt OTMETUTb, YTO 3T (oyHKuMM TpebyeTcs npenctaBuTb B OO Ha OCHOBE CEMENCTB, BK/IOUYEHHbIX B M3
wnn 3b. AsTop M3/3B gomkeH npegycMoTpeTb HeobxoAuMble hyHKUMW, obecneunBatowme 6e3onacHoe ynpaBneHus
CUCTEMOIA.

[JlonyckaeTca BkntoyeHne B yncno @60 dyHKUMIA, KOTOPbIMU MOXET yNpaBnATb agMUHUCTpaTop. Hanpumep, moryTt
6bITb NPefyCMOTPEHbI OTKIOUEeHNe PYHKLMIA ayanTa, nepeknioyYeHne CUHXPOHU3auMn BpemeHn, mogudukauna mexa-
HU3Ma ayTeHTudmkaumm.

H.1.2 FMT_MOF.1 YnpaBieHne pexuMoM BbINONHEHUS (DYHKL WA 6e3onacHoCTH

H.1.2.1 3ameyaHnsa No NPUMEHEHUIO AJ1A NoMib3oBaTeNA

KomnoHeHT FMT_MOF.1 npepgoctaBnsieT UAEHTU(ULNPOBAHHbIM POIAM BO3MOXHOCTb ynpasBieHus yHKUMaMN
n3 yncna ®60. MoxeT noTpeboBaTbCsA BbIACHUTL TeKyllee COCTOAHNe (MYHKUMN 6€30NacHOCTH, OTKUUTL WU NOAKII0-
YATb (PYHKUMIO 6€30NacHOCTM, MOAMM(ULMPOBATL PEXUM ee BbINOo/HeHUs. MNpuMepom mMoauduKkaLuy pexnma Bbinos-
HEHUA ABNAETCA U3MEeHeHWe MexaHW3MOB ayTeHTUduKaymu.

H.1.2.2 Onepauuu

H.1.2.2.1 Bbi6op

B FMT_MOF.1.1 aBtopy MN3/36 cnepyeT BbiGpaTh AN POy BO3MOXHOCTb CReAylowWwmnx AeiicTBuUiA: onpefeneHue
pexviMa BbINOMHEHMA (DYHKLMIA 6e30nacHOCTM, OTK/IYeHne YHKUMI 6e3onacHOCTH, NoAkIlYeHne yHKLMii 6esonac-
HOCTW U/MNKM MoAMdUKaLnUa pexuma BbiNONHEHUs (yHKLUIA 6e30nacHoCTu.

H.1.2.2.2 HasHauyeHve

B FMT_MOF.1.1 aBTtopy MN3/36 cnepyet cneunduympoBaTb (OYHKLUUN, KOTOPble MOTYT 6biTb MOANGULUPOBAHbI
NAeHTUOULMPOBaHHbLIMU ponamun. Mpumepamun Takmx YHKUMIA ABAAIOTCA DYHKUWM ayAnTa wunn onpegeneHns BpeMeHu.

B FMT_MOF.1.1 aBTopy M3/3B6 cnepyet cneynguumpoBaTtb posu, KOTOPbIE A0MYCKAKTCS K MOAUMUKALUN YHKLNI
13 yncna ®6O. Bce BO3MOXHble ponu crneunduumpoBaHsl B FMTISMR.1 «Ponn 6e3onacHoCTu».

H.2 YnpaBneHue atpubytamun 6esonacHoct (FMT_MSA)

H.2.1 3ameuaHus gna nonb3oBaTtens

CewmelictBo FMT_MSA onpegensieT Tpe60oBaHNs No ynpasfeHuto atpubytamu 6e30nacHoCcTu.

Y nonb3oBarteneil, CybbekToB 1 06BLEKTOB €CTb acCOLUNPOBaHHble atpubyTbl 6€30MacHOCTU, KOTOPble OKa3biBaloT
B/INSIHME Ha pexuM BbinonHeHnsa ®BO. Mpumepamn atpubyToB 6€30NacHOCTM ABAAKTCA rPynnbl, B KOTOPble BXOAWUT
nonb3oBaTesib, POSN, KOTOPble OH MOXeT MPUHWMAaTb, NpuopuTeT npouecca (cybbekra), a Takke npasa, KOTOPbIMU
HafeneHbl pofib UK Nosb3oBaTesib. MoXeT BO3HUKHYTb HEO6XOAMMOCTb B yNpaBieHnn aTummn atpnbytamm 6e3onacHo-
CTU CO CTOPOHbI NONb30BaTeNs, cybbekTa Uan cneymanbHO yNnoSHOMOYEHHOTo nonb3osaTens (Nofb3oBaTens C SIBHO
npefocTaB/ieHHbIMU NpaBaMun A8 Takoro ynpasieHus).

CnepyeT oTMeTWUTb, YTO MPaBO Ha HasHayeHvWe npas Mo/b30BaTeNsAM camo no cebe sBnseTcs aTpubyTom 6e3o-
nacHoCTU W/uNn noTeHuuanbHbIM CyO6bEeKTOM ynpaBneHuss B koMnoHeHTe FMT MSA.1 «YnpasneHue atpubytamu 6e30-
nacHocTn».

KomnoHeHT FMT_MSA.2 «be3onacHble 3HayeHnsi atpubyToB 6e30nMacHOCTU» MOXHO Ucnonb3oBaTtb Ana obecne-
YeHusi TOro, 4To BblibpaHHOE ooyeTaHue aTpubyToB 6€30MacHOCT HaxoAWUTCA B pamkax 6esonacHoro coctosHusA. Onpe-
LeneHve. 4TO NOHMMATb Kak «6e3onacHoe», Bo3naraetca Ha pykosogctea OO m mogenb MBO. Ecnu paspaboTyumk
npefocTaBun yeTkoe onpegenerHne 6e3onacHbiX 3HaYeHWd 1 JOBOAbI, NOYEMY UX cledyeT cuuTaTb 6e30onacHbIMK, 3aBu-
cumocTbio FMT_MSA.2 «Be3onacHble 3HayeHus atpubytoB 6e3onacHocTu» ot ADV_SPM.1 «HedopmanbHas mogenn
nonutukn 6esonacHoctn OO» MOXHO NpeHebpeyb.

B HekoTOpbIX cny4yasix Cy6bekTbl, 06BbEKTbl UM YUYETHblE AaHHble Mosnb3oBaTeneli co3galoTca 3aHoBo. Ecnu npu
3TOM He 3ajaHbl IBHO 3HauyeHusi aTpubyToB 6€30MacHOCTU, CBSi3aHHble C CybbekTamu, obbekTamu Wan nonb3oBaTtens-
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MU. TO HEO6XOAMMO MCMNO/Ib30BaTb 3HAYEHUS MO YMOn4YaHuio. KomnoHeHT FMT_MSA.1 MOXHO Mcnosb3osaTb A1 onpe-
[efIeHns TOoro, YTo 3TUMU 3HAYEHUAMU, 3afaBaeMbIiMU MO YMONYAHUIO, MOXHO YNpaBiAaThb.

H.2.2 FMT_MSA.1 ¥npaBneHue atpnbytamu 6e30nacHocTu

H.2.2.1 3ameyaHusa No NpUMeEHEHUI0 A9 NoNb3oBaTens

KomnoHeHT FMT_MSA.1 gonyckaeT nosib3oBaTtesieil, NCNOMHAOWNX HEKOTOPbIE PONU, K YyNpaBneHUo naeHTUgm-
LuMpoBaHHbIMU aTpnbyTamu 6esonacHocTW. MNpUHATHE ponu Nonb3oBaTesieM ocylwecTBAseTcs B koOMNoHeHTe FMT_SMR_1
«Ponn 6e3onacHoCTU».

3afjaBaeMbiM N0 yMONYaHWO Ha3blBaeTCA 3HauyeHWe napameTpa, KOTOpoe OH MpUHMMaeT, Korja oTobpaxaeTcs
6e3 cneynanbHO yKa3aHHOro 3HauyeHusi. HavyanbHOe Xe 3HavyeHvne NpefocTaBnAseTcsa npu otobpaxeHun (cosgaHum)
napameTtpa, 3amellas 3aflaHHoe Mo yMONYaHuio.

H.2.2.2 Onepauun

H.2.2.2.1 HasHaueHue

B FMT_MSA.1.1 aBtopy M3'36 cnepyet ykasatb M®E ynpasneHns 4OCTynoM UM MHOPMALMOHHLIMW NOTOKaMu,
ANS KOTOPOW NpUMEHUMbI aTpMGyTbl 6e30MacHoCTU.

H.2.2.2.2 Bbibop

B FMT_MSA.1.1 astopy N3/36 cneayeT cneundunympoBatb onepauun, KOTOpble MOXHO NPUMEHATb K UAEHTUu-
uMpoBaHHbIM atpubytam 6e3onacHoctu. AsTop MM3.'36 MoxeT cneuucnLupoBaTb, YTO POSib AONYCKAETCSA K UIMEHEHUIO
3a/jaBaeMbiX N0 YMOSIYAHUIO 3HAYEHWIH aTpubyToB 6e30nacHOCTH, 3anpocy U MoaudurkaLmmn 3HauyeHuii atpubyToB 6e30-
nacHoOCTW. MOMIHOMY yAaneHuio aTpmbyToB 6e30NacHOCTU, a Takke onpefennTb CO6CTBEHHbIE onepauun C HAMK.

H.2.2.2.3 HasHauyeHune

B FMT_MSA_1.1 aBtopy N3/3b cnegyet cneundununposatb atpubyTbl 6€300acHOCTH, KOTOPbIMKU MOFYT Onepupo-
BaTb MAeHTUdUUMPOBaHHbIe ponun. flonyckaeTcsa, 4to6bl aBTop M3/36 cneunduynposan BO3MOXHOCTb ynpas/ieHUs
3afjlaBaemMbIM/ N0 YMO/TYAHUIO BE/IMYMHAMM, Hanpumep, 3ajasBaeMbiMy MO ymMon4YaHUo npasamu goctyna. Mpumepamu
AaHHbIX atpubyToB 6€30MaCHOCTU ABMAAIOTCA: YPOBEHb A0ONYCKa, NMPUOPUTET YPOBHA 0OC/TYXMBaHWNA, CNNCOK ynpaBieHuns
[0CTynoMm, npasa AocTyna no ymosiyaHuio.

B FMT_MSA.1.1 aBTtopy M3/3b cnepyeT cneuudununposatb ponu, AoNyLLEHHbIE K ONepaunam ¢ aTpubytamu 6e3o-
nacHocTu. Bce Bo3MOxHble ponu cneunduumpytotr B8 FMT_SMR.1.

B FMT_MSA. 1.1, ecnin caenaH COOTBETCTBYOLMI BbIGOp, aBTopy M3/36 cnegyeT cneunduuyposaTb, Kakve f0nos-
HUTENbHble onepawuumn rIoXeT BbINOAHATL Ponb. [pUMepoM Takoll onepauun MOXeT CMYXWUTb onepauus «cosgaTb».

H.2.3 FMT_MSA.2 Be3onacHble 3Ha4eHus aTpubyToB 6€30nNacHOCTMN

H.2.3.1 3ameyaHnsi No NPUMEHEHNIO A5 Nofb3oBaTens

KomnoHeHT FMT_MSA.2 cogepxuT TpeboBaH/A K 3HAYeHWsM, KOTopble MOryT mpucBauBaTbca aTpubytam 6e30-
nacHocTu. CnegyeT npucsamsaTb TakMe 3HayeHusi, ytobbl OO ocTaBasics B 6€30MacHOM COCTOSIHUW.

OnpepgeneHne «b6e3onacHbiX» 3HAYeHU B 3TOM KOMMOHEHTE He pacKpbiBaeTCs W OCTaBfeHO Ans paspaboTumka
OO (KoHKpeTHO Ansa KomnoHeHTa ADV_SPM.1 «HedopmanbHas mogenb nonutuku 6esonacHoctn OO0) M pyKOoBOACTB.
MprMepom MOXeT CAyXWTb HETPUBMUASbHbIA Naposb, Ha3HayaeMmblii NoONb30BaTEN0 NPU perucTpayun.

H.2.4 FMT_MSA.3 NHuumnanmsayms ctatuyeckux atpubyTos

H.2.4.1 3ameyaHns No NPUMEHEHNIO ANA Nofib3oBaTens

KomnoHeHT FMT_MSA.3 cogepxut Tpe6osaHus, 4Tobbl PEO npefocTaBisn BO3MOXHOCTb Kak NPUCBOEHNA aTpu-
6yTam 6e30MacHOCTW 06BLEKTOB 3HAYEHUI N0 YMOMYaAHWIO, Tak U UX 3aMeHbl HavyaslbHbIMU 3Ha4YeHUsAMU. [leicTBUTENbHO,
npy co3faHny HOBbIX OO6BEKTOB BO3MOXHO MMeTb pasnnyarwmecs 3HayeHus aTpubyToB 6e30MacHOCTU, ecnu cylye-
CTByeT MexaHusMm cneuudukaumm nonHomMounii BO BpeMsi co3gaHns obbekTa.

H.2.4.2 Onepauun

H.2.4.2.1 HasHauyeHue

B FMT_MSA.3.1 aBTopy M3/3b cnepyet ykasaTb MN®BE ynpasneHns gocTynoMm uam MHOPMaLNOHHbIMW NMOTOKaMM,
ANS KOTOPOU NpUMEHUMbl aTpubyTbl 6€30MacHOCTU.

H.2.4.2.2 Bbi6op

B FMT_MSA.3.1 aBTopy MN3/36 cneayeT cneunduumposaTtb, 6yayT M 3afaHHble N0 yMON4aHuio CBoiicTBa aTpuby-
TOB ynpaB/iieHns AOCTYNOM OrpaHMyYMBaloWUMy, paspellarwlyyMMn Wi VHOro xapaktepa. B nocnegHem cnyyaB aBTopy
MN3/36 cnepyeT YTOYHWUTL XapakTep 3TUX CBONCTB. MOXeT 6bITb BblGpaH TO/IbKO OAWH W3 NpeACTaBeHHbIX BApUaHTOB.

H.2.4.2.3 Ha3Ha4yeHue

B FMT_MSA.3.1. ecnu aBTop [13/36 BbiGUpaeT Apyroe cBOWCTBO, TO eMy creayeT cneyudguumpoBatb Tpebyemble
XapakTepucTUKN 3HauYeHWin No yMOIYaHuIo.

B FMT_MSA.3.2 aBTopy M3/36 cnegyet cneunduumnpoBaTth posu, fonyLeHHble K MOANGMKALUN 3HAYEeHNli aTpuby-
ToB 6e3onacHocTu. Bce BO3MOXHble ponu cneunduympyoT B FMT_SMR.1 «Ponu 6e3onacHocTu».

H.3 YnpaBneHue gaHHbimn ®60 (FMT_MTD)

H.3.1 3ameyaHusa gnsa nonb3oBartens

CewmeiictBo FMT_MTD ycTaHaBnuBaeT Tpe6GoBaHMS NO ynpaBneHW0 AaHHbIMU PBO. Mpumepamu gaHHbix ®BO
ABNAIOTCA Tekyllee BPEMS W XypHan ayauTa. Hanpumep, faHHOe ceMelicTBO JaeT BO3MOXHOCTb cneuynduumpoBaTth,
KOMY paspelleHo yuTatb, yaanaTb Uan co3gasaTb XypHan ayguTta.
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H.3.2 FMT_MTD.1 ¥YnpaBneHue gaHHoimun 50

H.3.2.1 3ameyaHnsa No NPUMEHEHUIO AJ1A NoMib3oBaTeNA

KomnoHeHT FMT_MTD.1 no3sonseT nosib3oBaTenaM, KOTOPbIM MPUCBOEHbLI ONpefesieHHble poau, ynpasnsaTh 3Ha-
YeHnsAMU gaHHbix ®BO. Ha3HauyeHne nosb3oBaTteneil Ha posb PacCMOTPEHO B KOMMOHeHTe FMT_SMR.1 «Ponn 6e3o-
nacHocTm».

«3afaBaeMblM M0 YMO/YAHWIO» Ha3blBAeTCA 3HAYEHMe napameTpa, KOTOpOe OH MpUHUMaeT, ecnu oTobpaxaeTtcs
6e3 cneynasnbHO ykasaHHOro 3HavyeHusi. HayasibHoe e 3HayeHue npefocTasfseTcs npu otobpaxeHun (co3faHmm)
napameTtpa, 3ameljan 3afaHHoe Mo YMOSIYaHUIo.

H.3.2.2 Onepauun

H.3.2.2.1 Bbibop

B FMT_MTD.1.1 aBTopy MN3/36 cnegyeT cneynduymposaTh onepawmu, KOTopble MOryT 6bITb MPUMEHEHbI K UAEHTH-
duuympoBaHHbIM faHHbIM ®BO. ABTop M3/3B MOXeT cneundrumMpoBaTh, YTO POJb [MIOXET U3MEHATb 3afaHHble N0 yMOS-
YaHWIO 3HAYEHUS, BbINOJIHATL OYUCTKY, YTEHNE, MOAUMUKALNIO UK NoNHoe yaaneHne faHHbiXx ®BO. Mo xenaHuo asTop
MN3/36 MoxeT cneynduumpoBaTh Kakoli-nm6o Tun onepauun. «OuncTka AaHHbIXx ®EO» 03HauyaeT, uYTo coaepxaHue
[aHHbIX yAanaeTcs, HO KaTeropus faHHbIX OCTaeTcs B CUCTEME.

H.3.2.2.2 Ha3sHaueHue

B FMT_MTD.1.1 aBTopy MN3/3b cnegyet cneunduymposaTb, Kakumu gaHHbiMun ®EO MoryT onepupoBaTb WAEHTU-
huympoBaHHble ponu. lonyckaetcs, 4To asTop lM3/36 cneunduunpyeT BO3MOXHOCTb yNpaB/ieHUsa 3HayeHusamu, 3aja-
BAaeMbIMW MO YMOJTHAHWIO.

B FMT_MTD. 1.1 aBtopy MN3/36 cnepyeT cneuuduumpoBaTb ponu, oNyLieHHble K onepauvam ¢ gaHHbiMu ®BO.
Bce BO3MOXHble ponu cneunduuupytoT B FMT SMR.1 «Ponn 6e3onacHocTu».

B FMT_MTD.1.1. ecnu cfenaH cooTBeTCcTBYOW M BbiGOp, aBTopy MN3/36 cneayeT cneunduumMpoBatb, kakve f0non-
HUTEsbHbIE OMepaLun MOXeT BbINOMHATb pofb. MNprMepom Takol onepauuvm MOXeT 6biTb onepauusa «Co3gatb».

H.3.3 FMT_MTD.2 ¥npaBneHve orpaHn4eHnaMun faHHbix P60

H.3.3.1 3ameyaHus No NPUMEHEHUI0 ANA NoNib30oBaTens

KoMnoHeHT FMT_MTD.2 cneuyuduunpyeT rpaHuyHblie 3HayeHns Ana gaHHeix ®6O n gelicTBus, npegnpuHumae-
Mble B C/ly4yaB WX NpeBbileHnss. MoryT 6biTb yka3aHbl, HanpuMep, AONyCTUMbIA 06beM XypHana ayauTa v geicTeus npu
ero nepenosiHeHnn.

H.3.3.2 Onepauun

H.3.3.2.1 HasHaueHue

B FMTMTD.2.1 aBtopy M3/36 cnegyet cneunduunposaTb gaHHble ®BO. nmelowe orpaHNyYeHns, U 3HavyeHus
3TUX orpaHuyeHunii. Mpumepom Taknx gaHHbix PBO ABNAETCS YNCMO NOMb30BaTENeld, OCYLeCTBUBLUNX BXOA B CUCTEMY.

B FMT_MTD.2.1 aBTopy MN3/3b6 cneayeT cneunduunposaTtb ponu, fJONYLIEHHbIE K MOAUMMKALUN KakK OrpaHuyeHni
AaHHbIX PBO. Tak u feiicTBuii B clyyae HapyLLleHWUs orpaHuyeHnii. Bce Bo3MoxHble ponun cneundmumposaHsl B FMT_SMR.1
«Ponn 6e3onacHoCcTu».

B FMT_MTD.2.2 aBTtopy M3/3b cnegyet cneundunympoBaTh 4eAcTBUSA, NpeanpuHiuMaeMblie B Caly4aB NpeBbllleHns
npefenbHbiX 3HauYeHnli cneyngrumpoBaHHbIX fAaHHbIXx ®BO. Mpumepom Takmx AeicTBUiA, BbiNoNHAEMbIX ®BO. siBNsieTcs
MHOpMUpoBaHWe YNOTHOMOYEHHOrO agMUHMCTpaTopa W reHepauus sanucu ayguta.

H.3.4 FMT_MTD.3 Be3onacHble faHHble B0

H.3.4.1 3ameyaHnsa No NPUMEHEHUIO AJIA NOoMb30BaTeNA

KomnoHeHT FMT_MTD.3 pacnpocTpaHsieTcsa Ha TpeboBaHUs K 3HAa4YeHUsiM, KOTOpble MOryT npucsavBatbCs [aH-
HbiM ®BO. CnegyeT npuceavBaTtb TakMe 3HauveHus, 4Tobbl OO ocTaBasicA B 6€30MacHOM COCTOSTHUW.

OnpefeneHne «b6e3onacHbix» 3HAYEHUi B 3TOM KOMMNOHEHTEe He packpbiBaeTCs W OCTaBNEHO ANA paspaboTynka
OO (koHKpeTHO 515 KoMnoHeHTa ADV_SPM.1 «HedopmanbHasa mogenb nonntukn 6esonacHoctn OO») U PyKOBOACTB.
Ecnu paspaboTuuk npegoctasBun yeTkoe onpegenieHne 6e30mnacHbIX 3Ha4YeHUd 1 06bACHeHWe, noYemMy Ux cnegyeT cyu-
TaTb 6e30MacHbIMU, 3aBUCUMOCTbIO FMT_MTD.3 «be3onacHble gaHHble PEO» oT ADV_SPM.1 «HedopmanbHas Mo-
fenb nonuTtukn 6esonacHoctn OO» MOXHO npeHebpeyb.

H.4 Otmena (FMT_REV)

H.4.1 3ameuaHus AnsA nonb3oBaTens

CewmelictBo FMT_REV cBA3aHO ¢ OTMEHOI aTpnbyToB 6€30MacHOCTU pas/inyHbIX cylwHocTeli B npegenax OO.

H.4.2FMTREV.1 OTmeHa

H.4.2.1 3ameyaHus No NpUMMeEHEHUI0 419 No/ib3oBaTens

B komnoHeHTe FMT_REV.1 cneuuduuupytotcs TpeboBaHus no oTMeHe npasB. OH cogepxuT TpebosaHue crneuu-
dukaLuy npasua OTMEHbI, HanpuMep:

a) oTMeHa npov3oifeT npu cnegylouiem Bxofe Nonb3oBaTens B CUCTEMY;

b) OTMeHa npousoiigeT npu cnegytlleid NONbITKE OTKPbITL haiin:

C) OTMEHa Npon30ieT No NCTeYEeHUN YCTaHOBNEHHOrO BPEMEHW, YTO MOXeT 03HauyaTb NMePecMoTP BCEX OTKPbITbIX
coefIMHeHN Yepes kaxable X MUHYT.

H.4.2.2 Onepauun

H.4.2.2.1 Bbibop

B FMT_REV.1.1 astopy MN3/36 cneayeT cneynduumposatb, 0/KHA N 6biTb NpegocTaBieHa BO3MOXHOCTb OTMe-
HATb € ucnonb3oBaHmem ®BO aTpubyTbl 6e30nacHOCTU Nonb3oBaTeneli, Cy6beKTOB. 06BEKTOB WU Kakux-nnbo gonon-
HUTENbHbIX PECypPCcoB.
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H.4.2.2.2 Ha3HauyeHue

B FMT_REV.1.1 aBtopy MN3/3b cnepayeT ykasaTb ponu, AonywieHHble K oTMeHe atpubytos 6esonacHocTu. Bce
BO3MOXHbIe ponu cneuunduunpyotr 8 FMT_SMR.1 «Ponu 6e3onacHoCcTu».

B FMT REV.1.1 asTopy M3/3b cneayeT, ecnun Bbl6GpaHbl A0NONHUTE/IbHbIE PECYpChl, cneunduymposaTtb, fOMKHA
N 6bITb NpefocTaB/ieHa BO3MOXHOCTb OTMEHATb aTpmbyTbl 6e3onacHoCTM € ucnosb3osaHmem ®BO.

B FMT_REV.1.2 aBTopy MN3/3b cnepyet cneuyndunumnposats npasuna oTMeHbl. K npasunam, B 4aCcTHOCTW, MOryT
6bITb OTHECEHbLI: «nepej cneaywuein onepaynein Haj acCcouUMNPOBAHHBIM PECYPCOM» WU «MNpPU CO3JaHUN KaXAoro
HOBOro cy6bekTa.

H.5Cpok gelictBusa atpubytoB 6e3onacHoctn (FMT_SAE)

H.5.1 3ameuaHus Ans nonb3osaTens

CemeiictBo FMT_SAE cBAi3aHO C BO3MOXHOCTbIO YCTAHOB/IEHUA CPOKa AeiicTBna aTpubyToB 6e3onacHocTu. OHO
MOXeT NPUMEHATbCA Npu cneuyndukaunm TpeboBaHuii K CPoky AeiicTBUA aTpubyTOB ynpaBneHUs [OCTYNOM, aTpuoy-
TOB nAgeHTUduKaLun n ayteHTudukaLum, ceptudmkatos (Hanpumep, cepTudmnkaTos katoyvein no X509), aTpmbyToB ayguta
utT.Aa.

H.5.2 FMT_SAE,1 OrpaHunyeHHas no BpeMeHn aBTopusaums

H.5.2.1 Onepauuu

H.5.2.1.1 Ha3HaueHue

B FMT_SAE.1.1 astopy M3/3b cneayet npeAcTaBuUTb CNUCOK aTpubyToB 6e30nacHOCTH, AN KOTOPbIX NOAAepXUBa-
eTca orpaHuyeHve cpoka AeicTsua. Mpumepom Takoro aTpubyTa ABNSETCA ypOBeHb [Jonycka nofb3oBaTtens.

B FMT_SAE.1.1 aBtopy MN3/3b cnegyeTt ykasaTb ponu, AONyLEeHHblE K HA3HAYEHWUIO Cpoka AeicTBus atpubyToB
6e3onacHocT. Bce Bo3moxHble ponn cneuyuduymnpytot B8 FMT SMR.1 «Ponin 6e3onacHocTu».

B FMTSAE.1.2 aBTopy N3/36 cnepyeTt npeAcTtaBuTb CNUCOK AeACTBUIA, NpeAnpUHUMAaEMbIX N0 OTHOLIEHWIO K
KaxAoMy aTpmbyTy 6e30nacHOCTV No UCTeYeHUn Cpoka ero AeiicTeus. MpuMepom ABASETCA HasHavyeHue ypOBHIO Jomnyc-
Ka nosib3oBaTens, N0 WCTeYEeHUW CpokKa ero AelicTBUA, 3HayYeHus, MMHUManbLHOro Ana gaHHoro OO. Ecnu B MN3/3b
npegycmaTtpuBaeTca HemMeAa/leHHas OTMeHa, To cnefyeT cneunduumpoBaTth AeliCTBUE «HeMeANeHHas OTMeHa».

H.6 Cneuyndukayns dyHkunii ynpasnenms (FMT_SMF)

H.6.1 3ameyaHusa gns nonb3oBaTtens

[laHHOe cemelicTBO Mo3BO/MAET crneunduurpoBaTb yHKLUUK ynpaBneHus, npegoctasnsemble OO. Kaxpas yHk-
uMa ynpaeneHus 6e30MacHOCTbIO, BHECEHHAs B CMMUCOK BbIMO/IHEHUS HAa3HA4YeHUs, ABNsSeTCcA (YHKUWel ynpaBneHms
atpubytammu 6e3onacHocT nmbo dyHKumeln ynpasneHns gaHHbimn ®60. nnbo dyHKumeli ynpasnerdns yHkunamm 6e-
30MacHoCTH.

H.6.2 FMT_SMF.1 Cneuundukaumsa dyHKunii ynpasneHus

H.6.2.1 3ameyaHus No NpUMeEHEeHUI0 419 Nofib3oBarens

[aHHbIli KOMNOHEHT cneunduuupyeT yHKLUUN ynpaBneHus, KOTopble AO/KHbI ObiTb NMpefocTaBNEeHbI.

AsTopam M3/3b cnefgyeT NPUHATbL BO BHUMaHWE MYHKTbl «YNpasfieHne» ANs KOMMNOHEHTOB, BK/IIOYEHHbIX B WX
M3/36. uTobbl 06ecneunTb OCHOBY ANA OYHKUMUIA ynpasneHus, koTopble 6yAyT nepeynciieHbl B AaHHOM KOMMOHEHTE.

H.6.2.2 Onepauun

H.6.2.2.1 HasHaueHue

B FMT_SMF.1 aBstopy M3/3b cnepyet cneunduunposatb (MYHKLMU ynpasneHus, npegocrasnsemoie @60 ana
ynpasneHusa atpubytamn 6esonacHoctn nn6o AnA ynpaeneHus gaHHbiMn ®BO. nnbo ANa ynpaBneHns yHKUuamu
6e3onacHoCTy.

H.7 Ponun ynpaeneHus 6esonacHocTbio (FMT_SMR)

H.7.1 3ameyaHua gns nonb3oBartens

CemeiictBo FMT SMR yMeHbliaeT BepoATHOCTb yuiepba, KOTOPbIAi MOryT HaHecTu nofb3oBaTenu AeicTBusi-
MU. BbIXOAALMMM 38 pamKn HasHauyeHHbIX UM (hYHKLMOHaNbHbIX 0653aHHOCTel. B cemelicTBe Takke paccmaTpuBaeT-
CA NpoTMBOAENCTBME yrpo3e NPUMEHEHUs1 HeafekBaTHbIX MexaHU3MOoB, npefocTaBnsieMblix A8 6e30nacHoro ynpasne-
Hua ®BO.

[laHHOe cemelicTBO coAepxuUT Tpe6oBaHWA K NpefocTaBleHU0 MHopMaLun nNo nogaepxke naeHTudukayumn
NOJIHOMOYUIA NOSIb30BaTENSA HA NPUMEHEeHMe OTAENbHbIX afMWHUCTPATUBHbIX (PYHKUMIA, OTHOCALMXCA K 6e30macHoCTu.

HekoTopble geiicTBUA ynpasBneHUA MOTyT BbINONHATL NOMAb30BaTENW, ApPYrMe — TONIbKO CrelnanbHO HasHauveH-
Hble LA KOHKPEeTHON opraHusauyun. [laHHOB CeMelCTBO MO3BONAET OnpefensiTh pas/MuHble Ponu, Takue kak Bnage-
new, ayauTop, afMUHUCTPATOP, AEXYPHbIA agMuHMCTpaTop.

Bce ponu gaHHOro cemeiicTsa cBA3aHbl C 6e3onacHOCTbl0. Kaxgas ponb MOXeT npefocTaBnAaTb LIMPOKME BO3-
MOXHOCTU (Hanpumep A0CTyn Ko Bcel cTpyktype UNIX) nnu HesHauuTesbHble NpaBa (HanpvMep npaBo YTEHWUS 06Gbek-
TOB €MHCTBEHHOro TUna, Takux Kak aiin nomouym). Bce ponu onpegensioT B 3ToM cemeiicTBe. Bo3MoxXHOCTV poneit
onpegensioT B cemeiictBax FMT MOF «YnpaBneHue oTaenbHbIMU pyHKUMAMU ®BO». FMT_MSA «YnpasneHue atpuby-
Tamu 6e3onacHocTn» n FMT_MTD «YnpaBneHue AaHHbiMu PBEO».

HekoTopble Tnbl ponei MoryT 6bITb B3aMMHO MCKIOYaloWMu. Hanpumep, AexypHblii agMUHUCTPaATOP MOXeT
6bITb CNocobeH onpeaenaTh W akTMBM3MPOBATb NoNb3oBaTeneli, HO He yAanATb WX (3Ta BO3MOXHOCTb 3akpenseHa 3a
ponblo agmuHucTpatopa). [JaHHOB cemelicTBO gonyckaeT crneuyudurkaumio NOANTUK ABONHONO yrnpasneHus.
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H.7.2 FMT_SMR.1 Ponu 6e3onacHocTu

H.7.2.1 3ameyaHna No NPUMEHEHUIO AJIA NoMib3oBaTeNA

KomnoHeHT FMTSMR.1 onpegensaeT pa3nuyHbele ponu, kotopble 5O cneyeTt pacno3HasaTb. B cucremax yacto
NpoBOAUTCA pasnnume Mexay Brafesbuem CyLHOCTW, afMUHUCTPaTOPOM W OCTaslbHbIMK MO/b30BaTeNIAMN.

H.7.2.2 Onepauuun

H.7.2.2.1 HasHauyeHue

B FMT_SMR.1.1 aBTopy MN3/3B6 cnepyeT cneunduuMpoBaTb ponn, KOTOpble Pacno3HaTCcs CUCTEMOW. DTO ponu,
KOTOpble MOFYT UCMOJMIHATL MO/Ib30BATENN OTHOCMTENbHO 6e3onacHocTu. MpuMepsl poneii: Bnageney, ayautop, agmu-
HUCTpaTop.

H.7.3 FMT_SMR.2 OrpaHunyeHus Ha ponu 6e3onacHocTu

H.7.3.1 3ameyaHus No NpUMMeHeHUIo 419 nosib3oBartens

KomnoHeHT FMT_SMR.2 cneuudumuympyeT pasnunyHble ponu, kotopble 65O cnegyeT pacnosHasaTb, U YCN0OBUS,
npy KOTOPbIX 3TUMK POSIAAMU MOXHO YNpasnATb. B cuctemax 4acto NpoBOAWUTCA pasnuMB Mexay BnafesbLeM CyLiHoC-
™, afMUHUCTPATOPOM U APYTMMY NOJIb30BaTENAMU.

Ycnosusi, Hanaraemble Ha ponu, onpefAensoT B3avMMOOTHOLWEHUS Pas/INYHbIX Poseid, a Takke OrpaHWyYeHus Ha
NpUHATAE PONN NOSb30BaTENIEM.

H.7.3.2 Onepauuu

H.7.3.2.1 HasHauyeHue

B FMT_SMR.2.1 aBtopy MN3/36 cnegyeTt cneuncuumpoBaTb ponaun, KOTOpble pacno3HanTcs CUCTEMOW. DTO ponu,
KOTOpble MOFYT UCMO/HATL MO/Ib30BATENN OTHOCMTENbHO 6e3onacHocTu. MpuMepsl poneii: Bnageney, ayautop, agmu-
HUCTpaTop.

B FMT SMR.2.3 aBTopy M3/36 cnegyeT cneuynduumpoBaTth yCI0BWS, KOTOPbIM HEO06X0AUMO CneAoBaTh Npy ynpas-
NIeHUN HasHavyeHneM ponu. FMpumepamu Takux YCMOBUIA ABNAIOTCA: «3aka3uMK HEe MOXET UCMOJHATL Posib ayanTopa wim
afMuUHMUCTpaTopa» WA «nosib3oBaTesnio, UCNOMHALWEMY PO/fb acCUCTeHTa, He06X04UMO Takke WCMNOMHATL Pofb Bna-
Aenbya».

H.7.4 FMT_SMR.3 MNMpuHaTtue ponei

H.7.4.1 3ameyaHus No NPUMEHEHUI0 419 NoSib3oBarTens

KomnoHeHT FMT_SMR,3 onpegensieT, 4to A8 NPUHATUSA HEKOTOPbLIX poseli Heobxoaum SABHbIA 3anpoc.

H.7.4.2 Onepauuun

H.7.4.2.1 HasHauyeHue

B FMT_SMR.3.1 aBTopy M3/36 cneayet cneundumunpoBatb ponu, Anas NPUHATAS KOTOPbIX TpebyeTcsa siBHbIA 3an-
poc. Mpumepsbl: ayanTop 1 agmuHucTpaTop.
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Mpunoxexue |
(o6sA3aTenbHoe)

MpueaTtHocTh (FPR)

Knacc FPR onucbiBaeT Tpe6oBaHUA, KOTOPble MOTYT HaknaAblBaTbCs A8 Y40BAETBOPEHUA NOTPEBHOCTH NOMb30-
BaTens B NPMBATHOCTM, AOMYyCKas MakCMMasbHO BO3MOXHYI MMOKOCTb CUCTEMbI, HO OCTaB/AS B TO € BPEMS BO3MOX-
HOIl NnoAfepxKy AOCTAaTOYHOrO ynpaBneHus (hyHKLUWOHUPOBAHWEM CUCTEMbI.

KOMMOHeHTbI 3TOr0 Knacca A0CTaTOYHO MOKW, YTOObI YUnTbiBaTb, pacnpocTpaHaeTca nu AelicTBue 3arpeboBaH-
HbIX (PYHKUMIA 6€30MacHOCTU Ha YNO/THOMOUYEHHbIX nosib3oBatenieil. Hanpumep, asTop M3/36 MOXeT nocynTaTh, YTO He
notpebyeTtca 3awmTa NpUBaTHOCTW NOMb30BaTens OT Nonb3oBaTenell, HafeNeHHbIX cneunanbHbIMWU MOTHOMOYNAMU.

Knacc FPR BmecTe ¢ gpyrumu knaccamu (cogepxawumu tpebosaHma ayauTa, ynpasieHus [OCTynoM, npegocras-
NIeHNst OBEPEHHOr0 MaplupyTa n HeoTka3yemocTu) obecneynBaeT rMbKOCTb Npu cneuucukaunm xenatenbHoro pexu-
Ma npuBaTHOCTW. B TO e Bpemsa TpeboBaHUs 3TOro Knacca MOryT HanaraTb OrpaHMYeHns Ha UCMNosb30BaHe KOMMOHEeH-
TOB [pyrux knaccos, Takux kak FIA «geHTndmkauma v ayteHTudmnkaunsa» nim FAU «Aygut 6esonacHocTu». Hanpumep,
ec/n YNOo/SHOMOYEHHbIM MOo/Ib30BaTe/I M He paspelleHo 3HaTb WAeHTUduKaTop nonb3osaTens (Hanpumep, B cemeii-
CTBax «AHOHUMHOCTb» WAN «[1CEBAOHMMHOCTb»), TO. OY4EBUAHO, HEBO3MOXHO OyAeT OCTaBUTb OTAE/bHbIX NOfb30BaTe-
neii 0TBETCTBEHHbLIMU 3a BbINOJIHAEMblE UMW OTHOCALWMecs K 6e30nacHOCTV AeliCTBUS, Ha KOTOpble pacnpocTpaHsalTcs
TpeboBaHUs NpuBaTHOCTW. TeM He MeHee ¥ B 3TOM C/lyyae BO3MOXHO BkatoyeHue B M3/3b TpeboBaHuii ayauTa, ecnm
BO3HWUKHOBEHNE HEKOTOPbIX COObITUI, CBA3aHHbIX C 6@30MACHOCTbI, BaXHee, YeM 3HaHWe O TOM, KTO 6bln UX MHULK-
aTopom.

[ononHutensHas vHgopmaunsa no 3TOMy BONPOCY NpejcTaB/ieHa B 3aMeyvyaHusAX no npuMeHeHuto knacca FAU.
rae pasbACHAETCS. YTO BMECTO MAeHTudurkaTopa B KOHTEKCTe ayauta MOXeT NPUMEHATbCS NCeBAOHUM WU gpyras
MHpopmauumsa, Kotopas morna 6ol nAeHTUULMpoBaTbL Nonb3oBaTens.

[laHHbIli Knacc CoaepXuT veTblpe cemeicTBa: «AHOHMMHOCTb», «[CeBAOHMMHOCIb». «HEBO3MOXHOCTb accouu-
aumm» n «CKpbITHOCTb». TPU NepBbiX CeMelicTBa UMelT CNOXHble B3auMocBA3MW. MNpu Bblbope cemelicTBa AN1S NpUMeHe-
HUS cnepyeT yunTbiBaTb BbISB/IEHHbIE YrPO3bl. 19 HEKOTOPbIX TUMOB Yrpo3 NpuBaTHOCTU «[CeBAOHUMMHOCTb» nogonaeT
60/bLe, YeM «AHOHUMHOCTb» (Hanpumep, npu TpeboBaHun nNpoBefeHus ayauta). Kpome Toro, HeKOTOpbIM BMAAM Yrpo3
NprYBaTHOCTM Hauy4ywyM 06pa3om MNPOTMBOCTOUT cOoYeTaHWe KOMMOHEHTOB M3 HECKO/IbKUX CEMEeNCTB.

Bo Bcex cemeiicTBax mpefnonaraeTtcs, 4TO Nofb3oBaTeslb ABHO He BbINOMHAET [eiiCTBWIA, packpbiBaloLNX ero
CO6CTBEHHbI naeHTudrkaTop. Hanpumep, ®60, Kak 0XupaloT, HE NOKaXYT Ha 3KpaHe WMSA Nosb30BaTeNss B coobLie-
HUAX 3NEKTPOHHOW NoYThl UNN 6a3ax AaHHbIX.

Bce cemeiicTBa 3TOro knacca UMeT KOMMOHEHTbI, 061acTb AeliCTBUS KOTOPbIX MOXET ObiTb 3afaHa onepauusmu.
3Tn onepauun nossonsiT asTopy M3/3b ykasaTb feiicTBuA, obuive Ana nonb3oBaTteneit/cybbekroB. KOTOPbIM He06Xo-
AUMO NpoTMBOAelCcTBOBaTb C Ucnonb3oBaHnem PBO. Bo3mMoxHbI npuMep oTo6paXeHus aHOHUMHOCTM: «®BO gonx-
Hbl 0becneynBaTb, YTOObl NOMb30BaTENN U/MAN CyBBEKTbI OblIN HE CMOCOGHBLI onNpeAennTb UAeHTUMUKaTop Nonb3oBa-
Tens. 06paTMBLUEroCa 3a TefleKOHCyNbTaumneli».

Heobxoanmo, 4to6bl PBO npegocTaBnNAnM 3alWuTy OT AEWCTBUIA He TONbKO OTAENbHbIX Nonb3oBaTene, Ho u
nosnb3osaTesieil, 06bEANHUBLLNXCA ANA NONYYEHUS onpefeneHHol nHgopmaymn. CTOMKOCTb 3awmnTbl, npegocTasnse-
MOV 3TUM K/laccoMm, cnefyeT onucaTb Kak CTOWKOCTb pyHKUMM B cooTBeTcTBUM ¢ MICO/MIK 15408-1. npunoxeHus A n B.

Hexomnosuuyma knacca FPR «lMpuBaTHOCTb» Ha COCTAB/AOLWNE €r0 KOMMNOHEHTbLI NokKas3aHa Ha pucyHke 1.1.

11 AHoHUMHOCTbL (FPR_ANO)

111 3ameuaHua gnsa nonbL3oBaTens

CemeiictBo FPRANO obecneunBaeT BO3MOXHOCTb WCNO/b30BaHNA Cy6bEKTOM pecypcoB uau ycnyr 6e3 packpbl-
TMA naeHTudrkaTopa ero nosb3osarens.

[laHHOe cemelicTBO MpefHa3HauyeHo A5 onpefeneHus TOoro, YTO Mo/Mb30oBaTeNlb AN CYyObEKT CMOXEeT npeanpu-
HUMaTb AelCTBUSA, He packpbiBas uaeHTudMkatopa nonb3oBaTens ApyrvMm nonb3oBaTenam, cybbektam uam obbekTam.
370 ceMeiicTBO npegocTaBnseT aBTopy M3/36 cnocob naeHTUdMKALMM COBOKYNHOCTM MoMb3oBaTeneil, kotopble He
CMOryT y3HaTb WAEHTUUKATOP UCNOMHUTENS HEKOTOPbIX AeiCTBUNA.

CnepoBartefibHO, eC/n Cy6beKT, NoMb3ysaCb aHOHUMHOCTbIO, BbINONHAET HeKoTopoe AeiicTBue, APYroi cy6bekT
6yaeT He B COCTOSSHUM ONpefennTb HWU NAEeHTU(MKATOP, HU AaXe CCblIKy Ha naeHTudukaTop nonb3osartens, UCcnonb3o-
BaBLLEro nepsblii CyobekT. AHOHUMHOCTbL C(POKyCHpOBaHa Ha 3aluTe uaeHTudmkaTopa nonb3oBaTens, a He Ha 3almTe
naeHtTudmkatopa cybbekra. MNoatomy naeHTMdurKaTop cybbekta He 3aliuiieH OT packpbITUS.

XoTa ugeHTudukatop nosb3osartenis He pasrnawlaetca pyrum cybbektam unu nosnb3osatensm. ®bO npamo He
3anpelyeHo y3HaBaTb uaeHTUdukaTop nosb3osartens. Ecnm He gonyckaetcs, 4Tobbl ®BO 6biN M3BECTEH UAEHTUMDUKA-
TOp nonb3oBaTens, TO MOXHO NPUGErHyTb K kKoMnoHeHTy FPR_ANO.2 «AHOHWMHOCTb». B aTom cnyyas ®BO He paspe-
waeTca 3anpawuBaTb MHOpMaLuMio 0 nonb3osartene.

TepMuH «onpegennTb» cnegyeT NOHMMAaTb B CAMOM LUMPOKOM CMbiC/ie cfoBa. [ns KOHkpeTusauunm TpebosaHuii
K cTporoctu asTop MM3/36 MOXeT BOCMOMNb30BaTbLCA MOHATUEM CTOMKOCTU (PYHKLUIA.
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PucyHok 11 — Jekomno3unums knacca FPR «[lpuBaTHOCTb»

B 3TOM KOMNOHEHTe NPOBOAWTCA pas3nuuve Mexgy nonb3oBaTeNsiMu U YyNOoSHOMOYEHHbIMY MO/b30BaTENAMU.
YNONHOMOYEHHbI Nonb3oBaTeslb 4acTo He YNOMUHAeTCs B KOMMOHEHTax M Torga emy He 3anpeliaeTcsi 3HaTb WAEHTU-
dukatop nonb3osatenss. OQHaKo HeT U ABHOro TpeboBaHWA, YTOObI YNOMHOMOYEHHbI NoMb30oBaTeNb 0683aTeNbHO
UMen BO3MOXHOCTb onpeAenuTb WAeHTUdMkaTop nonb3oBaTens. [N AOCTUXEHWA MaKCMManbHOW npuBaTHOCTU
B KOMMNOHEHTe HeobXxoAMMO yKasaTb, YTO HU NOMb30BaTeNlb, HW YMONHOMOYEHHbI NOMb30BaTeNlb HE CMOryT y3HaTb
Yyei-nnbo naeHTUmKaTop NPW BbIMOIHEHUN KaKOro-nmbo feincTBus.

B To BpemMs kak HekoTopble cucTeMbl ob6ecrneyar aHOHUMHOCTb BCEX NpefocTaBNseMblX YCAyr, B APYrMx cucremax
OHa npefocTaBnAeTcs TONbKO AN HeKOTOpbIX Cy6bekToB/onepaunii. Ana Heo6xoAMMON rMGKOCTM BKOYEHa onepauus,
B KOTOpOli 3ajaeTca obnactb AelictBus tpeboBaHus. Ecnu aBtop M3/36 3axo4eT oxBaTuUTb BCe CyObeKTbl/onepayunu.
MOXHO BOCMO/Ib30BaTLCS BblpaXeHNeM «Bce CyObekTbl 1 onepauuu».

BO3MOXHble NPYMEHEeHNA aHOHMMHOCTW BKIOYalT B cebs 3anpocbl KOH(UAEHLMANTBHOTO Xapakrtepa K o6ueno-
CTYMHbIM 6a3am AaHHbIX, OTBETbl HA ONPOCHI, NPOBOAUMbIE Yepe3 TesleKOMMYHUKaLUKN, UKW OCYLeCTBAEHNE aHOHUMHbIX
BbINAaT WIn NOXepTBOBaHWIA.

Mpumepamn NoTeHUManbHO BpaxebHbIX Nonb3osBaTeneil nan cybbekToB ABASAIOTCA npoBsaiifepbl, CUCTEMHbIE
onepartopbl, abOHEHTbI CBA3U U NOMb30BaTENN, CKPbITHO BBOASLLNE B CUCTEMY OMaCHble 31eMeHTbl (Hanpumep, «TPOsiH-
CKWUX KOHei»). Bce oHM MoryT usyyaTb o6pas AeiicTBUS nonb3oBaTtesieil (Hanpumep, kakme nosb3oBaTenn Kakue ycnyru
3aKasblBalT) 1 310ynoTpebnATb 3Tol MHGOpMaLmeil.

112 FPR_ANO.1 AHOHMMHOCTb

1.1.2.1 3ameyaHuns No NPUMEHEHUI0 A4NA NONb30BaTENSA

KomnoHeHT FPR ANO.1 o6ecneuuBaeT, 4To6bl MAeHTUdMUKATOP MOMb30BaTeNst GblN 3alWulieH OT packpbiTuA.
OfHako B HEKOTOPbIX CAyyasX YNo/SIHOMOYEHHbI NOMb30BaTe/lb MOXET ONpeAensTb, KTO MPOu3Bes onpefesieHHble
feicTBnA. DTOT KOMMNOHEHT AaeT BO3MOXHOCTb MM6KOro noaxofa, No3sonss BbibupaTb NOANTHKY Kak OrpaHUYeHHON, Tak
W NOJSTHOW NpMBaTHOCTW.

1.1.2.2 Onepauuu

1.1.2.2.1 Ha3HauyeHune

B FPR_ANO,1.1 aBTopy M3/3B6 cnepyeT cneunduuMpoBaTb COBOKYNHOCTb Monb3oBaTeneil n/munm cybbekToB. OT
KoTopbix PEO HeobxoAMMO NpefocTaBuTb 3awWwmTy. Hanpumep, gaxe ecnn astop M3/3b cneunduumpyet eANHCTBEHHYIO
ponb nosnb3osartens uam cybbekrta. P60 HeobXxo4MMO NpeAoCTaBUTb 3alUTY HE TOMIbKO OT OTAE/IbHOro Mnosib3oBaTens
nnn cybbekTa, HO 1 OT COBMECTHO AelCTBYIOLW X NoNb3oBaTenein n/unn cybbekTos. Hanpumep, COBOKYMHOCTb MOJb30Ba-
Tenei MoXeT ABNATLCA rPyNnoli nonb3oBaTesieil, BbICTyNaOLWNX B OAHONA 1 TOV XXe ponun UM UCNONb3YIOLWNX O4HU 1 Te Xe
npoueccsl.

B FPR ANO.1.1 aBTopy M3/36 cnepyeT naeHTUULMPOBaTL CNUCOK Cy6bEKTOB U/MK onepalunii, n/mnn obbeKkToB.
AN KOTOPbIX NOA/IMHHOE MMS NOMb30BaTeNs AaHHOro cybbekTa cnegyeT 3alWMTUTb, HANPUMEP «r0/I0COBaHME.

113 FPR_ANO.2 AHOHMMHOCTb 6€e3 3anpoca nHgopmauyunmn

1131 3ameyaHusa No NPUMEHEHUIO A4NA NOMb30BaTeNs

KomnoHeHT FPR_ANO,2 ucnonb3yetca gna obecneveHns Toro, 4to P60 He 6yAeT paspeLleHo 3HaTb UAeHTUMN-
KaTtop nosnb3oBaTtens.
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1.1.3.2 Onepayun

1.1.3.2.1 Ha3HayeHue

B FPR_ANO_2.1 aBTtopy MN3/36 cneayet cneyudurumpoBatb COBOKYMHOCTb Monb3oBaTeneli u/unu cy6bekTos, oT
KoTopbix PEO Heob6Xx0AMMO NpeAocTaBnTb 3almTy. Hanpumep, gaxe ecnu astop MN3/3b cneunduuympyeT eANHCTBEHHYHO
ponb nonb3osatens uam cybbekra. PEO HeobXxoAMMO NpeAoCTaBUTb 3alUTY He TO/IbKO OT OTAEe/IbHOro Nosb3oBaTens
unn cybbekTa, HO M OT COBMECTHO [eiCcTBYOLWMUX nonb3osateneil n/vnm cybbekto. COBOKYNMHOCTb Nofib3oBaTenei,
Hanpumep, MOXeT ABASTLCA rPynnoii nonb3oBaTesieil, BbICTyNalLWmMX B O4HOW U TOI Xe ponu Unm UCnosb3yowmnx ofHU
1 Te Xe npouecchl.

B FPRANO.2.1 aBTopy M3'36 cnepyet naeHTM(MLMPOBaTb CNUCOK CyGBLEKTOB U ‘UAN onepauuii, u/vnn o6b-EKToB,
[ANA KOTOPbIX MOA/IMHHOE MMSA No/b30BaTens AaHHOro cybbekra cnefyeT 3alWnTuUTb, HaNpUMep «rof0COBaHMEe».

B FPR_ANO_2.2 aBTopy MN3/36 cneayeT naeHTnduumposBaTb CNMCOK YCyr, HA KOTOpble pacnpocTpaHsaeTcs Tpebo-
BaHMe aHOHMMHOCTU, HanpMMep «AOCTYN K OnMcaHuio paboT».

B FPRANO.2.2 astopy MN3/36 cnegyeT naeHtTugunumnpoaTb CNMCOK Cy6BbEKTOB, ANA KOTOPbIX NOANVHHbIE UMEHA
nonb3oBateneii HEO6XOAMMO 3aWNUTUTL NPU NpefocTaBNeHUN cneuntuLMpoBaHHbIX YCyr.

12 TMceBpoHumHocTb (FPR_PSE)

121 3amevaHua 4na nonb3oBaTens

CewmelictBo FPR_PSE o6ecneunBaeT, 4To6bl N0b30BaTe/lb MOT UCMOMb30BaTb PECYPC WM yCnyry 6€3 packpbiTus
CBOEro naeHTudukaropa, octaBasicb B TO Xe BPeMs OTBETCTBEHHbIM 3a 3TO MCMonb3oBaHue. MMonb3oBaTenb MoOXeT
6bITb OTBETCTBEHHbIM, GyAy4Yu NPSMO CBsi3aH CO CCbINKON (MCeBAOHMMOM), nNpefocTaBnseMoin ®EO. unm ¢ nNceBoHU-
MOM. Takum Kak HoMep 6aHKOBCKOro cyeTa, UCMOMb3yeMbIM NS Leneid o6cnyxmBaHus.

B HEKOTOPOM OTHOLLEHWUN NCEBAOHNUMHOCTb MOXOAMT Ha aHOHMMHOCTb. B 060ux cnyyasx sawuwaerca ngeHTndum-
Katop nosb3oBaTenis, HO B NCEBAOHUMHOCTM MOAAEPXMWBAETCA CCbiNka Ha WAeHTUdMKaTop nonb3oBaTens Kak Ans
CcOXpaHeHWs ero 0TBETCTBEHHOCTMW, Tak W ANA APYruX Lenei.

KomnoHeHT FPR_PSE.1 «[ceBAOHMMHOCTb» He creundunumpyet Tpeb6oBaHWii, OTHOCALYMXCS K CCbIIKe Ha WAeH-
Tudmkatop nonb3oBaTens. 3TM TpeboBaHMA uMmelTCs B KOMNoOHeHTax FPR_PSE.2 «O6paTtumas nceBAOHUMHOCTb»
n FPR_PSE.3 «AnbTepHaTtuBHass NCeBAOHNMHOCTb».

OfHVUM U3 nyTeli NCNOMb30BaHWUA 3TOW CCbIIKM ABNSAETCH BO3MOXHOCTb NOMYYEHUS NepBOHaAYaNbHOro MAeHTUN-
KaTopa nosib3oBatens. Hanpumep, ecnn KomnbloTepU3oBaHHaA Kacca HeCKoNbKo pa3s BblgaeT abCosnioTHO OAVHAKOBble
yekn (TO eCTb NPOUCXOAUT MOLLUEHHNYECTBO), 6bI10 6bl NPEANOYTUTENIbHO UMETb BO3MOXHOCTb OTCNeAUTb uaeHTudmnKa-
Top nosnb3osartens. B obuiem cnyvyae Heo6X04MMOCTb BOCCTAHOBEHWUS WAEHTU(UKATOPOB Mo/Mb3oBaTesnei onpegens-
eTCs KOHKPETHbIMW YyCNoBuAMU. [N onucaHus Takoi ycnyru astopy M3/3B MOXHO BOCMNO/b30BaTbCSi KOMMNOHEHTOM
FPR_PSE.2 «ObpaTtumas NceBAOHVMHOCTb».

Ccbllka MOXeT TakXe WMCNonb30BaTbCsA B KayecTBe NCeBAOHMMa Nonb3oBaTens. Hanpumep, nonb3osartesb, He
xenawwuii 6biTb AEHTUMULMPOBaHHLIM, MOXeT NpefoCcTaBUTb HOMEp cyeTa, C KOTOpPOoro cinefyeT onnaynsaTb WCMOSb-
30BaHMe pecypcoB. B Takom cnyyaB ccblka Ha uAeHTUdUKaTop nosb3oBaTens - 3TO ero NceBfoHUM, KOTOPbIi Apyrue
nonb3oBaTenu uam cybbeKTbl MOryT NCNO/b30BaTh /15 BbIMOMHEHUA CBOMX (OYHKUWIA, 6€3 nosyyeHnsa npu nbbix 06CTo-
ATeNbCTBaxX MAeHTUdUKaTopa nosnb3osarens (HanpuMmep, npu cb6ope CTaTUCTUYECKUX AaHHbIX UCMNO/b30BaHNA cUcTe-
Mbl). B 3TOM cnyvae Ana onpefeneHvs npasusl, KOTOPbIM CCbIIKW JO/MKHbI YA0BNEeTBOPATL, asTop M3/36 mMoxeT BOC-
nosnb3oBaTbca KOMNoHeHToMm FPR_PSE.3 «AnbTepHaTuMBHaa MNCeBOHUMHOCTbY.

[MpuMeHAs ynoMsHyTble Bblle KOHCTPYKLUUKU, C noMoLblo FPR PSE.2 MOXHO BBECTW 3/1EKTPOHHbIE [EHbIN, yCTa-
HOBMB TpeboBaHue 3awWnTbl nAeHTUdrKaTopa Nonb3oBartens oT HabNO4EeHNA NPKU YCI0BUW, YTO OfHA U Ta Xe 3/1IeKTPOH-
Has cymma He Tpatutcsa ABaxAbl. B nocnegHem cnyuvae naeHTudukatop nonb3osatens 6yget otcnexusarbca. Cnepo-
BaTesIbHO. eC/in Nosib3oBartelb BefeT cebs YeCTHO, ero NAeHTUdUKaTop 3aLlmLieH, eCn Xe OH NbiTaeTCA MOLIEHHNYaTb,
ero nAaeHTUdunKaTop MOXeT 6biTb OTCNEXEH.

ApyruM BUAOM CUCTEMbl 3/1EKTPOHHbIX NnaTtexel SBASIOTCA 3N1€KTPOHHbIE KPeAUTHble KapTOUkW, C MOMOLLbIO
KOTOpbIX MO/Ib30BaTeNlb NpefocTaBseT NCeBAOHUM, yKasblBalOLWMA Ha CYeT, C KOTOPOro MOryT 6biTb CHATbI AeHbru. B
nogo6HOM cfiydyae MOXHO MCNofib3oBaTb, Hanpumep koMmnoHeHT FPR_PSE.3. onpegenus, 4To ngeHTUduKaTop nonb3o-
BaTensa OyAeT 3alMueH 1 nonb3osaTtesb MOAy4nT Tpebyemyto CyMMy, TONbKO €C/ Ha ero cyete ecTb AeHbl (ecnm Tak
OroBOPEHO B YC/I0BUAX).

CnepyeT vmeTb B BUfy, YTO Hanbosee CTporne KOMMNOHEHTbI JaHHOro ceMeiicTBa MOTYT NMOTEHUWanbHO He cove-
TatbCs C APYTMMU BO3MOXHbIMW TpebOoBaHMAMU, TakMMU Kak naeHTudurkaumsa n ayteHTudunkauns nnm ayaut. Boipaxe-
Hue «onpeaennTb naeHTudmkaTop» cnefyeT NOHXMAaTb B LUIMPOKOM CMbIC/e, a UMeHHO: ®BO He npegocTaBAAlOT WH-
cdhopmaLuio Npu BbINO/HEHUW OMepauun; HeNb3a onpefennTb co3gatens cybbekta Wan Bnagenbua CybbekTa, Bbi3BaB-
wero onepauuio; P60 He 6yayT 3anucbiBaTh Takylo MHOPMaLWIO, JOCTYMHYIO NONb30BaTeNsIM UAK cybbekTa?/, no koTo-
poii B AanbHelweM MOXHO 6bl 6blf0 y3HATb UAEHTU(UKATOP NONb30BaTeNs.

CwmbICn 3aknioyaeTcs B TOM. 4To6bl PEO He packpbiBanu 6e3 Heo6Xxo4MMocTy Nbyo HPopMaLmMio, C MOMOLLbIO
KOTOpOIi MOXHO onpefenuTb naeHTUUKaTop nonb3oBaTtesns, Hanpumep WuaeHTUdUKaTopbl CyObEKTOB, AENCTBYOLWNX
OT UMeHM nonb3osatens. CTeneHb COXPaHHOCTY 3TOW MHopMaLMn 3aBUCUT OT YCUAUIA, KOTOPble NOTPebylTCs HapyLum-
Tenw ANs ee packpblTua. CnefoBatesibHO, B KOMMNOHEHTax ceMelictBa FPRPSE «[ceBAOHUMHOCTb» HE06X04MMO
yunTbiBaTb TPe6OBaHNA CTOWKOCTM CPYHKLUIA.

BO3MOXHble NMPUMEHeHUs BKIOYAOT B cebs onnaty TesleOHHbIX YCIYr No NbFOTHOMY Tapudy 6e3 packpbiTus
naeHTudvkatopa aboHeHTa UANM onnaTty aHOHWMMHOrO WCMOMb30BAHUA CUCTEMbI 3MIEKTPOHHBIX NAaTexei.
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MpuMmepamy NoTeHUManbHO BpaxebHbIX Nonb3oBaTenell ABASTCA NpoBaifepbl, CUCTEMHbIE onepaTopbl, a6o-
HEeHTbI CBSI3W U NO/Ib30BATENN, CKPbITHO BBOAALLME B CUCTEMY ONacHble 3N1eMeHTbI (Hanpumep «TPOSIHCKME KOHW»). Bce
3TN HapyLIMTEeNN MOTyT U3y4yaTtb, Kakue Nonb3oBaTesn Kakve YCnyru 3akasbiBaloT, U 3/10ynoTpebnsaTb aToli nHchopmaumei.
B gononHeHne k cemelicTBY «AHOHUMHOCTb» YCNyru, npegoctaBnseMble ceMeiicTBOM «[1CeBAOHUMHOCTb», cofepxart
MeToAbl aBTopusauum 6e3 ngeHTudmKaunm, oCo6eHHO NpWM aHOHUMHON onnate («3/EeKTPOHHbIE [eHbIn»). 3TO Nomo-
raeT nposaiifepam nonyyatb nnatexu 6esonacHbiM cnoco6oM, noadepxuBas Npu 3TOM @aHOHUMHOCTb K/IWEHTOB.

1.2.2 FPR_PSE.1 lNceBAOHUMHOCTb

1.2.2.1 3ameyaHna No NPUMEHEHUIO A1 NoJib30BaTENA

KomnoneHT FPR_PSE.1 o6ecneunBaeT 3awuTy nonb30BaTeNs OT PackpbiTUA ero naeHtudukaropa Apyrumu
nonb3oBaTtensMu. Mpu 3TOM NOMb30BaTe/lb OCTAHETCS OTBETCTBEHHbIM 3a CBOW [eicTBuMS.

1.2.2.2 Onepauyun

1.2.2.2.1 Ha3HauyeHune

B FPR_PSE.1.1 aBtopy MN3/3b cneayeT cneundnunpoBatb COBOKYMHOCTb Nofib3oBaTteneil n/mnu cybbekros, oT
KoTopbix OBO HeobxogMMo npefocTaBnTb 3awmTy. Hanpumep, gaxe ecnm astop M3/3b cneunduuympyet eANHCTBEHHYIO
ponb nonb3osartens wan cybvekta. PEO Heob6x0AMMO NpefoCcTaBUTh 3alUTY He TO/IbKO OT OTAe/IbHOro Mosib3oBartens
unm cyb6bLekTa, Ho M OT 00BMECTHO [leiicTBYOW KX nosib3oBaTeneil n/vunu cybbektos. Hanpumep, COBOKYNHOCTb NO/b30Ba-
Teneii MOXeT ABAATLCA rPYNMnoi nonb3osartesneil, BbICTynatoLMx B OAHO 1 TON Xe poan AN NCNOMb3YLWNX OAHN U Te Xe
npoueccsl.

B FPRPSE.1.1 aBTopy MN3/36 cnepyet naeHTnULMpoBaTh CNUCOK CYy6LEKTOB M/Unu onepauuii, n/mnn o6bLEKTOB,
[ANA KOTOPbIX NOAJ/IMHHOE MMA NO/b30BaTeNs [aHHOro cybbekTa credyeT 3aWuTuTb, Hanpumep, «AoCTyn K npegnoxe-
HUAM TpygoycTpoiicTBa». CnegyeT OTMETUTb, YTO K «06bekTaM» OTHOCAT Mobble aTpubyThl, NO3BONAOLMNE APYTUM NOMb30-
BaTeNnsM Wan cybbekTam packpbiTb AENCTBUTENbHbIN WAEHTUMUKATOP AaHHOTO MONb30BaTeNs.

B FPR_PSE.1.2 aBTopy M3/36 cnegyeTt naeHTMduULuMpoBaTb YACN0 NCEBLOHUMOB (0AUH U 6onee), kotopoe P60
CNnoco6Hbl NMpefocTaBuUTh.

B FPR_PSE.1.2 aBTOpy M3/36 cnepyet naeHTnduunpoBaTb CNNCOK Cy6BbEKTOB, KOTOPbIM ®BO cnocobHbl npepo-
CTaB/IATb NCEBAOHUMbI.

1.2.2.2.2 Bblbop

B FPRPSE.1.3 aBTopy MM3/3b cnegyet cneunduympoBaTb, co3falTcs NCeBAOHUMbI DYHKUMAMY 6e30nacHoCTn
OO wnnn BbIGUPaAKTCA cCaMUMK Nob3oBaTeNaMn. MoxeT 6biTb BbiGpaH TOIbKO OAWNH U3 3TUX BapUaHTOB.

1.2.2.2.3 Ha3HayeHue

B FPR_PSE.1.3 aBtopy MN3/36 cnegyeT unageHTuduynpoBatb METPUKY, KOTOPOI y[0BNeTBOPSAA 6bl NCEBAOHUM,
co3fiaHHblli PBEO uNM BbIGPaHHbLIA Nonb3oBarTenem.

123 FPR_PSE.2 O6patumas NCeBA0HUMHOCTb

1.2.3.1 3ameyaHua No NPUMEHEHUI0 AN1A Nofib3oBaTens

B komnoHeHTe FPR_PSE.2 ®BO go/mxHbl 06ecneuntb, 4To6bl Npu cneunduunpoBaHHbIX YCI0BMAX NO NpegocTas-
NIEHHOIA ccblsike MOr 6bITb onpeAeneH uaeHTUgUKaToOp Nonb3oBaTens.

B atom komnoHeHTe ®BO A0MKHbI BMECTO uaeHTMdMKaTopa nonb3oBaTens npefocTaBuTb ero ncesAoHUM. Mpu
YL,0BNETBOPEHUN CreundULMPOBaHHbIX YCNOBUI MAEHTUdMKATOP NoMb3oBaTensi, KOTOPOMY NPUHAANEXUT MCEBLOHUM,
MOXeT 6bITb onpefeneH. [N5 3M1eKTPOHHbIX AeHer NPUMePOM TakuxX YyCM0BUIA MOXET Cnyxutb: «PBEO A0/MKHbI NpegocTa-
BWTb HOTApPUyCy BO3MOXHOCTb ONpeAenuTb MAeHTUdMKaTop nonbL3oBaTens no npefcTaB/eHHOMY MCEeBAOHUMY TONbKO B
TOM c/lyyae, ecnu Yek 6blN BblAaH ABaXAbI».

1.2.3.2 Onepauyun

1.2.3.2.1 Ha3HaueHune

B FPR_PSE.2.1 aBTopy M3/3b cnegyet cneunduympoBaTb COBOKYMHOCTb Nosib30Batesneil n/unm cybbekTos, OT
KoTopbix PBO Heob6Xx04MMO NpefocTaBnTb 3alwmTy. Hanpumep, gaxe ecnun astop M3/3b cneunduuympyeTt eANHCTBEHHYIO
posnb nonb3osatens wam cybbekta. PEO Heo6Xx0AMMO NpefoCcTaBUTh 3alUTY He TOJ/IbKO OT OTAe/IbHOro Mosib3oBartens
unn cy6bekTa, Ho U OT COBMECTHO feiicTBytLW X Nonb3oBaTenei n/nnm cybbektoB. HanpuMmep, COBOKYNHOCTb NO/b30Ba-
Tenei MOXeT ABAATLCA rPynMnoi nofb3osartesneil, BbICTyNaoWmnx B OAHOI 1 TOM Xe poan AN UCMOMb3YIOWNX OAHN U Te Xe
npoueccsl.

B FPR_PSE.2.1 aBTopy M3/3b cnepyeT naeHTnduULpoBaTb CNMCOK CyObEKTOB U/MNn onepauuii, n/mnn o6bekToB.,
AN KOTOPbIX NOA/IMHHOE UMS NONb30BaTeNs [aHHOro cybbekTa cnedyeT 3alWnTuUTb, HanpuMep «AOCTyn K npepaoxe-
HUAM TpygoycTpolicTBa». OTMeTUM, YTO K «06bekTam» OTHOCAT Ntobble aTtpubyTbl, NO3BONAOLWME APYTMM NONb3oBaTe-
NAM Mnn cy6bektam packpbiTb [eACTBUTENbHLIA NAEHTUMDUKATOP [aHHOTO Nonb3oBaTens.

B FPR_PSE.2.2 aBTopy M3/36 cnegyet naeHTudmumnpoBaTs YNCI0 NCEBAOHUMOB (0AuH unu 6onee), kotopoe P50
Crnoco6Hbl NMpefocTaBuUTh.

B FPR_PSE.2.2 aBTOpy M3/3B6 cnepyet naeHTUduULUpPoOBaTb CNUCOK CYy6BLEKTOB, KOTOPbIM ®BO cnocobHbl npeso-
CTaB/ATb NCEBAOHUMbI.

1.2.3.2.2 Bblbop

B FPR_PSE.2.3 aBTopy MM3/3b cnegyet cneunduuympoBaTtb, co3galnTcs NCeBAOHUMbI DYHKUMAMY 6e3onacHoCTn
OO unn BbIGMpaTCA caMMMM Nosnb3oBaTensamMu. MoxeT 6biTb BbiOpaH TONbKO OAWH U3 3TUX BapuaHTOB.
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12.3.2.3 Ha3sHauyeHune

B FPR_PSE.2.3 aBTopy MN3/36 cnepyeT naeHTudurympoBaTb MeTpUKy, KOTOPOI yA0BAEeTBOPSI Gbl NCEBAOHUM,
co3gaHHblii ®BO nnn BbiGpaHHbLI Nonb30BaTENEM.

1.2.3.2.4 Bbl6op

B FPR_PSE.2.4 aBtopy MN3/36 cneayet naeHTUdMLUMpoBaTb, MOTyT /I YNOSIHOMOYEHHbI nonb3oBaTens u/unm
[loBepeHHble CybbekTbl onpeAennTb NOAMMHHOE UMA NOoMb3oBaTens.

1.2.3.2.5 Ha3HauyeHne

B FPR_PSE.2.4 aBTopy MN3/3b cnegyet naeHTMdMLMpoBaTb CNMCOK YCIOBUIA, MPU KOTOPbIX AOBEPEHHbIE CYyOBEKTbI
N YNOMIHOMOYEHHbI NoMb30BaTeNb MOryT onpeAennTb NOASMHHOE WUMS MO/Ib30BATENs Ha OCHOBE NpefocTaBNeHHOM’
CCbINKN. TakMMu ycnioBMAMN MOXET 6bITb «BPeMsi CyTOK» WK Xe MpaBoBOe yC/0BUE, Hanpumep, npeabssrneHne cyae6-
HOro NOCTaHOB/EHNS.

B FPR_PSE.2.4 aBtopy M3'3b cnegyeT naeHTMdrumpoBaTb CNNCOK 4OBEPEHHbIX CyObEKTOB (Hanpumep «HoTa-
puyc» Wnn «nosnb3oBaTenb, UMELWMIA cneymanbHoe pa3pelleHne»), KoTopble MOryT Npu onpefeneHHbIX YCNoBUaAX y3-
HaTb MOA/IMHHOE VIMSA MO/Mb30BaTens.

1.2.4 FPR_PSE.3 AnbTepHaTuBHas NncesAOHMMHOCTb

1.2.4.1 3ameyaHus No NPUMEHEHUI0 ANA NoSib30BaTenNs

B komnoHeHTe FPR_PSE.3 ®BO pgomxHbl 06ecneunTtb, 4TOObl NpefocTaBNeHHas CCblika OTBevyana onpefeneH-
HbIM MpaBuiam ee co3faHus 1 BCeACTBME 3TOr0 MOrfa MCMNofb30BaTbCsA MOTEHUWAaNbHO onacHbiMK cybbektamu 6e3
HapyweHua 6e30nacHOCTU.

Ecnu nonb3oBaTenb Xo4eT UCMOMb30BaTb PecypeChbl, He packpbiBas CBOW MAeHTUhMKaTOp, TO MOXET NPUMEHSATb-
€A NCeBAOHUMHOCTb. OflHAKO Ha BCeM MPOTSKEeHUW [OCTyna K CUCTeMe Mnosb3oBaTesib 06513aH UCNONb30BaTb OAUH 1
TOT Xe nceBfoOHMM. Takoe yc/ioBMe MOXHO cneundnunpoBaTb B 3TOM KOMMOHEHTE.

1.2.4.2 Onepauyun

1.2.4.2.1 Ha3HayeHune

B FPR PSE.3.1 aBTopy M3/3B6 cneayet cneuudurympoBaTh COBOKYNHOCTb Monb3oBaTeneit n/unm cy6bLeKToB, oT
KoTopbix PEO Heob6Xx0AMMO NpeAocTaBnTb 3almTy. Hanpumep, gaxe ecnu astop MN3/3b cneunduuympyeTt eaANHCTBEHHYHO
ponb nonb3osartens uam cybbekra. PEO Heob6Xxo0AMMO NMpeAoCTaBUTb 3alUTY He TOMIbKO OT OTAE/IbHOro Nosib3oBaTens
unm cy6bekTa, Ho U OT COBMECTHO AeliCTBYIOWMUX nonb3oBateneii n/mnu cybbektos. HanpuMep, COBOKYNHOCTb NO/b30Ba-
Teneli MOXeT ABNATbLCS Pynnoli nonb3oBaTeneid, BbICTYNALWMX B OLHOW W TOI Xe ponu UM UCNONb3YHLWNX OAUH U TOT
Xe npotecc.

B FPR_PSE.3.1 aBtopy M3/36 cnepyeTt naeHTuduULMpoBaTb CNUCOK CYy6bLEKTOB M/Unu onepauuii, n/mnn o6bEKTOB,
ANA KOTOpbIX NOA/IMHHOE MMSA NONb30BaTeNs [aHHOro cybbekTa cnegyeT 3aWuTuTb, Hanpumep «AOCTyn K npegnoxe-
HUAM TpyfoycTpolicTBa». OTMeTUM, YTO K «06GbekTam» OTHOCAT Nobble aTpubyTbl, NO3BOMSAOWME APYTUM MNOMb30BaTe-
NAM 1nn cy6bekTam packpbiTh AENCTBUTENbHbIA NAEHTUMUKATOP AAHHOr0 NONb30BaTens.

B FPR_PSE.3.2 aBTopy M3/36 cnegyeTt naeHTMduunposaTb YACN0 NCEBAOHUMOB (0AUH Unun 6onee), kotopoe P60
CNoco6Hbl MpefocTaBuTh.

B FPR_PSE.3.2 aBtopy M3/36 cnegyeTt naeHtudnunpoBatb CNMcok cy6bekToB, KoTopbiM ®BEO cnocobHbl npego-
CTaB/IATb NCEBAOHUMbI.

1.2.4.2.2 Bbl6op

B FPR_PSE.3.3 aBTopy MM3/3b cnegyet cneunduuympoBaTtb, co34alTcs NCeBAOHUMbI (DYHKUMAMY 6e30nacHoCTU
OO unn BbIGMpaTCA caMUMK Nosb3oBaTensamMmu. MoxeT 6biTb BbiOpaH TONbKO OAWH U3 3TUX BapuaHTOB.

12.4.2.3 Ha3sHauyeHue

B FPR_PSE.3.3 aBTopy M3/36 cnepyeT uaeHTUuduumpoBaTb MeTpUKY, KOTOPOI yA0BAeTBOPS Gbl NCEBAOHUM,
co3gaHHbli ®BEO nnn BbIGpPaHHbLI NOAb30BaTENEM.

FPR PSE.3.4 aBTopy N3/36 cnepyeTt uaeHTUULMpoBaTh CNUCOK YCI0BUIA, YKa3blBAKOLWUX, B KAKUX CyYasix CChISIKU
Ha NOANMHHOE VMMSA NONb30BaTENA [O/KHbI GbiTb OAMHAKOBbI, & B KakuX AO/KHbI GbiTb Pa3fIMUHbIMU, HaNpUMep, «ecsu
nonb3oBaTesib OCYLECTBASET MHOrOKpPaTHbI/i BXOA B y3e/ CeTu, OH 6yaeT UCnosb3oBaTb OUH U TOT Xe NCEeBLOHUM.

13 HeBo3moxHocTb accoynaumnmn (FPR_UNL)

131 3ameyaHusa Ana nonb3osartens

CewmeiictBo FPR_UNL obecneumBaeT, 4To6bl NOMb30BaTe/lb MOI HEOAHOKPATHO MCMOMb30BaTb PECypCbl UM yc-
NYrn. He faBas HUKOMY BO3MOXHOCTM CBA3aTb BMECTE UX UCNO/b30BaHne. HeBO3MOXHOCTb accoumaunm oTanyaeTca ot
NceBAOHVMHOCTY TEM, YTO XOTHA NPW NCEBAOHUMHOCIN CaM NoJib30BaTe/lb TakkKe HEeU3BECTEH, CBA3U MeXAy ero pasnuy-
HbIMU [eICTBUAMU He CKpblBatoTCS.

Tpe6oBaHNA HEBO3MOXHOCTU accounauny npefgHasHavyeHbl A4Na 3awunTbl naeHTudurkatopa nonb3osartens ot
npumeHeHns npoduns onepauyuii. Hanpumep, TenecoHHas KOMNaHUA [NOXeT onpeAennuTb NoBeAeHne nosb3oBaTens
TenedOHHON KapTbl, UCMO/b3YyEMON C eMHCTBEHHOro Homepa. Ecnu n3secTHbl Npodman Mcnonb3osBaHusa TenedoHa
rpynnoii nonb3oBartenieil, TO KapTy MOXHO CBA3aTb C KOHKPETHbIM Mosib3oBatesieM. COKpbITUE CBS3N MexAy Pas/inuHbl-
MU obpalleHnsMu 3a yCyro nnaum 3a AoCTYnoM K pecypcy npeAoTBpaTWT HakonneHue nofobHol nHdopmauuu.

B pesynbtate, Tpe6oBaHWA HEBO3MOXHOCTU accoumaumMm MOryT o3Havatb 3aluTy naeHTudukaropa cybbekta u
nonb3oBartens AN HEKOTOPOi onepauuu. B MpoTUBHOM ciyyaB 3Ta WHopmayus MoXeT 6biTb MCNONb30BaHa ANA
CBSA3bIBAHMA onepauuii.
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CeMeiicTBO colepXnT TpeboBaHne UCKIIOUNTL YCTAHOB/IEHNE CBS3N MEeXAY Pas/nyHbIMK onepaunsMu. 3ta CBA3b
MOXeT npuobpeTatb pasnuyHble popMbl. Hanpumep, ¢ nonb3oBaTefneM accouuvMpyeTcs onepauyus uau TepmuHan, ¢
KOTOPOro VHULMMPOBAHO AeiicTBUE, AU NPOAOMKNTENBHOCTL BbINONHEHUS AeiicTBMA. ABTop M3/36 MoxeT cneunduum-
poBaTb. PacKpbITUIO Kakoro Tuna cBs3eli He06X0ANMO NPOTUBOAECTBOBATD.

BO3MOXHblE NPUIOXKEHUSA BKIOYAKT B ce651 BO3MOXHOCTb MHOIOKPATHOIO MCMO/b30BAHUA NCEBAOHMMA, WUCKI0-
Yaloumne cosgaHune wabnoHa UCMoMb30BaHNA, N0 KOTOPOMY MOXHO PackpbiTb MAEHTUMKATOP No/nb3oBaTens.

Mpumepamn noTeHuUManbHO BpaxaebHbIXx Cy6bekTOB MAM nonb3oBaTenel ABASIOTCA nposaiifjepsl, CUCTEMHbIE
onepaTopbl, abOHEHTbI CBA3U U NONb30BaTeNN, CKPbITHO BBOASALLNE B CUCTEMY OMacHble 31eMeHTbl (HanpuMep «TPOsiH-
CKMe KOHW»). CamMy OHM He BbINOJHAT onepauun B CUCTEME, HO CTPEMATCSA NONyunTb MHhopmaymio 06 onepauymsax. Bee
3TN HapywmTenu MoryT udyyatb obpas fjeiicTBuii nonb3osaTteneii (Hanpumep, kakue nosib3oBaTeny Kakue ycnyru 3aka-
3bIBAKOT) U 310ynoTpebnaTb aToi MHcopmaumeii. HEBO3MOXHOCTbL accouuaunm sawuuiaeT nonb3osarenieil ot conoc-
TaB/IeHNsA. KOTOpPOe MOXeT 6blTb NPOBEAEHO MeXAy pasnuyHbiMu feiicTBuAMK noTpebutens. Hanpumep, cepusa Tene-
(POHHbIX BbI30BOB, CAE/IaHHbIX aHOHWMHbLIM NOTpebuTesnieM No pas/MyHbIM HOMepam, MOXeT gaTb MHpopmauuo And
packpbITusi ero naeHTudukaropa no covyetTaHnio HOMEPOB.

132 FPR_UNL.1 HeBO3MOXHOCTb accouumaumn

1.3.2.1 3ameyaHus No NPUMEHEHUI0 NS NoJib30BaTenNs

KomnoHeHT FPR_UNL.1 o6GecneumBaeT, UTo6bl MO/b30BaTENIM HE MOIN CBA3bIBATb MeXAy COGOW passimuHble
onepauuu B cucteme U Takum obpasom nosyvaTb MHGOPMaLuio.

13.2.2 Onepayun

1.3.2.2.1 HasHayeHue

B FPR_UNL.1.1 aBTopy M3/3B6 cneayet cneuudurympoBaTb COBOKYNHOCTb Nonb3oBaTteneit n/vnm cybbekToB. OT
KoTopbix PEO Heob6x04MMO NpefocTaBUTb 3alwmTy. Hanpumep, gaxe ecnm astop MN3/3b cneunduuympyeTt eaANHCTBEHHYHO
ponb nonb3osartens uam cybbekra. PEO Heob6Xxo0AMMO NMpeAoCTaBUTb 3alUTY He TOMbKO OT OTAE/bHOro Nosb3oBaTens
unm cybbekTa. Ho U OT COBMECTHO [eiiCcTBYIOWMX nonb3oBateneii n/unu cybbektos. HanpuMmep, COBOKYNHOCTb NO/b30Ba-
Teneli MOXeT IBASATLCA rPynnoii nofb3oBaTe e, BbICTYNALWMUX B OAHON W TO Xe ponu Wan UCNONb3YHLWNX OAUH U TOT
Xe npotecc.

B FPRJJINL.1.1 aBTtopy M3*36 cnepyeTt uaeHTUULMPOBaTL CNMCOK ONepawuunii, Ha KoTopble cnepyeT pacnpocTpa-
HUTb TpeboBaHWe HEBO3MOXHOCTW accouuaunn, Hanpumep «oTnpaBka 3N1eKTPOHHON NOYTbI».

1.3.2.2.2 Bblbop

B FPR_UNL.1.1 aBTOpy M3'36 cnegyeT BbibpaTb B3aMMOCBS3M, KOTOPble cAefyeT CKpbiTb. STOT BbIGOP NO3BONSET
cneymnduunposatb MAeHTUMUKATOP Nosb3oBaTens NM60 onepayuio Ha3HauyeHWUs cnucka COOTHOLLUEHWIA.

1.3.2.2.3 Ha3sHayeHue

B FPR_UNL.1.1 aBTOpy M3/36 cnepyet nAeHTU(ULMPOBATL CNNCOK COOTHOLIEHWI, KOTOpble cnedyeT 3aluiats,
Hanpumep «nocnaHHble C OJHOI0 U TOro Xe TepMuHana».

1.4 CkpbiTHOCTb (FPR_UNO)

141 3ameuaHus gna nosb3oBartens

CewmeiictBo FPR_UNO o6ecneunBaeT, 4To6bl Nonb30BaTelb MOT MCMNO/b30BaTb pecypc unu ycnyry 6e3 npepoc-
TaB/IeHNsA KOMY-M60, B 0OCOGEHHOCTUN TpeTbeil CTOPOHe, BO3MOXHOCTW 3HaTb 06 MCMOMb30BaHUN pecypca Wau ycayru.

Moaxof K 3awute naeHTudgurkatopa nonb3oBaTeNs B 3TOM CeMelicTBe OT/iMYaeT ero oT OCTasibHbiX CeMelicTB
fAaHHoro knacca. CkpbiBaeTcsl hakT MCMOMb30BAHUA pecypca WK YCnyru, a He uaeHTudukaTop nosb3osBartens.

[ns peanusauun CKPbITHOCTU MOMYT OblTb MPUMEHEHBI pPas3/inyHble MeToAbl. MprMepbl HEKOTOPbIX U3 HUX:

a) pasmelleHne nHopmauumn, BAMSIOLEe Ha CKPbITHOCTb. VIH(hopmaLuio, KOTopylo Heo6XoANMO CKpbITb (Hanpu-
Mep. YKasblBaloLLyl0 Ha BbIMOSIHEHWE onepauumn), MOXHO pasmecTutb B OO pasnuuHbiMu cnocobamu. MecTo ee pasme-
weHusi B OO MOXHO BblGMpaThb CryyaitHo, 4TO6bl HapylIMTeNb He 3Has, Kakyl MMeHHO yacTb OO cnefyeT aTakoBaTb.
[laHHyto MHbopMaLMio MOXHO pacnpefennTb Tak. YTo6bl HU B ofHOI YacT OO ee He 6bl/I0 JOCTATOYHO ANA HapyLIeHNs
npMBaTHOCTU No/b30BaTens. JTOT cnocob paccmatpusaeTcsa B KomnoHeHTe FPRUNO.2 «Pacnpegenexune nHdopma-
LUUn. BAUSIOLLEE HA CKPbITHOCTb»;

b) MaccoBoe pacnpocTpaHeHuio nHopmauun (Mo nokanbHol ceTw, No paauo}. MNonb3oBaTenn He MoOryT onpeje-
NNTb. KTO KOHKPETHO MOyYus U UCNOMb30Ban AaHHy uHpopMauuno. 3TOT MeTof 0CO6eHHO Mosie3eH B cyyae, ecnu
nHchopmauuio cnefyeT AOBeCTW 40 TOro, KTO onacaeTcsi MokasbiBaTb CBOK 3aMHTEPECOBAHHOCTb B JaHHO nHhopmaumm
(HanpvmMep, YyBCTBUTENIbHOU MeAUUUHCKOW MHopMaumm);

C) kpunTorpadunyeckas 3awuTa u fonosHeHne coobuieHnii He3Havalen nHpopmaumein. Mytem HabnogeHns 3a
NOTOKOM COOG6LLEHNI I MOXHO M3BMEYb MHpopMALMI0 M3 camMoro hakta nepegayn coobLieHNs U ero aTpubyToB. 3awuTy
nepefaBaeMbIX COOBLLEHUI N UX aTpubyTOB MOXHO ObecneunTb MOCPEACTBOM AOMOMHEHUS Tpaduka 1 cammx coobuie-
HUIA He3Haualwel nHpopmauveint unu WwudposaHus.

WHorga nonb3oBateneii He cnegyeT gonyckaTb K HabMl0AEHUI0 3a UCMOb30BAHMEM PEeCcypcoB, @ YNO/THOMOYEH-
HbIM MO/Ib30BAaTENIAM Takoe HabnoAeHne Heo6XoANMO ANA UCNONHEHUA CBOUX 06si3aHHOCTell. B aToMm cnyvae MoxeT
npuMeHATbCA KoMNoHeHT FPRJINO.4 «OTKpbITOCTb 415 YNOJTHOMOYEHHOTO NOJMb30BaTeNs», KOTOpbIi npegocTaBnseT
3Ty BO3MOXHOCTb OJHOMY W/IN HECKOJIbKUM YNOSIHOMOYEHHbLIM MO/1b30BaTENAM.

B gaHHOM cemelicTBe ucnosib3yeTcs noHAaTMe «4yacTb OO». Mog Hell nogpasymesaeTcsi kakad-nn6o yactb OO.
oTfeneHHas uU3nYeckn Unm nornyeckn ot Apyrux Yacteit OO. B cnyyae normyeckoro oTaeneHns Moxet 6biTb YMECTHO
npumeHeHue cemeiictea FPT_SEP «PasgeneHvie gomeHa».
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CKPbITHOCTb CBSi3eil MOXET GblTb BaXKHbIM (DaKTOPOM BO MHOTMX 061acTsX, Takux Kak OCyLLeCTBNEeHNEe KOHCTUTYLN-
OHHbIX MpaB, MOANTUKA OpraHu3auun WAU NPUIOXKEHUs, CBA3aHHble C 060POHHBLIMU BOMpPOCaMW.

1.4.2 FPR_UNO.1 CKpbITHOCTb

1.4.2.1 3ameyaHuns No NPUMeEHEHUI0 ANA Nosib30BaTens

KomnoHeHT FPR_UNO.1 copepxuT Tpeb6oBaHWA HefonyCTUMOCTUM HabMAeHUs HeYNOMHOMOYEHHbIMW NOJb30-
BaTeNsIMU 3a UCMO/b30BaHNEM YCAyrn WK pecypca. [lonoIHUTeNbHO K 3TOMY KOMMOHeHTY aBTopy M3/36 moxeT notpe-
60BaTbCA «AHaNIN3 CKPbITbIX KaHaNoB».

1.4.2.2 Onepauyun

14.2.2.1 HasHauyeHune

B FPR_UNO.1.1 aBTopy MN3/3b cnepyeT cneunduuMpoBaTb COBOKYMHOCTb MoOMb3oBaTeneil n/unn cybbektos, oT
KoTopbix PBEO Heobxoanmo npepocTaBuThb 3awuTty. Hanpumep, gaxe ecnu astop M3/36 cneynduunpyet egUHCTBEHHYO
posnb nonb3osatens wam cybbekta. PEO Heo6Xx0AMMO NpefoCcTaBUTh 3alUTY He TOJ/IbKO OT OTAe/IbHOro Mosib3oBartens
unn cy6bekTa, Ho M OT COBMECTHO feiicTBytLW X Nonb3oBaTenei n/mnu cybbektos. HanpuMep, COBOKYNHOCTb NO/b30Ba-
Tenei MOXeT ABAATLCA rPyNMnoi nonb3osaTtesneil, BbICTynatoLWMx B OAHO 1 TOM Xe poan AN UCMOMb3YIOWNX OAHN 1 Te Xe
npoueccol.

B FPR_UNO.1.1 aBTopy MN3/3B6 cnegyeT naeHTUdMLMPOBaTL CIMCOK ONepauuii, Ha KOTopble pacnpocTpaHseTcs
TpeboBaHMe CKpbITHOCTU. Torga Apyrue nosb3osatenn/cy6bekTbl He CMOryT HabnwAaTh 3a yKkasaHHbIMU B CMUCKe one-
paunaMn Hag cneynduuupoBaHHbIMN HUXKE obbekTamu (Hanpumep, 3a YTEHMEM U 3anucbio Ha 06bekTe).

B FPR_UNO.1.1 aBtopy MN3/36 cneayeT naeHTuduuupoBaTb CNIMCOK 06BEKTOB, HA KOTOPble pacnpocTpaHsaeTcs
TpeboBaHne CKPbITHOCTW. MpYMEpoM MOXeT 6biTb KOHKPETHbI cepBep 3M1eKTPOHHOI NoyThl unn FTP-cait.

B FPR_UNO,1.1 aBtopy MN3/36b cnepyeT cneunduuMpoBaTb COBOKYNHOCTb 3alluLliaemMblX Nonb3oBatene u/mnum
Cy6bEeKTOB, CKPbITHOCTb MHGhOPMaLMK KOTOPbIX 6yAeT obecneunBatbca. MNpuMepoM FIOXKET 6bIThb: «NoMb3oBaTeNu, nNony-
yMBLUME AOCTYN K cucTeMe yepe3 HTepHeT».

1.4.3 FPR_UNO.2 PacnpegeneHune niopmauumn, Bmatowee Ha CKpbITHOCTb

1431 3ameyaHus No NpMMeHeHUo ANA nosib3oBaTtens

KomnoHeHT FPR_UNO.2 cogepxuT TpeboBaHWA HeJONyCTMMOCTV HabnwoAeHNs onpefeneHHbIMU Mosb3oBaTe-
NIAMU 3a UCMNOJIb30BaHMEM YCyrn unm pecypca. Kposno Toro, B He/T onpefensercs, Kakas uHdopmauns, cea3aHHas ¢
npmBaTHOCTbIO Nonb3oBartens, pacnpegensetca B OO Tak. 4Tob6bl HapywuTeNb He MOr YyCTaHOBWTb, B KakoW UMEHHO
yactn OO oHa coaepxuTcs, Uan 6bin BbIHYX/AEH aTakoBaTb HECKO/bKo YacTei OO.

MprMepom MCnoNb30BaHWSA 3TOr0 KOMMOHEHTa ABAAETCA ChyyaiiHblii BbIGOP y3na A1a npegocTaBneHns ycnyrn. B
3TOM C/lyyae B KOMMNOHEHTE MOXeT OblTb YCTaHOBMEHO TpeboBaHMe, YTO MHGOPMALMS, CBA3aHHAA C NMPUBATHOCTbLIO
nonb3oBaTtens, Ao/mMkHa ObITb JOCTyNHA TOMbKO B OAHOW nAeHTUdUMUMpoBaHHOi YacTn OO. He pacnpocTpaHsAAach 3a ee
npegensbl.

Bonee cnoxHolii Npumep cBA3aH C HEKOTOPLIMW «a/nropuTMamy rosocoBaHusa». B npegoctaBneHnn ycnyru npu-
HUMalOr yyactTue Heckosbko yacTteli OO. HO HuKakas oTAenbHas YacTb OO He CMOXET HapylwWTb NPUHSTYIO MOUTUKY.
Kakoe-nn6o nuuo MoXeT MPUHATL (UM He MPUHATL) yYacTue B ros0COBaHWK; Npu 3TOM HEBO3MOXHO 6e3 Mcnofb3oBa-
Husi OO onpefennTb pesynbTaT rof0CoBaHMUA U ero yyacTus B ro0coBaHuMU (ecnu rosocoesaHne He 6bI10 eAnHornac-
HbIM).

B pononHeHne k 3aToMy KOMMNOHeHTy aBTopy lM3/36 MoxeT noTpeb6oBaTbCA «AHANN3 CKPbITbIX KaHane»».

1.4.3.2 Onepauyun

14.3.2.1 Ha3HauyeHune

B FPR_UNO.2.1 aBTopy MN336 cnegyeT cneunduupoBaTb COBOKYMHOCTb Monb3oBaTeneil n/mnu cybbekTos, oT
KoTopbix PBEO Heobxoanmo npepocTaBuTh 3awmTty. Hanpumep, gaxe ecnu astop M3'36 cneynduunpyet eaUHCTBEHHYO
posnb nonb3osatens wam cybbvekta. PEO Heo6Xx04MMO NpefoCcTaBUTh 3alUTY He TO/IbKO OT OTAe/IbHOro Mosib3oBartesns
unn cy6bekTa, Ho U OT COBMECTHO AelicTBYIOLWMUX nonb3oBatenei n/mnu cybbektoB. HanpuMep, COBOKYNHOCTb NO/b30Ba-
Teneii MOXeT ABAATLCA rPyNMnoi nofb3osaTtesneil, BbICTynatoLnx B OAHO 1 TOM Xe poan AN UCNOMb3YIOWNX OAHN 1 Te xe
npoueccol.

B FPR_UNO.2.1 aBTopy MN336 cnegyeT naeHTUdMLUMpOBaTbL CIMCOK ONepauuii, Ha KOTopble pacnpocTpaHseTcs
TpeboBaHMe CKpbITHOCTW. Torga Apyrue nosnb3oBatenu/cybbekTbl He CMOryT Habnwaatb 3a onepaunsiMy Hag 06BbEKTOM
13 cneynuunpoBaHHOro cNucka (Hanpumep, 3a YTeHWeM W 3anucblo).

B FPRUNO.2.1 aBtopy MN3/36 cnegyet naeHTuduumpoBaTb CNMCOK 06BEKTOB, HA KOTOPble pacnpocTpaHaeTcs
TpeboBaHne CKpPbITHOCTW. MpYMEpoM MOXeT 6biTb KOHKPETHbI cepBep 3/1eKTPOHHOI nouThl unn FTP-cair.

B FPRUNO.2.1 aBTOpy M336 cnepyeT cneymgurympoBatb COBOKYMHOCTb Nosib30BaTenei n/vnu cy6bekToB, CKpbIT-
HOCTb MH(POpMaLuK KoTopbix 6yAeT obecneunBaTbCs, HANPUMEP «MOb30BaTENMN, NOMYUMBLIME AOCTYN K CUCTEME Yepes3
VHTepHeT».

B FPR_UNO,2.2 aBTopy MN336 cnepyet naeHTugununuposaTb, pacnpegeneHe kakoii vHdopmauuv, CBA3aHHON C
NpMBaTHOCTLIO, CNefyeT KOHTpoNupoBaTk. Mpumepom Takoit nHpopmaLmmn sensTcs IP-agpec cyobekTa. IP-agpec o6bek-
Ta, BPEMS, UCNOMb3yemble KpunTorpadunyeckne Kaouu.

B FPR_UNO.2.2 aBTopy MN336 cnegyert cneunuuMpoBaTb YCI0BMSA pacnpocTpaHeHUsi ykazaHHO! MHopMaLui.
3T ycnosus cnegyeTt NojAepxuBatb BCe BPeMs CyLeCTBOBAHWA MPUBATHONW WHopMaLun nonb3oBaTens B KaxgoMm
cnyvae. Mpumepamun Takux yCnoBuii MOryT 6biTb crepyoume; «MHoOpMauus fo/mkHa 6biTb NpefcTaB/fieHa TONbKO B
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oflHOI 13 pasfeneHHbix yacteid OO U He Ao/mkHa NepefaBaTbCA 3a ee npeaenbl»; «MHgopMauns fomxHa npebbiBaTb
TO/IbKO B OJHOV 13 pasfeneHHbix Yacteit OO, HO fo/MKHa nepefjasBaTbCa B APYrne ero 4yactu Nepuoguyeckn»; «uHdop-
Mauus [o/KHa pacnpefensAtbCs Mexay pasinyHbiMi yactsimm OO Tak, 4ToObl HapylleHue 3aluTbl 6biIX NATA OT-
AenbHbix yacTeit OO He NPUBOAUIIO K HAPYLIEHWUIO MONWUTUKK 6€30NacHOCTU B LieSIoM».

14.4FPRJJINO.3 CKpbITHOCTb 6€3 3anpoca nHgopmayum

1.4.4.1 3ameyaHuns No NPUMEHEHUI0 ANA NoSb30BaTenNs

KomnoHeHT FPRUNO.3 npumeHseTca ana tpeboBaHus, 4To6bl PBO He cTpemMuaucb Nonyyntb MHopmaymio,
KoTopasi MOXeT HapylWTb CKPbITHOCTb NPV NpeAocTaBfeHun onpedeneHHbix ycnyr. Moatomy ®B6O He 6yayT 3anpatuun-
BaTb (TO €CTb CTPEMUTLCA MOMYYUTb U3 APYrNX UCTOYHMKOB) MHOpPMaLMIO, KOTopas MOXeT ObiTb MCNO/b30BaHa AN
HapyLlweHna CKPbITHOCTU.

1.4.4.2 Onepayunn

14.4.2.1 HasHauyeHue

B FPRJJNO.3.1 asTopy MN3/3B6 cnepyeT naeHTuunumMpoBaTb CNUCOK YCAYr, HA KOTOpble pacnpocTpaHseTcsa Tpebo-
BaHWe CKPbITHOCTU, Hanpumep «A0CTyn K ONUCaHuio padoT».

B FPR_UNO.3.1 aBtopy MN3/36 cnegyeT nageHTudununpoBaTb CNMCOK CyObEKTOB, OT KOTOPbIX NPW NOJlydeHumn cne-
UnMLMpPOBaHHbIX YCNyr cnefyeT 3alwuiaTe MHhopmMaLmio, CBA3aHHY0 C NPUBATHOCTbIO.

B FPR_UNO.3.1 astopy MN3/3b cneayeT cneundunuympoBatb MHOpMaL Mo, CBA3aHHYK C MPUMBATHOCTbIO, KOTOpas
6yfeT 3alwuuieHa oT cneynuyMpoBaHHbIX Cy6bekToB. DTO rMOXeT 6biTh MAEHTUDUKATOP CybbekTa, NonyyaloLero ycnyry,
NN XapakTepucTUKW MOMYYEHHON yCcnyru, Hanpumep WCNonb30BaHHbI pecypc namsiTu.

1.45FPRJINO.4 OTKPbLITOCTb A4J19 YNOJTHOMOYEHHOTO NONIb30BaTENA

1451 3ameyaHus No NpMMeHeHUo ANA Nosib3oBaTtens

KomnoHeHT FPR_UNO.4 npumeHseTcs Ana npegoctaB/ieHVs npaea HabnoAeHus 3a MCnosib30BaHWeM pecypcoB
OZlHOMY W/ HECKOJIbKMM YNOSIHOMOYEHHbIM NO/ib30BaTeniAM. Be3 3T0oro KOMNOHEeHTa BO3MOXHOCTb HabnwAeHusa ao-
nyckaeTcsi, HO He siBNSieTCs 06A3aTeNbHON.

1.4.5.2 Onepayun

1.4.5.2.1 HasHaueHne

B FPR UNO.4.1 aBTopy M3*36 cnegyeTt cneuncuumpoBaTb COBOKYNHOCTb YNOTHOMOYEHHbIX NOMb30BaTenei, Ko-
TopbiM ®BEO HEO6X0AMMO NpPeAoCTaBNTb BO3MOXHOCTb HabNOAEHUA 3a UCMO/Mb30BaHWEM PecypcoB. OTO MOXET 6biTb,
Hanpumep rpynna yrnonHOMOYEHHbIX Mosb3oBaTenell, WCNOMHAWMUX O4HY WU Ty Xe POfib UIN UCMONb3YIOLWMUX O4HN U
Te Xe NpoLecchl.

B FPR_UNO.4.1 asTtopy MN3/36 cnegyeT cneundunumpoBaTb CNUCOK pecypcoB n/uam ycnyr, BO3MOXHOCTb Habnwae-
HMA 3a KOTOPbIMKU HEo6XxoAnMMa YNoHOMOYEHHOMY MOMb30BaTenio.
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Mpunoxexne J
(o6sA3aTenbHoe)

3awunta 6O (FPT)

Knacc FPT cogepxuT cemeiicTBa (hyHKLMOHANbHbIX Tpe6oBaHWiA, KOTOpPble CBA3aHbl C Le/IOCTHOCTbIO U ynpase-
HMeM MexaHu3Mamu, peann3oBaHHbiMM B ®BO. He 3aBUCA Npu 3TOM OT ocobeHHocTell MBO. a Takke C Le/IOCTHOCTbIO
AaHHbIX ®BO. He 3aBuCs OT cneundmnyeckoro cogepxaHus AaHHbix MBO. B HEKOTOPOM CMbIC/1E, KOMMOHEHTbI ceMelicTB
3TOro knacca Ay6nnpyroT KOMMOHEeHTbl U3 knacca FDP «3awwuta gaHHbIX NO/b30BaTeNsi» U MOTYT faXe MCNosb30BaTb
OfHN 1 Te Xe mexaHusmbl. OgHako knacc FDP «3aluta gaHHblX nosib3oBartesisi» HalesieH Ha 3awWuTy AaHHbIX MoJb30-
Bartens. B T0 Bpems kak knacc FPT «3awmuta P6O» — Ha 3awmnTy AaHHbix P5O. dakTnyeckn, KOMNOHeHTbl U3 knacca FPT
«3awmuta ®60» Heo6xoaAUMbI ANsi peanu3aumm Tpe6oBaHMn HEBO3MOXHOCTY HapyweHus n o6xona nonutuk ®6 gaHHo-
ro OO.

B pamkax faHHOro kniacca BblAenanTcsa TpU BaxHble cocTaBHble yactu ®BO:

1) abcTpakTHaa mawwuHa ®BO. To ecTb BUpTyanbHas uan usnyeckas MallnmHa, Ha KOTOPOW BbINOMHAETCS OLEeHu-
Baeman peanusauyus ®bO:

2) peanusauna ®BO. KoTopas BbINONHAETCA Ha abCTPaKTHOM MaluvHe U peannsyeT MexaHU3Mbl, OCYyLLeCTBAA0-
wwe MBO;

3) AaHHble ®BO, KoTOpble SABAATCA afMUHUCTPATMBHbLIMU 6GasamMu AaHHbIX, YNpaBASOWMUMU OCyliecTBie-
Huem [BO.

Bce cemeiictBa B knacce FPT «3awuta P5O» MOXHO cBA3aTh C 3TUMWU TPEMSA YACTAMU U CTPYNNUPOBaTh creayio-
wmm obpasom:

a) FPT_PHP «®u3unyeckas 3awmta ®6O0» npegocrtaBnseT ynoIHOMOYEHHOMY MNO/Ib30BaTE/NN0 BO3MOXHOCTb 06-
Hapy>XeHWs BHeWHuX atak Ha Te yactn OO. koTopble peanusytoT PBO;

b) FPT AWT «TecTupoBaHue 6a30Boli abCTPakTHOW MawuHbl» U FPT_TST «CamoTecTupoBaHne ®BO» npegoc-
TaBNAT YNOSIHOMOYEHHOMY NO/ib30BaTe 0 BO3MOXHOCTb BepucuumpoBaTtb nNpaBuibHOCTL onepauuii 6asoBoli abeT-
pakTHoli MmawuHbl 1 ®BO, a Takke LeNoCTHOCTb AaHHbIX U BbINOMHAEMOro koga ®B0;

c) FPT_SEP «Pasgenenne gomeHa» n FPT_RVM «lMocpegHnyecTso npu obpalyeHnsax» 3awmwaoT P60 Bo Bpe-
MS UX BbINMOMHEHUS N 06ecneynBaroT HEBO3MOXHOCTb 06xoga ®BO. Ecnv cooTBeTCTBYOWME KOMNOHEHTbI 3TUX CEMECTB
couyeTalTCcs C COOTBETCTBYIOLWMUMKU KOMNoHeHTamu cemelicTBa ADVINT «BHyTpeHHAs cTpykTypa ®BO». MOXHO roso-
puTb 0 Hannuun B OO TPaAMLMOHHOIO «MOHWTOpa ObpalleHunii»:

d) FPT_RCV «HapgexHoe BoccTaHoBneHue». FPT_FLS «BesonacHocTb npu c6oe» n FPT_TRC «CornacosaH-
HOCTb AaHHbIx ®BO npu gy6nuposaHun B npegenax OO» onpeAensioT pexum BbinosiHeHns ®BO npu BO3HWKHOBEHWUM
€605 M HenocpeCTBEHHO MOC/e Hero;

e) FPTJTA «/[loCTyNnHOCTb 3KCMOPTUPYeMbIX AaHHbIXx ®BO», FPT_ITC «KoHuaeHLManbHOCTb 3KCNOPTUPYEMbIX
paHHbIX PBEO» n FPTJTI «LlenoctHocTb akcnopTupyeMblx gaHHbIX PBO» onpefenatoT 3awuty U 4OCTYNHOCTb AaHHbIX
®BO npu nx obMeHe mexgy ®BO u yganeHHbIM AOBEPEHHbIM NpogykTom UT;

f) FPTITT «lMepepava gaHHbix 6O B npegenax OO» npegHasHayeHo 40 3awWmnTbl AaHHbIX PBO npu ux nepepa-
Yye Me»[lY dm3nyeckn pasgeneHHbiMu yactamu OO;

g) FPT_RPL «OG6HapyxeHne NOBTOPHOr0 MCMO/MIb30BaHUA» COAEPXUT TpeboBaHMe 3aluTbl OT MOBTOPHOrO WC-
Nnonb30BaHUA pas3NnNyHbIX TUNOB MHGOPMaLuM u/unn onepauui;

h) FPT_SSP «[lpoTOKO/ CUHXPOHM3aLUNN COCTOAHWUIA» onpefenser CUHXPOHM3aUNI0 COCTOSTHUIA Mexay pasnny-
HbIMW YacTaMK pacnpegesieHHbix 5O Ha ocHoBe fAaHHbIX PBO;

i) FPT_STM «MeTkn BpeMeHn» npefocTaBnsieT HafeXHble MeTKu BpemeHu;

j) FPTTDC «CornacoBaHHOCTb AlaHHbIXx PEO mMexay ®BO» npefHasHauyeHO A5 COrlacoOBaHUS AaHHbIX MexXAay
®BO 1 yaasieHHbIM J0BEPEHHbIM MpoaykTom UT.

Aekomno3unumna knacca FPT «3awuta ®50» Ha cocTaBnAloLIME er0 KOMMOHEHTbLl nokasaHa Ha pucyHke J.1.

J.1 TecTnpoBaHue 6a30B0i abcTpakTHOW MawmnHbl (FPT_AMT)

J.1.1 3ameyaHua gna nonb3osarens

CewmelictBo FPT_AMT onpegensieT Tpe6oBaHNA K BbINOIHEHWIO TeCTUpOBaHWUA yHKUMsAMK 6esonacHocT OO
npeAnonoxXeHnin 6e3onacHoCTU, cenaHHbiX OTHOCUTENbHO 6a30BOW abCTPakKTHOW MalluvHbl, Ha KOTOPYyl nonaralTcs
®BO. [laHHasA «abCcTpakTHas» MalivHa MOXeT 6blTb kak nnaTtchopmoli annapaTHbIx/NporpaMMHo-annapaTtHbiX CpeAcTs,
Tak U HEKOTOPbIM M3BECTHbIM W MPOLUEALIVM OLEeHKY couyeTaHnem annapaTtHbiX/MPorpaMMHbIX CPeAcTB, AeCTBYOLUM
KaK BUpTyanbHas MaluHa. B kayecTBe NpMMepoB Takoro TeCTUPOBaHWA MOXHO yka3aTb NPOBEpPKy annapaTHoi 3aluTsl,
nocbINIKy TUNOBbIX NAKeTOB MO CeTW ANA NMPOBEPKU NOSyYeHNUs, Bepudmrkaumio pexmma OyHKLNOHMPOBaHNSA BUPTYasibHO-
ro MalWHHOro MHTepdelica N T. 4. DTN TeCTbl MOTYT BbINOMHATLCA NPY HEKOTOPOM NOAAEPXMBAEMOM COCTOSHUM, Npu
3anycke, No 3anpocy Win NOCTOSHHO. [leiicTBuUSA, nNpeAnpuHMMaemble ¢ ncnosb3oBaHnem OO no pesynbTataMm TeCTMPO-
BaHus. onpegeneHsl B FPT_RCV «HafexHoe BOCCTAHOB/EHME.
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PucyHok J.1 — [lekomno3sunuuna knacca FPT «3awuta ®6O». nnct 1

TepMuH «6a3oBast abcTpakTHas MalunHa» OTHOCWTCA rNaBHbIM 06pa3oM K annapaTHbIM KOMMNOHeHTaM, Ha 6a3e
KOTOPbIX BbIMNOMHATCA ®BO. OfHAKO ero MOXHO OTHECTW W K npeABapuTesibHO OLueHeHHoW 6a30BOii KOMGUHAaLWK
annapaTHbIX CpefCcTB U NporpaMMHOro obecneyeHunsi, Bedylieil cebs kak BUpTyasibHas MalluMHa, Ha KOTOpY monarawT-
ca ®B0O.

TecTbl abCTPaKTHON MalUWHbI MOTYT MMETb pasfinyHble (HOpPMbI:

a) TecTbl NpW BKAOYEHUW, KOTOPbie MPOBEPAIT NPaBUILHOCTbL pa6oThbl naatopMbl. [as annapaTHbIX W Npo-
rpaMMHO-annapaTtHbIX CPeAcTB OHU MOTYT BKIOUaTb B Ce6s TeCTbl TakMX 3/1EMEHTOB, Kak naaTtbl Namsity, MapLlipyTbl
nepegaun faHHbIX, LWHbI, YNpaBasiowe 37eMeHTbl, PErMcTpbl npoueccopa, NopTbl COO6LWeHni, NHTepdelicbl KOHCO-
neii. 3BykoBocnpoussogsalme n nepudpepuniiible yctpoiictTea. 118 NporpaMMHbIX 31€MEHTOB (BUPTYasbHON MalluHbI)
OHW BK/lOYAT B ce6s BepuUKaLmnio KOPPEKTHOCTUN UHULManu3aunum n pexmma yHKLMOHMPOBaHUS;

b) 3arpyxaemble TECTbl, KOTOPbIE MOTYT 3arpyXaTbCs U BbINOMHATLCA YNO/HOMOYEHHbIM MONb30BaTeNeM Wan
aKTMBM3NPOBATLCS NpU onpeaeneHHbiX ycnoBusax. OHM MOTyT BK/OYaTb B Ce651 TECTbl HArpy3ku 3/1eMeHTOB npoleccopa
(NOrNYECKNX 3/1EMEHTOB, BbIUUC/IUTENIbHBLIX 3/IEMEHTOB U T. [.) U yNpaBAseMoii namsTu.

J.1.2 3ameyaHuna Ana oueHwunka

Heobxogumo, 4To6bl TecTbl 6a30BOI a6CTPaKTHOM MawnHbl O6bIIM AOCTATOUYHbI 4719 NMPOBEPKN BCEX XapaKTepucTmk
6a30BOIi ab6CTPaKTHOI MaluMHbI, Ha KOTOpOIi BbiNonHALTCA PBO.
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FPTJ4PL O6Hepyxaaeto NOBTOPHOTO
nen0n4090uunsa

FFT_RVM [MocpeaHnyecTso

ren o6pLiLeTeBk 1
| |
fptjsep pegTaTte pogHe _e I I 3_ I/I
]
FPT 8/P npoTaloT oeet«ellym< 9
000LLMYIA 1

FPTT8T ComoTtecndoaamm dbO

PucyHok J.1, nuct 2

J.1.3 FPT_AMT.1 TecTpoBaHne abCTPaKTHO MaluHbI

J.1.3.1 3ameyaHna No NPUMEHEHWNIO ANA NONb30BaTENA

KomnoHeHT FPT_AMT.1 noafepxuBaeT Nepuoanyeckoe TECTUPOBAHWE NpeanonioxeHuii 6e3onacHocT 6a30Boi
abCTpakTHOI MallWHbl, OT KOTOPbIX 3aBUCUT BbiNOoMHEHNEe ®BO. Tpebysa obecneyeHUss BO3IMOXHOCTW NepuoANYecKoro
3anycka TecTupoBaHus yHKLUWIA.

Mpw xenaHun astop MN3/36 MoOXeT yTouHMTb TpeboBaHue, ykasas, B KaKkOM pexvme cnegyeT NpoBOAUTL TeCTUPO-
BaHWe: aBTOHOMHO, NPV 06bIYHOM (DYHKLMOHWPOBAHUWN CUCTEMbl WM B PeXuUMe aBapuitHOW noamfepxku.

J.1.3.2 3ameyaHusa NS oueHLLnKa

[lonyckaeTcs, 4To6bl (PYHKUUN NEPUOANYECKOrO TeCTUPOBaHWUA OblIM AOCTYMNHbI TO/IbKO B aBTOHOMHOM pexume
AN pexume aBapuwitHoi noafepxku. CnefgyeT umeTb CpeAcTBa ynpaBfeHus ANA nNpefocTaBNeHUs AocTyna B pexume
aBapuiiHO/ NogAepXKu TONMbKO YNOSIHOMOYEHHBIM NOMb30BaTENAM.

J.1.3.3 Onepauun

J.1.3.3.1 Bbibop

B FPT_AMT.1.1 aBTopy MN3/36 cnegyet cneunduuymposaTtb, korga 5O 6yAyT BbINOMHATL TeCTUpPOBaH/e abCcTpakT-
HOIi MalLuMHbI: NPU 3anycke, Nepuoguyeckn BO BPemsi HOPManbHOro (hyHKLMOHWPOBaHWS, MO 3anpocy ynosHOMOYEeHHOro
nonb3oBartens, npu Apyrux ycnosuax. B nocnegHem cnyvae cnegyet yTOYHUTL 3TN ycnosus. C NOMOLLbIO 3TOV onepauun
Bbl6opa aBTop [3/36 MeeT BO3MOXHOCTb yka3aTb Takke MepuoAnyHOCTb BbINOJIHEHMA camoTecTuposaHusa. Bonee
yacToe TecTupoBaHuWe AacT NO/b30BaTesto 60/blUY0 yBEPEHHOCTb B MPaBUIbHOM (hyHKUMOHMpoBaHun OO. OpfHako
Heobxo4MMO BblI6paTb MpasBu/ibHOE COOTHOLIEHME MeXAy NpefoCTaBfeHMEM YBEPEHHOCTUW M NOTeHUMasbHbIM YMEHb-
weHneMm gocTynHoctn OO. MOCKO/bKY CAUWKOM YacToe TecTupoBaHWe MOXeT 3amefnnTb HopMasbHoe (DYHKLMOHUPO-
BaHue OO.

J.1.3.3.2 HasHaueHue

B FPT_AMT.1.1 aBTtopy MN3/36 cnegyeT (ecnv Apyrue ycnoBus BblGpaHbl) cneuucnympoBaTtb 4acToTy, C KOTOPOIA
6yaeT NpoxoAuTb caMoTecTMpoBaHue.

J.2 be3onacHocTb npu c6oe (FPT_FLS)

J.2.1 3ameyaHus Ana nonb3osartens

Tpe6oBaHus cemeiictBa FPT_FLS o6ecneunBatoT, 4To6bl OO He HapyLwas CBOK NoAuTuKy 6e3onacHocTn npu
c6oax PO naeHTUPULMPOBAHHbBIX TUMNOB.

J.2.2 FPT_FLS.1 C60ii c coxpaHeHneM 6e30nacHOro coCTosHUA

J.2.2.1 3ameyaHunsa No NPUMEHEHUIO AN1A NONb30BaTENSA

TepMunH «6e3onacHoe COCTOSAHME» OTHOCUTCA K COCTOSHWIO, NpW KOTOPOM AaHHble ®BEO HenpoTUBOPEUUBHI
n ®60O npogo/mkalT KoppekTHoe ocyuiecTBneHne MBO. «besonacHoe cocTosiHne» onpegensoT B mogenun MBO. Ecnn
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pa3paboTunk npefocTaBus YeTkoe onpepeneHne 6e30MacHOro COCTOSIHUA U pa3bsaCHEeHMe, Korja ero cinefyet cuutatb
TakoBbIM, 3aBucumMocTb FPT_FLS.1 «C6oii ¢ coxpaHeHnem 6e3onacHoro coctosHua» oT ADV_SPM.1 «HedopmanbHas
Mogenb NoNnTUkM 6esonacHocTm OO» MOXHO He yuuTbiBaTb.

XoTa npu c60sAx ¢ coxpaHeHnem 6e30MacHOro COCTOSIHWA XenaTenbHO NpoBejeHve ayanTa, 3T0 BO3MOXHO He BO
Bcex cutyaumax. Astopy M3/36 cnegyeT cneymduumpoBaTth Te cuTyalmmn, Npy KOTOPbIX NPOBeAEHNe ayauTa xenatesnbHo
N BbINOSIHAMO.

C6on ®BO moryT BkYaTb B ceba annapaTHble OTKa3bl, KOTOPble yKa3biBalOT Ha HapylleHne pexuma paboTbl
060pyf0BaHNsA 1 TpebyloT aBapuitHoOn NoadepXkn nnn BocctaHoBneHns ®BO. C6on ®BEO MoryT BkOYaTb B cebsa Takke
yCcTpaHUMble NporpamMMHble 0TKasbl, NOCNEe KOTOPbIX TPeOyeTCs TOMbKO MHULMAaNM3auusa WM noBTOPHbIA 3anyck ®BO.

J.2.2.2 Onepauun

J.2.2.2.1 Ha3HauyeHue

B FPT_FLS.1.1 aBTOopy M3/3B6 cnepyeT npuBecTu cnucok Tnnos c6oeB ®BO. npu KOTOPbIX AO/KEH 6bITb «6e3onac-
Hblli c6oli» ®BO. To ecTb ®PBEO coxpaHunu 6e3onacHoe COCTOSIHUE U NPOAOIKAIN KOPPEKTHO ocylecTBnATb MBO.

J.3loCcTynHOCTb 3KCNOPTUPYEMbIX faHHbIX PBO (FPT_fTA)

J.3.1 3ameyvaHua gnsa nonb3osarens

CewmelictBo FPTJTA onpegenseTt npaBuia npefoTBpaLleHnss noTepyn AOCTYNHOCTM gaHHbix ®BO. nepefaBaemMbix
Mexay @50 u yaaneHHbIM AOBEPEHHbIM NPoAykToM UT. 3TO mMoryT 6biTb, Hanpumep, KpUTUYHbIe gaHHble ®BO. Takue
Kak naponu, Kniouu, faHHble ayauTa WM BbiNOAHAEMbI kog PBO.

OTO ceMelicTBO NCMNONL3YIT B pacnpefenieHHblx cuctemax, ecnv @60 npefocTaBnsOT CBOU AaHHbIE YaaneHHOMY
foBepeHHOMY npoAaykTy UT. ®BO mMoryT npeanpuHATb Mepbl 6€30NacHOCTU MULbL CO CBOEN CTOPOHbI U HE MOFYT HecTu
OTBETCTBEHHOCTb 3a ®BO Apyroro JoBepeHHOro npogykra WT.

Ecnn nmeeTcs HECKOSIbKO Pas/finyHbiX METPUK JOCTYMHOCTW A1 pasHbIX TUNOB AaHHbIX ®BO. 3TOT KOMMNOHEHT
cnefyeTt NOBTOPUTb AN KaXOW OTAENbHON napbl «MeTpuka — TUM faHHbIX PBEO».

J.3.2 FPTJTA.1 locTynHOCTb 3KCNOpTUpPYyeMbiX AaHHbIXx ®PBEO e npegenax 3agaHHOW MeTPUKK

J.3.2.1 Onepauyun

J.3.2.1.1 HasHaueHue

B FPT_rTA.1.1 aBTopy MN3"3b6 cneagyeT cneunduunposBaTtb TUNbl AaHHbIX PBEO. Ha KOTOpble pacnpocTpaHsaeTcs
MeTpuKa [O0CTYMHOCTK.

B FPTJTA.11 aBsTtopy M3/3B cnegyeT cneunduumpoBatb MeTpUKy A[OCTYNHOCTM [ANS COOTBETCTBYHOLUUX
LaHHbIX PBO.

B FPT_ITA.1.1 aBTOopy M3>3b6 cnegyet cneunduunpoBaTth YCI0BUSA, NPU KOTOPbIX HEO6X0AMMO obecneynTb AOCTYN-
HOCTb. 3TO MOXEeT 6bITb, HanpuMep Hanuuue cBA3n Mexgy OO n yganeHHbIM [OBEepPeHHbIM npoaykTom WT.

J.4 KoHhmaeHUnanbHOCTb 3KCNOPTUPYEMbIX AaHHbIX PBO (FPTJTC)

J.4.1 3ameyaHunsa Ana nosb3oBaTtens

CewmeiictBo FPTJTC onpegensieT npaesuna 3alnTtbl gaHHbiX ®BEO OT HeCaHKLUOHWPOBAHHOIO PacKpbITUS Npu
nepegavye mexay ®650 v yganeHHbIM AOBEpPeHHbIM NpoAykToM WT. 3To mMoryT 6biTb, HANpUMep KPUTUYHbIE AaHHble
®BO. TakMe Kak Naponu, KIwuun, AaHHble ayanTa Win BbiNosHsAeMbI kog ®BO.

[laHHOe cemeiicTBO MCMONb3YIOT B pacnpefeneHHbix cuctemax, ecim 650 npeAoCTaBAAlOT CBOW AaHHble yaaneH-
HOMY [LOBEpPEHHOMY NpoaykTy UT. ®BO MoryT npeanpuHaTb Mepbl 6e30MacHOCTU NnLb B CBOel 06nactu feicTBUSA U He
MOryT HECTU OTBETCTBEHHOCTb 3a PBO Apyroro gosepeHHoro npogykra UT.

J.4.2 FPT_ITC.1 KoHnaeHunanbHOCTb 3KCNOPTUPYEMbIX AaHHbIX PBO npu nepegave

J.4.2.1 3ameyaHusa oNa oueHumka

KoHthmaeHumanbHOCTh gaHHbIX ®BEO BO Bpemsa nepefayv Heob6xoAavMma ANA WX 3awuTbl OT packpbiTusa. Bo3mox-
Hble cnocobbl ob6ecneyeHnss KOHuaeHUnanbLHOCT BKAOYAOT B ceba npuMeHeHne kpuntorpaduu, a Takke Apyrux
MeTO/0B, BbI6OP KOTOPbIX MOCTOSAHHO pacLuMpsieTcs.

J.5 LLeNnoCTHOCTb 3KCnopTupyembix gaHHbix PBO (FPT_m)

J.5.1 3ameyvaHua gnsa nonb3osarens

CewmeiictBo FPT_ITI onpegenseT npaswuna 3alnTbl aHHbIX ®PBO 0T HecaHKUMOHMPOBAHHOW Moaudukauui npu
nepepaye mexgy ®b6O 1 yaaneHHbIM fOBepeHHbIM Npoayktom WUT. 3To moryT 6biTb, HanpuMep, KPUTUYHbIE AaHHble
®BO TMna naponei, kawueir, AaHHbIX ayanTa uam BbinonHsemoro koga ®60O.

[laHHOe ceMelicTBO Mcnonb3yeTcs B pacnpefefieHHbIx cuctemax, ecnm @650 npefocTaBnsioT CBOW AaHHble yaa-
NIeHHOMY AoBepeHHOMY npofykty UT. OTmMeTuMm, 4To TpeboBaHusi, cBA3aHHble ¢ Mogudukaumeid, obHapyxeHmem uam
BOCCTaHOB/IEHMEM W OTHOCALMECH K y[Aa/leHHOMY JOBEPEHHOMY NpoAykTy WT. HEBO3MOXHO cneuynduunposatb, no-
CKONbKY 3apaHee He M3BEeCTHbl MeXaHW3Mbl, KOTopble 6yAyT WCNOMb30BaHbl B yAaneHHOM [A0BepeHHOM npogykte WT.
[MoaTomy 3Tn TpeboBaHUA BbIPaXeEHbl B TepMUHax «npefoctaBneHns ®bO BO3MOXHOCTU», KOTOPYH MOXET MCNo/b30-
BaTb yJa/ieHHbIl [OBEepeHHbIi NpogykT UT.

J.5.2 FPTJTIL.1 O6HapyxeHne MoaudukaLum aKCnopTupyemMbix gaHHbix P60

J.5.2.1 3amMeyaHus No NPUMEHEHUI0 NS Nofb3oBaTens

KomnoHeHT FPT_ITI.1 cnegyeT ucnonb3oBaTb B CUTyaLusaX, Korga AOCTaTO4YHO 06HapyxuTb hakT moandumkaumm
AaHHbIX. [pumMepomM ABNsAeTCA cuTyauus, Korga y yAasieHHOro JoBepeHHoro npogykra VT nmeetca BO3MOXHOCTb 3anpo-
cuTb ®EO 0 NOBTOPEHWU Mepefayn AaHHbIX NpU 0GHAPYXEHUU UX MoaudUuKauum UM yaoBAETBOPUTb aHaIOTUYHbI
3anpoc.
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XenatenbHasa CTOMKOCTb (OYyHKLUWM OBHapyXeHns moandukauMm oCHOBaHa Ha onpegesieHHol MeTpuke MoAncu-
Kauuu. KkoTopast 3aBUCUT OT WCMOJIb3YEMOro ajiroputMa 1 MOXeT HaxoAuTbCA B AuManasoHe OT MPOCTbIX KOHTPOSIbHbLIX
CYMM M NPOBEPKN Ha YETHOCTb, KOTOPble He 0GHAapYXVBalT MPOCTbIB KOMOVMHALMN U3MEHEHWUI B HECKOMIbKMX pa3psaax,
[0 60/1ee CNOXHbIX KpUNTOorpadunyecknx KOHTPOsIbHbIX CYMM.

J.5.2.2 Onepauun

J.5.2.2.1 Ha3HaueHune

B FPT_m.11 aBTOopy MN3/36 cnegyet cneunduunuposartb MeETPUKY MogudmnkaLnm, yaosneTBopeHne KOTOpoii Heob-
XOAUMO ANA MexaHu3ma ob6HapyxeHusi. OTa MeTpuka A0o/KHa onpeaennuTb XenaTenbHyl CTOWKOCTb (PyHKLMUM 06Hapy-
XeHnsa mogudurkaunm.

B FPTJT1.1.2 aBTopy M3/36 cnepyet cneuynduymposaTb AeNCTBUSA, NpeAnpyHUMaeMblie Npu 06HapyXeHun mMoau-
dvkauun gaHHbix ®PBO. MpuMepom Taknx [eiCTBUA MOXET CAYXWUTb: «UTHOPMPOBAaTb NOJlyYeHHble AaHHble PBO 1 3an-
poCuTb y OBEPEHHOr0 NPOAYKTa, ABMAILLEroca oTnpasmTesieM, NOBTOPHYIO nepefady AaHHbIX PBO».

J.5.3 FPTJTI.2 O6HapyxeHue n ucnpabrneHne mogndunkaLmm akcnopTupyemMbix gaHHbix 60

J.5.3.1 3ameyaHuns No NPUMEHEHUI0 A1 Nosib30BaTeNs

KomnoHeHT FPTJTI.2 cnegyeT ucnonb3oBaTb B CUTyauusax, korga TpebyeTca 06HapYyXWTb WU UCMPaBUTb MOAU-
hukKaumm KpUTUYHbLIX AaHHbIX ®BO.

XenatenbHasa CTOMKOCTb (OYyHKLUWM OBHapyXeHns moancukauMm oCHOBaHa Ha onpegesieHHol MeTpuke Moandu-
Kauuid. koTopas 3aBMCUT OT WCMOJIb3YeMOro anroputMa v MOXeT HaxoAUTbCA B fuana3oHe OT KOHTPO/IbHbIX CyMM W
NpoOBEpPKN Ha YEeTHOCTb, KOTOpPble MOrYT He OOHapyXWTb NMPOCTble KOMOWHALMN U3MEHEHUIA B HECXONbKUX paspsgax, Ao
60nee CNOXHbIX KpUNTorpadnyecknx KOHTPObHbIX CyMM. MeTpuky, KoTopyto TpebyeTcsi onpeAenuTb, MOXHO CBSi3aTb C
oTpaxeHneMm artak (Hanpumep, 6yaeT NponyckaTbCA TOMbKO OAHO M3 ThICAYM CAy4yaliHbIX CO06LWEeHNA) 6O C NpuBEAEH-
HbIM B OTKpbITOV NuTepatype MexaHu3Mom (Hanpumep, Heob6xogumo, 4To6bl Tpebyemas CTOIKOCTb cOoOoTBeTCTBOBana
CTOWKOCTN anropMtma 6e30nNacHOro X3WwWunpoBaHns).

MoaxoA K ncnpasneHnto moauduKaLunii roxeT 6biTb OCHOBAH Ha MCMO/b30BaHUN HEKOTOPbIX BUAOB KOHTPO/IbHbIX
CyMM, MO3BOMSAILWMNX KOPPEKTUPOBATL OLUMOKU.

J.5.3.2 3aMeyaHua Ans oueHwmka

Bo3MOXHble cnocobbl yAOBNETBOPEHUS 3TUX TPebOoBaHWU COCTOSAT B MCMONb30BaHUN KpUnTorpaduyecknx yHk-
Unii AN HeKOTOPbIX BUAOB KOHTPO/IbHLIX CYMM.

J.5.3.3 Onepauun

J.5.3.3.1 HasHaueHune

B FPT ITI.2.1 aBTopy M3/3B6 cnepyeT cneunduumpoBatb METPUKY Moaudukalmmn, ya0BneTBOpeHne KOTopoit Heoo-
XOAUMO ANA MexaHu3ma obHapyxeHusi. 3Ta MeTpuka A0o/KHa OnpefennTb XenaTenbHyl CTOWKOCTb (PYHKLMUM 06Hapy-
XeHnsa mogudrkaunm.

B FPTJT1.2.2 aBTopy M3/36 cnegyet cneunduumpoBaTb AeiicTBUSA, NpeanpuHUMaemble Npu obHapyXeHun Moam-
dvkauun gaHHbix ®BO. MpuMepom Taknx [eiCTBUA MOXET CAYXWUTb: «UTHOPMPOBaTb NOJlyYeHHble AaHHble PBO u 3an-
poCUTb y JOBEPEHHOr0 NPOAYKTa, ABMAILIEroCA OTNpasnTenieM, NOBTOPHYIO nepefady AaHHbIX PBEO».

B FPTJT1.2.3 aBTopy M3/3b cnepyet onpeAenvTs Tunbl Moagndukauunii, nocne kotopbix PEO cnegyeT npegocTa-
BUTb BO3MOXHOCTb BOCCTaHOBJ/IEHUA.

J.6 Mepepava gaHHbIx PBO B npegenax OO (FPTJTT)

J.6.1 3ameuaHus gns nonb3oBartens

CewmeiictBo FPTJTT copepxut TpeboBaHns 3awuTbl AaHHbIX PBO npu nx nepegave mexay pasfeneHHbIMu
yactamy OO no BHYTPEHHeMy KaHauy.

MpuHATNE pelleHnsa O cTeneHn (U3NYEeCcKOro Wan NOrMYeckoro pasfesieHus, B yC/OBUSAX KOTOPOro MOrno Obl
NpMMeHATbLCSA 3TO CeMelicTBO, 3aBUCUT OT mpegnonaraemoii cpedpl akcnayartauun. B HebnaronpuaTHoi cpege moryT
BO3HMKaTb PUCKM, CBA3aHHble C nepefaveil mexay yactamm OO. pasfesieHHbIMW BCEro NNlb CUCTEMHON WUHON. B
6onee 6naronpuATHOW cpede AN nepejayn MOXHO WCNONb30BaTb O6blUHbIE CETeBble CpeAcTBa.

J.6.2 3ameyaHuna 4N oueHLmKa

OAUH 13 MexaHW3MOoB, MPaKTUYeCcKn NPUMeEHseMbIX ANS peanusaumn yHkunamu 6esonacHocTn OO aToro Buga
3aWmnTbl, OCHOBaH Ha MPUMEHEHUN KpunTorpaduyecknx MeToaoB.

J.6.3 FPT_nT.1 Ba3oBas 3aluta BHyTpeHHe nepegaun gaHHbix P60

J.6.3.1 Onepauun

J.6.3.1.1 BbiGop

B FPTJTT. 1.1 aBtopy MN3/36 cnepyeT cneunduuymposatb TpebyeMbiii TUN 3awWMTbl OT packpbiTUa UM mogudurka-
uuu.

J.6.4 FPTJTT.2 Pa3geneHune gaHHbix ®B50O npu nepegaye

J.6.4.1 3ameyaHns No NPUMEHEHUIO A1 Nosib30BaTeNs

OfHUM 13 nyTel BbINOMIHEHWA pa3fefieHnst kaHa/i0B, OCHOBAHHOMO Ha atpubyTtax, oTHocawmxca K MPb. asnaetca
MCnosb3oBaHWe pasfesfieHHbIX IOTMYecKUX Uan U3nYecknx kaHasos.

J.6.4.2 Onepauun

J.6.4.2.1 Bbibop

B FPTJTT.2.1 aBTopy MN3/3b cneagyet cneuyndumunposatb TpebyemMblii TUN 3aWmMTbl: OT PACKPbITUA UAK OT MoANd M-
Kauuu.

150



FOCT PUNCO/M3K15408-2— 2008

J.6.5FPTJTT.3 MOHUTOPUHT LLENOCTHOCTYU flaHHbIX PBO

J.6.5.1 Onepauun

J.6.5.1.1 Bbi6op

B FPT_ITT.3.1 aBTopy MN3/36 cnepyeT cneunduuMpoBaTb, Kakoi TN mMoaudukaLmm A0MKHbI 6biTb CMOCOGHbI
o6HapyxuBaTb ®PBO. BbibMpas 13 cinefyLwmnx TMNOB: MoAUMUKaLNA AaHHbIX, NOAMEHA AaHHbIX, NepecTaHoBKa AaHHbIX,
yfaneHvne AaHHbIX WK Kakne-nmbo uHble OWNGKN LieN0CTHOCTY.

J.6.5.1.2 Ha3HauyeHune

B FPTJTT.3.1 B cnyyae Bbi6opa aBTopom [13/36 nocneAHero BapuaHTa M3 npegblgyliero absaua emy cnegyet
Takxe cneunduumMpoBaTtb, Kakue WHble OWnbkn LenoctHocTn ®BO cnefyeT o6HapyxuBathb.

B FPTJTT.3.2 aBTopy M3/36 cnegyet cneynduymposats AeNCTBUSA, NpeAnpuHUMaeMble Mpu 06HapYXXeHUN OLWNGKN
LeNI0CTHOCTH.

J.7 ®usnyeckan sawmta P60 (FPT_PHP)

J.7.1 3ameyaHus Ans nonb3osarens

KomnoHeHTbl cemeiictBa FPT PHP «®u3nyeckas sawuta ®650» faloT BO3MOXHOCTb OrpaHnunBaTh (OrU3nNyeckuit
pocTtyn k ®60. a Takke yAepxuBaTb OT HECAHKLMOHMPOBAHHON hn3nyeckoil Moagndmkaunm unm nogmeHsl peanusauyuu
®BO n NpoTuBOAENCTBOBATb UM.

TpeboBaHNA KOMMNOHEHTOB B 3TOM ceMeiicTBe obecneuvBaloT 3awnty PEO oT dm3nyeckoro Bo3feicTensa n eme-
wartenbCcTBa. Y0BNEeTBOPEHNE TpeboBaHUA 3TUX KOMMNOHEHTOB MO3BOMAET NOMYYNTbL peanusauynio ®EO. KOMMNOHyeMyto
1 nucnonb3yemylo cnoco6om, npegycmaTpmsBanlium o6HapyxeHne u3nyeckoro Bo3AeicTBMA UM NpoTusBoAdeicTene
emy. be3 atux KomnoHeHToB 3awmTa PBEO TepseT cBOW IPPEKTUBHOCTL B Cpefe, rAe He MOXeT ObiTb npefoTBpaLleHo
hmsnyeckoe nospexpgeHne. 3TO CeMeiicTBO Takxe codepxuT TpeboBaHus Kk peakumn ®BO Ha nonbiTkM hM3NYECKOro
BO3/le/CTBMSA HA WX peanu3auuio.

Mpumepamu cueHapues (PU3NYecKoro BO3AeNCTBUA ABNAIOTCA HanajeHWs C UCNOSIb30BAHUEM MeXaHUYecKnx
CpeAcTB, PaAvoOaKTUBHOIO M3/lyYeHUs, U3IMEeHeHUs TemnepaTypsbl.

[JonyckaeTtcs, 4To6bl yHKLMN 06HAPYXeHUa huanyecknx HanageHuid 6bian 4OCTYNHbI YNOTHOMOYEHHOMY NO/b30-
BaTe/l0 TOMIbKO B aBTOHOMHOM pexvMe WAu pexume asBapuiiHoii nogaepxku. CnegyeT npesycmMoTpeTb cpefcTsa orpa-
HUYEHUA JOoCTyna B 3TUX pexumax, NpefocTasBiAs ero TO/IbKO YNO/IHOMOYEHHbIM Mosib30BatensaAmM. MocKosbKy B 3TUX
pexumax @O MOryT okasaTbCsi «HEBbINO/IHUMbIMU», 3TO MOXET MoMelaTb HOPMa/ibHOMY OCYLLeCTB/IEHUIO AoCTyna
YMO/THOMOYEHHbIX Mosib3oBaTeneil. dnsnyeckn OO MOXeET COCTOATb M3 YCTPOWCTB pas3NIMYHOro Tuna, Hanpumep, u3
3KpaHuMpyoLero kopnyca, naaT u MMKpocxeM. Heo6xo4umo, 4To6bl 3Ta COBOKYMHOCTb «3/1eMEHTOB» 3awuuana P60 ot
dhmsnueckoro Bo3feiicTeus (a Takke onoselana 0 HeM 1 NPOTMBOAeNCTBOBaNa eMy). DTO He O3HAYaeT, 4To 3rn KadecTea
Heo6x0ANMbI BCeM yCTpoiicTBam Mo OTAENbHOCTW, HO cneayeT, 4Tobbl Ux umeno dusuyeckoe sonnoweHne OO B LeOM.

XOoTA C KOMMOHEeHTamMy JaHHOro cemeicTBa acCoLuMUpPOBaH TOMIbKO MUHWUMAsbHbIA ayguT, 3TO CAeNaHo UCKNYN-
TeNlbHO NOTOMY, YTO MOTEHLMaNbHO MeXaHW3Mbl O6HapYXeHWs W ONoBeLLeHUA MOryT OblTb peann3oBaHbl MOMHOCTbIO
annapaTHO, Ha YPOBHe B3auMOAECTBUIi 60/1ee HU3KOM, YeM ynpas/ieHne NnoAcucTeMoli ayguTa (Hanpumep, aTo r/oxeT
6bITb CUCTEMa O6HapyXeHWs Ha annapaTtHOM YpOBHe, pearvpylolas Ha paspbiB Lenu v nogarolias cBeTOBON curHan,
eCcnn uenb pa3opBaHa B MOMEHT HaXaTWsi KHOMKW YNOSIHOMOYEHHbIM Mosib3oBaTenem). Tem He meHee, aBTop [13/36
MOXeT onpefAenuTb, YTO AN HEKOTOPbIX Yrpo3, UCXOAALMNX OT cpeAbl, TpebyeTca ayanT onsnyeckux HanageHuii. B atom
cnyyas aBTopy M3/36 cnefyeT BKNOUYNTL B CMUCOK COGLITUI ayAnTa COOTBETCTBYOLWME Tpe6oBaHnsA. Heo6xogMmo umeTb
B BUAy, 4TO Hannymne 3aTux TpebGOBaHWUIi MOXET MOBAMATL Ha KOHCTPYKLMIO annapaTtypbl ¥ ee B3auMoAelicTBMe C npo-
rpamMMHbIM obecrneveHnem.

J.7.2 FPT_PHP.1 MNMaccuBHoe o6HapyxeHne hn3n4yeckoro HanageHus

J.7.2.1 3ameyaHnsa No NnpUMeHeHuo 419 nonb3oBarens

KomnoHeHT FPT_PHP.1 «[lMaccuBHoe o6HapyxeHue u3nyeckoil ataku» cnegyet NPUMEHATb, eCln yrpo3aMm He-
CaHKLMOHMPOBaHHOTO husnyeckoro Bo3aeicTena Ha yactu OO He MpPOTMBOMOCTAB/IEHbI MpoLeAypHble MeToAbl. B aTom
KOMMOHEHTe paccmaTpuBaeTcs yrposa Toro, 4to dmanyeckoe BosgeincTene Ha PEO rIOKeT N He ObITb BbiABNEHO. ObbIy-
HO 3ajia4a Bepudukauuy Toro, 4To HanajeHue MMesio MecTo, BO3/laraeTcs Ha YMNo/IHOMOYEHHOro nosib3osaTens. Kak
6bI/I0 N3/10XKEHO BbllE, 3TOT KOMMOHEHT BCErO NUWbL NpeAcTaBnseT cnocobHocTb PBEO obHapyxusaTb husnyeckoe
BO3jeilicTBMe, No3aToMy TpebyeTcs 3aBUCMMOCTb 0T FMT_MOF.1 «YnpaBfieHne pexuMoM BbINOSHEHUS YHKUWIA 6e30-
nacHocTW». 4To6bl cneunduumpoBaTh, KTO U Kakum 06pasoM MOXEeT BOCMO/b30BaTbCA 3TOW cnoco6HoCTbl0. Ecnn ata
dyHKUMS peanusoBaHa C NOMOLLbI MeXaHu3Ma, He cBsidaHHOro ¢ UT (Hanpumep, nyTem cusnyeckoil nposepku), TO
MOXeT ObITb yka3aHo, Y4TO 3aBMcMMoOCTb 0T FMT_MOF.1 He ypoBneTBopsieTcs.

J.7.3 FPT_PHP.2 OnoBeleHne o hn3M4eckom HanageHuu

J.7.3.1 3ameuaHunsa No NPUMEHEHUNIO AN1A NONb30BaTENSA

KomnoHeHT FPT_PHP2 «OnoselyeHne o hnu3nyeckom HanageHun» crnepyeT NPUMeHATb, €CAW yrpo3aM HecaHk-
LMOHMPOBAHHOTO (h13M4eckoro Bo3feincTemsa Ha YacTn OO He NPOTMBOMOCTAB/IEHbI NPOLEAYPHbIe METOAbI, U NPU 3TOM
TpebyeTcs onoBeLleHne onpefenerHHblx uLy 0 nu3nyeckoMm HanageHun. B aToM KOMMNOHEHTe paccmaTpuBaeTcs yrposa,
41O (hM3nyeckoe Bo3aeincTBme Ha anemeHTbl PBEO MOXET 6bITb XOTS W BbISIBIEHO, HO HE 3amMe4eHOo (TO eCTb O HEeM HUKTO
He onoBeLleH).

J.7.3.2 Onepauyun

J.7.3.2.1 HasHaueHue

B FPT_PHP.2.3 aBTopy MN3/36 cnefyeT npeAcTaBUTb CNUCOK YCTPOCTA'9NEMEHTOB, peanusylmnx ®60. onsa KkoTo-
pbix TpebyeTca akTMBHOEe O6HapyxeHue hrm3nyeckoro BO3AenNCTBUS.
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B FPT_PHP.2.3 aBTopy MN3/36 cneayet yka3aTb Nonb3oBatens Wau posb, yBefoMAsieMyto 06 o6HapyxeHun thusu-
Yeckoro Bo3feiicTBusA. Tun Nonb3oBaTeNs WAM PO MOFYyT MEHATLCA Ha WTepauuax KOMMOHeHTa ynpasfieHus 6esonac-
HocTblo FMTMOF.1 «YnpaBneHne pexumoM BbiNOMHeHWs (hyHKUuii 6e3onacHoCTu», BkIOUYeHHoro B M3/36.

J.7.4 FPT_PHP.3 MpoTnBoaeicTBre (hM3n4YeCKOMY HanageHuto

J.7.4 1 3ameyaHnsa No NnpUMeHeHuo A41a nonb3oBarens

[ina HekoTopbIX TUMOB BO3AeicTBMA TpebyeTcs, UTobbl PEO He TOMbLKO 06HapyXUBann BO3AeiCTBUE, HO U dhakTu-
Yyeckn NpoTuBOAelicTBOBaNN eMy WA 3afepXuBanan HanasLlero.

KomnoHeHT FPT_PHP.3 cnegyeT ucnonb3oBaTb, €C/M yCTPOICTBA M 3/1eMeHTbl, peanusyowme ®60. npegHasHa-
YeHbl N5 IKcnnyaTauuu B cpefe, rae usnyeckoe BosgeiicTeue (Hanpumep, C Lenbio HabNloAeHNs, aHanusa UM Mogu-
hukaLun) Ha cocTaBnsoLWMe YCTPOKCTB, peanusywmux ®PEO. nam Ha anemeHTbl, peanusyuwme ®6O. camo no cebe
NPU3HaHO Yrpo30ii.

J.7.4.2 Onepauun

J.7.4.2.1 Ha3HauyeHue

B FPT_PHP.3.1 aBTopy N3/36 cnegyeT cneunduupoBaTb 4719 CAUCKA YCTPONCTB/a1eMEHTOB. peanusylwmnx ®60.
cueHapuu u3nyeckoro npoHnkHoBeHus; P60 cnepyeT npoTuBoAelicTBOBaTb PU3NYECKOMY NMPOHWKHOBEHUIO, BbINOS-
HSieMOMY MO0 3TUM cLeHapusm. 3TOT CMUCOK MOXET OTHOCUTbCA K OnpejesieHHOMY MOAMHOXEeCTBY (DU3NYecKnx ycT-
POWCTB 1 aNeMeHToB, peanunsywmnx ®5O. BbigeNeHHOMY Ha OCHOBE y4YeTa TEXHOMOrMYeCKUX orpaHuyernii n ousmnyeckoi
HesalueHHoCcT npubopa. BbligeneHne Takoro nogMHoXecTBa cnegyeT 4eTKO onpeAennTb U normyeckn 060CHOBATH.
Kpome TOro. ®60 cnepyeT pearmpoBaTtb Ha NOMbITKM PU3MYECKOrO NPOHUKHOBEHMA aBTOMartmyecku. Mpu aBTomaTu4yec-
KOl peakuuu Ha husanyeckoe NPOHWKHOBEHWE CrneAyeT COXpPaHATb NOAUTWUKY 6e30MacHOCTK YCTpoicTBa, Hanpumep,
ec/ NPoBOAMUTCA NOMUTUKA KOH(PUAEHUMNANTBHOCTU, TO NPMGOP AO0/MKEH 6biTb rapaHTUPOBAHHO OTK/OYEH ANSA TOrO,
yTo6bI 3aluLaeman nHgopmMauymsa He mMoria 6bITb cuMTaHa.

B FPT PHP.3.1 aBTopy MN3/36 cnepyet cneyugurumpoBaTtb CIMCOK YCTPONCTB/3N1EMEHTOB, peanumsywwmux ®50. ans
KoTopbix ®BO cnegyeT nNpoTMBOAENCTBOBATL (DU3NYECKOMY NMPOHWKHOBEHMWIO COFNACcHO UAEHTU(ULMPOBAHHBIM CLEeHa-
pusm.

J.8 HagexHoe BoccTaHoBneHne (FPT_RCV)

J.8.1 3ameuaHusa gnsa nonb3osarens

Tpeb6oBaHuns cemeiictBa FPT_RCV «HapgexHoe BoccTaHOB/ieHMe» obecneumsatoT, 4To6el 6O mornm onpege-
NNTb, He HapyleHa nu 3awmnta 60 npu 3anycke, M BOCCTaHaB/IMBATLCA 6€3 HapyLleHVs 3alnTbl Nocie npepbiBaHns
onepauymii. 3To cemMeiicTBO BaXHO, NOTOMY YTO HauasbHOe cocTosiHne ®BO mpu 3anycke uanM BOCCTaHOB/EHWUM onpeje-
nsaet 3awmweHHocts OO B nocneayoLwem.

KoMMnoHeHTbl JaHHOro cemeiicTBa NO3BOMISAIOT yCTaHaBNMBaTb 6e3onacHoe cocTosHne ®BO unu npegoTepawatb
X nepexof B ornacHoe coCTOosiHWe nocne c60es, npepbiBaHNA PYHKLUMOHUPOBAHUA MU nepesanycka. B uncno Bo3mox-
HbIX C60eB 06bIYHO BK/IHOHAIOT:

a) c6ou, KoTopble Bcerja NpUBOAAT K aBapuiiHbIM OTkazam CUCTEMbl (Hanpumep ycToliumBasi HECOr/1lacoOBaHHOCTb
KPUTUYHBIX CUCTEMHbIX Tabnuy; Heynpasnsemble nepexofbl B koge ®BO, Bbi3BaHHble cH60AMK annapaTtHbIX WAU Npo-
rpammHo-annapaTtHbiX CpefcTs; cbou nuTaHus, npoueccopa, CBA3N);

b) cbon HocuTenei, NpuBoAALLIME K TOMY, YTO YacTb HOCUTENS UAWN BECb HOCUTENb, NMPeACTaBNAOLWMNA 06bEKTbI
®BO. CTAHOBUTCA HEAOCTYMHbIM WX HeucnpasHbIM (Hanpumep OWMWGKM YETHOCTU, HEUCMPAaBHOCTb FO/I0BOK [MCKOB,
yCTOWuMBbLINA C6OV YTeHusa/3anucK, HeTOUYHaa CTUPOBKA FO/I0BOK AUCKOB, W3HOC MArHUTHOrO MOKPbLITUA, 3anbiNeHHOCTb
NOBEPXHOCTU AMUCKA);

C) npepbiBaHne (MYHKLMOHNPOBAHNSA BCAEACTBME OLIMOOYHbLIX AENCTBUIA afgMUHUCTpaTopa Wau OTCYTCTBUA ero
CBOEBPEMEHHbIX AeACTBUIA (Hanpumep HeoxuaaHHoe npekpalieHne paboTbl W3-3a HEMOATOTOB/IEHHOCTU K OTK/OYe-
HUIO NUTaHWS, UTHOPUPOBAaHWE nepepacxoja KPUTUUHbIX PEcypcoB, HeajekBaTHas WHCTaNMpoBaHHas KoHUrypauus).

BaXHO OTMETUTb, YTO BOCCTAHOBJ/IEHWE [/IOXET ObITb NPEAyCMOTPEHO /1A CLLeHapUs Kak YacTUYHO, TaK U MOJHO-
ro otkasa. lMosiHbI 0TKa3 MOXeT BO3HUKHYTb B HepasjeneHHoi onepauvoHHON cucteme, B pacrnpefeneHHoii cpege ero
BEPOATHOCTb MeHbLUe. B Takoil cpefie HeKoTopble NoACUCTEMbI MOTYT OTKasaTb, B TO BPeMs Kak Apyrue 4acTu ocTaHyTcs
paboTaowmmn. Bonee Toro, KPUTUYHbIE 3MEMEHTBI MOTYT UMETb M36bITOYHOCTL (Ay6AMpoBaHMe AUCKOB, afbTepHaTuB-
Hble MapLipyTbl) U TOYKU NpPOBepKu. Moj BOCCTAHOB/IEHWEM UMEETCS B BUAY BOCCTaHOB/IEHME 6€30MacHOr0 COCTOSHUS.

Mpu Bbibope FPT_RCV «HapgexHoe BoccTaHOBMEHME» HEOOXOAMMO MPUHMMATb BO BHUMaHuWe cregylolime B3au-
mocBaAsn mexay FPT_RCV «HagexHoe BocctaHoBneHune» n FPT_TST «CamortectupoBaHne ®BO»:

a) Ha Heo6Xxo4MMOCTb HafexXHOro BOCCTaHOB/EHUA MOryT yKasbiBaTb pesy/bTaThl camocTecTupoBanus ®EO. ecnn
pesynbTaTbl CamMOTeCTUPOBAHMA ykasbiBatoT, YTo PBO HaxoaATca B Hebe3onacHOM COCTOSIHUKM M TpebyeTcs BO3BpaT B
6e3onacHoe COCTOSIHME WU Nepexof B Pexvum aBapuitHOW noadepxku;

b) c60M, Kak 6blI0 PAcCCMOTPEHO Bbille, MOXET OblTb UAEHTUULMPOBAH afMUHUCTPATOPOM. JIM6O afMUHKUCTpa-
TOp MOXeT BbINONHWTL AeiicTBuA Ana Bo3spaTa OO B 6e3onacHoe COCTOAHME U 3aTeM NPUOErHyTb K CaMOTeCTUPOBaHNIO
®BO. ana TOoro 4TOo6LI NOATBEPAUTbL, YTO Ge3onacHoe cocTosiHMe 6blNo AOCTUrHYTO. JInbo camoTecTupoBaHme PBO o
XeT 6bITb NPUMEHEHO AN 3aBeplueHns npouecca BOCCTAHOBNEHUS;

C) coyeTaHue B3aMMOCBA3el N0 NepeyncrieHnsmM a) U b): ecim Ha HEOBXOAMMOCTb HAZEXHOro BOCCTAHOB/EHUS
ykasblBaloT pesynbTaTbl camoTecTupoBaHua ®60, agMnHUCTpaTop BbINOAHAET feiicTBuA no Bo3spaTty OO B 6esonacHoe
coCTOsiHMe, a 3aTeM npuberaeT K camoTecTupoBaHmio ®BO. 4To6bI NOATBEPAUTbL, UTO Ge3onacHoe COCTosiHMe 6blfo
[OCTUTHYTO:
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d) caMoTecTUpoBaHMe HanpaBfeHo Ha obHapyxeHue c6oeB/npepbiBaHuii 06CNYXUBaHWSA, 3a KOTOPbIM cneayet
nmMbo aBTOMaTWYecKoe BOCCTaHOB/IEHWE, NMG0 Nnepexof B PexuM aBapuiiHoN NoaaepxKu.

CewmelictBo FPT_RCV naeHTMduLMpyeT pexumM aBapuitHoli noanepxku. B aToM pexume HopMasibHOe (hYHKLMO-
HUPOBaHNE MOXEeT OKa3aTbCA HEBO3MOXHbIM WM CU/IbHO OrpaHUYeHHbLIM K3-3a BO3MOXHOCTM nepexoja B onacHoe
cocTosiHMe. B Takmx cnyvasix 06bI4HO AOCTYyN paspellaeTcs TOIbKO YNO/IHOMOYEHHbIM M0/b30BaTesNAM, a KOHKPETHO
TEM. KTO MOXeT NofyuuTb JOCTYN B pexumMe aBapuiiHOW MOAAepXku, u onpegensetca B knacce FMT «YnpaBneHue
6e3onacHocTbio». Ecnn B knacce FMT HET HUKaKUX ykasaHuii 0 TOM. KTO UMeeT NpaBo A0CTyna B 3TOM pexume, TeopeTu-
Yyecku [onyckaeTcs, YTO BOCCTAHOBUTbL CUCTEMY MOXET Nt060ii nonb3osaTens. OAHAKO Ha MPakKTUKe 3TO HexenaTtesbHo,
NOCKO/IbKY MONb30BaTeNlb, BOCCTAHAB/MBAKLMIA CUCTEMY, TNIOKET YCTAHOBUTL KOH(Urypaumio OO, Hapywatouyto MBO.

MexaHu3Mmbl, npegHasHauyeHHble 419 06HapYXeHWA WCKAUMTeNbHbIX COCTOSHWIA Npu 3Kcnayatauuu, onpegens-
toTca B FPT_TST «CamoTtectupoBaHue ®P60». FFI_FLS «be3onacHocTb npu c6oe» 1 apyrux pasgenax, OTHOCALMXCS K
npo6neme «CoxpaHHOCTb MPOrpaMMHOro obecneyeHuns». BepoAaTHO, NCNonb3oBaHWe OJHOTO U3 3TUX CeMeiicTB noTpe-
6yetca npu Bbibope FPTRCV «HagexHoe BoccTaHOBNEHME». 3TO obecneymt BO3MOXHOCTbL OO onpegenuTb Heo6Xxo-
AUMOCTb B BOCCTaHOBJIEHUN.

B faHHOM cemelicTBe MpUMeHsIeTCs BblpaxeHne «6esonacHoe COCTosHMEe». OHO OTHOCUTCA K COCTOSIHMIO, Npu
KOTOPOM faHHble PBO HenpoTMBOPEUMBBLI U MPOLO/KAIOT KOPPEKTHOE ocyuiecTBrieHne MBO. 3T0 COCTOAHWE MOXET
6blTb COCTOSIHMEM NOC/Me 3arpy3km CUCTEMbl WM COCTOSIHUEM B HEKOTOPOW KOHTPO/bHONM Touke. «be3onacHoe cocTos-
Hue» onpegensietca B mogenun M®b. Ecnn pa3paboTunk npegoctaBun YeTkoe onpegeneHne 6e30NacHOro COCTOSHUA U
pasbsiCHeHue, Korga ero cnefpyet cuumTaTb TakoBbIM, 3aBUCUMOCTb N060ro n3 komnoHeHToB M3 FPT_RCV «HapgexHoe
BoccTaHoBneHne» ot ADV_SPM.1 «HedopmanbHaa mogenb nonutukn 6esonacHoctm OO» MOXHO He y4YuTbiBaTb.

lMocne BoccTaHOBNEHUA MOXeT noTtpeboBaTbcs (Yepe3 camocTecTuposaHue ®BO) noaTBEPXAEHWE TOrO, YTO
6e3onacHoe COCTOsiHMe A0CTUTHYTO. OfHaKo eCnum BOCCTAHOB/IEHWE BbIMOMHAETCA Tak. 4To6bl TONbKO Ge3onacHoe co-
CTOSIHME MOrN0 6bITb AOCTUTHYTO, MHAYE BOCCTAHOBJIEHWE HEe NPOWCXOAMWT, TOrga 3aBMCMMOCTb OT KOMMOHEHTa camoTec-
TMposaHua ®b6O (FPT_TST.1 «TecTtupoBaHue ®BO0») MoOXeT 6bITb NpusHaHa HEHYXHOIA.

J.8.2 FPT_RCV.1 Py4yHoe BOCCTaHOB/IEHUNE

J.8.2.1 3ameuaHunsa No NPUMEHEHUNIO ANIA NONb30BaTENSA

B unepapxuun cemeiictea FPT_RCV «HafexHoe BocCTaHOB/ieHMEe» BOCCTAHOBNEHWE, KOTOpoe TpebyeT TO/bKo
Py4YHOro BMellaTenbCTBa, HaVMeHee xenaTesbHO, Tak Kak Npyu 3TOM WCKII0YaeTCsa BOCCTaHOBEHNEe cucTeMbl 6e3 yuyac-
TMS YenoBeka.

KomnoHeHT FPT_RCV.1 npegHasHauyeH ana npumeHeHnms B OO. koTopble He TpebyloT aBTOMaTM4YeCcKoro BOCCTa-
HOB/NIEHMS 6e30NacHOro CoCTOsHUA. Tpe6oBaHUs 3TOr0 KOMMOHEHTAa Hanpas/eHbl MPOTUB Yrpo3bl HapyLleHUs 3aliuTbl B
pesynbTate npusegenus OO c yyacTueM yesioBeka B OnacHOe COCTOSIHME Mpu BOCCTaHOB/IEHMU nocse c60s nau apyroro
npepbiBaHnA.

J.8.2.2 3ameyaHNA N0 NPUMEHEHUIO AN1A OLEHLLnKa

[Jonyckaetcs, 4To6bl (PYHKUUN YNONHOMOYEHHOIO aAMUHUCTPATopa No HafeXHOMYy BOCCTAHOBJIEHWUIO Obinn foc-
TYMNHbI €My TONbKO B pexumMe aBapuiiHoli nogaepxkn. CnegyeT npedycMoTpeTb CpefcTBa OrpaHnyeHns octyna B pexm-
Me aBapuiiHOW nofaepxkn, nNpefocTaB/sis ero TO/bKO YNOSIHOMOYEHHbIM MO/Ib30BaTENAM.

J.8.2.3 Onepauun

J.8.2.3.1 HasHaueHue

B FPT_RCV.1.1 aBtopy MN3/3b cnepyeT cneuynduumpoBatb CIMCOK C60€B WK NpepbiBaHNA 06CnyxmBaHua (c6oii
3/1eKTPONUTaHUs, ucyepnaHne obbema nNamsTu A8 XpPaHeHUA faHHbIX ayauTa, Mool c6oit N npepbiBaHue), nocne
KoTopbix OO nepeiigeT B pexum aBapuitHOl NOAAEPXKKN.

J.8.3 FPT_RCV.2 ABTOMaTN4YeCKoe BOCCTaHOB/IEHNE

J.8.3.1 3ameuaHunsa No NPUMEHEHUNIO ANIA NONb30BaTENSA

ABTOMAaTM4eCcKoe BOCCTAHOB/IEHME cuuTaeTcs 60/1iee NpeAnovTUTe/IbHbIM, YEM PYYHOE, Tak Kak No3BosseT Mallun-
He npogonxatb (MYHKLWOHMPOBaHWE 6e3 yyacTus uyesnoBeka.

KomnoHeHT FPT_RCV.2 «ABTOMaTU4yeckoe sBoccTaHoBneHne» pacwmnpsaet FPT_RCV.1 «Py4yHoe BOCCTaHOB/IEHMEY,
Tpebysi BO3MOXHOCTb aBTOMaTW4YeCKOro BOCCTAHOB/EHNA XOTA 6bl nocne ofHoro tuna cbos/npepbiBaHns o06Cnyxusa-
HUsA. TpeboBaHNA 3TOr0 KOMMOHEHTa HanpasfieHbl NPOTUB Yrpo3bl HapyLeHna 3awuTbl B pe3ynbtarte npusegeHuss OO
6e3 yyacTus yesioBeka B OnacHOe COCTOSIHME MPW BOCCTAHOB/IEHUM nocne c60os unu Apyroro npepbiBaHWs.

J.8.3.2 3ameyaHnsa No NPUMEHEHUIO 41A OLEeHLW KA

[flonyckaeTcsi, 4TO6bl (PYHKLMN YNONHOMOYEHHOTO aAMUHUCTPaTopa No HaAeXHOMY BOCCTaHOBMEHMWIO 6Gbin foc-
TYNHbI €My TONbKO B pexumMe aBapuiiHoli nogaepxkn. CnegyeT npeAycMoTpeTb CpeAcTBa OrpaHnyeHns Aoctyna B pexm-
Me aBapwiiHO NojAepXKu, NpefocTaB/sfia ero TO/bKO YNOSIHOMOYEHHbIM MO/Ib30BaTENAM.

B cooTtBeTcTBUMM ¢ FPT_RCV_2.1 pa3pab6oTtunk P50 oTBevaeT 3a onpegeneHve COBOKYNHOCTU CH0EB U npepbiBa-
HWUI 06CNYXNBaHUS, NOC/NE KOTOPbIX BO3MOXHO BOCCTaHOB/IEHWeE.

MpepanonaraeTcs, 4T0 Ppo6aCTHOCTb MEXaHW3MOB aBTOMATMYECKOro BOCCTaHOBNeHMA OyfeT BepuduumnposBaHa.

J.8.3.3 Onepauun

J.8.3.3.1 HasHaueHue

B FPT_RCV.2.1 aBtopy MM3/3b cnepyeT cneunduumpoBatb CIMCOK C60€B MK NpepbiBaHNA 06CnyxmBaHua (c6oii
3/1eKTPONUTaHMs, ncyepnaHne obbema nNamsT 418 XpPaHeHUs faHHbIX ayauta), nocne koTopbix OO nepeigeT B pexum
aBapuiitHoOl noafepxXKu.
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B FPT_RCV.2.2 aBTopy M3/36 cnenyet cneumduumpoBaTtb CNUCOK CO0EB UM APYTUX NpepbiBaHuii 06CNyxXuBaHus,
[ANA KOTOPbIX aBTOMaTU4yeckoe BOCCTAHOB/IEHWE AO0/KHO ObiTb BO3MOXHO.

J.8.4 FPT_RCV.3 ABTOMaTM4YeCKoe BOCCTAHOB/IEHNE 6€3 HeoNyCTUMOI noTepu

J.8.4.1 3ameuaHuna NO NPUMEHEHUNIO ANIA NONb30BaTENSA

ABTOMaTUYeCKOe BOCCTAHOB/IEHME cuuTaeTcs 6osee NpefnoyYTUTENIbHbIM, YeM py4HOE, HO OHO CBSI3aHO C PUCKOM
notepn 6onbloro yncna o6bLekToB. pegoTBpalleHne HefoMyCTUMbIX NMOTepb 06beKTOB obecneynBaeTcss AOMNOMHU-
TeNbHbIMW CpefCcTBamMy BOCCTAHOB/EHUS.

KomnoHeHT FPT_RCV.3 «ABTOMaTnyeckoe BOCCTaHOB/eHWEe 6e3 HeAonycTUMoi notepu» pacwupseT FPT_RCV.2
«ABTOMaTMyeckoe BOCCTaHOBEHUE», Tpebys, 4Tobbl He 6blN10 Ype3MepPHbIX NOTePb AaHHbIX N 06bekToB P50 B OAP.
B cootBeTctBUN ¢ FPT_RCV.2 «ABTOMaTW4YeCKOe BOCCTAHOB/IEHME» MeXaHW3M aBTOMaTW4YeCKOro BOCCTaHOB/IEHUA
Mor 6bl B KpaiiHeM c/ilyyae NpPOM3BECTU BOCCTAHOB/IEHWE NyTeM YHUUYTOXeHWUs Bcex 06bekToB 1 Bo3BpalleHus ®B50 B
n3BecTHoe 6e3onacHoe cocTosiHMe. Takoii TMn aBToMaTMyeckoro BocctaHoBnenns B FPT_RCV.3 «ABTomaTnueckoe BOC-
cTaHoBneHne 6e3 HeAdoNycCTUMOW NoTepu» 3anpeLyaeTcs.

TpeboBaHNA 3TOrO KOMMNOHEHTa HanpaB/eHbl NPOTUB YrPO3bl HapyLWeHNs 3aluTbl B pesynbTate HenpeayCMOTpeH-
Horo nepexofa OO B onacHoe COCTOSIHME MPU BOCCTAHOB/IEHWM nocne c60s uan nepepbiBOB B (OYHKLMOHMPOBAHUU C
60/bLLUON NoTepeli AaHHbIX nAn o6bekToB O B O4D.

J.8.4.2 3ameyaHuna Ana oueHLlinka

[JonyckaeTcsi, 4TO6bl (PYHKLMN YNOMHOMOYEHHOTO aAMUHUCTPaTopa No HajeXHOMY BOCCTaHOBMEHMWIO 6bln foc-
TYNHbI €My TONbKO B pexumMe aBapuiiHoii nogaepxku. CnegyeT npeaycMoTpeTb CpeAcTBa OrpaHnyeHns octyna B pexm-
Me aBapwiiHO nofaepXkn, NpefocTaB/sis ero TONbKO YNOSIHOMOYEHHbIM MO/b30BaTENAM.

Mpeanonaraetcsi, 4To Po6acTHOCTb MEXAHWM3MOB aBTOMAaTUYeCKOro BOCCTAHOBNEHWS GyaeT BepucuumpoBaHa
OLLEHLLNKOM.

J.8.4.3 Onepauyun

J.8.4.3.1 HasHaueHue

B FPT_RCV.3.1 aBTtopy M3/36 cnepyet cneunduumpoBatb CNMCOK C60€B UK NpepbiBaHUA 06CcnyxunBaHmsa (c6oii
3/1eKTPONUTaHmnsA, ncuepnaHne obbema nNamsaT NS XpaHeHUs AaHHblX ayauTa), nocne koTopbix OO nepeiifeT B pexum
aBapuiiHoli noaaepxXKu.

B FPT_RCV.3.2 aBTopy M3'3b cnegyet cneuynduumpoBaTtb CNMCOK CO0eB MW APYTnX NpepbiBaHuii 06CNyXUBaHus,
ANA KOTOPbIX HE06X04MMa BO3MOXHOCTb aBTOMaTU4YeCKOro BOCCTAHOBIEHUS.

B FPT_RCV.3.3 aBtopy MN3'3b cneayeT npefoctaBuTb KOIMYECTBEHHYIO Mepy MpuUeM/IEMbIX MOTePb AaHHbIX Wn
o6bekToB ®BO.

J.8.5 FPT_RCV.4 BoccTaHoBeHNe PyHKLUN

J.8.5.1 3ameyaHuna nNo NnpuMeHeHuo 419 nonb3oBarens

KomnoHeHT FPT_RCV.4 cogepxunT TpeboBaHue, 4Tobbl B ciyyae c6oa ®BO HekoTopble dyHKUMKM M3 yucna P60
HOpMasbHO 3akaH4yMBanu paboTy NM60 BO3BpaLLannCb K 6€30NacHOMY COCTOSIHUIO.

J.8.5.2 Onepauun

J.8.5.2.1 Ha3HauyeHue

B FPT_RCV.4.1 aBtopy MM3/3b cnepyeTt cneundunympoBaTb CNNCOK yHKUNI 6e3onacHOCTU U cueHapueB cboes,
[ANA KOTOPbIX HOpPMasnbHO 3akaH4yMBaeTcsi pabota ®b. ykasaHHbIX B CMKCKe, AU BOCCTaHaBAMBAETCS WX yCTOuMBoe n
6e3onacHoe cocTosiHue.

J.9 O6HapyxeHne NoOBTOPHOTo ucnonb3osaHus (FPT_RPL)

J.9.1 3ameyaHuns gna nonb3oBartens

CewmelictBo FPT RPL cBsi3aHO ¢ 0GHapyXXeHWeM MOBTOPHOIO UCMOMb30BaHUS Pas3/IMYHbIX TUNOB CyLLHOCTElW (Ha-
npumMep. coobLieHnii, 3anpocoB Ha 06CyXMBaHNe, OTBETOB Ha 3anpockl 06CNYXWBaHUA) U NOCneAyoWUMI AeRCTBUAMN
Nno ero ycTpaHeHuto.

J.9.2 FPT_RPL.1 O6HapyxXeHne NOBTOPHOIO MCNO/b30BaHNSA

J.9.2.1 3ameyaHunsa nNo NnpuMeHeHuo 419 nonb3oBarens

PaccmaTtprBaemMbiMy 3[4€Cb CYLIHOCTAMKU MOryT 6biTb, HanpuMmep COO6LLEHNsA, 3anpockl Ha 06CayxuBaHue, oTBe-
Tbl Ha 3anpocbl 06CNYXMBAHUA WK CeaHCbl Nosib3oBaTesnei.

J.9.2.2 Onepauun

J.9.2.2.1 Ha3HauyeHue

B FPT_RPL.1.1 aBTopy MM3/36 cneayeT npeAcTaBuTb CMMCOK MAEHTUUNLMPOBAHHbIX CYLLHOCTENR, 418 KOTOPbIX
cnepgyeT npefycMoOTpeTb BO3MOXHOCTb OGHapyXeHWs NMOBTOPHOrO UCMOMb30BaHWA. VX npumepamu MOryT ObiTb: COO6-
LeHns. 3anpockl Ha o6CnyxnBaHne, OTBETbl Ha 3anpocbl 06CNYXWBaHWA, CeaHCbl Nosb3oBaTeneil.

B FPT_RPL.1.2 aBTopy MN3/36 cnepyeT cneynguumpoBatb CNUCOK AecTBUIA, NnpeanprHumaemMbix 5O npu o6Ha-
PY>XXeHUN MOBTOPHOrO WCNONb30BaHusi. COBOKYNHOCTb MpejnpuHUMaeMbix AeACTBUii MOXeT BkAuaTb B cebsa nrHopu-
poBaHue MOBTOPHO UCMOJIb3YyeMON CYLHOCTW, 3anpoc NOATBEPXKAEHUS CYLHOCTU M3 WAEHTU(ULMPOBAHHOTO UCTOYHMKA
N OoTK/lYeHne cyb6bekTa, MbiTaBLIErocs WHULMUPOBATbL MOBTOPHOE WCMOJSIb30BaHMe.

J.10 MocpegHuyecTBo npu obpaweHuax (FPT_RVM)

J.10.1 3ameuaHuns gna nonb3oBatens

Tpe6oBaHus cemeiictBa FPT_RVM cBsi3aHbl C aCNeKTOM «MOCTOSIHHAS TOTOBHOCTb» TPAaAWULMOHHOIO MOHUTOPA
obpalueHnii. Lienb aToro cemeiictBa cocTonT B ob6ecneyeHun ansa 3agaHHoi M®B Toro, ytobbl B Of1® BCce AeicTBus.
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TpebyioLie ocyLecTBNEHNA NOANTUKN U UHULMUPYEMble CYObeKTamu, HefloBePEeHHbIMU OTHOCUTENbHO OfAHOW UIN BCex
MN®B, Hag o6bekTamu, ynpasnseMbiMi 3Tol MNPB. npoBepsinuck PO Ha cooTBeTcTBME M®B. ECA NOMUMO 3TOr0O YacTb
®BO. ocyuwecTnsitowas MNOB. BbINONHSAET TPpe6oBaHNA COOTBETCTBYHOLMX KOMNOHEHTOB U3 ceMelicTB FPT_SEP «Pa3sge-
neHve gomeHa» n ADVINT «BHyTpeHHsa cTpykTypa ®BEO». To 3Ta yacTb ®BO obecneynBaeT «MOHUTOP ob6paLLeHnin»
ans atoii Moeb.

MoHuTOp obpalyeHnii sBnsetca yacTblo PBO. oTBETCTBEHHOI 3a ocyuwecTBneHune MNBO, 1 06nagaeT cnegyoWwnumm
Tpemsi cBOCTBaMU:

1) HejOBepeHHble Cy6BbEKTbl HE MOrYT BMeELIMBATLCA B paboTy MOHWTOPA, TO €CTb OH YCTOWYMB K MPOHUKHOBEHWIO.
270 cBOWCTBO 06ecneumBaeTcs TpebGOBaAHMAMU KOMMOHEHTOB ceMeiicTBa FPT SEP «PasfeneHune gomeHa»;

2) HefloBepeHHble CyObeKkTbl He MOryT 06OWTV MPOBEPKM MOHWTOPA, TO eCTb OH MOCTOSIHHO IOTOB K paboTe. 310
CBOIICTBO 0o6ecneuynBaeTcs TpeGOBaHUAMK KOMMOHEHTOB cemelicTBa FPT_RVM «[locpegHW4ecTBO npu o6paLlLeHnsx»:

3) MOHUTOpP A0CTATOYHO NPOCT, ero YCTPOWCTBO NogAaeTcs aHanusy, ero AeicTBUA NOHATHbI (TO eCTb ero nocTpoe-
HUEe KOHLEeNTyaslbHO HECNOXHO). DTO CBOMCTBO ob6ecneunBaeTcss TpebGOBaHUSIMU KOMMNOHEHTOB ceMeiictBa ADVJINT
«BHYTpeHHAA cTpykTypa ®50».

EAVHCTBEHHBI KOMMNOHEHT cemelictBa FPT_RVM copepxuTt cnegytouee Tpe6oBaHme: «®B0 fonxHbI o6ecne-
UYnTb. 4TO6LI (hyHKLUMK, ocylwecTBasOwWwMe MBEO. BbI3bIBAANCL U YCNELIHO BbIMOMHAMNCHL Mpexae, Yem paspeliaeTtcs Bbl-
nosiHeHve n6oi apyroii yHkuun B npegenax O4®». B no6oii cucteme (pacnpesieneHHoi unm HeT) UMeeTcst KOHeUYHoe
4yncno yHKUWA, 0TBETCTBEHHbIX 3a ocyulecTBnexnne MBO. B atom TpeboBaHWM He yTBEPXAAETCA, YTO ANS ynpaBieHus
6€e30NacHOCTbI0 NpUMeHsieTcst ogHa yHKLMA. HaobopoT, yTBepxaaeTcs, YTO po/ib MexaHu3ma MpoBepKN NpaBOMOYHO-
CTV obpaLleHunii BbINOMHAT HECKONbKO (PYHKLMIA, 1 UMEHHO NX COBOKYMHOCTb, ocyllecTeaswowas MBO0. o6beguHeHa nog
MMEHEM MOHWTOpa obGpalyeHunii. Mpyn 3ToM Heo6XoAMMO MpPUHUMAaTb BO BHUMaHWe 3ajadvy COXpaHeHUst MpPoCTOTbl «MO-
HUTOpa ob6paLieHni».

®BO npu peanusauuun MNOB npefocTaBNSAOT 3P PEKTUBHYIO 3aUTY OT HECAHKLMOHMPOBAHHbIX onepauuii Torga u
TO/IbKO TOrAa, KorAa NpaBOMOYHOCTb BCEX MOTEHLMaNbHO OCYLIeCTBAsSIeMbIX AeNCTBUI (Hanpumep, focTyna Kk o6bektam),
3anpoLLeHHbIX Cy6bekTaMun, He0BEPEHHBIMI OTHOCUTENIBHO BCEX UM MMEHHO 3Toi M®B. nposepsieTca ®BO 0 BbINON-
HeHua geiicTBuii. Ecnu geiicTBma no npoBepke 6yAyT BbINOMHEHbI HEMPABUBHO WMAW MPOUTHOPMPOBaHbI (060lAEHbI), TO
ocyuiectBneHune N®E B LLeNIOM MOXET GbITb NOCTABNEHO MO Yrpo3y (€€ MOXHO 0601TKH). Toraa «He40BEPEHHbIE» CYOBHEKTbI
cmoryT 06xoauTb M®E pasnnyHbiMK cnocobamu (Takumu, kak 06xof NpoBepKM JOCTyna AN HEKOTOPbIX CyObEeKTOB W
06BbeKTOB, 06X0[ MPOBEPKM ANA 06BLEKTOB, 3aliUTa KOTOPbIX yNpasnseTcs NpukNagHbIMU NporpaMmmamu, coxpaHeHue
npasa [JoCTyna nocsie UCTeYeHUs YCTAHOB/IEHHOrO CpokKa AeNcTBusA, 06xo ayauTa cobbITuiA, noanexalymx ayanty, o6xoa
ayTeHTuukaymm). BaxHo oTMETUTb, YTO TEPMUH «HeAOBapeHHbI Cy6BbEKT» OTHOCUTCS K Cy6bekTaM, HefoBepeHHbIM
OTHOCWUTE/NbHO KakoW-nmbo nan Bcex ocylecTnsemMblx MNAB; cy6bekT MoxeT 6biTb [JOBEPEHHbIM OTHOCUTENILHO OfHOM
M®B 1 HeOBEPEHHbLIM OTHOCUTE/NIbLHO APYroiA.

J.10.2 FPT_RVM.1 HeB0o3MOXHOCTb 06x0aa MBO

J.10.2.1 3ameyaHna No NPUMEHEHUIO ANA NoNb3oBaTens

[na nonyyeHus akeBuBasnieHTa MOHWTOpa obpalleHnii He0o6X04MMO MPUMEHUTb AaHHbI KOMNOHEHT COBMECTHO C
FPT_SEP.2 «OTaeneHune gomeHa M®b» nu6o ¢ FPT_SEP.3 «[lMonHblli MOHUTOP 06paLlieHunii», a Takke ¢ ADVINT.3
«MUHMMM3aumus CNoXHoCcTu». Kpome Toro, ecnu TpebyeTca nosHoe NocpefHWYecTBO Mpu obpalieHnsx, TpebosaHus
KOMMOHEHTOB 13 Knacca FDP «3awuta gaHHbIX Nosb3oBaTesis» HeO6X04MMO pacnpocTpaHUTb Ha Bce 06BbEKTbl B cocTa-
se OO.

J.11 Paspenexune gomeHa (FPT_SEP)

J.11.1 3ameyaHus ANna nosnb3oBaTtens

KomnoHeHTbl cemelictBa FPT_SEP o6ecneunBatoT, UTOGbl, MO MeHblUeli Mepe, oAUH AoMeH 6e30nacHocTh 6bin
[OCTYNeH TONbKO A1 COBCTBEHHOrO BbiNOAHEHNA ®PBO 1 uTo6bI OHM (PBO) 6bINKN 3aLUWLLEeHbl OT BHELWHErO BMellaTe lb-
CTBa W UCKaXeHus (Hanpumep mMogudukauun koga wamn CTPYKTyp AaHHbiX ®PBO) CO CTOPOHbI HeOBEPEHHbIX CyObEKTOB.
BbinonHeHne TpeboBaHuWii 3TOr0 cemeiicTBa ycTaHaB/MBaeT Takylo camo3awuty ®5O. 4TO HegoBEPEHHbI Cy6beKT He
cMoxeT moauncuumpoBaTb nnv nospegutb ®BO.

[laHHOe cemeiicTBO cofepxuT cneayioune TpeboBaHus:

a) pecypcbl goMmeHa 6e3zonacHocTn ®BO («3aLnLEeHHOro oMeHa») N pecypcbl Cy6beKTOB U aKTUBHbIX CYLLHOCTEN,
BHELLIHUX MO OTHOLUEHWIO K 3TOMY [OMEHY, Pa3fensatoTca Tak. uYTo CYLWHOCTU, BHELIHWEe MO OTHOLEHUIO K 3aliULeHHOMY
[OMEHY, He CMOryT Moay4nTb UM moguduunposaTb gaHHble uan kog ®BO B npegenax 3aliMiLiEeHHOro 4OMeEHa;

b) 06MeH mMexAay AoMeHaMun ynpaBisieTcs Tak. YTO HEBO3MOXEH MPOU3BOJIbHbIN BXOZ B 3alLULLEHHbIA JOMEH WK
NpOM3BO/bHbIN BbIXOA W3 HEro;

C) napameTpbl Monb3oBaTens WAW NPUKNAAHON Nporpammbl, NepeAaHHble B 3alyWLiEHHbI 4OMEeH Mo ajpecy,
NpoBepPSATCA OTHOCUTE/IbHO afpPecHOro NPOCTpaHCcTBa 3alMLIEeHHOro JOMeHa, a nepefaHHble No 3Ha4YeHW — OTHOCU-
TeNlbHO 3HAYEHWA, OXNAAeMbIX 3TUM [JOMEHOM;

d) 3almuLeHHble JOMeHbI Cy6BbEKTOB pasfiefeHbl, 3a UCK/IOYEHNeM CrydyaeB, Korga COBMECTHOe WCMoJ/ib3oBaHue
ofHOro gomeHa ynpasnsetca ®BO.

[laHHoe ceMeliCTBO NMPUMEHSIIOT, ecnn TpebyeTcss YBEPEHHOCTb B TOM. 4To ®BO He noABEpPXEHbl BHELIHEMY BO3-
nencTeunio.

[ns nonyyeHus aKBMBasieHTa MOHUTOpaA O6paLLeHMIn HEOGXOAMMO NPUMEHUTL KOMNOHEHT FPT_SEP.2 «OTpaene-
Hue gomeHa MN®b» nnn FPT_SEP.3 «[MonHblii MOHWTOP o6patyeHunii» coBMecTHo ¢ FPTRVM.1 «HeBO3MOXHOCTb 06X0-
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na NbO» n ADVJINT.3 «MuHMMM3auns CnoxHocTu». Kpone Toro, ecnu tpebyeTtca nosiHOe NocpefHUYecTBO npu obpa-
LeHnAxX. TpeboBaHMA KOMMOHEHTOB U3 knacca FDP «3awwuTta faHHbIX Nob3oBaTens» HeobxoAMMO pacnpoCcTpaHUTb Ha
BCE OOBLEKThI.

J.11.2 FPT_SEP.1 OTneneHue gomeHa ®b60O

J.11.2.1 3ameyaHus ana nosnb3oBaTtens

Be3 oTAenbHOro 3alueHHoro gomeHa ansa ®60 He mMoxeT 6bITb foBepus Tomy, 4To ®PBO He mogBepranuchb
KakuM-nn60o BO3AECTBUSAM CO CTOPOHbI HeloBEPEHHbIX Cy6bekToB. Takne BO3AEeNCTBMA MOryT NpuBECTU K moguduka-
uun Koga u/vinu CTpykTyp AaHHbIX ®BO.

J.11.3 FPT_SEP.2 OTpneneHne gomeHa Neb

J.11.3.1 3ameyaHuna nNo NPpUMEHEHUI0 A4NA Nonb3oBaTens

Hau6onee BaxHoli dyHkunelt ®BO siBnsieTcs noaaepxka ocyuiecTsasieMblx umm M®B. YTobbl ynpocTuth paspa-
607Ky M®B 1 NpU6AM3NTL KX CBONCTBA K CBOMCTBAM MOHMTOpa O6paLleHnii, B YaCTHOCTU, K CTOMKOCTU K BO3AEWCTBUAM,
hyHKUMK, npoBogsawme MNOB. Heo6Xxo4MMO COCPeaOTOUNTL B AOMEHE, OT/IMYHOM OT OcTasibHOl Yactu ®BO.

J.11.3.2 3ameyaHuns No NPUMMEHEHUI0 AN1A OUEHLWMKa

B0O3MOXHO, 4TO MOHUTOpP O6palleHnii B MHOTOYPOBHEBOM MPOEKTE NpefocTasnsieT Gonblie PyHKUKiA, Yyem Tpeby-
etca B MNPB. 370 nponcTekaeT M3 NpakTUYECKOW peanunsauunm MHOTOYPOBHEBOrO MpoeKTa MporpaMMHOro obecneyeHus.
Mpwn atom chyHKuMK, He oTHOocAWMecs Kk MPB, cnegyeT CBECTU K MUHUMYMY.

JonycTumo, 4To6bl MOHUTOPBI O6palleHnit AN BCex ocylecTBasemblx MNPB Haxoguanch kak B 0O4HOM JOMeHe
MOHUTOpa o6palLeHuii, Tak U B HECKObKUX fOMeHaX (Kax/blii MCnonb3yeTcs Ans OCYLWeCTBAEHUA OAHOW WNN HEecKosb-
knx M®B). Ecnum nMeeTcs HECKONbKO JOMEHOB MOHUTOpPa obpalleHunit Ana Heckonbkux M®B. oHW MOryT 6biTb paBHO-
npaBHbIMW MM 06Pa30BbIBATL MEPAPXUIO.

Ans FPT_SEP.2.1 BblpaxeHne «HeusonupoBaHHasa yacTb PEO» oTHOCUTCA K ToW yacTn ®BO. koTopas He oxBaue-
Ha B FPT_SEP.2.3.

J.11.3.3 Onepauuu

J.11.3.3.1 Ha3sHaueHue

B FPT_SEP.2.3 aBtopy M3'3b cnepyet cneunduymposatb Te MPE ynpaBneHns AoCTynoM w/unum MHGOPMaLMOH-
HbIMW MOTOKaMW, KOTOPbIM crefyeT 3aHMMaTb OTAESNbHbI AOMEH.

J.11.4 FPT_SEP.3 MonHbIli MOHUTOP O6GpaLLeHnii

J.11.4.1 3ameyaHus No NPUMEHEHUNIO ANA NONb3oBaTensa

Hanbonee BaxHOW dyHKumnei n3 uncna ®bO asnseTcs noagepxka ocywecTBaseMbix umu MNeBE. KOMNOHEHT
FPT_SEP.3 3aBeplwaeT Tpe6oBaH/sa NpeablayLiMx KOMNOHEHTOB CEMENCTBA, yCTaHaBAMBas, YTo Bce (PyHKUUU Gesonac-
HOCTW. nposogswue NP6 ynpaBneHus 4OCTYNOM U>WM MHPOPMaLMOHHBIMW NoToKamu, ByayT BbINOMHATLCA B JOMEHe,
OT/INYHOM OT [JOMEeHa BbINOJIHEHUSI ocTasbHbIXx ®BO. 3ro ynpowaeT paspabotky PEO u npubnmxaeT uUx cBoicTBa K
CBOIiCTBaAM MOHWUTOpa 06palleHunii, B YaCTHOCTU, K CTOWKOCTU K BO3AENCTBUSAM.

J.11.4.2 3ameyaHna nNo NpUMEeHEeHN0 AN OLUEeHLnKa

B0O3MOXHO, 4TO MOHMTOP O6palleHunii B MHOrOypoOBHEBOM NpoekTe npegocTaBnseT 6onblwe yHKUniA, yem Tpeby-
eTcs B MN®B. 310 npoucTekaeT M3 NPaKTUYECKOW peanunsauny MHOrOypoBHEBOro NMPOEKTa NPOrpaMMHOro 06ecneyeHus.
Mpu aTom hyHKLMK, He oTHOcAWwMecs Kk NP6, cnegyeT CBECT K MUHVMMYMY.

[onycTnmo, 4To6bl MOHUTOPLI O6palleHnii ANs BCex ocyllecTBaseMblx NM®B HaxoauMNUChL Kak B O4HOM [OMeHe
MOHUTOpa O6palLLeHuii, Tak U B HECKOMIbKMX AOMEHaX (Kaxblii MCMOMb3yeTcsA A5 OCYLWEeCTBAEHUA OAHOW UAN HEecKosb-
kux M®B). Ecnn nmeeTcss HECKONIbKO AOMEHOB MOHMTOpa obpalleHuii ana HeckoNbkux M®B. oHU MOryT uam 6biTb
paBHOMpaBHbIMK, MM 06pa3oBbiBaTh MeEpPapXuio.

J.12 MpOTOKON CMHXPOHU3aLNKN coCcTOoAHUIA (FPT_SSP)

J.12.1 3ameyaHuns gna nonb3oBaTens

PacnpepgeneHHbie cucTeMbl MOryT UMeTb 66/bLUYI0 CIOXHOCTb, YEM HepacnpejefieHHble, 13-3a MHOroobpasus
COCTOSIHUIA YacTel cucTeMbl, a Takke W3-3a 3ajepxek CBA3W. B 6GONbLIVHCTBE ClyvyaeB CUHXPOHU3ALUSA COCTOAHMSA
mMexay pacnpegeneHHbIMU (hyHKLMSIMU BKoUaeT B cebs, BMecTO 06blYHbIX AeliCTBUIA, NpUMeHeHne npoTokona obme-
Ha. Ecnn B cpege pacnpefeneHHbiX CUCTEM CyLLeCTBYIOT yrpo3bl 6e30macHOCTW, NoTpebyloTcs 60/ee CAOXHbIE 3aliu-
LleHHble MPOTOKO/bI.

CewmeiicTBO FPT_SSP «[lpOoTOKON CMHXPOHM3ALMN COCTOAHWI» ycTaHaBimBaeT TpeboBaHue MCNOb30BaHUS Ha-
[EeXHbIX NPOTOKO/I0B HEKOTOPbLIMU KPUTUYHBIMU NO 6e30nacHOCTU yHKumMAMKU 13 yncna ®6O. OHo obecneunsaeT, uTo-
6bl ABe pacnpegeneHHble yact OO (Hanpumep rnasHble 3BM) CUHXPOHW3MPOBAIN CBOW COCTOSIHUA Mocfe feiicTBuii,
CBSI3aHHbIX C 6€30MacHOCTbLIO.

HekoTopble COCTOAHUS HEBO3MOXHO CUHXPOHW3MPOBaTb, WM 3aTpaTtbl Ha TpaH3akuyuio 6yAyT CAWULIKOM BEMKM
ANS NPakTUYecKoro NpUMeHeHWs; oTMeHa Kf4a WndpoBaHua ABASETCA NPUMEPOM, KOrja nocse BblINONHEeHUs Aeii-
CTBMA COCTOSIHME MOXeT cTaTb HeonpeAeneHHbIM. [ipyroii npumep; AelicTBUe NpefnpuHATO, a NOATBEPXAEHWE He
MOXeT ObITb OTNPaBfeHO NMG0 COOGLEeHNne NPOMTHOPMPOBAHO NosyyaTesneM U MO3TOMY OTMeHbl He npousoiijert.
HeonpepgeneHHoOCTb Npucywia pacnpefenieHHbiM cuctemam. MNpobnema HeonpeAeneHHOCTU CBA3aHa C Heobxoaumo-
CTbl0 CUHXPOHMU3ALMN COCTOSHUIA M MOXET pellaTbCsi COOTBETCTBYWOLMMU MeTogamu. lNnaHupoBaTb HeonpeAesneHHble
cocToAHus 6ecnonie3Ho: B NoAo6HbIX cnyyasax asTopy M3/36 cnepyeT npuberHyTb k Apyrum Tpe6osaHuAM (Hanpumep
nojava curHana Tpesoru, nposefeHve ayamTa).
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J.12.2 FPT_SSP.1 OHOCTOPOHHEE HaflexHoe noATBepxXxaeHune

J.12.2.1 3ameyaHnsa No NPUMEHEHUIO AN1A NONb30BaTENSA

B komnoHeHTe FPT_SSP.1 Heo6xoauMMmo, 4To6bl no 3anpocy ®650 npeaocTaBnsiivM NOATBEPXAEHWE ANS APYroW
yacTn ®60. 370 noaTBEpPXAEHNE TpebyeTcsa 4NN yKasaHWs, YTO B OAHOI YacTu pacnpegeneHHoro OO ycnewHo noay4yeHo
mMoancuumpoBaHHoe coobuieHne us gpyroin yactn OO.

J.12.3 FPT_SSP.2 B3anMHoe HafexHoe noAgTBepxaeHune

J.12.3.1 3ameyaHna No NPUMEHEHUNIO ANA Nofb3oBaTensa

KomnoHeHT FPT_SSP.2 cogepxut TpeboBaHune, 4TO B AOMNOJSIHEHUE K MPeAOCTaB/IeHNI0 NOATBEPXAEHUSA Nosyye-
HUA NepegaBaembiX faHHbIX NpuHUMaloleidl yactn PBO Heo6x0ANMO 06paTUTLCA K NepepaoLieli 3a yBefOMIEHUEM O
nosly4eHnn NoATBEPXKAEHNA.

Hanpumep, nokanbHas yacte P60 nepefaet faHHble yaaneHHoli yactn ®BO. MocneaHsa noaTBEPXAAET ycneLl-
HbIA Npuem coobleHns 1 3anpawvBaeT y nepegaslleil coobuieHne yactu @O yBegoMaeHWe, 4TO OHa Noayunna nog-
TBEpXAeHMne. DTOT MexaHU3M JaeT AONOMHUTENbHYK YBEPEHHOCTb, 4To 06e yactu ®BO. yyacTBywlwme B nepegaye
[aHHbIX, U3BeLLEHbl 06 yCNEeWwHOM 3aBepLieHnn nepegauu.

J.13 MeTku Bpemenn (FPT_STM)

J.13.1 3ameyaHuns gna nonb3oBatens

CewmelictBo FPT_STM cofepxuTt TpeboBaHWs No NpefoCcTaB/eHN0 HaAEeXHbIX MeTOK BpeMeHu B npegenax OO.

Ha aBTopa MM3/3b Bo3naraeTcsa OTBETCTBEHHOCTb 3a pas3bfCHEHWE CMbIC/a BbIPaXeEHUA «HafeXHble MeTKu Bpe-
MEHW» U yKasaHue, rae NpUHMMaeTCs pelleHne O HaAeXHOCTU.

J.13.2 FPT_STM.1 HagexHble MeTK/ BPpeMeHU

J.13.2.1 3ameyaHna No NPUMEHEHNIO AN1A NoNb3oBaTens

MpumeHeHne komnoHeHta FPT_STM.1 BO3MOXHO ANA NpefoCcTaBNeHUA HadeXHbIX METOK BPEeMeHW npu npose-
AeHUn ayauTa, a Takke A5 orpaHUyYeHns cpoka AeiicTBUSi aTpubyToB 6e30nacHoOCTy.

J.14 CornacoBaHHOCTb faHHbIX PBEO mexay PBO (FPT_TDC)

J.14.1 3ameuaHua Ana nonb3osartens

B cpepae pacnpegeneHHO unm cnoxHoi cuctembl oT OO MoxeT notpe6oBaTbCsa NPOM3BECTU 06MEeH AaHHbIMU
®BO (Takmmu, kak atpubyTbl MPB, accouunpoBaHHble C AaHHbIMUK, NHOPMaLNUS ayauTa unu naeHtudukaunmn) c apyrum
JoBepeHHbIM npoayktom UT. CemelictBo FPT_TDC onpegensieT TpeboBaHUsi A5 COBMECTHOrO UCMONb30BaHNA U He-
NPOTUBOPEUMBOI UHTEpNpeTaLun 3TUX aTpubyToB Mexay ®50 u ApyrvuM JO0BEPEHHbIM MPOAYKTOM WUT.

KoMMoHeHTbl faHHOro cemeiicTBa npefHasHayeHbl AN onpejeneHns TpeboBaHWii Kk aBTOMATUYeCKol noAfgepx-
Ke cornacosaHHoOCTM gaHHbix ®PBO npu nx nepepaye mexgy P60 paccmarpusaemoro OO n @O fpyroro 40BEPEHHOrO
npogykta. BosmoxHa 1 Takas cuTyauus, korga Ans cornacosaHus aTpubyToB 6e€30MNacHOCTU NPUMEHSITCA TOJbKO
npoueaypHble Mepbl, 0HaKO OHU 3[eCb He paccMaTpuBalOTCA.

CewmelictBo FPT_TOC «CornacoBaHHOCTb AaHHbix ®BEO mexay ®PBEO» otnuyaetcs oT FDP_ETC «3kcnopT AaH-
HbIX 3a npepgensl gelicteust P6O0» n FDPJTC «MMNopT faHHbIX U3-3a npegenos AelictBua ®BO». Tak Kak nocnegHue
Hanpas/feHbl INlb Ha COOTHECEeHNe aTpmbyToB 6e3onacHocTn mexay ®EO 1 HocUTensMnM UMNOPTUPYEMOWA AW 3KCMop-
TUpYeMoii uMn MHpopmaLluu.

B cnyyaB, ecnum BaxHa LENOCTHOCTb AaHHbix ®BO. cnepyeT BblbpaTh Tpe6oBaHusA u3 cemelictea FPTJTI
«LlenocTHOCTb 3aKCnopTUpyeMbIX AaHHbIX PBEO». Ero KOMNOHEHTbI onpeaensanT TpeboBaHusa, 4tobbl PBEO 6bi1M cnocob-
Hbl 06HApYXWUTb W/MAn ncnpasuTb MoaudvKauun gaHHbix 65O BO Bpems nepegaun.

J.14.2 FPT_TDC.1 ba3oBas cornacosaHHOCTb AaHHbIX PBEO mexay @60

J.14.2.1 3ameyaHnsa No NPUMEHEHUIO AN1A NONb30BaTENSA

®BO oTBevaloT 3a NoAfepxXKy COrnacoBaHHOCTU fAaHHbIX PBO. UCnNonb3yeMblX UMW UM aCCOLUUPOBAHHbLIX C
HUMK, KOTOpble SIBASOTCA 06WWUMK Y ABYX Unn 6o/ee AOBEpPeHHbIX cuctem. Hanpumep, gaHHble B0 ana ®BO ABYxX
pas/IMYHbIX CUCTEM MOTYT TOJIKOBATLCSA BHYTPWU HUX NO-pasHOMY. [N5i NpaBU/IbHOTO NMPUMEHEHUS faHHbIX PBO npuHuma-
IOWVM JOBEpPeHHbIM npoAykToM UT (Hanpumep, s obecneyveHns Takoi xe 3aluTbl AaHHbIX MO0/b30BaTenNs, Kak u
B O0) Heo6xoauMo, 4To66l OO U ApYroit foBepeHHblli NpoaykT UT NpUMEHSiIN 3apaHee YCTaHOBJIEHHbI NPOTOKON
o6MeHa AaHHbIMK PBO.

J.14.2.2 Onepauunu

J.14.2.2.1 HasHaueHue

B FPTJTDC.1.1 aBtopy MN3/36 cnegyet onpefennTb CIUCOK TUNOB AaHHbIX ®PBO. KOTOpble A0/XHbI COrnacoBaHHO
VMHTEpNpeTnpoBaTbCA NPy COBMECTHOM MCMonb3oBaHun ®BO u fpyrM AoBepeHHbIM npogykTom UT.

B FPT_TDC.1.2 astopy MN3/36 cnegyeT npMBecTn CNUCOK NpaBun MHTepnpeTauun, npuMmeHsieMmbix ®BO.

J.15 CornacoBaHHOCTb AaHHbIX PBO npu gy6nuposaHun B npegenax OO (FPT_TRC)

J.15.1 3ameuaHua ana nonb3osartens

Tpe6oBaHus cemelictBa FPT_TRC Heob6xofuMmbl, 4TO6bl 06€cneynTb COrlacoBaHHOCTb AaHHbIX ®BO. ecnm oHu
ayénupytotca B npegenax OO. Takve faHHble MOryT cTaTb HECOr/1acoOBaHHbIMU NPU HapyleHun paboTocnocobHOCTH
BHYTpEHHero kaHana mexay 4actamm OO. Ecnin OO BHYTpeHHe CTPYKTYPUPOBaH Kak CeTb, TO 3TO MOXeT Npou3oiTH n3-3a
OTK/IIOYEHNS OTAENbHbIX YacTeil ceTu Npu paspbiBe CeTeBbIX COeANHEHWA.

MeTop obecneueHuns cOrnacoBaHHOCTU B JAHHOM CeMelicTBe He yka3biBaeTcsi. COrnacoBaHHOCTb MOXeT A0CTU-
raTbCsl C NOMOLLbI HEKOTOPOW (hopMbl 06pabOTKM TpaH3akuuii (r4e COOTBETCTBYHLME TpaH3akuuu «BO3BpallalTcs
Hasaf» K MecTy oTnpaB/ieHus Yepe3 NOBTOPHOE COeAMHEHWe) uau nyTemM O6HOBAEHUs Ay6nnMpyembiX AaHHbIX Yepes
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NPOTOKON CUHXPOHM3aumun. Ecnu ans M3/36 He06X0AMM KOHKPETHbI NPOTOKO, TO OH MOXET 6biTb CNeuMdULMPOBaH C
1Cnonb3oBaHWeM onepauun YyTOUYHEeHUS.

MoxeT oka3aTbCsl, YTO CUHXPOHU3NPOBATb HEKOTOPbIE COCTOSHUSA HEBO3MOXHO WM 3aTpaTbl Ha TaKyld CUHXPOHU-
3aUMi0 C/IMWIKOM BbICOKM. [puMepom noA06HON CuTyauumn CyXuT OTMeHa KaHanoB CBA3W U Ktoden wudposanHns. MoryTt
Takke BO3HUKaTb HeomnpegjesieHHble COCTOAHUS. Ecnn xenateneH KOHKPeTHbIi pexum (yHKLMOHMPOBaHUSA, ero cre-
ayeT cneuynduuympoBaTb C UCNOMb30BAHMEM OMepaLnn yTOYHEHUS.

J.15.2 FPT_TRC.1 CornacoBaHHOCTb Ay6nupyemMbix AaHHbIX PBO

J.15.2.1 Onepauuu

J.15.2.1.1 Ha3HaueHue

B FPT_TRC.1.2 aBTopy MM3/36 cnepyeT cneunduympoBaTb cnucok ®b. koTopble 3aBUCAT OT COM/1lacoOBaHHOCTMW
ay6nmpoBaHua faHHbix PBO.

J.16 CamoTecTupoBaHvne @60 (FPT_TST)

J.16.1 3ameuaHua AnA nonb3osarens

CewmeiictBo FPT_TST onpegenset TpeboBaHua AnA camotecTupoBaHus ®BO nyTemM BbINOMHEHUSA HEKOTOPbIX
TUMUYHBIX OMepauuii C U3BECTHbIM pe3ynbTaToM. NpumepaMu MOryT CAyXuTb o6pallieHns K uHTepdeiicam ocyliecTsns-
eMbIX (OYHKUUIA, @ Takke HekoTopble apudmeTuyeckne onepauum, BbiMOSHAEMbIE KPUTUUHBIMK YacTamMn OO. 3Tu TecTbl
MOryT BbIMOMIHATLCA NPU 3anycke, NepuoAmnyYeckun, no 3anpocy ynosIHOMOYEHHOrO Nosib30BaTens Wan npu yaosneTsope-
HUM gpyrux ycnosuii. fleiicteua OO. npeAnprHUMaemble No pesynbTataM camMOTeCTUpPOBaHUS, onpeAenieHbl B Apyrux
cemeiicTBax.

TpeboBaHnA faHHOTO cemeiicTBa Takke HeobXoAuMbl AN 0B6HapPYXEHUs UCKaXeHUs BbiMoAHAeMoro koga ®60
(To ecTb nporpamMmMHoii peanusauuy ®B0) u AaHHbIX PBEO B pesynbTaTe pas/INyHbIX C60EB, KOTOPble He Bceraa npuBoasAT
K npuoctaHoBke yHKUMOHMpoBaHua OO {paccMOTpeHHOI B Apyrux cemeicTeax). Takme NpoBepkn HEO6X0AMMO BbINO-
HATb. TaK Kak nofobHble c60u He Bcerja MOXHO npefoTsBpatuTb. OHWM MOTyT NPOUCXOAUTbL K3-3a HenpeayCMOTPEHHbIX
TMNOB C60€B UM UMEILLUXCSA HETOYHOCTEN B NPOEKTe annapartHbIX, NporpaMmHo-annapaTHbIX U NPOrpaMMHbIX CPeAcTB
NnM6o BCNeACcTBME 310HAMEPEHHOro uckaxeHus ®BO. gonyleHHOro u3-3a HeagekBaTHOW noruyeckoit n/vnu dusmyec-
KOW 3awuThbl.

[lonoNHUTeNbHO AaHHOe CeMeiCcTBO [IOKET, NP COOTBETCTBYIOLMX YCMOBUSIX, NOMOYb NPefoTBPaTUTbL Henpuem-
nemble UM HaHocsAwue yuep6 namerneHns ®60. koTopble MOryT 6bITb NpousBefeHbl B akcnayatupyemom OO npu
BbINO/IHEHUN AEACTBUI MO CONPOBOXAEHUIO.

TepMuH «npaBunbHOe BbiNONHEHNe ®PBEO» OTHOCUTCA rMaBHbIM 06pa3oM K (DYHKLMOHMPOBaHWIO NPOrPamMMHOro
o6ecneyeHnss ®60 U LENOCTHOCTU €ro AaHHbIX. AGCTPaKTHasA MallMHa, Ha KOTOpPOil peanusyeTcs nporpaMmHoe obecne-
yeHne PBO. npoBepsieTcs yYepes 3aBUCMMOCTb 0T FPT_AMT «TecTupoBaHue 6a30BOI abCTpakTHOW MalluuHbI».

J.16.2 FPTTST.1 TectuposaHne ®60

J.16.2.1 3ameyaHnsa No NPUMEHEHUIO AN1A NONb30BaTENSA

KomnoHeHT FPT_TST.1 nopfepxvBaeT Kak TECTUPOBAHNE KPUTUUHBLIX (DYHKLUIA 13 uncna ®BO yepes TpeboBaHue
BO3MOXHOCTW 3anyckaTb TecTupoBaHue (PyHKUWIA, Tak U NPOBepKy LefIOCTHOCTW AaHHbIX U BbinonHAemoro koga ®BO.

J.16.2.2 3ameyaHusa no NPUMEHEHUNIO ANA OLEHLnKa

[flonyckaeTcsi, 4To6bl (PyHKUUW, NpefocTaBnseMble YNOJHOMOYEHHOMY NOb30BaTeN0 ANA NEPUOANYECKOro Tec-
TUPOBaHUSA. GblIN AOCTYMNHbI TOMbLKO B @aBTOHOMHOM pexXuMe W pexume aBapuiiHOW nognepxku. B aTux pexmmax
cnefyet npefycMoTpeTb CpeAcTBa OrpaHuyeHusa [ocTyna, NpefocTaB/iaf ero TO/IbKO YNO/STHOMOYEHHbIM Nojib3oBaTe-
nAaMm.

J.16.2.3 Onepauuu

J.16.2.3.1 Bbibop

B FPT_TST.1 aBTopy MN3/36 cnepyeT cneunduuympoBatb, korga yHkunsmm 6esonacHoct OO 6yaeT BbIMOMHATHCA
TecTuposaHne ®BO: npu 3anycke, nepuoanyveckn B NpoLecce HOPMasibHOro PYHKLUMOHUPOBAHUSA, NO 3anpocy YnosHo-
MOYEHHOro Mofb30BaTens, nNpu Apyrux ycnosusax. B nocnegHem cnyyae astopy MN3/36 cnegyeT Takke ykasaTb KOHKpeT-
Hble YC/I0BUSA, UCMOJIb3ys Onepauuio HasHavyeHus.

B FPT_TST.1.1 aBtopy M3.36 cnepyeTt cneundumuuposaTb, 6ygeT M camoTecTUpoBaHue BbINOMHATLCA AN1A Ae-
MOHCTpaUuMM NpaBuUILHOTO BbiNoMHEHNUs Bcero ®BO uny Tonbko cneuudurumpoBaHHbix vacTeli ®BO.

J.16.2.3.2 HasHaueHue

B FPT_TST.1.1 aBTopy MN3>'36 cnefyet, ecnu caenaH cOOTBETCTBYOLWMI BbIGOp, cneuncuumpoBaTs yCnoBus, npu
KOTOPbIX CneayeT BbINOMHATL CaMOTeCTUpOBaHue.

B FPT_TST.1.1 aBTopy N3/36 cnepyet, ecnu caenaH cOOTBETCTBYOLWMIA BbIGOP, cneunduumnpoBaTb CNMCOK YacTei
®BO. koTOpble GyAyT NpeamMeToMm camoTecTupoBaHus ®BO.

J.16.2.3.3 Bbi6op

B FPT_TST.1.2 aBTopy MN3/3b cnepyeT cneunduuympoBaTtb, 0/MKHA NN 6bITb NpeAyCcMOTPeHa BO3MOXHOCTb Bepu-
drKaumm LenocTHoCTn ANa Beex AaHHbiX PBO 1AM TONbKO AN5 BbIOPAHHbIX AaHHbIX.

J.16.2.3.4 HasHaueHune

B FPT_TST.12 aBTopy MN3/36 cnepyeT, ecnu caenaH cooTBeTCTBYOLWMIA BbIGOP, CneumgrumpoBaTb CIMCOK AaHHbIX
®BO. LenocTHOCTb KOTOPbIX byAeT BepudmuMpoBaTbCa.
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MpunoxeHne K
(o6sa3aTenbHoe)

Mcnonb3oBaHue pecypcos (FRU)

Knacc FRU copepxuT Tpu cemeiicTBa, KOTOpble NOAAEpPXUBAKT AOCTYMHOCTb TpebyeMblX PecypcoB, Takux Kak
BbIYNC/IUTE/IbHbIE BO3MOXHOCTU n/unm ob6bvem namaTtn. CemeiictBo FRU_FLT «OTKa30ycTOWYMBOCTb» NpefocTaBnset
3aWnTy OT HEJOCTYNHOCTU pecypcoB, Bbi3BaHHOW c6oem OO. CemeiictBo FRU_PRS «[MpuoputeT o6cnyxnBaHusa» obec-
neymBaeT. YTOObl pecypcbl BblAENSAINCL Hanbonee BaXHbIM UAW KPUTUYHBIM NO BPEMEHMW 3agavyaMm W He Mornu 6biTb
MOHOMNO/MIM3MPOBaHbl 3ajadvamu ¢ 6onee HU3KMM npuopuTeToM. CemeiictBo FRU_RSA «PacnpegeneHue pecypcoB»
ycTaHaB/iMBaeT OrpaHNYeHnsa UCMnosib30BaHnsa AOCTYMHbIX Pecypcos, npeAoTBpallas MOHONOAN3aLmMo Ppecypcos Mnosb30-
BaTeNAMU.

Aekomnosunumna knacca FRU «Wlcnonb3oBaHve pecypcoB» Ha COCTAB/IAOLWIME €r0 KOMMOHEHTbl rnokasaHa Ha
pucyHke K.1.

PucyHok K.1 — [Jekomno3uuunsi knacca FRU «/cnonb3oBaHue pecypcoB»

K.1 OTkasoycToituneocTb (FRU_FLT)

K.1.1 3ameuaHusa ans nonb3osaTens

CemeiictBo FRU_FLT cofepxuT Tpe6oBaHUs K AOCTYNHOCTW (PYHKLMOHA/IbHLIX BO3MOXHOCTEW faxe B ciydyae
c6oes. MpumMepbl Taknx cb6oeB: OTKAOUYEHWE MUTaHUA, O0Tkas annapaTypbl, c60ii nporpamMMHoro obecneuvexusi. B cnyvae
Takux oWwmnbokK, ecnu aTo cneuyuduuymposaHo. OO byaeT nogaepxueatb onpefeneHHble BO3MOXHOCTU. ABTop M3/3B
MOXeT, Hanpumep, cneunduunposaTb, 4To OO. UCNOAb3yeMbIi HA aTOMHOI CTaHLWUW, NPOAO/MKUT paboTy No BbiNO/HE-
HUIO MpoLeaypbl OCTAHOBKM peakTopa npu cb6oe B aHEpProcHabXeHun uan cpeacTeax CBA3MN.

Mockonbky OO MOXeT NpoAo/MKaTb NpaBu/ibHOe (hYHKLIMOHUMPOBAHWE TO/IbKO NPU NPOAO/KEHUN OCYLLECTBEHNS
MBO, To nmeeTcs TpeboBaHue, 4TO nocne cb6oa cuctema AO/KHA OCTaBaTbCA B 6€30MacHOM COCTOAHUW. DTa cnocob-
HOCTb oGecneunBaeTcs npueneyeHnem komnoHeHta FPT_FLS.1 «C6oii ¢ coxpaHeHneM 6e30MnacHOro COCTOSHMUSA».

MexaHu3mbl o6ecneyeHns 0TKa3oyCcTOWUYNBOCTA MOTYT 6biTb @KTUBHBIMU WAN NACCUBHbIMU. AKTUBHBIA MexaHu3m
umeeT crneunanbHble YHKLUUKU, KOTOPble akTUBU3UPYIOTCS NP BO3HUKHOBEHWW ownbKW. Hanpumep, noxapHas curHa-
nusaunsa ABNSETCS aKTUBHbIM MexaHu3moMm: ®BEO o6HapyxaT noxap U CMOryT npefnpuHATbL AeACTBUA NO BKIHOYEHUIO
onepauun pesepeupoBaHuAa. MaccuBHas cxema npumeHsieTcsa, ecnm B apxutektype OO 3anoxeHa cnoco6HOCTb obpa-
60TKM OWMNGKN. Hanpumep, NPUMEHEHNE MaXOpPUTapHO CXeMbl FO/10COBaHWNA C HECKOIbKMMU npoleccopamu sBnsieT-
CA NacCMBHbIM peLLeHneM; 0Tka3 OAHOro rnpoueccopa He npepseT hyHKUMoHUpoBaHue OO (xoTa oTka3 TpebyeTca obHa-
PYXUTb ANA UCNPaBNeHus).

[na gaHHoro cemelicTBa He MUMeeT 3HauyeHus, 6bin An c60li MHULMMPOBAH CydaiiHo (Hanpumep nepenonHeHve
WM OWMBOYHOE OTK/KYEHME YCTPOICTBA) WU NpegHaMepeHHo (Hanpumep, W3-3a MOHOMOMM3aLUnn pecypca).

K.1.2 FRU_FLT.1 NMoHMXeHHasa 0TKa3oyCcTOW4NBOCTb

K.1.2.1 3ameyaHuna no NnpUuMeHeHnto A1A nonb3oBarens

KomnoHeHT FRU_FLT.1 npefHasHaueH Ans cneuundukaynm Toro, kakme Bo3MoxHoctn OO npogomkut npegoc-
TaBnATb nocne c60a cuctembl. Tak Kak C/I0XKHO onucatb BCe BO3MOXHbIE OTKa3bl, MOXHO crneunduympoBaTtb UX KaTero-
pun. Mpumepammn TUMUYHLIX CO0EB ABMAIOTCA: 3aTONJeHNe NOMeLeHns C annapaTypoii, KOpoTkoe 3ambikaHue, c6oii
LeHTpanbHOro npoueccopa uau rnaBHoii dBM. c6oii nporpamMmHoro o6ecneveHus, nepenonHexHue Gydepa.

K.1.2.2 Onepauuun

K.1.2.2.1 Ha3HaueHue

B FRU_FLT.1.1 aBTopy N3/36 cnegyeT cneunduunpoBaTb CNMCOK Bo3MoxHocTelt OO. koTopble OO 6yaeT noaaep-
XnBaTb BO Bpems 1 nocne cneuynunumposaHHoro cbos.

B FRU_FLT.1.1 aBTopy M3/3b cnegyeT cneuynduumpoBatb CNMCOK TUMOB C60eB, OT KOTopbix OO foMKeH 6biTb
o6a3aTensbHO 3awmweH. Ecnu cnyuntesa c6oii u3 atoro cnucka. OO 6yAeT cnoco6eH NpPofoKUTb PYHKLIMOHMPOBAHME.
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K. 1.3 FRU_FLT.2 OrpaHuM4yeHHasi 0TKa3oyCcTON4YMBOCTb

K.1.3.1 3ameyaHna No NPUMEHEHUIO AJ1A NoMb3oBaTeNA

KomnoHeHT FRU_FLT.2 nos3sonseTt cneunuumnpoBatb, kakum tunam c6oeB OO Heo6XoAMMO NPOTUBOLENCTBO-
BaTb. Tak Kak C/I0XHO onucaTb BCE BO3MOXHble OTKasbl, MOXHO cneuuduymposaTb WX kateropuu. Mpumepamu TunNny-
HblX c60eB ABNSATCA: 3aTON/eHWe NOMeLeHUss ¢ annapaTypoii, KpaTKOBPeMeHHOe OTK/oYeHne 3HeprocHabxeHus,
c60il LeHTpanbHOro npoueccopa wan rnasHoii 3BM. c6oii nporpaMMHOro obecneyeHus, nepenosiHeHne Gydepa.

K.1.3.2 Onepauuu

K.1.3.2.1 HasHaueHue

B FRU_FLT.2.1 aBTopy IM3<3B cneagyeT cneundguunpoBatb CNUCOK TUNOB c60eB, OT KOTOPbIXx OO fOMKEH 6bITb
obasaTenpHo 3awmuieH. Ecan cnyunTes c6oii u3 atoro cnmucka. OO 6yaeT cnocobeH NpofoIKuTb YHKLMOHMPOBAaHME.

K.2 Mpuoputet o6cnyxmBanua (FRU_PRS)

K.2.1 3ameuaHus gnsa nonb3oBaTtens

Tpe6oBaHus cemeiictea FRU_PRS no3gonsioT ®BO ynpaBnsATh MCNOb30BAHUEM PECYPCOB MOJIb30BATENSAMU U
cybbekTamu B npegenax cBoeii ob6nactu AeicTBUA Tak. YTO BbICOKOMPUOpPUTETHbIe onepauun B npegenax OA® soerga
6yAyT BbINOMHATLCA 6€3 NPensTCTBUIA UK 3afepXek Co CTOPOHbI onepauuii ¢ 6onee HU3KUM NpuopuTeToM. [pyrumu
cnoBamu, 3afayn, KpUTUYHbIE MO BPEMEHW BbIMOSIHEHUSs, He ByayT 3aJepxuBaTbCs 3ajayamul, MEHEe KPUTUYHbIMKU MO
BPEMEHW BbINO/IHEHUSA.

3TO ceMeiicTBO MOXeT NPUMEHATLCSA K pas/iMyHbIM Tunam pPecypcoB, Hanpumep, BbIYUCAUTENbHbIM BO3MOXHOC-
TSM. MPOMYCKHO CNOCOGHOCTM KaHasnoB CBSA3W.

MexaHn3M nNpuopuTeToB O6CNYXUBAHUA TNOXET 6GbiTb NACCUBHLIM WM akTUBHbLIM. B cucTeme ¢ maccuBHbIM Npu-
opuTETOM 06CNYXMBaHUA BblbMpaeTcs 3afjadva C HavBbICLUMM MPUOPUTETOM, ecnu npegnaraeTcs caenatb BbI6Op Mexay
ABYMS OXuUAaWUMy nNpunoxeHnamn. Mpu Mcnonb3oBaHWM NACCUBHbLIX MEXaHU3MOB MPUOPUTETOB O6GCAYXMBAHUS Bbl-
nonHsaemas 3agava c 6osee HU3KUM NPUOPUTETOM He MOXET GblTb NpepBaHa 3ajayeil ¢ 60nee BbICOKUM MPUOPUTETOM.
Mpy MCNonb30BaHWN aKTUBHbIX MEXaHW3MOB MPUOPUTETOB 06CAYXMBAHUA 3adaun c 6onee HU3KUM NpUopuTeToM MOryT
npepbiBaTbCA HOBbIMU 3ajavamu ¢ 60/1ee BbICOKUM MPUOPUTETOM.

TpeboBaHnA ayauTa yctaHaBAMBaloT, YTO BCe MPUUMHBLI OTK/IOHEHWS onepauwii cnefgyeT noasepratb ayauTy. Ha
ycMOTpeHune pa3paboTunka ocTas/eHa CUTyauus, Korga onepauus He OTK/IOHSETCH, a 3ajepXunsaeTcs.

K.2.2 FRU_PRS.1 OrpaHu4eHHbIi npuopuTeT 06CAyXnBaHuns

K.2.2.1 3ameyaHuss No NpUMMeHeHUo 419 nofb3oBartens

KomnoHeHT FRU_PRS.1 onpegensieT npuoputeTbl AN CyObEeKTOB U pecypchl, K KOTOPbIM 6yAeT NpyMeHATbCS
MexaHW3M MpUopuTeToB 06CNYXMBaHUSA. Ecnu cybbekT nbiTaeTcs NpefnpuHATL feiicTBMe ANSA NofyYyeHus pecypca,
KOHTpONMpyemoro Tpe6osaHuAMu npuopmTeTa 06CnyXnBaHus, 4OCTYN T'MAN Bpema focTyna 6yAyT nocTaBfieHbl B 3aBU-
CMMOCTb OT npuopuTeTa cybbekTa, npuopuTeTa cyGbekTa, AelCTBYIOLWEro B HaCTOALWMIA MOMEHT, 1 npuopuTeTa Cyobek-
TOB B ouepejm.

K.2.2.2 Onepauunu

K.2.2.2.1 HasHauyeHue

B FRU_PRS.1.2 astopy MN3/36 cneayeT cneunduunpoBaTb CNUCOK yNpaBaseMblX pecypcoB, AnsA koTopbix ®BO
OCyLLecTBAAT nNpuoputeTHoe o6cnyxusaHme (NpMMepbl Pecypcos: NpoLecchl, AWCKOBOE MPOCTPaHCTBO, NamsATb, Noso-
ca nponyckaHus).

K.2.3 FRU_PRS.2 MonHbI NnpropuTeT 06CnyXnBaHns

K.2.3.1 3ameyaHna No npumMeHeHUo 419 nosib3oBartens

KomnoHeHT FRU_PRS.2 onpeaenseTt npuoputeTbl A4na cyobekToB. Bece pecypcbl B O®. kOTOpble MOFYT MCMO/b-
30BaTbCA COBMECTHO, OyAyT ynpasnATbCA MEeXaHUW3MOM MPUOPUTETHOro 06CNyXMBaHUA. Ecnu cyb6bekT neitaetca npej-
NpuHATL AeiicTBnA Ha pecypce B OA®. KOTOPbIA MOXeT 1CNoNb30BaTbCSA COBMECTHO, JOCTyn ulunu Bpems goctyna 6yaet
nocTas/ieHO B 3aBWCMMOCTb OT npuopuTeTa cybbekTa, npuoputeta cy6bekTa, AeliCTBYIOWEro B HACTOSILLMIA MOMEHT, u
npuoputeTa cy6beKToB B oyepeau.

K.3 PacnpegeneHue pecypcos (FRU_RSA)

K.3.1 3ameuaHus gnsa nonb3oBaTtens

Tpe6oBaHus cemeiictBa FRU_RSA nossonsawT ®60 B npegenax O4® ynpaBnsaTb UCNO/b30BaHUEM PECYPCOB
nonb3oBartensAMn n cybbekTamy Tak. 4Tobbl He A0NYyCTUTb HECAHKLMOHWPOBAaHHbIE OTKa3bl B 06CAYXUBaHUKU W3-3a MO-
HOMOMM3aLun pecypcos ApPYruMu nosib3osatensammn uamn cybbektamu.

Mpasuna pacnpepesnieHns pecypcos No3BosAT Ha3HavaTb KBOTbI UM co3faBaTh Apyrue cpefcTsa onpegeneHus
orpaHuyYeHunii Ha KonM4yecTBO pecypca Wan BPEMS ero WCnosb30BaHWs, KOTOpble MOryT 6biTb pacnpeesneHbl KOHKpeT-
HbIM NOMIb30BATENAM WAM Cy6bekTam. OTUMW npasunamu, Hanpumep, mMoryT ObiThb:

- BBeJleHVe KBOT 06BbEKTOB, OFPaHNYMBAKOLLNX YAC/IO 06BEKTOB /UK UX pasMep, KOTopble MOryT ObiTb Ha3HaYeHbI
KOHKPETHOMY MO/1b30BaTesio;

- ynpaBfneHne pacnpefesnieHnem/ocBo60XAeHNEM BblfieNIEHHbIX paHee efuHUL, pecypcoB B c/yyae, eC/ln OHU
HaxogaTca nog ynpasneHnem ®BO.

B o6uwem cnyyas aTu PyHKUUM ByAyT peann3oBaHbl C MPUMEHEHMEM aTpubyTOB, Ha3HAYeHHbIX NO/b30BaTeNAM U
pecypcam.

Lienbio 3TUX KOMMNOHEHTOB ABNAETCA o6ecneyeHne onpeAeneHHol cTeneHn «cnpaBeavBoCT» MO OTHOLLEHWIO K
nonb3oBatenam (Hanpumep, BCIO AOCTYMHYI0 NaMsATb He cfedyeT pacnpegenatb 04HOMY Mo/b30BaTesno) u cybbekTam.
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Tak Kak NpPoAO/KMTENbHOCTL pacnpejeneHns pecypcosB 4acTo MpesbillaeT BpeMms CyllecTBOBaHWUA CybbekTa (Hanpu-
mep. haiinbl 4acTo CyLecTBYIOT fOMblUE, YEM MPUIOXKEHUS, cO3AaBLune 1X), TO HEOAHOKpaTHOe BOM/OLWeHne Cy6beKkToB
OfIHUM M TEM Xe Nosib3oBaTeNeM He [0/KHO OKa3blBaTb C/IULIKOM CUbHOE OTpuuaTesibHOe BO3feicTBUe Ha Apyrux
nonb3osaTeneii. KOMNOHEHTbI cemMeiicTBa MO3BO/IAIIOT CBA3aTb OFPAHUYEHUA Ha pacnpejefieHne pecypcos C No/b30Ba-
TenssMn. B HeEKOTOpbIX Xe CuTyauusax pecypcbl pacnpefensawTcs An8 cy6bekToB (Hanpumep onepaTMBHas namsatb wam
LUMKAbl LeHTpanbHOro npoueccopa). B aTom cnyyae KOMMOHEHTbI cemelicTBa NO3BONAKT pacnpefensiTb pecypchbl Ha
ypOBHE Cy6BHEKTOB.

[laHHoe cemelicTBO HanaraeT Tpe6oBaHWA Ha pacnpejefieHne pecypcos, HO He Ha WX ucnosnb3oBaHue. MoaTomy
YyCTaHOB/IEHO, YTO TpeboBaHNA ayanTa Takke pacnpocTpaHATCsa Ha pacnpefeseHre pecypcos, HO HE Ha WX UCMOMb30-
BaHue.

K.3.2FRU_RSA.1 MakcumasnbHble KBOTbI

K.3.2.1 3ameyaHna No NPUMEHEHUIO AJ1A Nofb3oBaTeNs

KomnoHeHT FRU_RSA.1 copepxuT Tpeb6oBaHWs K MexaHu3MaM KBOTMPOBAHWA, KOTOPble MPUMEHUMbl TONbKO K
cneundnLMpoBaHHO COBOKYNHOCTM pasfensembix pecypcos B OO. 3T TpeboBaHWA NO3BOMAAIOT accoumMmposBaTb KBOTbI
C nosib3oBarTeniemM WK, BO3MOXHO, CBA3bIBATb WX C rpynnamu nosib3oBartesnieil unm cy6bLeKToB, ecim 3To NpefycMOoTPeHO
BOO.

K.3.2.2 Onepauuu

K.3.2.2.1 Ha3HaueHune

B FRU_RSA.I.I aBTopy M3/3B6 cnepyet cneymduumpoBaTtb CNMCOK yNpaBasemMbiX pecypcoB, AN1a KOTOpbIX TpebyoT-
CA OrpaHuyeHnsi MakCMMasibHOrO BblAefieHns pecypca (Hanpumep npoLecchl, 4UCKOBOE NPOCTPAHCTBO, MamaTb, NoJso-
ca nponyckaHusi). Ecnu ato Tpe6oBaHne Heo6xo4UMO pacnpocTpaHuTb Ha Bce pecypcbl B O4®, paspelwaeTtcs cneundm-
unpoBarth «Bce pecypcbl B O P».

K.3.2.2.2 Bbi6op

B FRU_RSA.1.1 aBTtopy MN3/3b cnepyeT BbibpaTb, OTHOCATCS I MaKkCUMasibHble KBOTbl K OTAe/IbHbIM NOsib30BaTe-
NAM, onpefeneHHbIM rpynnam nosnb3osateneid, cybbektam unnm nio6omMy UX coYeTaHuio.

B FRU_RSA.1.1 aBTopy /13/3b cnepyeT Bbi6paTb, NPUMEHVNMbI 1N MakCMManbHble KBOTbl B /t060€ 3afaHHoe
BpeMs (O4HOBPEMEHHO) MU B TeYeHWe onpefesieHHoro nepuoja BpemMeHu.

K.3.3 FRU_RSA.2 MUHUManbHble U MaKCUManbHble KBOTbI

K.3.3.1 3ameyaHna No npumMeHeHUo 419 nosib3oBarens

KomnoHeHT FRU_RSA.2 cogepxut TpeboBaHMWA K MexaHu3Mam KBOTUPOBAHUSA, KOTOPble MPUMEHMMbI TONIbKO K
cneunduLMpoBaHHOl COBOKYNHOCTM pasfensembix pecypcoB B OO. 9T TpeboBaHWNsA NO3BONMAIT accouMmpoBaTh KBOTbI
C nosib3oBaTenieM UAN. BO3MOXHO, CBA3bIBATb WX C rpynnamu nosib3osartesieil unm cy6beKkToB, ecim aTo nNpeAycMoTpeHo
BOO.

K3.3.2 Onepauun

K.3.3.2.1 HasHaueHue

B FRU_RSA.2.1 aBTopy M3‘36 cnegyeT cneyndurumpoBaTth ynpasaseMble pecypchbl, 415 KOTOpbIX TpebyTca orpa-
HUYEHUSi MakCMMaslbHOrO BblfeNleHnsa pecypca (Hanpumep nNpoueccsl, AUCKOBOE MPOCTPAHCTBO, NaMsATb, nosoca npo-
nyckaHus). Ecnn ato Tpe6osaHne Heob6x0AMMO pacnpocTpaHuTb Ha Bce pecypcbl B Of®. paspeluiaeTcs cneunguumpo-
BaTb «BCe pecypcbl B O1P».

K.3.3.22 Bbibop

B FRUJRSA.2.1 aBTopy M3/36 cnepyet BbibpaTb, OTHOCATCA 1M MakCMMasbHble KBOTbI K OTAE/bHbIM Nofb3oBarte-
NnAM, onpejeneHHbIM rpynnam nonb3osartenieil, cybbektam uam nio6omMy UX codYeTaHuio.

B FRU_RSA.2.1 aBTtopy MN3/3Bb cnepyet Bbi6paTb, NPUMEHNMbI 1N MaKCcMMasbHble KBOTbl B Nt060e 3agaHHOe
BpemMs (OAHOBPEMEHHO) U B TeYeHWe OnpefeneHHoro nepuoja BpemMeHu.

K.3.3.2.3 HasHaueHue

B FRU_RSA.2.2 aBTopy MM3/36 cneapyet cneundmuympoBaTb ynpasBasemMble pecypcbl, 415 KOTOPbIX HEOBX0AMMO
yCTaHOBUTb Npefesn MUHUMA/bHOTO BbIAENIeHNA pecypca (HanpvMep npoLecchl, AUCKOBOe MPOCTPaHCTBO, NamsTb, No-
noca nponyckaHus). Ecnu ato Tpe6oBaHne He0O6X04MMO pacnpocTpaHWTb Ha Bce pecypcbl B Of®. paspeliaeTcs crneym-
uymposatb «BCce pecypcbl B O4d».

K.3.3.2.4 Bbi6op

B FRU_RSA.2.2 asTopy MN3/36 cnegyet Bbi6paTb, OTHOCATCA 1M MUHUMAa/IbHbIE KBOTbI K OTAENbHbIM MOMb30BaTe-
nAM, onpejeneHHbIM rpynnam nosnb3osatenei, cyobektam uan nio6omMy UX coYeTaHuio.

B FRU_RSA.2.2 aBTopy MN3/36 cnegyet BbibpaTb, NPUMEHUMbI 1N MUHUMAasIbHbIE KBOTbI B Nt060€e 3agaHHoe Bpe-
Ms (OAHOBPEMEHHO) WM B TeYEHWe onpejesieHHOro nepuoja BpPeMeHMW.
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Mpunoxexne L
(o6sA3aTenbHoe)

Noctyn k00 (FTA)

OTKpbITUE ceaHca No/sb30BaTeNs 06bIYHO COCTOUT W3 CO3AAHUA OLHOTO WAN HECKONbKNX CyObekTOoB, BbIMOHSO-
wux onepaymn B OO OT UMeHN nosnb3oBaTesns. B koHUe npouefypbl OTKPbITUSA ceaHca, ecnv yAOoBMeTBOPeHbl TpeboBa-
Hua gocTtyna Kk OO. co3gaHHble CybbexTbl MelT aTpubyTbl, onpegeneHHbie yHKUMAMU naeHTUdKauum n ayteHtudu-
kauun. Knacc FTA onpegenset TpeboBaHWA K ynpaB/eHWIO OTKPbITUEM ceaHca Nosib3oBaTtens.

CeaHc nofnb3oBaTtens onpefesfieH kak Nepuoj BpPeMeHW, HauyunHalwuiica ¢ MOMeHTa nieHTudukauun'pyTeHTu-
dukaymmn (Mnu, TouyHee, C Havyasna B3auMOAEWCTBUSA MexAy Monb3oBaTesieM W CUCTEMON) BM/IOTb [0 MOMEHTa, Korga
ocB06OX/AeHbl Bce CybbekTba, pecypchbl 1 aTpubyTbl, OTHOCALMECA K [JaHHOMY CeaHcy.

Aekomno3uumna knacca FTA «JocTtyn k OO» Ha cocTaB/sloLmMe ero KOMMNOHEHTbI Nokas3aHa Ha pucyHke L.1.

rtN44004005¢TMECOLLCTa ablbHaoMbIX
mpMSyroa

FIA_UCHtOpa>dNMtM Ha napaniefibHbIin
aansibl 1

MA_TAB lMpenynpexaeHun neoeg
rcpppocTannemHam goctyne KOO

fta tah uctegbia goctyne KOO -1

FWJTSE OtkpbiTne egeHo* o OO -1
PucyHok L.1 — [lekomno3unuua knacca FTA «[octyn Kk OO»

L.1 OrpaHnyeHne obnactu Bolbnpaembix atpnubyTos (FTA_LSA)

L.1.1 3ameuaHus A nonb3oBartens

CewmelictBo FTA_LSA onpegensiet Tpe6oBaH/sa MO OrpaHUYeHnto Kak aTpubyToB 6e30MacHOCTM ceaHca, KoTopble
MOXeT Bbl6VpaTh Nosib30BaTeNb, Tak K CyObeKTOB, C KOTOPbIMW MO/ib30BaTelb MOXET 6biTb CBSi3aH, Ha OCHOBe meToga
UM mMecTa AocTyna, noprta, ¢ KOTOPOro ocyLlecTBAsieTcA AOCTYN, U/UAK BPEMEHN (Hanpumep, BpeMeHW CYTOK, AHA Hefe-
n).

OT0 cemeiicTBO npepocTasnsieT asTopam M3/36 BO3MOXHOCTbL cneuuduunposatb Tpe6oBaHua ans 6O no ycTa-
HOBNEHWNIO OrpaHnyeHnii Ha o6nacTb BblbMpaembix aTpubyToB 6€30MacHOCTM YNOMHOMOYEHHbIX Nosib3oBaTeneii B 3aBu-
CUMOCTW OT yCnoBwuii cpefbl. Hanpumep, nonb3oBaTesnito MOXeT 6biTb pas3peLleHo OTKPbITb «CeKPeTHbIli ceaHc» B pabo-
yee BpPeMsi, HO BHe paboyero BpEMeHN OH MOXET OTKPbITb TONIbKO «HEKNaccMuLumMpoBaHHbIii ceaHc». [Ans naeHTuduka-
LM COOTBETCTBYIOLLMX OFpaHMYEHNii Ha 061acTb BbiGpaeMbix aTprbyToB nNpegycMoTpeHa onepauus Bbiopa. 3Tn orpa-
HWYeHUA MOryT crefoBaTb W3 3HauYeHwit gpyrux atpubyTtoB. Ecnn HeobxoAnmo cneunduumMpoBaTtb OrpaHuyeHns ans
HEeCKO/IbKUX aTpnbyToB, TO 3TOT KOMMOHEHT NPUAETCSA MOBTOPUTb HECKO/IbKO pas no uucay atpubyTos. MNpumepamu
aTpubyToB, KOTOPble MOXHO MCMO/b30BaThb A8 OrpaHMYeHns atpubyToB 6€30MacHOCTU ceaHca, ABAAITCA:

a) MeToA focTyna. MoxeT Mcnonb3oBaThCa AN cneundukaunm cpefbl, B KOTopoil 6yaeT paboTatb Nosnb3oBaTesNb
(Hanpumep NpoTOKON nepefaun paiinos, TepMUHaN, BUPTyasibHbI TeNEKOMMYHUKaLMOHHBIA MeToA AocTyna);
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b) MecTo gocTtyna. MoxeT MCNONb30BaTbCA ANA OrpaHuyeHns o6nacTu BbibpaeMbix aTpubyToB Nofb3oBaTeNs Ha
OCHOBe MecTa pacrnosioXeHus nonb3oBaTens wau nopra goctyna. 3Ta BO3MOXHOCTb 0COGEHHO BaxHa Mpu WCMO/b30-
BaHWN TenedoHHbIX NMNHWUI NN ceTeBbIX CPEACTB;

C) BpemMs AocTyna, KOTOpoe MOXHO UCMOMb30BaTh A4/ OrpaHuyeHns obnactu BbiGUpaeMblx aTpubyToB Mosib30Ba-
Tens. Hanpumep, orpaHnyeHns MOryT OblTb OCHOBAHbl Ha BPEMEHW CYTOK, [HE Hejenun, KaneHgapHbix gatax. 3To orpa-
HUYeHVe npegocTaBnseT onpefefieHHyo 3aluTy oT feiicTBuii Nonb3oBaTens B TO BPEMS, Korja MOryT He MpYMEeHATbCA
HeobxofuMble NpoueaypHbie Mepbl WY MOHUTOPWHT.

L.1.2 FTA_LSA.1 OrpaHuyeHne obnacTtn Bolbupaembix aTpnbyToB

L.1.2.1 Onepauunu

L.1.2.1.1 Ha3HauyeHue

B FTA_LSA.1.1 aBtopy MN3/3B6 cneayet cneuudumympoBaTb COBOKYNHOCTb aTpubyTOB 6€30nacHOCTH ceaHca, KOTo-
pble HYXHO OrpaHnunTb. MNpumepsbl Taknx atpubyToB; YPOBEHb A0MYyCKa MOMb30BaTENsA, YPOBEHb Le/IOCTHOCTH, PONW.

B FTAJ.SA.1.1 aBstopy MN3/3b cnegyet cneynduumpoBatb COBOKYNHOCTb aTpnbyTOB, KOTOPblE MOXHO MCMNOMb30-
BaTb 4517 onpeenexus obnactu atpubyToB 6e3onacHoCTu ceaHca. MpumMepbl Taknx aTpubyToB; MAEHTUUKATOP NOIb30-
BaTenis. pacnosiokeHne WCTOYHMKA, Bpems JOocTyna v MeTof AocTtyna.

L.2 OrpaHuyeHune Ha napannenbHble ceaHcbl (FTA_MCS)

L.2.1 3ameyaHus gna nonb3oBarens

CewmeiictBo FTA MCS onpegensieT, CKONbKO CeaHCOB Mo/ib3oBaTesib MOXeT UMeTb OAHOBPEMEHHO (mapansienb-
Hble ceaHcbl). [lonycTMOe YMCMO napasnesfibHbiX CeaHCOB MOXET yKa3blBaTbCA ANA rpynnbl nonb3osaTeneii nn6o gns
KaX[loro oTAe/IbHOro Mnosib3oBaTens.

L.2.2 FTA_MCS.1 ba30oBoe orpaHnyeHue Ha napasniesibHble CeaHchl

L.2.2.1 3ameyaHuns No NPUMEHEHNIO AN1A NONb30BAaTENSA

KomnoHeHT FTA_MCS.1 npegoctaBnsieT cucteme BO3MOXHOCTb OFPaHMYEHNSI Yucna ceaHcoB B Lensax apdektns-
HOro ucnonb3osaHus pecypcos OO.

L.2.2.2 Onepauunu

L.2.2.2.1 HasHauyeHue

B FTA_MCS.1.2 asTopy lM3'3b cneayeTt cneuuduumpoBaTtb, kakoe orpaHuyeHue ymcna napannefnibHbiX CeaHCcoB
6yAeT Ncnonb3oBaTbCsA MO YMOMYAHWIO.

L.2.3 FTA_MCS.2 OrpaHu4yeHue Ha napannenbHble ceaHcbl N0 aTpubyTam nonbL3oBatens

L.2.3.1 3ameyaHuns No NPUMEHEHNIO AN1A NONb30BAaTENSA

KomnoHeHT FTA_MCS.2 npepgocTtasnseTt [OMNOSIHUTE IbHblE BO3MOXHOCTM No cpaBHeHutio ¢ FTA WCS.1 «ba3sosoe
orpaHvyYeHne Ha napasiiefibHble CeaHCbl», M03BO/AA YCTAHOBUTL [OMOJIHATE IbHbIE OTPAHWYEHUSA Ha YMCNO napan-
NeNbHbIX CeaHcoB, KOTOpble NO0J/Ib30BaTeNIn B COCTOSAHUM OTKPbITb. OTU OrpaHMyeHnss OCHoBaHbl Ha aTpmbyTax 6e3onac-
HOCTU Nonb30oBaTenNs, Takux Kak ugeHTudumkaTop nonb3oBaTens Wanm NpuUHagIexHoCTb K ponu.

L.2.3.2 Onepauunu

L.2.3.2.1 HasHauyeHue

B FTA_MCS.2.1 astopy MN3.36 cnegyeT cneuncuuympoBatb npasuna, onpejensiolwme MakCuMmasbHO npefocras-
iaemoe Yncno napasiefibHbix ceaHcoB. [pMMepoM Takoro npaswusia ABMAETCA; «MakCUMasibHOe YMUCIo napasiesibHbIX
CeaHCOB paBHO OJHOMY, eC/v NoJfib30BaTesib UMEET YPOBEHb [0MYCKa «CEeKPETHO», U NMATU — B OCTa/IbHbIX C/ydasx».

B FTA_MCS.2.2 aBTopy M3'36 cnegyeT cneunduumpoBaTtb, Kakoe orpaHuyeHvne ynucna napasnsiefnbHbiXx CeaHcoB
6yfeT UCNoNb30BaTLCA MO YMOTHAHUIO.

L.3 BnokupoBaHue ceaHca (FTA_SSL)

L.3.1 3ameyaHus gna nonb3oBartens

CewmeiictBo FTA_SSL onpegenset Tpe6oBaHus k 6O no npegocTaBneHM0 BO3MOXHOCTM 6/10KMpOBaThb M pas-
610KMpoBaTh MHTEPAKTUBHbLIE CeaHCbl (Hanpumep, 6/0kMpoBaTb KnaBmatypy).

Korga nonb3oBaTenb HenocpeAcTBEHHO B3aumogeicTByeT ¢ cybbektamu B OO (MHTepakTUBHbIA ceaHc), TepMu-
Han nonb3oBaTeNs ysi3BMM, eC/iM OH OcTaB/ieH 6e3 Haf30pa. DTO CEMENCTBO cofepxuT TpeboBaHua K B0 no oTkYe-
Huo (6710KMPOBaHUIO) TepMUHaNa WM 3aBepLUeHNi0 ceaHca Nocfie yCTaHOB/IEHHOTO BpeMeHW 6e3fesTeNnbHOCTH, a K
nosib30BaTento — Mo BO3MOXHOCTU WHULMWPOBATbL OTKIOUeHne (6/10KnpoBaHue) TepmuHana. [nsa sosspalleHus Tep-
MUHana B akTWBHOE COCTOAHME Heo6xoauMo, 4YTo6bl Mpou3oLWwo cobbiTue, cneunduupoBaHHoe astopom M3/36. Ha-
nprvMep. NoBTOpPHas ayTeHTUdUKaLma nonb3osBaTens.

Monb3oBaTtenb cunTaeTca 6e3aeiiCTBYIOWMM, eCn OH HUKaK He Bo3jelicTBoBan Ha OO B TeyeHWe HEKOTOPOro
nepuofa BpeMeHMU.

ABTopy M3/3B6 cnepyeT yyecTb, TpebyeTcs Nu npussiekatb KOMNOHeHT FTP_TPR.1 «/loBepeHHbIi MapwpyT». B
3TOM cfiyyae cnefyet yepes onepauuto komnoHeHTa FTPTPR.1 noakniountb yHKUUIO «6NOKMpOBaHME ceaHca.

L.3.2 FTA_SSL.1 bnokuposaHue ceaHca, nHuynmposaHHoe ®60

L.3.2.1 3ameyaHna no NpUMeHEHU0 A4NA NONb30oBaTeNA

KomnoHeHT FTA SSL.1 «bnokupoBaHue ceaHca, nHuyunposaHHoe ®BO» npepoctasnsetr P50 BO3MOXHOCTb
610KkMpoBaTb CeaHC Nosib3oBartens N0 UCTEYEHUW 3a[jaHHOrO nepuoga BpemeHu. brokvpoBaHue TepmuHana npekpaTu-
no 6bl BCe fanbHeiilune AeiicTBUS B A@HHOM CeaHCce C UCMO/b30BaHMEM 3a6/10KMPOBAHHOIO TepMUHana.

Ecnu Ha ycTpolicTBe oTo6paxeHns nepesanucbiBaeTcsl MHhopMaums, cofepxaHue 3amelyaolieli nHdopmaum
Heo6A3aTeNIbHO CTATMYHO (Hanpumep, paspellaeTcss UCMO/b30BaTbh «XPaHUTENb 3KpaHa»).
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[aHHbIli KOMNOHEHT No3BoNseT aBTopy M3/36 cneunduLMpoBaTh Co6bITUA, AE6NOKUPYIOLLINE ceaHC. DTU COBbITUA
MOTyT 6bITb CBA3@HblI C TepPMUHANOM (HanpuMmep Habop ycTaHOBNEHHON MocnefoBaTe/lbHOCTU CUMBOJIOB ANS pas6oku-
poBaHuA ceaHca), C Nnosb3oBaTenem (Hanpumep ero NOBTOpHaA ayTeHTUdukaumsa) Uam co BPEMEHEM.

L.3.2.2 Onepauun

L.3.2.2.1 HasHauyeHune

B FTA_SSL.1.1 aBTopy M3/36 cnepyeTt cneuyuduunpoBaTb MHTepBan 6e34eiicTBNA NOnb3oBaTeNs, N0 UCTEYEHUN
KOTOporo npousoiigeT 6n0kupoBaHue ceaHca. MNpu xenaHun astop M3.36 MOXET MCNONb30BaTh AaHHY onepauuto,
4YTOObl BO3/IOXUTL ONpefeneHne MHTepBana BPEMEHW Ha YNO/NHOMOYEHHOro agMuHUCTpaTopa WM nonb3oBaTens.
dyHKUMKM ynpasneHns B knacce FMT moryT cneunduunposaTb BO3MOXHOCTb MOAUMUKALMM 3TOrO UHTepBana, 3ajasas
€ro 3HauyeHue Nno ymosiHaHuio.

B FTA_SSL.1.2 aBTopy M3/36 cnegyet cneuynduumpoBatb co6bITUE WM COBLITUSA, KOTOPblE nMpoucxoamnun 6bl go
pa3b1oknpoBaHna ceaHca. MNpumepbl Taknx COBbITUIA: «NOBTOPHAA ayTeHTUdMKaLUa NoNb3oBaTeNA» WU «BBOJ, NOMb30-
BaTenemM C knasuaTypbl gebnokupyolleii nocnesoBaTe/ibHOCTU CUMBOJIOBY.

L.3.3 FTA_SSL.2 bniokmpoBaHue, UHULUMPOBAHHOE NOJib30BaTeIEM

L.3.3.1 3ameyaHuss Nno NnpuMeHeHuo ANA NoNb3oBaTens

KomnoHeHT FTA_SSL.2 «bnokupoBaHue, MHULMMPOBAHHOE MOJIb30BaTeNemM» NpefocTaB/isieT YNnoJIHOMOYEeHHO-
My NOMb30BaTe/to BO3MOXHOCTb 6/10KMpOBaTh U Ae6/10KMpoBaTh CBO COGCTBEHHbIA TEpMUHAN. ITO NpefocTaBuio 6bl
YNO/THOMOYEHHbIM M0/Ib30BaTe/ISIM BO3MOXHOCTb 3(PheKTMBHO 610KMpoBaTh CBOW CeaHCbl 6e3 Heob6Xo4MMOCTW UX 3a-
BepLUEHUS.

Ecnn Ha ycTpolicTBe oTo6paxeHns nepesanucbiBaeTcsi MHpopmaums, cogepxaHune sameljanouieii nHopmayum
Heobs3aTeNlbHO CTAaTUYHO (Hanpumep, paspellaeTcs MUCNOb30BaTb «XpPaHWUTE b 3KpaHa»).

L.3.3.2 Onepauun

L.3.3.2.1 HasHauyeHue

B FTA_SSL.2.2 aBTopy MN3/3b cneayeT cneuyuduunpoBaTb cobbiTe MAN COObLITUSA, KOTOpPble NPOMCXOAWUAN Obl [0
pa3b1oknpoBaHNa ceaHca. MNpuMepbl Takux coBbITUIA: «NOBTOPHAA ayTeHTUMKALUA NONb30BATENA» WUAN «BBOJA NOMb30-
BaTesieM C knaBuaTypbl Aebnokupylolleii nocsefoBaTesibHOCTU CUMBOJIOB*,

L.3.4 FTA_SSL.3 3aBepueHune, nunumnposaHHoe 60

L.3.4.1 3ameyaHuns No NPUMEHEHNIO AN1A NONb30BAaTENSA

KomnoHeHT FTA SSL.3 «3aBeplieHune, nHnummposaHHoe ®EO0» cogepxuT TpebosaHne, 4tobbl PO 3aBepianu
VHTEpaKTUBHbI/ CeaHC Mofb30BaTeNs Nocfie ycTaHOB/IEHHOro nepuoaa ero 6esgeiicTaus.

AsTopy M3/36 cnepyeT yyecTb, YTO CEAHC MOXET MPOAO/MKATLCA U NOCNe TOro, Kak NoNb3oBaTeflb OKOHYWU aKTUB-
Hble JeicTBUS, Hanpumep, B BUAe (HOHOBOTO BbiNONHEHUSA. [laHHOe TpeboBaHWe HanpaB/fieHO Ha 3aBeplleHue 3Toro
choHOBOro cybbekTa nocTte nepuoga 6e3felicTBUS Nosib3oBaTtessi, HE3aBUCMMO OT cTaTyca cy6bekTa.

L.3.4.2 Onepauun

L.3.4.2.1 HasHauyeHne

B FTA_SSL.3.1 aBTopy M3/36 cnepyeTt cneuyudmunposaTtb HTepBan 6e3aeiicTBNA Nonb3oBaTens, No UCTeUeHun
KOTOpOro npousoiigeT 610kMpoBaHue ceaHca. Mpu xenaHun asTop M3/36 MOXET MCNoNb30BaTh ONepaluio HasHave-
HWSA. 4TOBbI BO3/IOXWUTL ONpejenieHne UHTepsBasia BPEMEHW Ha YNONHOMOYEHHOro agMuUHUCTpaTopa Wau nosb3oBartens.
dyHKUMKN ynpasneHnsa B knacce FMT moryT cneunduumnposaTb BO3MOXHOCTL MoAUdMKaLUM 3TOr0 MHTepBana, 3ajasas
€ro 3HauyeHue Nno ymosIHaHuio.

L.4 MpepynpexaexHusa nepeg npegocrasneHnem goctyna k OO (FTA_TAB)

L.4.1 3ameyaHuns gnAa nonb3oBartens

TpeboBaHua goctyna k OO npegycmaTtpusaloT Ana OO BO3MOXHOCTb ele A0 uaeHTudmkaumm n ayteHTndmkaymm
oTo6pa3nTb ANA MoTeHuWanbHbIX Nofb3oBaTenei npegynpexpatliee cooblieHne OTHOCMTENbHO XapakTepa WCnosib-
3oBaHusa OO.

L.4.2 FTA_TAB.1 MpegynpexaeHns no ymonyaHuio nepeg npegocrasneHnem goctyna KOO

L.4.2.1 3ameyaHus No NpUMEHEHUI0 A4NA NOoNb30oBaTeNA

KomnoHeHT FTA_TAB.1cogepxuT TpeboBaHue Hanuuua npegynpexgarolero cooblweHns 0 HecaHKLMOHMPOBaH-
HOM ucnonb3oBaHum OO. ABTop M3/36 MOXET YyTOYHUTbL 3TO TpeboBaHve C Lenbio 3a4aHnsa npeaynpexaeHus no ymon-
YaHuio.

L.5 ictopusa goctyna k OO (FTA_TAH)

L.5.1 3ameyaHuns gna nonb3oBartens

CewmelictBo FTA_TAH onpepenset Tpe6oBaHma kK @50 no oTobpaxeHuto ANA NoAb30BaTesns, Npu yCnewHom
OTKPbITUW CeaHca, UCTOPUMN HEYCMEeLIHbIX MOMbITOK MOYYNUTb JOCTYN OT UMEHMN 3TOTO MO/b30BaTeNsa. ITa UCTOPUA MOXeT
cogepxartb faty, Bpems, cpefcTsa focTyna v nopT nocnefHero ycnewHdoro goctyna k OO. a Takke YuC/0 HeyCneLHbIX
nonbITok goctyna Kk OO nocne nocnegHero ycrnewHoro goctyna naeHTMLpoBaHHOro nosb3oBaTens.

L.5.2 FTA_TAH.1 NcTtopusa goctyna Kk OO

L.5.2.1 3ameyaHuns No NPUMEHEHNIO AN1A NONb30BAaTENSA

KomnoHeHT FTA_TAH.1 moxeT npefocTaBuTb YNOTHOMOYEHHbIM MNO/b30BaTENAM MHAOPMALUIO O BO3MOXHOM
3710ynoTPe6eHNN UX YYETHbIMU AaHHBIMU.

3TOT KOMMOHEHT CofepXnT Tpe6GoBaHne npefocTaBneHnNs Takoii nHopmauymn nonb3osartento. CnegyeT npegoc-
TaBUTb MO/Ib30BATEN0 BO3MOXHOCTb MPOCMOTPETb MHPOPMALMIO, HO He 3acTaBnATb ero genatb 370. Mpu xenaHun
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nonb3oBaTesib MOXeT, Hanpumep, co3faTb KOMaHAHbIl aiin ana UrHopupoBaHus 3TO MHGopmMauun u nepexoga K
nocnegywowum AeiicTBUAM.

L.5.2.2 Onepauunu

L.5.2.2.1 Bbi6op

B FTA_TAH.1.1 aBTopy MN3/36 cnepyet Bbi6bpaTh aTpnbyThl 6€30NaCHOCTN NOCAEAHEr0 YyCNELWHOro OTKPbITUA ceaH-
ca. koTopble 6yAyT nokasaHbl Yepes nosb3oBaTesbCknii uHTepdelic. K aTum atpubytam OoTHOCATCA: faTa, BPeMms, MeToz,
poctyna (HanpvMep MpoOTOKO/ Nepecbiiku haitnoB) n/mnum mecto gocTtyna (Hanpumep tepmuHan 50).

B FTA_TAH.1.2 aBTOopy M3/36 cnepyet Bbi6bpatb atpnbyTbl 6€30MacHOCTM MocneAHein HeycnewHoli NonbITKM OT-
KpbITUS ceaHca, KoTopble GyAyT nokasaHbl Yepe3 nonb3oBaTenbCkuii uHTepdelic. K atum atpubyTtam oTHOCATCA: fata,
BpeMmsi, MeTog AocTyna (Hanpumep NPOTOKON Mepecbiikn galiinos) n/unm mecto goctyna (HanpvMep TepMmuHan 50).

L.6 OTkpbITue ceaHcac OO (FTA_TSE)

L.6.1 3ameyaHuns gnAa nonb3oBartens

CemelictBo FTA_TSE onpegensieT Tpe6GoBaHMA MO 3anpeLieHnto Nnonb3oBaTensam OTKpbITUS ceaHca ¢ OO Ha
OCHOBe Takux aTpubyToB, kak MecTo Wav nopT gocTyna, aTpubyTbl 6e30MacHOCTV nofb3osaTens (Hanpumep, ngeHTudu-
KaTopa. ypoBHS [0Mycka, YPOBHSA LeNOCTHOCTU, NPUHAANEXHOCTN K PONN), UHTepBasbl BPpEMEHU (Hanpumep Bpems
CyTOK, A€Hb HeAenu, KaneHAapHble faTbl) UKW covyeTaHuss napameTpoB.

JT0 cemelicTBO npefocTtasnseT aBTopy M3/36 BO3MOXHOCTb cneuuduumpoBatb TpebosaHusa k ®BO ¢ uenblo
yCTaHOBUTb OrpaHNyeHnNs Ha CnoCO6HOCTb YMOSIHOMOYEHHOTO NOoMb30BaTeNns oTkpbiBaTb ceaHc ¢ OO. VaeHTudukauus
COOTBETCTBYIOLMX OrpaHnyeHnit rnoxeT 6biTb BbINOJHEHA C NPUMEHEeHMeM onepauuun Bblibopa. Mpumepamu aTtpmbyToB,
KOTOpble MOXHO WCMONb30BaTb AN YCTAHOBKM OrpaHWyeHnii Ha OTKpbITUE ceaHca, ABAAITCA:

a) MecTo focTyna MOXeT WCNonb30BaTbCA ANSI OrpaHWYeHNs CNOCOGHOCTW No/Mb30BaTeNsA OTKPbIBATb aKTUBHbIN
ceaHc ¢ OO Ha OCHOBe MecTa pacrno/iokXeHWs nonb3oBaTens uau nopTa AocTyna. 9Ta BO3MOXHOCTb 0COGEHHO peko-
MeHAyeTCs Npu UCNoNb30BaHUN TeneOHHbIX JIMHUIA UK CeTeBbIX CPeACTB;

b) aTpubyTbl 6€30MacHOCT! NONb30BaTENS MOrYyT UCMNOMb30BaTbLCA A1 OrpaHNyYeHns BO3MOXHOCTEeW nonb3oBa-
TeNna ycraHaBnMBaTb akTUBHble ceaHcbl ¢ OO. Hanpumep, 3anpeTuTb OTKPbITWE CeaHca MOXHO Ha OCHOBe /1060ro u3
cnegyolmx atpubyToB nonb3oBaTens:

- ngeHTudukartopa;

- YPOBHS fonycka;

- YPOBHA NpaB Ha MoAuUKaLmMo faHHbIX (YPOBHA LLENOCTHOCTH);

- NPVUHAJNEXHOCTU K POSN.

3Ta BO3MOXHOCTb OCOGEHHO NPUMEHMMa B Cy4vaB, eCciy aBTopusauus UM BXOA MOXET NPOUCXOAUTb He B TOM
MecTe, rae BbINOMHAETCSA npoBepka gocTtyna k OO;

C) Bpemsi AocTyna MOXeT UCMONb30BaTbCsA A1 OrPaHUYeHUs BO3MOXHOCTU NO/sb30BaTeNs OTKPbITb aKTUBHbINA
ceaHc ¢ OO Ha OCHOBe MHTepBasiOB BpeMeHu. Hanpumep, orpaHMyeHusi MoryT 6biTb OCHOBaHbl Ha BPEMEHW CyTOK, JHe
Heflenun, kaneHaapHbix gatax. OTo orpaHuyeHve npeAocTaBnseT onpegenieHHylo 3awWnuTy oT feiicTBuii nonb3osartens B
TO BpeMs, KorAa MOryT He MPUMEeHATbLCS HeobXoAuMble NpoLeAypHble Mepbl UAW MOHWUTOPUHT.

L.6.2 FTA_TSE.1 OTKpbITUe ceaHca c OO

L.6.2.1 Onepauun

L.6.2.1.1 Ha3HaueHue

B FTA_TSE.1.1 aBTopy M3/36 cnepyet cneunduympoBatb atpubyTbl, KOTOpPble MOFYT 6biTb WCNO/Mb30BaHbI AN
OrpaHuMyYeHuns OTKPbITUA ceaHca. [puMepbl BO3MOXHbIX aTPMOYTOB: MAEHTUMKATOP Nonb3oBaTessi, MecTo goctyna (Ha-
npumep, He C yaasieHHOro TepMuHana), Bpems goctyna (Hanpumep, HeypoyHoe), MeTog AocTyna (Hanpumep X-xvindows).
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MpunoxeHne M
(o6sA3aTenbHoe)

[oBepeHHbIH MapwpyT/kaHan (FTP)

Monb3oBaTenam 4acTo HeO6X04MMO BbIMOMHATL CBOW (DYHKLMKU, HenocpefcTBeHHO B3aumopelicTBys ¢ ®BO. [o-
BEPEHHbIi MaplpyT obecneynBaeT yBepeHHOCTb B TOM. 4YTO MOJib30BaTe/b B3anMoeincTByeT HenocpecTBeHHo ¢ PBO
He3aBMCUMMO OT MecTa CBOero pacnosioxeHus. OTBeT Nnofb3oBaTeNna yepes [OBEPEHHbIVi MapLipyT rapaHTupyeT, 4To
HefoBepEeHHbIe NPUIOXKEHNA He CMOryT nepexsaTuTb UAM MoAudUuMpoBaTb cooblieHre nonb3osatens. Co cBoei
CTOPOHbI, fJOBEPeHHble KaHasbl ABAAIOTCA OAHUM M3 cnoco6os 6e3onacHoli cBAsn Mexagy B0 u yganeHHbIMU Npoayk-
Tamu UT.

B3avMoCBs3N Mexay pas/MyHbiMK TUnamMu nepepayv coobLlieHni, koTopble MOryT uMeTb MecTo B OO nnn B cetn
13 OO u BHewHuX cywHocTeli UT (To ecTb nepefayva B npefgenax OO. nepefava mexay ®60. umnopt/akcnopt ns/s OA4d).
N pasninyHblie PopMmbl JOBEPEHHLIX MapLIPYTOB W KaHasIoB NokasaHbl Ha pucyHke 2 (cMm. pasgen 5).

OTCyTCTBME [OBEPEHHOIO MapLipyTa MOXeT MPUBECTM K HapyLUeHWAM y4yeTa WA ynpasiieHust JOCTYNoM B cpeax
C HelOBEPEHHbIMN MPUIOXKEHNAMUN. DTN MPUNOXKEHUA MOTYT NnepexsaTUTb MPUBATHYIO WUHMOpPMaLUo nonb3oBartens,
Takylo Kak naponu, u BblfgaBaTb cebs 3a Apyrux nonb3osaTeneid, ucnonb3ys 3ty mHopmauuo. Kak cneacrteue, oTBeT-
CTBEHHOCTb 3a Ntobble AeCTBUS B CUCTEME He MOXeT ObiTb HafeXHO CBfi3aHa C y4yuTbiBAEMbIMU CylHOCTAMU. Kpome
TOro, 3TV NPUIOXEHUS MOTYT BbIBOAWUTbL OWNOBOYHYIO MHhOPMaLMI0 Ha ANCMIEN He Nofo3peBatoLinx 06 3TOM Nonb30Ba-
Teneil. YTO MOXEeT NPUBECTU K OWNGOYHLIM AeNCTBUAM Nonb3oBaTenell U. kak cneAcTsue, K HapylleHnio 6e30nacHoCTy.

Jexkomno3nyma knacca FTP «/[loBepeHHbIl MaplipyT/kaHan» Ha COCTaBAALWNEe ero KOMMOHEHTbl NMoka3aHa Ha
pucyHke M.1.

PucyHok M.1 — [lekomno3uuusa knacca FTP «/loBepeHHblli mapLupyT/kaHan»

M.1 floBepeHHbIii kaHan nepegaun mexay ®60 (FTP_fTC)

M.1.1 3ameyaHuna ans nonb3oBatens

CewmeliictBo FTP_[TC onpegenseTt npaBuia co3jaHus COeANHEHNA yepe3 AOBepeHHblli kaHan mexay ®BO u
APYrUMW AOBepeHHbIMWU npogyktamn UT ANs BbiNONHEHWs onepauuii, KpUTUYHBIX 415 6e30nacHoCTH, Mexay npogykra-
Mu. TprMepoM TakoW KPUTUYHOW ANns 6e30MacHOCTU onepauun sBnsieTca 06HOB/EeHWe 6a3bl AaHHbIX ayTeHTudmkayumn
®BO nocpeAcTBOM nepefayn AaHHbIX OT [OBEPEHHOro MpoaykTa, (PyHKLUMeld KOTOporo siBNAETCA HakomnieHue AaHHbIX
ayauTa.

M.1.2 FTP_ITC.1 loBepeHHbIN kaHan nepegauu mexay ®60

M.1.2.1 3ameyaHuss N0 NPUMEHEHUIO 4NS NOSMb30BaTENsA

KomnoHeHT FTPJTC.1 cnepyeT vcnonb3oBaTb, ecnu TpebyeTcs fOBEepeHHbI kaHan nepegayun mexgy ®B50 u
yAa/IeHHbIM OBEPEHHbIM NPOoAyKTOM WT.

M.1.2.2 Onepauuu

M.1.2.2.1 Bbi6op

B FTPJTC.1.2 aBTopy M3/36 cneayet cneunduumposaTtb, AO/HKHbI N NoKanbHble PEO. yaaneHHbIl JOBEPEHHbI
npoAykT UT nnn Bce OHW MMeTb BO3MOXHOCTb WHULMMPOBATb AOBEPEHHbI KaHan.

M.1.2.2.2 Ha3HaueHne

B FTPJTC.1.3 aBTopy M3/36 cnegyet cneundunumnposatb yHKLUN, AN KOTOPbIX TPeGyeTcs AOBEPEHHbIV kaHal.
K Taknum chyHKUMSIM MOryT OTHOCWUTbCS mepefava atpubytosB 6e30nacHOCTW nosnb3oBaTens, cybbekTa n/mnm obbekta u
obecneyeHne cornacoBaHHOCTU AaHHbIx PBO.

M.2 floBepeHHbIi MmapwpyT (FTP_TRP)

M.2.1 3ameyaHunsa ana nonb3oBaTtens

CemeiictBo FTP_TRP onpepgensieT Tpe6oBaHWA YyCTaHOBKM U NOAAEPXAHUA [OBEPEHHOW CBA3N Mexay Mnofb3o-
Batenamu n ®60. [loBepeHHbIli MapwpyT MoXeT notTpe6oBaTtbca 4718 N060ro CBA3aHHOro ¢ 6€30MacHOCTbI0 B3auMo-
feiicTBnA. O6GMeH No [OBEepPEeHHOMY MapLUpyTy MOXeT 6biTb MHULMMPOBAH Nofb3oBaTenem npu B3anmogeinctenu ¢ 6O,
nnu xe camm ®BO MOryT yCTaHOBUTL CBA3b C M0/b30BAaTENIEM M0 [LOBEPEHHOMY MapLupyTy.
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M.2.2 FTP_TRP.1 [loBepeHHbIi MapwpyT

M.2.2.1 3ameyaHua nNo NpUMEHEHNI0 NONIb30BaTENIO

KomnoHeHT FTP_TRP.1 cneagyeT ucnonb3oBaTb, ecnu TpebyeTcs foBepeHHas CBA3b MeXAy nofb3oBaTenem u
®BO kak ANs uenei HayanbHON ayTeHTUdMKaLWUKM, Tak U AN AONOMHUTENbHO cneundnLUPOBaHHbIX AeCTBUIA NONb30-
Barens.

M.2.2.2 Onepauuu

M.2.2.2.1 Bbibop

B FPT_TRP.1.1 aBTopy MN3/3b cnepyeT cneundurunposaTb, He06X04MMO NV NPeAoCcTaBAATb [OBEPEHHbI MapLu-
PYT yAaneHHbIM U/WAn NoKasbHbIM MNO/b30BaTENAM.

B FTP_TRP.1.2 aBTopy M3/3b cnepyeTt cneyunduympoBaTb, KOMY NpefocTaBasiTb BO3MOXHOCTb MHWLMUPOBATb
[OBepeHHbI MaplpyT: ®BO. nokanbHbIM NONMb30BaTENsAM W/WAN yAaneHHbIM Nonb30BaTeNnsM.

B FTP TRP.1.3 aBtopy MN3/3b cneayeT cneyndumunpoBaTb, NCNOMb30BATb /M 4OBEPEHHbI MapLpyT 415 HaYaslb-
HOli ayTeHTUdUKauMn nonb3oBaTens U/mnm gns apyrux cneunduLnupoBaHHbIX YCyr.

M.2.2.2.2 Ha3HaueHne

B FTP_TRP.1.3, ecnu ato Bbli6paHo, aBTopy M3/3b cnepyeT naeHtuduymposatb (Npy HeO06XoAUMOCTMN) Apyrue
ycnyrv, Ans KoTopbiX TpebyeTcs [OBEPEHHbIA MapLupyT.

Mpunoxexnne N
(cnpaBoyHoe)

CBefileH1si 0 COOTBETCTBUM HaLMOHANbHbIX CTaHAapToB Poccuiickoit depepaynm
CCbINOYHBIM MEXAYHAPOAHbIM CTaHgapTam

Ta6nuya N1

O603HaYeHne CCbINOYHOTO O603HaYeHNEe U HAUMEHOBAHNE COOTBETCTBYIOLLETO
MeX/yHapoJHoro ctaHgapTa HaLWOHANBHOTO CTaHAapTa
MNCO/M3IK 15408-1:2005 FOCT P NCO/M3K 15408-1—2008 WNHopmaLmoHHaa TexHonorusa. Metoabl v

cpepacTBa obecneuveHns 6e3onacHocT. Kputepun oueHkn 6e30nacHoCTu nHdop-
MaLMOHHbIX TexXHonoruii. Yacte 1. BBegeHne n o6uwas moaenb

MNCO/M3K 15408-2:2005 FOCT P NCO/M3K 15408-2—2008 WHopmaLmoHHaa TexHonorusa. Metoabl v
cpeacTBa obecneuveHns 6e3onacHocT. Kputepun oueHkn 6e30nacHocTn nHdop-
MaLMOHHBIX TEXHOMOMMIA. YacTb 2. PyHKUMOHaNbHbIE TpeboBaHna 6e3onacHoCTH

MNCO/M3K 15408-3:2005 FOCT P NCO/M3K 15408-3—2008 WHopmaLmoHHaa TexHonorus. Metoabl v

cpepacTBa obecneuveHns 6e3onacHocT. Kputepun oueHkn 6e30nacHoOCTn nHGop-
MauMOHHbIX TeXHonoruii. Yacte 3. TpeboBaHua foBepus K 6e3onacHocTv
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KpUTEPUM OLLeHKN 6€30NacHOCTH, (PYHKLMSA 6€30NacHOCTU, (DYHKLMOHA bHbIE Tpe6oBaHNs 6830MacHoCTM
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